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Objectives

Upon completion of this module, you will be able to:

�Describe the data shredding process

�Shred data using the command line

�Shred data using the administration center
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Overview of data shredding

�Shredding is the destruction of deleted data

�Normally, when an object on the server is deleted, 
the database entries are deleted but the data in the 
storage pool still exists

�Shredding causes the data in the storage pool to 
be overwritten one or more times after it is deleted

� This is the same concept as erase-on-scratch

� This feature addresses random-access DISK 
storage pools only
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Requirements for data shredding

�Requires Tivoli Storage Manager 5.4 server or 
above; independent of storage agent or client

�No new hardware or other software is required

�Migration:  Administrators can enable and disable 
shredding for existing pools at any time, but it is not 
retro-active

� The support is platform independent

Storage agent can not do random-access pools, so no interaction.

Not retro-active means stuff that was already deleted is either shredded or not shredded 
according to the setting at the time of deletion.
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Data shredding process

�Shredding is accomplished by interrupting the delete.  When 
an object is deleted, the inventory entries are removed but 
the storage subsystem entries are not

�Deleted bitfiles are placed in a new pending shred state by 
creating entries for them in the shred list.  The object is 
considered logically deleted at this point

�The shredder (an asynchronous thread) will scan the shred 
list, shred the data represented by each entry, and delete the 
remaining entries for the bitfile

�The object is considered physically deleted at this point.  
The shred is done by overwriting the original data with the 
user-specified number of randomly generated patterns

�The intent is to make the data more difficult to be discovered 
and reconstructed later
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Data shredding process (cont.)
How to shred data:

� SHRED is an attribute on DEFINE STGPOOL and UPDATE STGPOOL 
commands

� SHREDDING server option 

� SHRED DATA command 

� QUERY SHREDSTATUS command

Example:

update stgp backuppool shred=2

ANR2017I Administrator SERVER_CONSOLE issued command: UPDATE 
STGPOOL backuppool shred=2

ANR1309W Shred value zero for storage pool DISKPOOL may render 
deleted data non shreddable.

ANR2202I Storage pool BACKUPPOOL updated.

in this example, 2 is the overwrite count
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SHRED DATA command syntax

DURATION Specifies the maximum number of minutes the shredding process runs before being 
automatically cancelled. When the specified number of minutes elapses, the server cancels the shredding 
process. As soon as the process recognizes the cancellation, it ends. Because of this, the process may run 
longer than the value you specified for this parameter. You can specify a number from 1 to 9999. This 
parameter is optional. If not specified, the server will stop only after all deleted sensitive data has been 
shredded. Wait Specifies whether to wait for the server to complete processing this command in the 
foreground. This parameter is optional. The default is No. Possible values are: No Specifies that the server 
processes this command in the background. You can continue with other tasks while the command is being 
processed. Messages created from the background process are displayed either in the activity log or the 
server console, or both, depending on where messages are logged. To cancel a background process, use 
the CANCEL PROCESS command. If you cancel this process, some files might already have been shredded 
before the cancellation. This is the default. Yes Specifies that the server processes this command in the 
foreground. You must wait for the operation to complete before continuing with other tasks. The server 
displays the output messages to the administrative client when the operation completes. Messages are also 
displayed either in the activity log or the server console, or both, depending on where messages are logged. 
IOERROR Specifies whether an I/O error encountered while shredding the data is to be considered a 
successful shred. This parameter is optional. The default is SHREDFAILURE. Possible values are: 
SHREDFailure Specifies that if the server encounters an I/O error while shredding, the data will not be 
considered successfully shredded and the owning file will be marked as damaged. The server will attempt to 
shred the data again the next time the shredding process runs, giving you a chance to correct the error and 
ensure the data can be properly shredded. SHREDSuccess Specifies that if the server encounters an I/O 
error while shredding and the owning file had been previously marked as damaged, the data will be 
considered successfully shredded. You should use this option only after the server has reported I/O errors 
while shredding and you are unable to correct the error.



TSM54_shred_data.ppt Page 8 of 26

Data shredding © 2007 IBM Corporation

IBM Software Group | Tivoli software

8

Troubleshooting

The SHOW SHREDLIST command reports detailed 
information about objects waiting to be shredded
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Data shredding using the administration Data shredding using the administration 
centercenter

Section
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Overview of administration center changes for 
data shredding
�Data shredding affected a number of panels, which w ill 
display only for Tivoli Storage Manage server 5.4 o r 
above. The shredding changes for a Tivoli Storage 
Manager server 5.3 or below will not be displayed

�This includes new panels and changes of existing 
panels to display and set shred status for storage pools 
and servers, and handle shred data for export, back up 
set, storage pool backup, and move data operations

�The new move node data and copy active data panels 
have shredding parameters as well

�For command storage pool updates, warning messages 
will be displayed in the administration center conf irm 
panels before the command is issued
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Server table changes

You can use the QUERY OPTION 
SHREDDING command to verify 
that shredding is set to manual. 

When Shred Data … is selected, the Shred Data form is displayed if the server is set to 
manual shredding. 

If the server is set to automatic shredding, the following  message will be issued:

The selected server is set for automatic shredding,  shred data command cannot be 
issued. To enable manual shredding, use the server properties notebook Security 
tab to change the server to manually shred data.
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Server notebook changes

Server Properties Notebook – Security Tab: Added Data Shredding

This section sets automatic or manual shredding and displays shredding information 
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Storage pool table changes

The storage pool table has a new field, Shred.  
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Storage pool notebook changes
Storage pool notebook has added text and a selectio n 
box in the General tab. This will only appear for D ISK 
storage pools. 

When the APPLY or OK button is pressed on any disk storage pool 
notebook panel, the shredding status is checked for conflicts.  There are 
two general types of conflict that can exist, a conflict with data caching, or 
a data shredding conflict.  

Data shredding from the general tab and caching from the migration tab are mutually 
exclusive selections, either shredding must be ‘Do not overwrite’, or ‘Leave a copy of the 
data in the storage pool after migration’ must be unchecked.  If both are checked a data 
caching conflict exists, and the migration panel will be  marked in error, and an error 
message will be displayed.
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Storage pool notebook changes (cont.)
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Storage pool data shredding conflict 

A data shredding conflict exists when a change to storage pool properties 

will cause data that previously existed in a shred pool to no longer be in a 

location where it will be shredded.  

This can occur when:

• Shredding is disabled on the storage pool.  

• Value is changed from a number to Do not overwrite.

• The storage pool is setup for shredding. 

• The next pool is updated, and the new next pool is not a shred pool.

• There is a simultaneous write pool defined or updated.

• The storage pool is changed to shredding. 

• The next pool is not a shred pool.

• There is a simultaneous write pool defined.

In these cases, a shred conflict panel will appear. Accept or Cancel buttons will display.  
Cancel will cause return to the notebook, Accept behavior will follow the original notebook 
button, OK ends notebook, Apply returns to the notebook.
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Conflict forms
There are two versions of the conflict form for disabling shredding, 
depending on whether or not the pool is also defined as a next pool 
for another storage pool.
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Conflict forms (cont.)
There are several versions of the conflict form for enabling shredding, 
depending the defined next pool or simultaneous write pools. The basic 
form is the enabling message, followed by the pools causing a conflict, so 
it can display the next pool, simultaneous write pools, or both.
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Conflict forms (cont.)
There are also several versions of the conflict form for changing 
shredding related pools. The basic form is the modifying message, 
followed by the pools causing a conflict, then a fix or accept instructions.  
If the only conflict is the next pool, a drop down menu to change that pool 
is also displayed.
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Warning message

If the original pool is a shred pool, and the location where the data 
will be backed up, copied, or moved is not shred, a warning 
message will be displayed. 

Example of a warning message:

Warning message occurs on the following:

The Backup Stgpool form

Copy Active Data form

Move Data form

Maintenance script

Copy Active Data and Backup Stgpools tabs

add and modify a relationship forms 



TSM54_shred_data.ppt Page 21 of 26

Data shredding © 2007 IBM Corporation

IBM Software Group | Tivoli software

21

Move data panel changes

Panel is updated to show Shredding 
Not Enabled and Shredding Enabled
pools in Select Storage Pool drop down 
menu, 

NOTE: Storage pools 
displayed for move data 
operations will have the same 
data format as the original 
pool. 
The Tivoli Storage Manager 
5.4 administration center will 
do this for both Tivoli Storage 
Manager 5.4 and previous 
servers.

If the source pool is shred enabled, the shred pools will be listed first, if it is not, as shown 
here, the shredding not enabled pools will display first. 
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Wizard changes

The export node wizard, export server wizard, and generate backupset 
wizard have a radio button group added if any shred pools exist on the 
server.  

The default value is no, and for export, the radio button group is disabled 
until a selection is made to export client data. 

The example shown is the radio button group from the Export Node wizard.
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Summary

You should now be able to:

�Describe the data shredding process

�Shred data using the command line

�Shred data using the Administration Center
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IBM Tivoli Storage Manager 5.4 curriculum 
roadmap for implementers and administrators

IBM Tivoli Storage Manager 5.4 implementation and 
administration, Part one

IBM Tivoli Storage 
Manager Extended 
Edition 5.4 disaster 

recovery

IBM Tivoli Storage 
Manager 5.4 HSM 

and space 
management

IBM Tivoli Storage 
Manager 5.4 

implementation and 
administration, Part 

two

http://www.ibm.com/software/tivoli/education/edu_pr d.html
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Feedback

Your feedback is valuable
You can help improve the quality of IBM Education Assistant content to better 

meet your needs by providing feedback.

� Did you find this module useful?

� Did it help you solve a problem or answer a question?

� Do you have suggestions for improvements?

Click to send e-mail feedback:

mailto:iea@us.ibm.com?subject= Feedback about TSM54_shred_data.ppt

You can help improve the quality of IBM Education Assistant content by providing 
feedback.
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