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This presentation discusses the new IBM HTTP Server for WebSphere® V6.1 on a z/OS®
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Goals
*Who
= Platform differences
= Legacy IBM HTTP Server

2/0S specifics © 2007 IBM Corporation

This presentation assumes you have a working knowledge of Apache HTTP servers or
IBM HTTP Server for WebSphere found on distributed platforms. You will learn the
differences between the various IBM HTTP Server products. The IBM HTTP Server for
WebSphere found on distributed platforms is very similar to IBM HTTP Server for
WebSphere on z/OS and an Apache HTTP server. At the same time, there are more
differences with the legacy IBM HTTP Server packaged with the z/OS operating system
and referred to as the legacy IBM HTTP Server in this presentation.
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Agenda

= Overview

= Apache HTTP comparison details
= Legacy comparisons

= Problem determination

= Summary and references

2/0S specifics © 2007 IBM Corporation

This presentation will first look at IBM HTTP Server for WebSphere Application Server on
z/OS and then discuss the differences with other Web servers. The reference section
contains considerable additional documentation.
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Section

Overview

z/OS specifics

© 2007 IBM Corporation

This section introduces IBM HTTP Server for WebSphere Application Server on z/OS.
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New HTTP Server for z/OS

= Named: IBM HTTP Server for WebSphere
Application Server

= Based on open source Apache HTTP
» Like IBM HTTP Server on other platforms

= Licensed with WebSphere Application Server

© 2007 IBM Corporation

The IBM HTTP Server for WebSphere Application Server for z/OS is the same Web server
packaged with the distributed version of WebSphere application. Unlike the IBM HTTP
Server packaged with the z/OS operating system, IBM HTTP Server for WebSphere is
based on the Apache Web server. The IBM HTTP Server packaged with the z/OS
operating system is based on Domino® Go. The main advantage to using this version is
you can define the Web server actions in the same manner you define these actions on
your distributed platforms. Furthermore the Apache Web server design allows adding
extensions (modules) that are created and shared by a large open source community. IBM
HTTP Server for WebSphere Application Server requires a WebSphere Application Server
license on all LPARs where it runs.
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Section

Apache HTTP comparisons

z/OS specifics
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This section compares IBM HTTP Server for WebSphere with the Apache HTTP server.
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IBM HTTP Server for WebSphere on z/OS

» Open source Apache HTTP Web server
= with a small IBM patch
= plus IBM plug-in modules
» mod_ibm_ssl, not open source mod_ssl
» mod_auth_saf
« RACF® authentication, z/OS only
= A few modules and features not supported

» mod_dav, mod_disk cache, htdbm w/MD5

© 2007 IBM Corporation

On z/OS platforms, IBM HTTP Server for WebSphere is an implementation of the Apache
Web server expressly for running on z/OS with only slight variations from IBM HTTP
Server found on distributed platforms. Both of these Web servers are implementations of
the Apache Web server with minor differences. First of all there is a small IBM patch to
generically improve Apache and is found on all platforms. Also on all platforms is an
improved SSL module labeled mod_ssl_ibm. On z/OS platforms there are modules to take
advantage of the improved security offered by SAF and convert text between ASCII and
EBCDIC. There are a few modules that are not relevant on z/OS: mod_dav,
mod_disk_cache and htdbm with MD5. In the mod_dav module, the DAV stands for
Distributed Authoring and Versioning.

This extension to the HTTP protocol allows creating, moving, copying, and deleting
resources and collections on a remote Web server. The module mod_disk _cache
implements a disk based storage manager. The module htdbm is used to manipulate the
data base management format files used to store usernames and password for basic
authentication of HTTP users.
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Security vulnerability reports

= Can cause much concern

= APAR fixes do not always exist

= Many vulnerabilities reported in mod_ssl

= “bin/apachectl V" lists fixed vulnerabilities

= Scanners that look at version string

© 2007 IBM Corporation

Security vulnerability reports are generated in the greater Apache HTTP server
community. This is a great service; however you should be aware that many of these
problems are not applicable to the IBM HTTP Server for WebSphere product. Several of
these reports are about the Apache module mod_ssl. Since the IBM version uses
mod_ibm_ssl on all platforms, these reports are not relevant to IBM HTTP Server for
WebSphere. The command “bin/apachectl —V” will list all the vulnerabilities that have been
fixed. There are many scanners that look at the version string for an Apache HTTP server
and report vulnerabilities that have not been fixed in a deployed Apache HTTP server. For
the reasons just mentioned, you have to be careful that the vulnerabilities reported by
these scanners are applicable to IBM HTTP Server for WebSphere.
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Section

Legacy IBM HTTP Server comparisons

2/OS specifics © 2007 IBM Corporation

This section addresses the differences between IBM HTTP Server for WebSphere and the
legacy IBM HTTP Server packaged with the z/OS operating system.
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Legacy z/OS IBM HTTP Server

= IBM HTTP Server for WebSphere
» Host for WebSphere Application Server plug-in
» not a replacement for legacy z/OS IBM HTTP Server

= Some Legacy z/OS IBM HTTP Server features are
not implemented

© 2007 IBM Corporation

IBM HTTP Server for WebSphere is intended to host a WebSphere plug-in with the same
semantics as found in IBM HTTP Server on distributed platforms. As already mentioned
there are few differences between IBM HTTP Server for WebSphere on all platforms.
While both legacy IBM HTTP Server and IBM HTTP Server for WebSphere can host a
WebSphere plug-in, there are several differences between IBM HTTP Server for
WebSphere and the legacy IBM HTTP Server on z/OS. In general, the legacy IBM HTTP
Server has been established for some time and supports some z/OS specific functionality.
The new IBM HTTP Server for WebSphere is Apache based and through the extended
community has a richer base of functionality. The following pages detail some of the
features in the legacy IBM HTTP Server that are not present in IBM HTTP Server for
WebSphere.
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Legacy z/OS IBM HTTP Server features not
implemented

= MVSDS

» sample CGl script is available; no PDS directory support

= Hit counter

» Open source SSI text (not .gif) counter available
» needs .html edits

© 2007 IBM Corporation

On legacy IBM HTTP Server systems, there is an MVSDS procedure to interact with MVS
data sets. This call is not part of the standard IBM HTTP Server for WebSphere. You can
create a module to do the equivalent, but it is not currently supplied by IBM. A sample
script is available. The hit counter provided in legacy IBM HTTP Server provides a graphic
(a gif) that can be incorporated into a page. IBM HTTP Server for WebSphere does not
have such a hit counter, instead there are several examples available on the Web.
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Legacy z/OS IBM HTTP Server features not
implemented

= Fast response cache accelerator (FRCA)
= Scalable mode w/async network input/output

= SMF

» Similar information is available in the logs

© 2007 IBM Corporation

Neither the fast response cash accelerator nor the capability to run IBM HTTP Server in
scaleable mode with asynchronous I/O is available in IBM HTTP Server for WebSphere.
The legacy IBM HTTP Server provides support for system management facility (SMF)
records. While the IBM HTTP Server for WebSphere does not provide this information,
similar information is available in the many logs that are kept.
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WebSphere plug-in configuration
= with legacy IBM HTTP Server

Serverlnit /tmp/IBM HTTP Server 390WASI510238plug-in_http.so:init_exit
/u/rwadams/plug

Service /greeting/* /tmp/IBM HTTP Server 390WASI510238plug-
in_http.so:service_exit

ServerTerm /tmp/IBM HTTP Server 390WASI510238plug-in_http.so:term_exit

= with IBM HTTP Server for WebSphere Application
Server

LoadModule was_ap20_module modules/mod_was_ap20_http.so
WebSphereplug-inConfig /usr/Ipp/internet/config/plugin-cfg.xml

© 2007 IBM Corporation

The formats and the information in the configuration files for legacy and new IBM HTTP
Server are quite different. As a result, some of the information that could be placed in the
httpd.conf file has to now be placed in the plug-in. The top set of lines specify how to start
and stop a plug-in and how to handle configuration root. For example, start by sending the
request “/greeting/” to a specific entry point in the plug-in. The IBM HTTP Server for
WebSphere configuration files specifies where the plug-in is (as an Apache module) and
where the plug-in configuration file is.
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WebSphere plug-in details

= some legacy IBM HTTP Server directives override plugin-cfg.xml

» if plugin-cfg.xml specifies a wild card, Service directive can narrow the scope
for legacy IBM HTTP Server

» same plugin-cfgused with IBM HTTP Server for WebSphere Application
Server means what it says

= all URLs matched in plugin-cfg.xmlare served by the plug-in + WebSphere Application Server
» SSL keyring and stashfile properties in plugin-cfg.xml

= ignored by legacy IBMHTTP Server, respected by IBMHTTP Server for WebSphere Application
Server

2/OS specifics © 2007 IBM Corporation

This slide shows some of the specific differences in how to specify wildcards in URL
addresses. There are two new security statements present in the IBM HTTP Server for
WebSphere.
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Section

Problem determination

2/OS specifics © 2007 IBM Corporation

This section discusses IHSDiag, a tool to aid problem determination.
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IHSDiag

= Automates gathering documentation
= Problem analysis

= Explains common error log messages

2/0S specifics © 2007 IBM Corporation

IHSDiag is a tool that automates gathering documentation and analyzing software
problems. IHSDiag is available from a Web site listed in the references. Also on this site is
considerable documentation on how to perform problem determination.
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Section

Summary and references

z/OS specifics

This section contains a summary and references.
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Summary
= IBM HTTP Server for WebSphere on distributed
= Apache
= Legacy IBM HTTP Server

2/0S specifics © 2007 IBM Corporation

This presentation discussed the new IBM HTTP Server for WebSphere V6.1 on a z/OS
platform. The IBM HTTP Server for WebSphere found on distributed platforms is very
similar to IBM HTTP Server for WebSphere on z/OS and an Apache HTTP server. At the
same time, there are more differences with the legacy IBM HTTP Server packaged with
the z/OS operating system and referred to as the legacy IBM HTTP Server in this
presentation.
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Where to get documentation

= [HSDiag
http://publib.boulder.ibm.com/httpserv/IHSdiag/index.html

* Apache 2.0.47 manual
http://publib.boulder.ibm.com/httpserv/manual60/

= Level 2 Technotes
http://www-306.ibm.com/software/ \Nebservers/httpservers/support/

» Follow link to Technotes on that page

© 2007 IBM Corporation

On the IHSDiag Web Site you can find important questions and answers including error

document handling, diagnosing HTTP compression problems, and disabling TRACE and

TRACK methods. You will also find descriptions of diagnostic features of IHSDiag, third-

party modules and diagnostic modules.

The IBM-supplied manual for Apache 2.0.47 includes IBM-specific updates. The
information center contains links to this manual where appropriate.

The Technotes referenced here are supplied by level two support members from IBM
service. These notes do contain some information that is not relevant to z/OS such as
certificate management and installation.
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Trademarks, copyrlghts and disclaimers

B;e following terms are trad ks or regi d trademarks of | ional Busil Machines Corporation in the United States, other countries, or
IBM RACF WebSphere /0S8
Product data has been reviewed for accuracy as of the date of initial pubhcatlon Product data is subyect to change wnthout notice. This document

could include or errors. |BM may mal n the d herein at
any time without notlce Any‘statements regaldmg IBMs M‘é{ﬁ direction and intent are subyect to change or wﬁhdvawal wntﬁmﬁ notice, and represent

goals and obj only. p or serices does not |mp|¥that IBM intends to make such products,
or services available in all ies in which IBM op or does busi ss. Any to an IBM Program Product in this document is
not intended to state or imply that only that program product may be used. Any fi lly ‘equivalent prog oes not infringe IBM's intellectual

property rights, may be used instead.

Information ;\vanded "AS IS" without wanaa}:y of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "ASIS"
WITHOUT /ARRANTY, EITHER SS IMPLIED. 1BM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT IBM shall have no responsnblluty to update this information. 1BM pfoducts are
warranted, if at all, accordmg to the terms and conditions of the (for ple, IBM Custo eement, Statement of Limited Warranty,
!nlematlonal Program cense Agteement etc.) under which the: °¥ are ided. Infc non-BM was d from the

of thi her pubhclef available sources. IBM has not tested those products in connection with
this pubhcatlon ané cannot conﬁrm the accuracy of performance compatibility or any other claims related to non-IBM products.

IBM makes no

or p or implied, regarding non-IBM products and senvices.

p

The of the inft ined herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
|nqumes regardmg patent or copynght licenses should be made, in writing, to:

1BM Dlrector of anensmg
1BM

North Castle Dﬂve
Armonk, NY 10504-1785

USA
Performance is based on me T and ions using dard IBM b lled envi All

d are p I of how those customers have used IBM products and the results they may have achieved. The aclual
throughput or performance that anx user will exp will vary dep ) upon such as the amount of multiprogramming in the user's
job stream, the I/O configuration, the storage configuration, and the d. Therefore, no can be given that an individual user
will achieve throughput or p pi quivalent to lhe ratios stated here.
© Copyright | ional Busil Machines Corporation 2007. All rights reserved.
Note toU.S. Gi Users - D ion related to icted rights-Use, duplication or discl is subject to ictions set forth in GSA

ADP Schedule Contract and IBM Corp.
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