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This unit describes how to detect and troubleshoot security related problems.
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Unit objectives

After completing this unit, you should be able to:

=Describe common problems with WebSphere security
=Recognize symptoms of common security-related problems
=Analyze relevant log files for security messages

=Enable server tracing on relevant security components
=Analyze and interpret trace information

=L ocate the security configuration files

=Use tools to validate the security configuration files
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After completing this unit, you should be able to describe common problems with WebSphere security, recognize symptoms of
common security-related problems, analyze relevant log files for security messages, enable server tracing on relevant security
components, analyze and interpret trace information, locate the security configuration files, and use tools to validate the security
configuration files.
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Review of security components and security
flows

After completing this topic, you should be able to:
= List the WebSphere security components

= Describe authentication and authorization flows

5]
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After completing this topic, you should be able to list the WebSphere security components, and describe authentication and
authorization flows.
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Security components--Overview
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Security components include the security server which runs in each application server, security collaborators which enforce
security constraints, the web security collaborator which resides in the web container, and the EJB security collaborator which

resides in the EJB container.
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Security flows: Web browser communication

= When a Web browser sends a request to a WebSphere
application, the following security interactions occur:

1. Web user requests a Web resource that is protected by the application server

2. The Web server receives the request and recognizes that the resource is on the
application server

3. Web server plug-in redirects the request to the Web security collaborator which
performs user authentication

4. If authentication is successful, the Web request reaches the Web container

5. The Web security collaborator passes the following to the security server for
authorization:

* User's credentials
» Security information contained in the deployment descriptor from EAR file

6. For subsequent requests, authorization checks are performed either by the Web
collaborator or the EJB collaborator, depending on the user’s request

» User credentials are extracted from the established security context

5
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When a web browsers sends a request to a WebSphere application, the resource protection is checked, the web server
recognizes the resource on the server, and redirects the request to the Web security collaborator. If authentication is
successful, the HTTP request reaches the web container, at which point the security server authorizes the user for the call.
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Authentication flows
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This diagram describes the process of authentication and authorization for a web client attempting to access a secured

resource.
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Authorization flows
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This diagram illustrates the authorization process for a web client and a Java™ client.
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Security flows: Java client communication

= When a Java client interacts with a WebSphere
application, the following occurs:

1.A Java client generates a request that reaches the server side ORB

2.The CSIv2 or IBM SAS interceptor performs authentication on the server side
on behalf of the ORB, and sets the security context

3.The server side ORB passes the request to the EJB container

4. After submitting a request to the access-protected EJB method, the EJB
container passes the request to the EJB collaborator

5.The EJB collaborator reads the deployment descriptor from the EAR file and
reads the user credentials from the security context

6.Credentials and security information are passed to the security server, which
validates user access rights and passes this information back to the
collaborator

7. After receiving a response from the security server, the EJB collaborator
authorizes or denies access to the user to the requested resource

Security configuration problems © 2007 IBM Corporation

When a java client interacts with a WebSphere appliation, the client generates a request that reaches the server side ORB and
the security interceptor performs authentication on the server side on behalf of the ORB, consequently setting the security
context. The server side ORB passes the request to the EJB container, which passes it to the EJB collaborator. The EJB
collaborate reads the user credentials and passes it to the security server, which validates the user access rights.
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Common problems and troubleshooting
methnde
After completing this topic, you should be able to:

=Describe what can go wrong
=Describe how to approach a security problem
=Recognize normal security messages

=Determine if a problem is related to authentication or
authorization

=Determine if a problem is Web request or EJB-related
=Determine if a problem is SSL-related

=Examine a stack trace in the system log

=Enable tracing of security components

=Analyze trace information

Security configuration problems © 2007 IBM Corporation

After completing this topic, you should be able to describe what can go wrong, describe how to approach a security problem,
recognize normal security messages, determine if a problem is related to authentication or authorization, determine if a problem
is Web request or EJB-related, determine if a problem is SSL-related, examine a stack trace in the system log, enable tracing of
security components, analyze trace information.
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What can go wrong?

= Errors trying to enable global security
» Invalid user IDs
» Problems accessing the User Registry
= Errors after security is enabled
» Authentication failures
» Authorization errors accessing a Web page
= Access and login problems after security is enabled
» Problems trying to log in to the Administrative Console
= Errors with the SSL configuration
» Problems accessing resources with HTTPS URLs
= Single sign-on configuration problems
» Authentication failures
= User authorization issues
» Problems with user/group role mappings
= Server fails to start
» Remote user registry inaccessible

# "% iz ation p %‘
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Common security errors include errors in global security, errors after security is enabled, access and login problems, errors with

the SSL configuration, single sign-on configuration, user authorization, and server start failures.
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Approach to troubleshooting security-related
Issues
=Does the problem occur when security is disabled?

» A good litmus test to determine that a problem is security-related

» Just because a problem only occurs when security is enabled does not
always make it a security problem

» More troubleshooting is necessary to ensure the problem is really
security-related

=Did security seem to initialize properly?
» A lot of security code executes during server initialization

» Examine the SystemOut.log and SystemErr.log files to check for
warnings and exceptions that are security-related

11
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Troubleshooting security related issues involves analyzing whether or not the problem occurs when security is disabled. Just

because a problem only occurs when security is enabled does not always make it a security problem. You should also ensure
that security initializes properly.
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Normal security initialization messages
= Messages in the SystemOut.log indicating normal initialization:

; 12
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Administrators should know what log messages reflect a normal startup on a server. The SystemOut messages in this example
indicate normal code intialization.
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Authentication or authorization problem?

=Most security problems fall under one of these two
categories

= Authentication is the process of determining who the caller is

» When authentication fails, typically this failure is related to either the

= Authentication protocol (CSIv2 and SAS)
= Authentication mechanism (LTPA)
= User registry (Local OS, LDAP, Custom)

=Authorization is the process of validating that the caller has
the proper authority to invoke the requested method

» When authorization fails, this is usually related to

= Application bindings from assembly and deployment
= |dentity of the caller who is accessing the method
= Roles that are required by the method

13
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Most security problems are related to authentication or authorization. Authentication is the process of determining who the
caller is, and authorization is the process of validating that the caller has the proper authority to invoke a certain method.
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Is this a Web or an EJB request? (1 of 2)

= Web requests have a completely different code path than EJB requests

= Different security features exist for Web requests than for EJB requests,
requiring a different body of knowledge to resolve

= For example, when using the LTPA authentication mechanism,
» SSO is available for Web requests
» SSO is not available for EJB requests

= Web requests involve HTTP header information that is not required by
EJB requests due to the protocol differences

= Web requests involve the Web container

= EJB requests involve the EJB container

14
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Web requests and EJB requests have distinct security paths. Web request involve HTTP header information which EJB
requests do not. Web requests involve the web container whereas EJB requests invole the EJB container. It is important to
understand both request flows.
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Is this a Web or an EJB request? (2 of 2)
=Secure EJB requests flow over the RMI/IIOP
protocol and rely heavily on the

» ORB component
» Naming component

“When Workload Manager is enabled, other
behavior changes in the code can be observed

=All of these components must interact closely for
security to work properly

' @ (53 15
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Secure EJB requests flow over the RMI/IIOP protocol and rely on the ORB and Naming components. When Workload Manager
is enabled, other differences may be seen in request behavior. Understanding the functions of the ORB and the Naming
Service components can be helpful in problem determination.
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Problems related to Secure Sockets Layer?

= SSL is a distinct layer of security
» Problems are usually separate from authentication and authorization

= SSL problems are usually first-time setup problems because the
configuration can be difficult

» Each client must contain the signer certificate of the server
» During mutual authentication, each server must contain the client's certificate

= There can be protocol differences:
» SSLv3 versus Transport Layer Security (TLS)

= Listener port problems related to stale Interoperable Object References
(IORs)

» For example, IORs from a server that reflect the port used prior to the server’s
restarting

16
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SSL is a distinct layer of security. Problems in SSL are usually separate from authentication and authorization. Most SSL
problems are related to first-time setup and configuration, including the use of IBM‘s Key Management tool. Issues included
protocol differences and listener port incompatabilities.
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Errors configuring SSL encrypted access

= The Java Cryptographic Extension (JCE) files were not found
» Error when launching IKeyman

= Unable to verify MAC (message authentication code )
» Error when the wrong keystore password is used

= SSL handshake failure

= The certificate alias cannot be found in the keystore

17
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Example errors include errors launching KeyMan, such as the fact that the Java Cryptographic Exectension files are not found.
An inability to verify the message authentication code signifies that the wrong keystore password is being used. An SSL
handshake failure indicates that there is no trusted certificate found.
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Is there a stack trace in the system log file?

=A single stack trace tells a lot about the problem
» What code initiated the code that failed
» What component is failing
» Which class the failure actually came from

=Sometimes the stack trace is all that is needed to solve the
problem

» It may pinpoint the root cause
=Other times, it only gives a clue, and may be misleading

“When product support analyzes a stack trace, they may
request an additional trace if it is not clear what the problem
5

=You can trace several security components with different
levels of detall

18
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As in most troubleshooting situations, the system log files should be viewed first for exceptions, errors, and, warning messages.
A single stack trace tells a lot about the problem. You may also trace several security components with a certain degree of
detail to further determine the cause of a security problem.
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Example: SystemOut.log stack trace

=Symptom: The Deployment manager fails to start. An
examination of the Dmgr’'s SystemOut.log file shows many
exceptions and stack traces. The beginning of the first stack
trace looks like the following:

19
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The following example stack trace shows a situations where the deployment manager cannot reach the LDAP remote host. The
first step in diagnosing this issue would be to attempt to ping DMO1 from the deployment manager machine.
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Tracing security components

security are:

» com.ibm.ws.security.*

= com.ibm.ws.security.audit.*

= com.ibm.ws.security.auth.*

= com.ibm.ws.security.core.*

= com.ibm.ws.security.ejb.*

= com.ibm.ws.security.policy.*
= com.ibm.ws.security.registry.*
= com.ibm.ws.security.role.*

= com.ibm.ws.security.util.*

= com.ibm.ws.security.web.*

» com.ibm.websphere.security.*

= com.ibm.websphere.security.WSSecurityHelper
= com.ibm.websphere.security.WebSphereSecurityPermission

» SASRas

Security configuration problems

*The classes that implement WebSphere Application Server

20
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There are various security components that can be traced such as auth, ejb, registry, and so on. The use of wildcards in trace

specifications makes it easy to enable tracing on multiple components.
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= Click S,

Enable tracing on security components

= In the Administrative Console select Troubleshooting ->Logs and Trace
= Select the server you want to trace, serverl or dmgr

= Select Change Log Details Levels

= Click com.ibm.websphere.security.*  and select all

= Click com.ibm.ws.security.* and select all

Configuration Runtime |

General Properties

Change Log Detail Levels

e LU ] TMPORTANT: To view log events that are below the
Detail Level, you must enable the Diagnostic Trace
Service. Log events that are at Detail Level or above
can be viewed in the SystemOut log, IBM Service Log
(when enabled). or the Diagnostic Trace Service (when
enabled].

Groups

*=info: com.ibm.wehsphere.security.*=all:
com.ibm.ws.security.*=all: SASRaz=all

Security configuration problems
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The following example shows how to enable all the major security components for all events. Security trace tends to be
significantly larger than most other kinds of traces, so performance and file size should be a consideration when deciding which

trace levels to use.
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Result from security components trace
= Portion of trace.log file

The log shows the events
leading up to the

Unknown Host Exception.
Apparently an attempt to
access the host DMO01 on
port 389 (LDAP port) is
failing.

22
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By default, when tracing is enabled for a server, the trace information is written to the trace.log file in the server's logs directory.

In this example, without setting the trace level for the Unknown Host Exception, we would not be able to see the events that led
up to the exception.
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Administrative console runtime messages, log
file messages, and codes

After completing this topic, you should be able to:

= |dentify the different types of WebSphere and
security-related messages and codes

23
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After completing this topic, you should be able to identify the different types of WebSphere and security-related messages and
codes.
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Security Association Service messages

= JSAS messages are from Security Association
Service

» Examples

24
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JSAS messages are from the Security Association Service.
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WebSphere Security messages

= SECJ messages are from WebSphere Security

» Examples

o
3
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25

SECJ messages are from the overall WebSphere Security component.
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Web Ul Security Center messages

=SECG messages are from Web Ul Security Center
» Examples

- ko
S 2
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SECG messages are from the Web Ul Security Center component.
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Web Services Security (WS-Security) messages
“WSEC messages are from Web Services Security

» Fxamnles

'ﬁ.ﬁ“ 27
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WSEC messages are from the Web Services Security component. Lastly, JSSL are ORB SSL Extensions messages, and
WSSK are Web Services Security Kerberos messages.
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as authentication

CSIv2 CORBA minor codes

= The following table shows some CORBA minor codes which a client
can expect to receive after running a security-related request such

Minor code name Minor code Exception type Minor code

value (Hex) description
AuthenticationFailed 49424300 NO_PERMISSION See Notes
InvalidUserid 49424301 NO_PERMISSION See Notes
InvalidPassword 49424302 NO_PERMISSION See Notes
InvalidSecurityCredentials | 49424303 NO_PERMISSION See Notes
ServerConnectionFailed 494210A0 COMM_FAILURE See Notes
ValuelsNull 494210B2 INTERNAL See Notes

Security configuration problems
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CORBA exceptions are generic and indicate a problem in communication between two components. CORBA minor codes are
more specific and indicate the underlying reason that a component could not complete a request. This table shows some
common CORBA minor codes after running a security-related request.
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Example of a CORBA exception

=Minor code name: Authentication Failed
=Minor code: 49424300

29
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An example CORBA exception shows a minor code which describes an authentication failure event.
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Additional tools and techniques

After completing this topic, you should be able to:
= Locate and validate security configuration files
= Track LTPA tokens

= Disable global security

30
Security configuration problems © 2007 IBM Corporation

After completing this topic, you should be able to locate and validate security configuration files, track LTPA tokens, disable
global security.
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Security configuration files

= security.xml

» Each profile has a copy of security.xml located at
<WAS_HOME>\profiles\<Profile_Name>\config\cells\<Cell_Name>

» Contains all of the security configuration information and status

= User registry
= Authentication mechanism
= Many more

= ws-security.xml

» Each application server has a copy of the ws-security.xml file, which defines
the default binding information for Web services security

= sas.client.props
» Each profile has a copy of sas.clients.props in its properties directory
» Contains client-side properties used by Secure Association Services
= was.policy
» Each profile has a copy of was.policy in its properties directory
» Contains policy information for J2 Security

31
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The major configuration files related to security are security.xml, ws-security.xml, sas.client.props, and was.policy. These files
should almost never be edited manually.
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Tools to validate the security configuration

= Various tools can be downloaded from the IBM support site for checking
and validating security configuration

= These tools include:

» ACert
= A command-line tool that checks expiration dates of all SSL certificates defined in WebSphere
Application Server SSL repositories
= The expiration dates of each certificate are displayed

» WebSphere Security Scanning Tool (wsst)

= A command-line tool that scans static WebSphere Application Server security configuration files to
look for potential vulnerabilities

= The tool produces an HTML report that contains
— security configuration checks performed
— status of each check
— corrective action if necessary
— a link to the information center task related to the corrective action

= LDAP Browsers/Editors
» Very useful for working with LDAP user registries

32
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There are various tools from IBM support which check and validate security configuration. ACert is a command-line tool that
checks expiration dates of all SSL certificates. The WebSphere Security Scanning Tool scans static security configuration files
to look for potential vulnerabilities, and the LDAP Browser is useful for working directly with LDAP user registries.
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Tracking LTPA tokens
= To track LTPA tokens,

Privacy Alert

CO nflg U re yO U r We b The Web site “ibm.com' has requested to save a file on your
o Computer called a “cookie.” This file may be used to track usage

b rowser to Warn abo ut = information. Do yow wank to allow this?

COO kies [ Apply my decision bo all cookies fram this Web site

. Ll Cookiel BlockCookiel fdore [nto I Help
= If you do not get a warning oo mamaton

after a successful B
authentication you may Pah [’
. Expires End of session Secure IF
have prOblemS Wlth Data BNz G CHIR D 35E IBgP O+ +y0 pOATK +bozBP Drinp i’
esFHrziM Wb Z exctk 4ziR vbbCPHANCk DSk grF rO DtLE K

LJI&j8EGE Y vCoCayibwvaGwjald CSJtF AwE 1 g Cron<3vE 24

} Domaln Sufflx for the LTPA EELI3+pf><rUZEIhDeSq5FEIa‘Y'bkLhHg?KzF1nW'XS‘Ih LI
. . 3rd Party Mo Session IYes
SSO configuration E°.f-"°a:: —
olicy
» Proxy server configuration -

33
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It is useful to determine how WebSphere Application Server is managing the LTPA cookie or token. You should enable your
\éVebk browser to vll/arn about cookies. Once you do this, your browser will inform you when WebSphere Application Server sends
ack an LTPA token.
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Disabling global security

= Sometimes it is necessary to disable global security in
order to troubleshoot security-related problems

= If the application server or deployment manager is running,
use the administrative Console
1. Select Security — Global security

2. Un-select Enable global security
3. Save changes to the master repository

= |f the application server cannot be started, for example
» Password of the server user ID in the user registry is expired

» Or the user registry can not be reach for authentication

= Disable Global Security using the command line enter
1. <WAS_HOME>\bin\wsadmin.bat -conntype NONE
2. wsadmin>securityoff
3. wsadmin>quit
4. Start serverl or dmgr

34
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Sometimes it is necessary to disable global security in order to troubleshoot security-related problems. This can be done
through the administrative console or directly through wsadmin.
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Checkpoint

1.Which two application server components have a
security collaborator process?

2 .What categories do most security problems fall under?

3.In which log files would you most likely find stack traces
resulting from security-related exceptions?

4.Describe how you can get more detailed information
about WebSphere security components written to a log
file?

5.Which configuration file contains the global security

information including: security status, user registry, and

authentication mechanisms?
b ;:.‘ Y. g\*

As a checkpoint, which two application server components have a security collaborator process? What categories do most
security problems fall under? In which log files would you most likely find stack traces resulting from security-related
exceptions? Describe how you can get more detailed information about WebSphere security components written to a log
file? Which configuration file contains the global security information including: security status, user registry, and
authentication mechanisms?

Security configuration problems © 2007 IBM Corporation
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Checkpoint solutions

1.The Web container and the EJB container each have a
security collaborator.

2.Authentication and authorization mostly. But other categories
include: SSL, Web Services, security proxies.

3.The SystemQOut.log and SystemErr.log would contain stack
traces resulting from security-related exceptions.

4. For each application server, node agent, and deployment
manager you can enable tracing of security components at
different levels of detail. This information can be written to a

trace.log file.

5.The security.xml file contains all of the global security
configuration information.

© 2007 IBM Corporation

Security configuration problems

The Web container and the EJB container each have a security collaborator. Authentication and authorization, SSL, Web
Services, and security proxies. The SystemOut.log and SystemErr.log would contain stack traces resulting from security-
related exceptions. For each application server, node agent, and deployment manager you can enable tracing of security
components at different levels of detail. This information can be written to a trace.log file. The security.xml file contains all of
the global security configuration information.
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Unit summary

Having completed this unit, you should be able to:

=Describe common problems with WebSphere security
=Recognize symptoms of common security-related problems
=Analyze relevant log files for security messages

=Enable server tracing on relevant security components
=Analyze and interpret trace information

=L ocate the security configuration files

=Use tools to validate the security configuration files

Security configuration problems © 2007 IBM Corporation

Having completed this unit, you should be able to, describe common problems with WebSphere security, recognize symptoms
of common security-related problems, analyze relevant log files for security messages, enable server tracing on relevant
security components, analyze and interpret trace information, locate the security configuration files, and use tools to validate the
security configuration files.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?

= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send e-mail feedback:

mailto:iea@us.ibm.com?subject= Feedback about
SW5706G10 Security Config Probs.ppt

38
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You can help improve the quality of IBM Education Assistant content by providing feedback.
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