
  

  

    

        
    

          
          

       

IBM WebSphere Application Server V7.0.0.23 

Allow non-administrators to manage profiles created outside of 
WebSphere Application Server installation directory 

© 2012 IBM Corporation 

This presentation describes support for allowing non-administrators to manage profiles 
created by administrators outside of the WebSphere Application Server installation 
directory, included in IBM WebSphere Application Server V7.0.0.23. 
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Overview 

� Before V7.0.0.23 
– Non-administrators could not manage profiles created by administrators outside of 

WebSphere Application Server installation directory unless access was given explicitly 

� V7.0.0.23 and later 
– Administrators can allow non-administrative users to manage profiles outside of 

WebSphere Application Server installation directory without having to alter permissions 
manually 

– Non-administrative users should have write access to the directory where the profile is 
created, so choose a directory to which the non-administrative user has access by 
default 

– New functionality is enabled using a custom property 
– Disabled by default in V7 
– Only supported on Windows 
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Administrators can now easily allow non-administrative users to manage profiles that were 
created by administrators outside of WebSphere Application Server installation directory 
without having to configure permissions manually. Non-administrators should have write 
access to the directory where the profiles are created, so it is best to create the profiles 
under a directory to which non-administrative users have write permissions to by default. 
This feature is disabled by default and it can be turned on by modifying a custom property 
value. This feature only works on Windows operating system. 
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Enabling the feature 

� Modify custom property to enable new function 
– property is set in <WAS_HOME>/properties/wasprofile.properties 
– WS_USE_ENHANCED_OPENSOURCE_BEHAVIOUR 

• Default value: ‘false’ 
• ‘true’ to enable, ‘false’ to disable 
• Value is case-sensitive. “True” or “TRUE” would not enable the feature. 

� Make sure non-administrative users have read permissions to: 
– <WAS_HOME>/bin/setupCmdLine.bat 
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By default this feature is disabled. To enable it, open 
WAS_HOME/properties/wasprofile.properties file and set the value of custom property 
WS_USE_ENHANCED_OPENSOURCE_BEHAVIOUR to “true.” WAS_HOME refers to 
the installation directory of WebSphere Application Server. The value of custom property 
is case sensitive. It should be set to “true,” all in small letters to enable the feature. 

Next step is to give non-administrators read access to 
WAS_HOME/bin/setupCmdLine.bat. A fix introduced in one of the earlier fix packs 
modifies the permissions of this file. To check the file permissions, right click the file and 
go to Properties. Then go to the Security tab at the top. If the non-administrative user is 
not on the list then add the user to give read access to the file. 
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Creating a profile to be managed by non-administrator (1 of 2) 

� Launch Profile Management tool 

� Select the profile type 

� Choose Advanced profile creation option 

� Set “Profile directory” to somewhere non-administrator has write access to by default. 
– C:\profiles\AppSrv01 
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Make sure the custom property is set to “true” to enable the feature. Launch Profile 
Management Tool to create a profile. Select the type of profile to be created. Select 
“Advanced profile creation” option from the “Profile creation options” page. Continue 
through the wizard and set the profile path to somewhere outside of WebSphere 
Application Server installation directory but to a directory to which the non-admin user has 
write permissions to by default. For example C:\profiles\AppSrv01. 
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Creating a profile to be managed by non-administrator (2 of 2) 

� Windows service definition (if applicable to the profile type chosen) 
– If the non-administrative user does not have the right to log on as a service then uncheck 

“Run the application server process as a Windows service” 

– If the non-administrative user has the right to log on as a service then, select “Log on as 
a specified user account” and provide non-administrative user’s account credentials. 
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Continue through the wizard. If the non-administrator does not have the user right to log 
on as a service, on “Windows Service Definition’” page, clear the check box for “Run the 
application server process as a Windows service.” If the non-administrative user does 
have the right to log on as a service, select “Log on as a specified user account’” and 
enter in the non-administrator’s account credentials. If the profile is to be managed by 
multiple non-administrative users and they all have the right to log on as a service then 
check “Run the application server process as a Windows service’” and select “Log on as a 
local system account.” 
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Feedback 

Your feedback is valuable 

You can help improve the quality of IBM Education Assistant content to better meet your 
needs by providing feedback. 

� Did you find this module useful? 

� Did it help you solve a problem or answer a question? 

� Do you have suggestions for improvements? 

Click to send email feedback: 

mailto:iea@us.ibm.com?subject=Feedback_about_WASv70023_nonAdmin_Profile_Management.ppt 

This module is also available in PDF format at: ../WASv70023_nonAdmin_Profile_Management.pdf 
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You can help improve the quality of IBM Education Assistant content by providing 
feedback. 
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    Trademarks, disclaimer, and copyright information 

IBM, the IBM logo, ibm.com, and WebSphere are trademarks or registered trademarks of International Business Machines Corp., registered in many 
jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of other IBM trademarks is 
available on the web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml 

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. Other company, product, or 
service names may be trademarks or service marks of others. 

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE 
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED 
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM’S CURRENT 
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR 
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION. 
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR 
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT 
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE. 

© Copyright International Business Machines Corporation 2012. All rights reserved. 
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