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SAML feature

(@ business on demand.
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Updated December 18, 2009
This presentation covers the features of SAML in WebSphere® Application Server
V7.0.0.7.
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This presentation gives a brief overview of SAML, how to install the SAML feature, and
finally the steps necessary to use the SAML feature.
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SAML explained

= Security Assertion Markup Language (SAML)

= SAML is an XML-based, OASIS standard for
exchanging user identity and security attributes
information

= SAML holds the promise to federate resources
across security domains

= Link to specification
» http://www.oasis-open.org/specs/index.php#saml

SAML feature © 2009 IBM Corporation

SAML stands for Security Assertion Markup Language. SAML is developed by the
Security Services Technical Committee of OASIS. SAML is not an implementation but a
framework that defines how a security identity can be obtained and transferred from one
business entity to another.

For further detail on SAML refer to the SAML specification, which is linked to from this
slide.
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Section

Business case for using SAML feature

SAML feature © 2009 IBM Corporation

This section provides the business case for using the SAML feature.
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High level user story

= As a (corporation), | want to (have controlled
resources sharing with my business partners, that
is, allowing my own user base and partners’ user
base to access our collective resources based on
trust relationship) so that (I will open new business
opportunities and expand my business reach
through a federated and collaborative environment
with single sign-on convenience and low identity
management overhead and low resource
management overhead).

As a (role), | want to (goal) so that (business value).

© 2009 IBM Corporation

SAML feature

The high level user story here is: As a corporation, | want to have controlled resources
sharing with my business partners, that is, allowing my own user base and partners’ user
base to access our collective resources based on a trust relationship, so that | will open
new business opportunities and expand my business reach through a federated and
collaborative environment with single sign-on convenience and low identity management
overhead and low resource management overhead.
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Advantages of solutions using SAML

= Based on open industry standards

= SAML is XML based
» Suitable for internet applications
» Parsing, XML digital signature, and XML encryption
» Extensible attributes schema

= SAML tokens contain subject identity and attributes
» Enabling identity and attribute based authorization and
personalization
= SAML tokens can contain signing key

» Enabling recipients to validate sending party’s ownership of key,
hence ownership of tokens

SAML feature © 2009 IBM Corporation

The SAML feature implements the open-standards based SAML, ensuring compatibility
among providers implementing SAML solutions. SAML is XML based making it well suited
for internet applications. SAML tokens can contain a signing key enabling the recipient of
the SAML token to validate the sending party’s ownership of the key.
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Advantages of solutions using SAML (continued)

= SAML tokens can be signed by token issuer to
protect integrity
» Enabling recipient to validate authenticity of tokens
» Enabling recipient to assert SAML token identity and
attributes based on trust relationship with token issuers

= SAML tokens may be encrypted to protect
confidentiality and privacy

» Hiding tokens contents from everyone except the
intended recipient

SAML feature © 2009 IBM Corporation

SAML tokens can be signed by a token issuer to protect integrity. This enables the
recipient of the token to validate authenticity of the token and assert SAML token identity
and attributes based on the trust relationship with the token issuer. SAML tokens also
allow for the encryption of the entire contents of the token to protect confidentiality and
privacy of the contents from everyone except for the intended recipient.
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Section

SAML feature capabilities

SAML feature

© 2009 IBM Corporation

This section covers the capabilities introduced with the SAML feature.
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SAML feature capabilities

= Support scenarios targeting OASIS Web Services
Security SAML Token Profile V1.1

» SAML Assertion specifications V1.1 and V2.0 support
» Bearer and holder-of-key subject confirmation method
support
= Support for external Security Token Service (STS)
» No STS shipped with product
» Support WS-Trust V1.2 and V1.3 protocols

= Application Programming Interface (API)
» Access STS

» Create and consume SAML assertions
;' @R

SAML feature © 2009 IBM Corporation

The SAML feature targets scenarios covered by the OASIS Web Services Security SAML
Token Profile V1.1. Those scenarios include SAML Assertion specifications V1.1 and V2.0
and Bearer and Holder-of-key subject confirmation methods. The SAML feature requires
that you have an external Security Token Service installed and configured. The SAML
feature also comes with an API to create and consume SAML assertions and access the
STS.
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SAML feature API

= SAML function provides a set of Application
Programming Interfaces
» SAML Token Factory API
» WS-Trust Client API

= Detailed information can be found in the
WebSphere Application Server information center
and Javadoc

SAML feature © 2009 IBM Corporation

The SAML feature also provides a set of APIs that can be used to request SAML tokens
from a Security Token Service using the WS-Trust protocol. APIs are also provided to
locally generate and validate SAML tokens. For more information see the WebSphere
Application Server information center and Javadoc™.
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Section

Installing and enabling SAML feature

SAML feature © 2009 IBM Corporation

This section covers the installation and configuration of the SAML feature.
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Installing and enabling SAML feature

= Apply WebSphere Application Server fixpack
V7.0.0.7

= Two ways to enable SAML
» Create a new profile
» Enhance existing profile

SAML feature © 2009 IBM Corporation

SAML comes shipped as part of the WebSphere Application Server V7.0.0.7 fixpack. The
first step to enabling SAML support is to apply the fixpack. The next step is to either create
a new profile or edit and existing profile. If you create a new profile no further action is
required on your part, since all SAML configurations are in place and ready for your use.
Enhancing an existing profile to support SAML is required if you already have a profile
configured for which you want SAML capabilities.
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Add SAML support to existing profile (policy sets)

= Copy SAML policy sets from app_server_root to
profile_root
» profileTemplates/default/documents/config/templates/PolicySets
» config/templates/PolicySets

= Navigate to Services > Policy Sets > Application policy
sets
» Click Import > From Default Repository
» Select SAML default policy sets and click OK

SAML feature © 2009 IBM Corporation

SAML introduced new policy sets and bindings that you need to use to augment the
existing profiles.

Copy the SAML policy sets from
app_server_root/profileTemplates/default/documents/config/templates/PolicySets to
profile_root/config/templates/PolicySets. Next navigate to Services > Policy Sets >
Application policy sets, click Import > From Default Repository, select the SAML policy
sets and click OK. The new SAML policy sets are now ready for use.
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Add SAML support to existing profile (bindings)

= Extract AppSrvWos.car into a temp directory
» app_server_root/profileTemplates/default/configArchives

= Copy general bindings from temp directory to
profile directory

» <temp_dir>/cells/defaultCell/bindings
» profile_root/config/cells/<cellName>/bindings

= Run the wsadmin command

» wsadmin.sh —conntype NONE —lang jython —f
app_server_root/bin/addSamiLoginConfigs.py

SAML feature © 2009 IBM Corporation

Unpackage app_server_root/profileTemplates/default/configArchives/AppSrvWos.car
archive into a temporary directory. Next copy the general bindings directory from
<temp_dir>/cells/defaultCell/bindings to profile_root/config/cells/<cell_name>/bindings.
Final step is to add the JAAS SAML login configuration to the cell scoped security
configuration. This can be done by running wsadmin.sh —conntype NONE —lang jython —f

app_server_root/bin/addSamlLoginConfigs.py.

The profile is now configured to use SAML.
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Add SAML support to existing profile

= Copy wsjaas.conf and wsjaas_client.conf
app_server_root to profile_root

» profileTemplates/default/documents/properties
» properties

SAML feature © 2009 IBM Corporation

Copy “wsjaas.conf” and “wsjaas_client.conf’ from
app_server_root/profileTemplates/default/documents/properties to profile_root/properties.
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Shipped SAML policy sets

= SAML11 Bearer WSHTTPS default
» Sends a SAML token using the bearer confirmation method in SOAP
messages, and protects SOAP messages using SSL
= SAML11 Bearer WSSecurity default
» Sends a SAML token using the bearer confirmation method in SOAP
messages, and protects SOAP messages using X.509 signing and encryption
= SAML11 HoK Public WSSecurity default

» Passes a SAML token using the holder-of-key confirmation method with a
client X.509 certificate in the SAML token, and protects SOAP messages
using the client certificate in the SAML token and the X.509 certificate of the
recipient

= SAML11 HoK Symmetric WSSecurity default

» Passes a SAML token using the holder-of-key confirmation method with a
shared key that is encrypted by recipient public key, and protects the SOAP
message using the shared key for signing and encryption

SAML feature © 2009 IBM Corporation

The shipped policy sets include two Bearer and two holder-of-key. Each of these policy
sets has both a SAML v1.1 and SAML v2.0 version.
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Section

Security Token Service communication setup

SAML feature © 2009 IBM Corporation

This section covers the steps involved in setting up communication between the Web
services client and the Security Token Service. The Security Token Service setup and
configuration is not covered in this presentation.
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Security Token Service (STS) communication

= Web services client use two sets of policy set
attachments

» Communicating with STS
» Communicating with target webs service provider

= Console designed to manage one set of policy set
attachments to communicate with provider

SAML feature

Web services clients use two sets of policy set attachments - one for communicating with
the Web services provider and another for communicating with the STS. The
administrative console was designed to manage only the policy set attachments to
communicate with the Web service provider and not a second policy set attachment to
communicate with the STS.

© 2009 IBM Corporation

The steps and screen captures in this presentation walk you through setting up SAML
using the Bearer subject confirmation method. For more information on holder-of-key
subject confirmation method usage see the WebSphere Application Server information
center. The example in this presentation uses application specific bindings to
communicate with the STS. As a result you need to attach and then detach the policy set.
If you choose to use general bindings then you can skip the next few slides that are
specific to application specific binding configuration.
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and Security Token Service

Web services client

STS communication setup (1 of 8)

Service provider

WS-Security,
Business LOQIC}{ runtime

//
. . WS-Securi
Business Logic Wi
Reques
token
SOAP with token

Validate
token

= Configure communications between WS-Security runtime

Trust
store

SAML feature

The next few slides guide you through the steps to configure communication between the
Web services client and the Security Token Service.
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STS communication setup (2 of 8)

Service client policy sets and bindings

= Navigate to Applications > Application Types >
WebSphere enterprise applications > your_application >

El Applications Configuration ‘

New Application
B Apglication Typss

WebSphere enterprise zpplications 5
General Properties

Business-level applications
Assets * Name

[3axWsservicessamples |

Application reference validation

Issue warnin as [+]

Envirsnment Detail Properties

Web Module Properties

Session management
Context Root For Web Modules

) System administration
Usars and Groups
Monitaring and Tuning
[ Troubleshooting

[E Service integration

ubDT

1P and JSF ogtions
virtuzl hosts

Enterprise Java Bean Properties

Default messzqing provider references

Web Services Properties

Service providers

i =z2qing sta
Provide JMS and EJB endpoint URL i

Publish WsOL files.

Provide HTTP endpeint URL informatien

SAML feature

© 2009 IBM Corporation

Navigate to Applications > Application Types > WebSphere enterprise applications >
your_application and click the “Service client policy sets and bindings” link.
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default

= Select the check box next to
the service

= Click Attach Client Policy Set
= Choose Username WSHTTPS

STS communication setup (3 of 8)

Preferences

| fAttach Client Policy S=t ~ | || Dietach Clien

I~ |Kerberas V5 HTTPS default

LTEA WSSecurity default

—|5AML11 Bearer WSHTTPS defaulf

E55L WSTransaction

t/ Operat

" Username SecureConversation

I
Username WSHTTPS default I

fesources

Username WSSecurity default

WS-1 RSP

WSAddressing default

WSHTTPS default

W5ReliableMessaging persistent
1

= | echoOoeration

SAML feature

© 2009 IBM Corporation

Select the check box for the client service. Next click the “Attach Client Policy Set” button.
Click the “Username WSHTTPS default” policy set, which was shipped as part of the

SAML feature. This step is specifying which policy set you want to use when
communicating with the STS. You are not required to use the shipped policy set.

SAML_v7007_FIS.ppt

Page 21 of 46



| IBM Software Group

STS communication setup (4 of 8)
= Select the check box next to the service
= Click Assign Binding
= Choose New Application Specific Binding...

Preferances

| Attach Client Policy Set = || Detach Client Palicy Set || iAssign Binding T i |

P ——— Default ul
& T 52 [i=w Agplication Specific Bindina... ||

SamITCSample2 |
5e|e|:t| Application/Service/Endpoint/Operation £ |Atta- SamlITCSample
Client sample

Client sample V2 o

¥ou can administer the following resources:

JaxW5ServicesSamples UseiSaml Bearar Client sample
Saml Hok Symmetric Client sampl
|:| EchoService Username WSHTTPS default (inherite:

SAML feature © 2009 IBM Corporation

Select the check box for the client service. Next, click the “Assign Binding” button and
choose “New Application Specific Binding...”. This will bring up a new screen to continue
your configuration. You can use general bindings instead of application specific bindings
as shown in this example. If you choose to use general bindings then you can skip the
following steps that relate to application specific bindings.
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STS communication setup (5 of 8)

= Enter a uniqgue name under in the Bindings and
configuration name field

= Click Add and choose WS-Security

= Click Authentication and protection

prise Applications > Ja:

indings > New application specific binding
istics of this policy set. I this is an application specific bir

ttachments. The uss of = spacific binding can be sdvants

Add =

Enterprise Applications > JaxWSServicesSamples > Service client policy sets and bindings > New application specific binding > WS-Security

Follow the links for bindings associated with message security policies. Authentication and protection allovs you to manage the tokens used f

suthentication, the signing information and encryption information. Keys and certificates allows you to manage the key information used for 5
Cancel and certificate stores.

Main Message Security Policy Bindings

Kevs and certificates
Massage expiration
Actor roles
Custom properties

J

SAML feature © 2009 IBM Corporation

Enter a unique name in the “Bindings configuration name” field. Click the “Add” button and

choose “WS-Security”. This will bring up a new panel. Click the “Authentication and
protection” link.
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STS communication setup (6 of 8)

tokens section

= Click request:uname_token located under Authentication

set.

Protection tokens

service client policy sets and bindings

Enterprise Applications > JaxWSServicesSamples > Sarvice client licy sets and bindings
> New application spacific binding > WS5-Sacurity > Authentication and protection

Configure custom bindings for tokens and message parts that are required by the pelicy

Select| Protection token name | Protection token type | Usage

Status

None

Total O

Authentication tokens

5e|ect| Security token referance | Authentication token type | Usage

| Status

You can administer the following resources:

Username Token v1.0

Freguest:uname token I

request

Outbound

Mot
configurad

Total 1

SAML feature

Click “request:uname_token”.
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STS communication setup (7 of 8)

Enterprise Applications > JaxW55ervi
> New application specific binding > WS-Security > Auth i ion and protection >

= Click Apply =

Authentication toksns are sent in messages to prove or assert an identity.

= Click Callback

+ Security token reference

handler [request:uname_token

# Token =
» Link will not appear =

. . # Local part
until you click Apply
200401-wss-username-token-profile-

1.0#UsernameToken

Namespace URI

| |
1245 lagin
[v=s.ganarate.unt ] | new Apglication Login

Custom properties

Select| Name Value

O | |

i

Additional Billdill!s

Callback handler

| apely | [0k | [Reset | [ cancel

© 2009 IBM Corporation

SAML feature

Click “Apply”. This will enable the “Callback handler” link. Click “Callback handler”.
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= Enter a user name
and password

= Click OK

= Save your changes
to master repository

STS communication setup (8 of 8)

Enterprise Applicati > JaxWSSer il
h

specific binding >

> Service cllent policy sets and bindings > New application
nd

ndler implsmantatic,

Class Name

token > Callback handler
Spedfiss the parameters far the callback handler that are used for generating the token, Bacause you can
slug-in = custom callbmck handler, you must specify the implemsntstion class

nams. The spplicstion s=rvar
providas optians for identity Scaartion, basic aUthentication. and the keystore that are passed to the callback
ha

53 Use built-in default | comibmuebsphere.vss curity.callbsc khandler UNTGenerateCallbackHandler

O Uss custom

Basic Authentication

User name

Password

Confirm %asswnrd

Custom Properties

Custom properties

Select| Name

Value

it

O |1

[apaly || ok || [Reset | [cancel

SAML feature

© 2009 IBM Corporation

Enter a user name and password under the “Basic Authentication” section. This is used to

authenticate with the STS.
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Import SSL certificate from STS (1 of 4)

= Navigate to Security > SSL certificate and key
management > Manage endpoint security
configurations

= Click server_or_node_endpoint

SSL certificate and key management

nsgement > Manage endpoint security configurations

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or
cluster.

Local Topalogy

B Inbound
Bl bsstelzeNod=03Cell

SAML feature © 2009 IBM Corporation

Navigate to Security > SSL certificate and key management. Click “Manage endpoint
security configurations”. Click either the node or server endpoint to bring up the
configuration options.
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SSL certificate and key

> Manage endpoint security configurations >

General Properties

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or cluster.

Name

[bsstelzenod=03

Direction

[trbound

Specific S5L configuration for this endpoint
SSL

Related Ttems

NodeDefaultasLaattings ]| pdsts certificats slias list || Manage certifcates

Kev stores =nd,
certificates

Certificate alias in key store

Kev sets

Key sst groups

Import SSL certificate from STS (2 of 4)

= Click Key stores and certificates
= Click NodeDefaultTrustStore

Prafersnces

[ New |[ Delste || Change password... || Exchange signsrs...

Se\ectl Ham

‘ Description

| Path £

You can administer the folloving resources:

[ |ModeDefaultkevstors Default key store for ${CONFIG_ROOT}/cells
03Cell/nodes
J/bsstelzeNode03/key.p12
O ,Nudenefau\rrrusts.:urel Default trust store for ${CONFIG_ROOT}/cells
03Cell/nodes
/bsstelzeNode03/trust.p12
Total 2

click “NodeDefaultTrustStore”.
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Click “Key stores and certificates”. This will bring up another panel where you will need to
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Import SSL certificate from STS (3 of 4)

= Click Signer certificates

= Click Retrieve from port

55L certificate and key management > Manage int security confi i
certificates > NodeDefaultTrustStore

>

032 > Key stores and

Defines keystore types, including crystography, RACF(R), CMS, Java(TM], and all truststore types.

General Properties

Additional Properties
Hame

[ModeDefaultTruststore

Description

SSL certificate and key management > Manage endpoint security confiqurations >

> Key st d i >
[tTrustStore > Signer certificates
|Default trust store for bsstelzelodenz

Manages signer certificates in key stores,

Management scope Preferences —
(call] bastalzafiod=03Call: Eme |
| IS

(node):bsstelzelad=03

Path
[${conFIG_ROOT}/cells/bsstelzal od=03 Cell/nd Se\en‘nl = o ‘Issued o o |Fingerpn’nt (SHA Digest) & Expiration {3
You can administer the folloving resources:
# Password
D datapower OU=Root CA, O="DataPower A3:BA:A4:B5:BC:26:2F:5D:2A:80:93: CA:BA:F4:31:05:F2:54:14:17 | Valid from
Technology, Ine.", C=US Jun 11, 2003
to Jun 5,
2023.
D root CH=bsstelze.rchland.ibm.com, | 02:32:D%:EE:1E:30:F4:4D:05:DB:FA:63:BD:C6:AB:B7:4D:87:CC:2D | Valid from
Oct 8, 2009
OU=bsstalzaNod=03Call, t0 Oct 2,
OU=bsstelzelod=03, O=IEM, 2024,
c=Us
Total 2

SAML feature

Click “Signer certificates”. Next, click “Retrieve from port”.

© 2009 IBM Corporation
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Import SSL certificate from STS (4 of 4)

= Enter the host of the STS in the Host field
= Enter the port of the STS in the Port field
= Enter an unique name in the Alias field
= Click Apply and save the conflguratlon

S5L certificate and key mana
bs: stel eNode03 > Key stores an
f

5 >

ana oint security col urations >
nd certificates > anleDef ultTru ststﬂre > 5 ner certificate:

Makes = test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the
server during the handshake.
General Properties

# Host
http://STS_HOST
# Port

ss= ]

S5L configuration for outbound connection

2
HodeDefaultS5L5ettings L4

# Alias

5TS Alizs

[apoy | [0 | [ Resat | [ cancel |

© 2009 IBM Corporation

SAML feature

Enter the host, port, and alias of the STS. Click “Apply” and save to the master repository.
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Section

Web service client communication setup

SAML feature © 2009 IBM Corporation

This section covers the steps involved in setting up communication between the Web
services client and the provider using SAML.
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provider

Web services client

Business Logic

Client communication setup (1 of 9)

= Configure communications between client and Web service

Security Token

Service provider (

. . WS- (
Business Logic % runtime

Service

i

Request
token
SOA)3 with token
rity;
Validate
token

Trust
store

SAML feature

© 2009 IBM Corporation

The next few slides guide you through the steps to configure communication between Web
services client and provider using SAML. SAML token flows in one direction, from sender

to recipient.
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Client communication setup (2 of 9)

Service client policy sets and bindings

= Navigate to Applications > Application Types >
WebSphere enterprise applications > your_application >

El Applications Configuration ‘

New Application
B Application Types
WebSphers enterprize applications
Business-level applications
Assets

General Properties

# Name

[3axWsservicessamples |

Services

Resources
B Security

Environment

Modules

Metadata for modules

Manzge Modules

Web Module Properties

Session management
Context Root For Web Modules

System administration

Users and Groups

ubDT

1P and JSF ogtions
virtuzl hosts

Enterprise Java Bean Properties

Default messzqing provider references

i =z2qing sta
Provide JMS and EJB endpoint URL i

Publish WsOL files.
Provide HTTP endpeint URL informatien

SAML feature

© 2009 IBM Corporation

Navigate to Applications > Application Types > WebSphere enterprise applications >
your_application and click “Service client policy sets and bindings”.
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Client communication setup (3 of 9)

= Click Detach Client Policy Set

Preferences

| Artach Client Policy Set = ! Dietach Client Policy Set |
eo7®

5e|e|:t| Application/Service/Endpoint/Operation 2 | Attag

You can administer the following rescurces:

JaxWSServicesSamples User:
O EchoService User
{inhg
O EchoServicePort User
{inhg

SAML feature © 2009 IBM Corporation

Select the check box for the client service and click “Detach Client Policy Set” to detach
the existing policy set.

SAML_v7007_FIS.ppt Page 34 of 46



| IBM Software Group

Client communication setup (4 of 9)

= Click Attach Client Policy

Set Preferences
| Attach Client Palicy Set =~ || Detach
n Choose SAML11 Bearer ~kerberos V5 HTTPS default
LIPAWSSacurity dafault
WSHTTPS default -JL—ﬁ]v— SAMLLL Bearer WEHTIPS dafaulyl |

Username SecureConversation
Username WSHTTPS default
Username WSSecurity default
WS-1 RSP

|WSAddressin default
WSHTTPS default
_WSReliableMessaginﬁ Eersistent

250l

SAML feature © 2009 IBM Corporation

Select the check box for the client service. Next, click “Attach Client Policy Set”. Click the
“SAML11 Bearer WSHTTPS default” policy set that was shipped as part of the SAML
feature. This step is specifying which policy set you want to use when communicating with
Web service provider. There are four policy sets to choose from. See the slide on shipped
SAML policy sets for a complete list.
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Client communication setup (5 of 9)

= Click Assign Binding
= Choose Saml Bearer Client sample

= Click the Saml Bearer Client sample

Prefarances
__Artach Client Policy Set ~ || Detach Client Policy Set || [Aszign Binding © |
[ L .
Default =
. New Application Specific Binding...

SamITCSample2 |
5e|ect|App\icatinn!&ewicejEndpninnfOperatinn & ‘AttalSamITCSam l=IEA pli|

SamlITCSample

You can administer the following resources:

JaxWsServicesSamples

O EchoService Preferenc es

-

5e\e|:t| EEET 7 . | hed Client Palicy Set & ‘poh'mg applied | Binding 7
You can inis the
D JaxW3ServicesSamples SAML11 Bearer WSHTTPS Client only Saml
default Bearer
Client
o

SAML feature © 2009 IBM Corporation

Select the check box for the client service. Next, click “Assign Binding”. Click the “Saml
Bearer Client sample” binding, which is shipped with the SAML feature. You are not
required to use this sample binding, but you should consider using it as a starting point.

A new panel will come up once you have chosen your binding. Click “Saml Bearer Client
sample”.
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Client communication setup (6 of 9)

. - 5 5 = 5 e
n CIICk WS—SeCurIty En;::‘lrzﬁr!rg?éil:z:.:;stkwmﬁam les > Service client policy sets and bindings

Use this page to create a client binding which is reusable across policy sets and
applications. Use the Add button to select policy bindings and then be sure to provide
configuration. Empty bindings are deleted.

+ Bindings configuration name

[saml Bearer clisnt sample

Description

This is = ssmpl= general clisnt policy set binding and is
available only as = starting paint for client binding
configuration. You sheuld medify this binding to mest your
security requirements before using in a production environment.

Selact| Policy &

You can administer the folloving resources:

HTTPE transport

AMS transport

SS5L transport

W5-ReliableMessaging

WS-Security

E Oooo|oo
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Click “WS-Security”.
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Client communication setup (7 of 9)

= Click Authentication and protection

= Click gen_samll1ltoken

Enterprise Applications > JaxWSServicesSamples > Service client policy sets and bindings
> Saml Bearer Client sample > WS-Security

Follow the links for bindings asseociated with message security policies. Authentication and
pratection allovs you te manage the tokens used for signature, encryption, ar
suthentication, the signing information and encryption information. Keys and certificates
allows you to manage the key information used for signature and encryption, trust stores
=nd certificate stores.

Main Message Security Policy Bindings

nth tieati 1 - Authentication tokens
19 enticaticn an rotection
L-_sutheatication and oratection]
Kews and certificates
Message expiration Selact |Authent|'|:atinn token name Uszge
Custom properties You can administer the following resources:
|:| gen samliitoken Outbound
D gen saml20token Qutbound
|:| gen_signkrbStoken Outbound
|:| gen signltpaproptoken Qutbound
D gen signltpatoken Outbound
I:l gen slgnunametnken Outbound
Total &

SAML feature © 2009 IBM Corporation

Click “Authentication and protection”. This will bring up a new panel. Click the
“gen_samllltoken” link under the “Authentication tokens” section.
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= Click Callback
handler

Client communication setup (8 of 9)

prise Aj > JaxWSServis > Service client policy sets and bindings » Saml| Bearer
Client sample > WS-Security > Authentication and ion > gen_saml1lltoken

Authentication tokens are sent in messages to prove or assert an identity.

Token Generator

#* Name

[a=n_saml11token
+ Token typs

# Local part

[httpi//doc s.0asis-open.org/vss/oasis-ves-sami-token-profile-1.1 #5AMLY 1.1

Namespace URT

JAAS login

|vss.genzratz.sam\ New ication Login

Custom properties

Select| Name Value

O | ||

Additional Bindings

i

" lcallback handler

[Capply | [0k | [Reset | [ cancal

Click “Callback handler”.

SAML_v7007_FIS.ppt
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= Enter your password
under the Basic
Authentication section

= Change the STS URI
location to point to your
STS

= Click OK

= Save changes to master
repository

Client communication setup (9 of 9)

rity >

amsts rsf th «<allback handler that
ba
de

authe

=d
: you must =p= Fylh \mpl ementatio:
ertion, basic

me. Thz
ication, and the kyst < that o dto

ions > i > Service client policy s
i nd

> gen samlllt k >Ca||ba k||
th token EI

Saml Bearer
ndler

the ca\lback

Lluse built-in default

comibmuws.wssecurity impl auth.callbac kWS TrustCallbac kHandler

omibmuwebsphere.wssec urity callbac khandler. A MLGenerateCallbac kHandler

sssssss

Select Name value

| nfirmationMethod Bearer [ Eon |
[ D= |

O | keyType http://docs.oasis-open.org/vs-sx/vs-trust/200512/Bearer

O | stsur: https://svt193.austin.ibm.com/Trust/13/UsermameMixed

O | vstrustclientalicy Username WSHTTPS default

[ | vestrustClientBinding SamiTCSamale

[0 | wstrustClientsoapversion | 1.2

SAML feature
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Enter a user name and password to authenticate with the STS. Next, you will want to
configure the location of your STS. The “stsURI” contains a default STS URI that you must
configure to point to your STS. Select the check box next to the “stsURI” custom property
and click “Edit”. Verify that the “wstrustClientPolicy” value and the “wstrustClientBinding”
value are what you specified earlier. Once you have finished configuring your STS URI
and verifying the properties, click “OK” and save your changes to the master repository.
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Restart the application

= In order for your changes to take effect you must
restart the application

SAML feature © 2009 IBM Corporation

In order for your change to take effect you must restart the application.

SAML_v7007_FIS.ppt Page 41 of 46



IBM Software Group

SAML feature limitations

= SAML token can not be used with Web Services
Security API

= Supports SAML bearer and holder-of-key
confirmation methods only

= WSTrustClient API supports issue and validate
operations

= Does not support propagating SAML token in
response message from provider to client

SAML feature © 2009 IBM Corporation

A SAML token can not be used with the Web Services Security API.

The SAML function supports SAML bearer and holder-of-key confirmation methods. It
does not support the sender-vouches confirmation method.

WSTrustClient API supports issue and validate operations, but not cancel and renew
operations.

SAML token propagation from Web services provider to client in the response message is
not supported.
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Section

Summary

This section covers the summary.

SAML_v7007_FIS.ppt
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Summary

= Covered SAML and the SAML feature

= Covered the steps involved in installing and
enabling the SAML feature

= Covered the steps involved in setting up a Bearer
subject confirmation method SAML solution

SAML feature © 2009 IBM Corporation

This presentation gave a brief overview of SAML followed by what the SAML feature is.
You were then shown the differences and steps involved in configuring WebSphere
Application Server to make use of the new SAML feature. Finally, the steps involved in
setting up a Bearer subject confirmation method SAML solution were demonstrated. You
were not shown the available APIs or the more complex holder-of-key subject confirmation
method SAML solution. For more information on these see the WebSphere Application
Server information center for complete descriptions and step by step instructions.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send e-mail feedback:
mailto:iea@us.ibm.com?subject=Feedback_about SAML v7007_ FIS.ppt

This module is also available in PDF format at: ../SAML_v7007 FIS.pdf

SAML feature © 2009 IBM Corporation

You can help improve the quality of IBM Education Assistant content by providing
feedback.
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IBM, the IBM logo, ibm.com, and the following terms are or reg of i i ines C ion in the United States, other countries, or both:
WebSphere
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Javadoc and all Java-based trademarks and logos are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.
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to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-1BM products and services.
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North Castle Drive
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