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IBM WebSphere Application Server V8.5

Cross-component trace

© 2012 BM Corporation

This presentation describes support for cross-component trace (XCT) included in IBM
WebSphere® Application Server V8.5
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Cross-componenttrace

Overview

©2012 1BM Corporation

This section is an overview of cross component trace.
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= Cross component trace (XCT) is a log/trace correlation technology.

= XCT enables you to determine which log/trace entries are part of each request.

= XCT can be used in any of three different modes:

= Request ID mode

= Request ID and correlation log record mode

= Request ID, correlation log record, and data snapshot mode

= XCT works best in combination with High Performance Extensible Logging (HPEL).
= HPEL stores XCT request IDs

= HPEL can filter log/trace records by XCT request ID

Cross-componenttrace ©2012 1BM Corporation

Cross component trace is a correlation technology that helps administrators see the flow
of requests that span multiple threads or processes. XCT simplifies the task of determining
which log or trace entries, in each application server log file, are part of each request.
When enabled, XCT can be used in any of three different modes. In the first mode, XCT
request IDs are added to existing log and trace records. In the second mode, XCT request
IDs are added to existing log and trace records and XCT log records are added to log files.
In the third mode, XCT request IDs are added to existing log and trace records, XCT log
records are added to log files, and data snapshots are captured. XCT works best with the
application server's High Performance Extensible Logging (HPEL) log and trace
framework. XCT Request Ids are only ever added to HPEL log and trace records — they
cannot be stored in SystemOut.log. HPEL also provides the ability to filter log and trace
files by request ID and helps minimize the performance impact of enabling XCT log
records.
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Cross-componenttrace

Demonstration

v

Show me

©2012 1BM Corporation

For a demonstration of how to enable high performance extensible logging, pause this
presentation and click the demonstration icon.
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* |BM WebSphere Cross Component Trace Logviewer can be used to view files augmented
with correlation log records.
— Available for the IBM Support Assistant
— Can load multiple files simultaneously
— Can show flat or hierarchical views

Cross-component trace © 2012 IBM Corporation

Atool called IBM WebSphere cross component trace log viewer can be used to view log or
trace files augmented with correlation log records. The tool is available as a tool add-on for
the IBM Support Assistant. It is able to load multiple log files at the same time, and can

display log content in either a flat chronologically-ordered view, or a hierarchical request-
ordered view.
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= XCT comparison with PMI Request Metrics
— XCT is for log and trace correlation
— PMI Request Metrics is for performance tracking

Cross-componenttrace ©2012 1BM Corporation

XCT and PMI Request Metrics have some overlap. Both technologies provide transaction
tracking.

XCT is used for log and trace correlation, making it easy to see which log and trace entries
are part of the same requests. XCT can also be used to capture request and response
payload data. XCT instrumentation is sparse as it aims mostly to track where requests
change threads or processes.

PMI Request Metrics is used for performance tracking. PMI Request Metrics can expose
its data to Application Response Measurement (ARM) agents. PMI Request Metrics
instrumentation can be verbose as it tracks the performance of individual components.
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= Correlation log records look like this example:

[4/23/12 13:54:44:509 IST] 0000008e XCT I BEGIN AAADxX/itMDz-
AAAAAAAAAAA 00000000000-ccccccececcc2 HTTPECF (InboundRequest
/JMSApp/LocalMessageSend RemoteAddress(127.0.0.1) RequestContext (2082603117))

= Each XCT correlation log record is structured as shown below

<Date> <Thread_ID> <XCT_Logger_Name> <Message_Type> <XCT_STATE> <XCT_ID>
<XCT_PARENT_ID> <XCT_MESSAGE>

— <Date>: The date and time when the log record was generated

— <Thread_|D>: The thread which generated this message

— <XCT_Logger_Name>: The XCT logger name is XCT. This logger is used to identify the
XCT Records in the Log file

— <Message_Type>: Type of the log message

— <XCT_STATE>: Each XCT Record has a State, it can be BEGIN, END

— <XCT_ID>: A Unique ID generated for correlating the XCT Records

— <XCT_PARENT_ID>: The XCT_ID of the parent XCT context

— <XCT_MESSAGE>: The XCT message contains the information about the XCT record;
this can contain some Associations and Annotations

Cross-componenttrace ©2012 1BM Corporation

Each XCT record contains a date, thread ID, XCT logger name, message type, XCT state,
XCT ID, XCT Parent ID, and message.

The date is the date and time when the message was generated.
The thread ID is the thread which generated the message.

The XCT logger name is the logger name in XCT, the logger is used to identify the XCT
records in the log file.

The message type is the type of the log message.

The XCT state identifies whether an XCT context is beginning or ending. Think of an XCT
context as a request running on a particular thread.

The XCT ID is the unique ID generated to correlate the XCT records.
The XCT parent ID is the XCT ID of the parent request.

The message contains the information about the XCT record; this can contain
Associations and Annotations.
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Enabling XCT through administrative console

= The panel below is where XCT is enabled on the administrative console
* The panel can be found here: WebSphere Application Servers > SERVER_NAME >

Change log detail levels
[Aoolication severs ______________________________________________________________________________________________________________________________7._]

> serverd > A > Ch log detail levels

Use log levels to control which events are p by Java « Click C L to specify a log detail lavel for individual componaents, or
click Groups to specify a log detail level for a group o . Click or group name to select a log detail level. Log
detail levels are cumulative; a lavel near the lop of the list incl lud. .II the ubI.qu-nt levels

Configuration Runtime

------- Ll
Save e changes to configuration as well
Chang detail levels

Disable logging and tracing of pot-m-.nv sensitive data (WARNING: This might cause the log detail level setting to be
modified when it is applied on the server.

nts and specify a log detail level. Log detail levels specified here will apply to the entire server. Expand
d Groups and dlick Components to specify e log datail leval for individusl components. or clici ‘Groups to specify
evel for & group of o . Cliek o or group name to select » log detail level. Log

are cumulative.

og det
detail lev

*=info

4 Componaents and Groups

Correlation

Enable log and trace correlation 50 entries that are serviced by more than one thread, process, or server will be identified as

¥! Enable log

£ 102 io lec aod toac

«<0 8 include - ecords and create correlation log records b

Include request IDs in log and trace records. create correlation log records, and capture data snapshots

t IDs in log and trac

Apply || OK || Reset || Cancel |

8 Cross-componenttrace © 2012 BM Corporation

Cross Component Trace (XCT ) can be enabled using the administrative console or
WSADMIN scripts. In this illustration XCT is enabled using administrative console.

To enable XCT for the server , serverl, navigate as follows: Servers > Server Types >
WebSphere Application Servers > serverl > Change log detail levels > Runtime Tab

Select the check box that says Enable log and trace correlation and select the radio button
labeled Include request IDs in log and trace records and create correlation log records
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Cross-componenttrace

Usage scenarios
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Cross component trace is used in these scenarios.
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HTTP trace

= For the HTTP scenarios these traces were enabled
* The panel below can be found on this page: WebSphere Application Servers >
SERVER_NAME > Change log detail levels

Configuration | | Runtime

General Properties

Change log detail levels

Disable logging and tracing of potentially sensitive data (WARNING: This might cause the log detail level setting to
be modified when it is applied on the server.)

Select components and specify a log detail level. Log detail levels specified here will apply to the entire server. Expand
Components and Groups and click Components to specify a log detail level for individual components, or dick Groups
to specify a log detail level for a predefined group of components. Click a component or group name to select a log

detail | A
< | *=info: HTTPChannel=all: GenericBNF=all S

# Components and Groups

10 Cross-componenttrace © 2012 BM Corporation

For the HTTP scenarios to follow this trace was enabled:
*=info:HTTPChannel=all:GenericBNF=all
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|dentifying all log/trace entries that are part of the same HTTP
request

= The XCT requestID is added to all log and trace records associated with HTTP requests.
—The requestID can only be seen when using the HPEL logViewer command-line tool with
the advanced format
= Below is an example of logViewer output with the requestID circled in red

= The logViewer can be found within the bin directory on the server
—Example: logViewer.bat -format advanced

—The logViewer will display all log and trace entries

“5/9/12 19:27:20:843 EDT] 0000 = .websphere .XCT
thread=[WebContainer : 2 equestID=[AABZvPwWW/cp-ARARAARARARAH
BEGIN AABZvPwWW/cp-A . -4 Teccccccc2 HITPCF (InboundRequest

/snoop RequestContext (1283695288))

[S5/9/12 19:27:20:843 EDT] 0000002b 3 UOW=

source=com.ibm.ws.http.channel.impl.HtctpServiceContextImpl ox S e i

component=Application Server thread=[WebContainer : 2‘;'equestID=[AABZvaW/cp-@
parseMessage () returning true for
com.ibm.ws.http.channel.impl.HttpRequestMessageImpl@876d44esS

[(S/9/12 19:27:20:844 EDT) 0000002b 1 UOW=

source=com.ibm.ws.http.channel.impl.HttpBaseMessageImpl org=

component=Application Server thread=[WebContainer : 2 requestID=[AABZvPwW/cp-AAAAAAAAAAH
Initializing message:
com.ibm.ws.http.channel.impl.HttpResponseMessageImpl@89f7e3fc with
com.ibm.ws.http.channel.inbound.impl.HttpInboundServiceContextImpl@4c83a2bs

1 Cross-componenttrace ©2012 1BM Corporation

An administrator might want to use XCT to identify what trace entries are part of an HTTP
request. To accomplish this the HPEL logViewer command-line tool can be used. This tool
is found within the bin directory of the server. When the “logviewer” is run with the
advanced format option, the requestlD can be seen on each trace entry. In order to have
the requestID present XCT must be enabled.

To search for log and trace records that match a particular requestiD, use the command
logViewer -includeExtensions requestiID=<some Id>.

For example:
logViewer -includeExtensions requestiD=AABZvPwWW/cp-AAAAAAAAAAH
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Cross-componenttrace

Demonstration

v

Show me
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For a demonstration of how to Use request IDs to see log and trace entries related to a
particular request, pause this presentation and click the demonstration icon.
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= When an HTTP request arrives, the server executes an XCT BEGIN
— Indicates the request has started processing
—The entry in the logs show this information:
» Parent XCT ID
* Current XCT ID
* Type of request(InboundRequest or OutboundRequest)
* URI of request
* RequestContext object ID from HTTPChannel
* RemoteAddress from the connection the request originated from
— Will only display if XCT correlation log records are enabled

[5/29/12 7:15:29:787 EDT) 000000be XCT I BEGIN AABPtopIWgZ-AARAAAATOMO
AABPtopINgZ-ARARRAATOKS HITPCF (InboundRequest /favicon.ico RemoteAddress(9.42.75.112)
RequestContext (-1245247681) )

13 Cross-componenttrace ©2012 1BM Corporation

An administrator can see what HTTP requests the server is running. When the request
arrives, the server does an XCT BEGIN. This marks the request as having started
processing. In the logs an XCT BEGIN for an HTTP request can commonly be seen with
attributes showing the XCT Parent ID, XCT Current ID, the type of request, which includes
InboundRequest and OutboundRequest, the URI of the request, the HTTP Channel
RequestContext object ID, and the Remote IP Address from the connection the request
originated from.
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Identify what HT TP requests the server is executing

= When the request completes processing and XCT END is executed
—Indicates the request is complete
—The entry in the logs show this information:
» Parent XCT ID
* Current XCT ID
* Type of request
* Return Code of the response that is being returned
* RequestContext object ID from HTTPChannel

= Will only display if XCT correlation log records are enabled

[5/29/12 7:15:29:886 EDT] 000000be XCT [ END AABPtopINgZ-AARAARATOMO
AABPtopINgZ-AARAAAATOKE HTTECF (InboundRequest RC=404 RequestContext (-1245247681))

14 Cross-componenttrace ©2012 1BM Corporation

When the request completes processing the server does an XCT END, this marks the
request as finished. In the logs an XCT END for a HTTP request can commonly be seen
with attributes showing the XCT Parent ID, XCT Current ID, the type of request, which
includes InboundRequest and OutboundRequest, the return code of the response, and the
HTTP Channel RequestContext object ID.
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IBM WebSphere cross component trace log viewer

= The scenarios following this slide use the IBM WebSphere Cross Component Trace
Logviewer — available as a tool add-on for the IBM Support Assistant

= Tool used to examine XCT entries in a log

= Logs can be loaded from multiple servers and they are stitched together

%] IBM WebSphere Cross Component Trace Logviewer o8| X
File

5] Server Logs @ v =) -

Load og files from the file system 1

er log files. Click OK to load them into the

...........

v

15 Cross-componenttrace - ©2012 1BM Corporation

The scenario that follows uses the IBM WebSphere cross component trace log viewer.
The tool is used to examine XCT entries from a server log. Log files from multiple servers

can be loaded and they are stitched together for a combined view.
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Show me

Cross-componenttrace

Demonstrations

Show me

©2012 1BM Corporation

For demonstrations on how to get the cross-component trace log viewer and on how to
see request hierarchy in the log view, pause this presentation and click each
demonstration icon.
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Messaging topology for sending and receiving a JMS message from
a local server scenario

DmgrCellO1

/ BUS \

/

17 Cross-component trace © 2012 1BM Corporation

In this scenario, the JMS application and messaging engine are running in the same
server process.

The JMS message is sent to a local queue destination and the message is received from
the local queue destination synchronously.
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[i]]

Sending and receiving a JMS message from a local server

= JMS Applications and the Messaging Engine are running in the same process

= Message is received synchronously

FU Start HTTPCF (nboundRequest MSAppy Apr 23, M2 I3 SOET| wetptoms  C00000Ee Stattof proc tssr, for HTTPCF (isboundRequest /IMSApp/LocalMessageSend)
169 Start SBus (Send) Aor 3, W12 135445686 15T Correlation Startofprocessingfor SBus (Send)
B _:_U End SBus (Send) Aot 3 212 ;)1‘99-8 500336?& Ewc c‘:'ccessw;':c'iii.,s.&*c‘ MessigeSnd
[] ) End MS (SendMessage) Apr 3, 012 BHASER 1S 0000008e End of processing for MS (SendMessage)
[15 Logmessage Apt B, D2 135445100 8T 0000008e "esse e sent successully Message
£ o HTIRCE ooy AL e 2 00 3564523 T (0es o i T b 0
1) Stat HTTPCF (boundRequest /MSAppy Apr 3 12 35S0 T] HitptoJMs  0000003e Statt of processing for HTTPCF (nboundRequest /IMSApp/LocalMessagefeceive )
16) StatIMS (RecefvenBound) Aor B, W2 3550065 ST Correlation | IMS to SIBus St of processingfor MS (ReceielnBound)
{1 Stort SBus (RecenveNoWat) ~ Apr 3, 212 135530065 5T Correlation Start of processing for SBus ReceveNoWat)
F1() End SBus (ReceveNloWat) Ao 23 212 5 0000008e Em processing for SBus (ReceiveNoWi) Message Receive
v
710 End M Receivenbound) Apr 3,102 000000ge d of processing for MS (RecevelnBound)
[1 Logmessa Aor 3, 21213 0000003e )J\(ESS{..  received message from the Qu e‘e"essxe
gmessage )
EndHﬂPCF(lnboundR uestRC=200)  Apr 23, 22135 0000008e End of processing for HTTPCF (lboundRequest RC=200)
\C 3 y
o T 2 o Coip e

Since the JMS application and messaging engine are running in the same server process,
the SystemOut.log from that server is loaded

HTTP to JMS Correlation and JMS to systems integration bus correlation can be clearly
seen in the IBM WebSphere Cross Component Trace Logviewer
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JMS XCT records

1 Properties EBIPW

() Start IMS (SendMessage)

Time: Apr 23, 2012 13:54:45.685 IST

Theead ID: 0000008
Contents: ) Translated @ Raw
plag 1 BEGIN AAADWIMDz-AAAAAAAAAAB AAADY/itMDz-

AAAAAAAAA ’”&S'"’M“‘iii X Mode(AUTO_ACKNOWLEDGE)
x|

) Start SIBus (ReceiveNoWait)

Thread ID: 0000008
Contents: ) Translated © Raw

Time: Apr 23, 2012 13:55:50.065 IST

AG AAMADW/MDz-AAAAAAAAAAF  »
4E958E3550950051) Assoc

X1 AAADYMD:- AAAAAA
N ~ ~. e} w, £
inationName XCTQ1)

o]

CTQ1) D ype{Queue)

/) 2
= Propedt @] &8 *  Properties @] 8 )
Start SlBus (Send) O EndIMS (ReceivelnBound)
Time: Apr 23, 2012 13:54:45.686 IST Time: Apr 23, 2012 13:55:50.068 IST
Theead ID: 0000008¢ Thread ID: 0000008
Contents:  Translated © Raw Contents: Translated © Raw
XxCT AAAL MDz- AAAAAAAAAAC AAAD AMDz- AAAAAAAAAAS P A F 0: E -
Us(Send Assoc(MessagingEngineluid SESSBE35SDIS0051) Assoc(Destinationhame N e A S oo ot
e " DR A (ReceiveinBound

)

2

19 Cross-componenttrace

© 2012 BM Corporation

By double clicking the entry in the record list in the IBM WebSphere Cross Component
Trace Logviewer the XCT records with annotations can be seen. In the JMS layer, the
JMS Message ID is captured , which helps in correlating the message sent with the
message received. In the systems integration bus layer, information related to the
destination where the message is sent and from where the message is received is
captured, such as messaging engine UUID , destination name etc.
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Messaging topology for receiving message asynchronously
(PubSub — Topicspace) JMS scenario

DmgrCell01

/ /ﬁ BUS \
TECRT (MDSAPP1]

Na —/

20 Cross-component trace ©®20121BM Corporation

In this scenario, two servers are involved. Two MDB applications are deployed -- one in
serverl and another in server2.

The JMS application running in serverl publishes a message to a topic that is subscribed
to by the MDB applications running in serverl and server2

The message is asynchronously consumed by the MDB application.
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Receiving message asynchronously (PubSub - Topicspace)

= One MDB Application and the Messaging Engine are running in the same server process
= One MDB Application is running in a different server process
= Message is received asynchronously

Start HTTPCF (InboundRequest /IMSApp/MessagePubl Aot 25, 201
Start JMS (SendMessage
Start SlBus (Send)
Start SBus (ConsumeMessage
() End SBus (ConsumeMessage)
U End SBus (Send)
(U End IMS (SendMessage

T | Asynchronous Receive Inter Thread St
T | hence it comes under Communication Szt

T | message send hierarchy 0000003

Log message
() End HTTPCF (inboundRequest RC=200

Start HTTPCF (nboundRequest /IMSApp/MessagePubl Ape 25, 20121
Start JMS (SendMessage) Ape 5,012
Start SBus (Send]
Start SIBus (ConsumeMessage)
) End SBus (ConsumeMessage)
[ ) S SIBUs (PIOCESMEssage]
(U End SBus (ProcessMessage]
Start SBus (ConsumeMessage)

Message Subscription 000097 \ tor Serve
from Serverl /

Message Subscription
from Server2

() End SBBus (Consumehessage)
U End SBus (Send)
U End IS (SendMessage)
Log message
(U End HTTPCF (InboundRequest RC=200
i

< LIUSS-CUIIpUIICHL U aLe

W LUIZ DM LUIPUIBLN

The SystemOut.log from serverl is loaded to show the inter-thread communication. Inter-
thread communication is captured by XCT and displayed in IBM WebSphere cross
component trace log viewer, where the JMS application and MDB application are running

in the same server process.

The SystemOut.log from serverl and server2 are loaded to show the Inter server/process

communication

Inter server/process communication is captured by XCT and displayed in the IBM
WebSphere cross component trace log viewer, where the JMS application and the MDB

application are running in different server processes.
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=  Properties

Start SIBus (ConsumeMessage)

Time: Apr 25, 2012 14:36:16.672 IST
Thread ID: 00000097

Contents: Translated @ Raw

XCT 1 BEGIN AAArwawdPHN-AAAAAAAAAAD AAArwawdPHN-AAAAAAAAAAC -

=  Properties

Start SIBus (ProcessMessage)

Time: Apr 25, 2012 14:36:16.707 IST
Thread ID: 0000008e

Contents: Translated @ Raw

XCT I BEGIN AAArwpekgdz-AAAAAAAAAAA AAArwawiaAPHN-
< <<Mezs s <tinationName XCTT1) Assoc

G6C2ZD440DFACTFSCS))

2 Cross-componenttrace

©2012 1BM Corporation

The top image shows the message being consumed by the first server, where the IMS
application and the MDB application are running in the same server process with the
messaging engine. The messaging engine UUID, the destination name from where the

message is consumed and the system message ID are captured.

The bottom image shows the message being processed by the second server, where the
MDB application runs remotely from the JMS application. The messaging engine UUID of
both the source and target messaging engines, the destination name where the message

is consumed, and the system message ID are captured.
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Messaging topology for store and forward and remote get scenario

DmgrCellO1

BUS \

Server2

©®20121BM Corporation

23 Cross-component trace

In this scenario, the JMS application deployed in serverl sends a message to a
destination in server2 and receives a response message from that remote destination

The message is sent from serverl to server2 and a response is sent back from server2 to

serverl

Page 23 of 27
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Store and forward and remote get

[ ) Sat RTTRCH Kequest /
() Start JMS (RecevelnBound) Apt
() Stat SBus (ReceneNolWat) Apt
() End SBus (RecenveMotWait) Apt
(U End IMS (ReceneinBound) Apt
5 Log message Apt

() End HTTPCF (inboundRequest RC=200) Ape 25, 2012 1640

() StartHTTPCF (inboundRequest /MSApp/RemateMess Apt 25, 112 160439969 T
() Start MS (SendMessage)
() Stat SBus (Send)
() Start SiBus Processhessage)
( End SBus [ProcessMiessage Apt
() Start SBus (Processhlessage) Ape
71 End SBus (ProcessMessage)
() nd SBus (Send) Apt
(U End IMS (SendMessage) Apt
5 Log message
End HTTPCF (nboundRequest RC=200)

Message sent from
application on
serverl to
destination on
server2

Message received

- | at application on

serverl from
destination on
server2

24 Cross-component trace

Sending a message to, and receiving a message from a remote server

SBus (Send

SBus (ProcessMessage

HTTPCF (inboundRequest /IMSApp/ RemotebessageSend

© 2012 BM Corporation

In this case, two servers are involved.

The SystemOut.log from serverl and server2 are loaded to show the message flow from

serverl to server2 and vice versa

The source and target messaging engines UUID's are captured by XCT
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Message send and received with DataSnapShot enabled

Type - Time Thr... Contents
- € ) Start HTTPCF (InboundRequest /JMSApp/IMSDataSnapsho Apr 25, 2012... 0000... Start of processing for HTTPCF (InboundRequest /JIMSAp.
(%) Log message Apr 25, 2012... 0000... Creating Text Message
[5) Log message Apr 25, 2012... 0000... Creation of Text Message Successful
() Start JMS (SendMessage) Apr 25, 2012... 0000... Start of processing for JMS (SendMessage).
) End IMS (SendMessage) Apr 25, 2012... 0000... End of processing for JMS (SendMessage)
[5) Log message Apr 25, 2012... 0000... Text Message sent successfully: Message
() Start JMS (ReceivelnBound) Apr 25, 2012... 0000... Start of processing for JMS (ReceivelnBound)
O End IMS (ReceivelnBound) Apr 25,2012... 0000... End of processing for JMS (ReceivelnBound)
| [ Log message Apr 25, 2012... 0000... Successfully received Message of type null
[J Log message Apr 25, 2012... 0000... Creating Map Message
[J Log message Apr 25, 2012... 0000... Creation of Map Message Successful
) Start JMS (SendMessage) Apr 25, 2012... 0000... Start of processing for JMS (SendMessage).
O End JIMS (SendMessage) Apr 25, 2012... 0000... End of processing for JMS (SendMessage).
[ Log message Apr 25, 2012... 0000... Map Message sent successfully: java.util.CollectionsS1®
() Start JMS (ReceivelnBound) Apr 25, 2012... 0000... Start of processing for JMS (ReceivelnBound)
) End JIMS (ReceivelnBound) Apr 25, 2012... 0000... End of processing for JMS (ReceivelnBound).
[¥ Log message Apr 25, 2012... 0000... Successfully received Message of type null

J Log message Apr 25, 2012... 0000... Creating Object Message L
(%) Log message Apr 25, 2012... 0000... Creation of Object Message Successful
) Start JMS (SendMessage) Apr 25, 2012... 0000... Start of processing for JMS (SendMessage)
O End IMS (SendMessage) Apr25,2012... 0000... End of processing for JIMS (SendMessage).
7 Log message Apr 25, 2012... 0000... Object Message sent successfully: 1024
() Start JMS (ReceivelnBound) Apr 25, 2012... 0000... Start of processing for JMS (ReceivelnBound)
) End JMS (ReceivelnBound) Apr 25, 2012... 0000... End of processing for JMS (ReceivelnBound).
[ Log message Apr25,2012... 0000... Successfully received Message of type null
(% Log message Apr25,2012... 0000... Creating Stream Message
[V Log message Apr 25, 2012... 0000... Creation of Stream Message Successful
) Start JMS (SendMessage) Apr 25, 2012... 0000... Start of processing for JMS (SendMessage).
O End IMS (SendMessage) Apr 25, 2012... 0000... End of processing for JMS (SendMessage)
[ Log message Apr 25, 2012... 0000... Stream Message sent successfully: String Message
€ ) Start JMS (ReceivelnBound) Apr 25, 2012... 0000... Start of processing for JMS (ReceivelnBound)
O End JIMS (ReceivelnBound) Apr 25, 2012... 0000... End of processing for JMS (ReceivelinBound).
= Loqg messaqe Apr25,2012... 0000... Successfully received Message of type null
25 Cross-componenttrace © 2012 BM Corporation

In this scenario, a message is sent to and received from a local queue destination with the

XCT Data Snapshot option enabled.

When the message is sent and received the message data is stored in a file under the

snapdata directory which is typically found under the server log root.
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XCT records

€ ) Start JMS (SendMessage)

Time: Apr 25,2012 17:10:39.725 IST
Thread ID: 00000096
Contents: ' Translated @ Raw

XCT I BEGIN ALArwawdAPHN-AALAAAAAAABN AAAM:MPHN-

(ID'
17\IMS_SEND. d15c033b-6b58-4bSe-bddd-249f90928d10. txt

19x8153n3436<f‘ce322e8 10@13400000(!)0(!!)(!!)001 ) At(ac hrnent

) End IMS (ReceivelnBound)

Time: Apr 25, 2012 17:10:39.776 IST
Thread ID: 00000096
Contents: Translated © Raw

26 Cross-componenttrace
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The XCT log record has the information on the attachment created
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many jurisdictions worldwude Other product and semce names might be trademarks of IBM or other companies. A current list of other IBM trademarks
is available on the web at "Copyrigh a 3 ation” at http://www.ibm.com/legal/copytrade shtml

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE
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