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WS-Security support with DataPower ©® and
the ISO2 SupportPac ™

© 2008 IBM Corporation
Updated January 22, 2008

This presentation will discuss the “IS02” support pack, and describe how it can be used to
complement the WS-Security function in WebSphere Message Broker Version 6.1 with the
addition of the WebSphere DataPower system.
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Agenda

= QOverview
» Recap of 1S02

= |S02 - DataPower security wizard

WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

The presentation will first give a recap of the IS02 SupportPac, and how it can be used to
administer the Message Broker runtime component.

It will then discuss the new functions in 1S02, and show how the wizard has been

enhanced to provide the ability to offload the WS-Security processing from the Message
Broker.
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Integrated WebSphere MQ and Message Broker
administration (1S02)
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WS-Security support with DataPower and the 1S02 Suppor

The 1S02 SupportPac is a plug-in to the WebSphere MQ Explorer, based on Eclipse. The
support pack provides the same capability as the Administration Perspective in the
Message Broker Toolkit. Using this plug-in you can perform all administration functions on
your Message Broker instances, such as starting and stopping message flow and
execution groups, and deploying new instances of broker artifacts.

tPac © 2008 IBM Corporation

Since this is a plug-in to the MQ Explorer, the tool therefore provides a single view of all
defined queue managers and broker instances.

You can deploy a bar file to multiple execution groups.

The 1S02 plug-in understands the relationships between the queue managers and the
brokers, and the queue manager display will also show any associated broker or
Configuration Manager details. It also understands the resource dependencies, so will
prevent deletion of a queue manager used by a broker.

IS02 is a category 3 SupportPac, which means that it is fully supported. You can open
PMRs against this support pack in the event of a suspected defect.
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Exploiting WS-Security through DataPower

= The HTTP nodes within Message Broker do not
support WS-Security

= DataPower does handle WS-Security

= DataPower can act as an intermediary allowing
WS-Security enabled clients to interface with
the broker

— Q- :‘:&.

WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

This slide explains why it may be appropriate to consider the use of the DataPower system
in conjunction with Message Broker.

Although the new SOAP nodes in version 6.1 do support WS-Security, this function is not
available if you are using the HTTP nodes. If you are going to use the HTTP nodes for
Web services in conjunction with WS-Security, then you will need to handle the security
components processing outside the Broker environment. The DataPower system can act
in this role, and Web service clients will connect to this intermediary for security
processing.
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IBM DataPower appliance product line

XML Accelerator XA35

Accelerates XML processing and
transformation

Increases throughput and reduces latency
Lowers development costs

XML Security Gateway XS40

Help secure SOA with XML threat protection and
access control

Combines Web services security, routing and
management functions

Drop-in, centralized policy enforcement

Easily integrates with exiting infrastructure and
processes

Integration Appliance X150

Transforms messages (Binary to XML, Binary to
Binary, XML to Binary)

Bridges multiple protocols (MQ, HTTP, JMS)
Routes messages based on content and policy

Integrates message-level security and policy
functions

WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

This slide gives a summary of the key DataPower systems.
The XA35 system is used to provide high-capacity XML processing and parsing capability.
The XS40 system provides security capability, including security for Web services, with

WS-Security.

The XI50, in addition to providing the capability of the XA35 and XS40, provides the ability
to convert between data formats, and to convert between network protocols.
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1IS02 enhancements for DataPower
configuration 1-Runime

WS-Security
enabled
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DataPower Appliance (XS40 / XI50)

= DataPower and Message Broker can not x
directly share configuration information Message Broker

= 1S02 has access to Message Broker and
DataPower

» Message Broker flows — 2 Configuration |
» DataPower XML firewall [
» DataPower policy and rules

= Can configure DataPower according to
your Message Broker nodes and flows
using the DataPower security wizard within
1S02

6

WS-Security support with DataPower and the IS02 Suppor _ tPac © 2008 IBM Corporation

This slide represents the high-level architecture that is appropriate when using the
DataPower system in conjunction with Message Broker.

The top part of this slide represents the runtime components, shown as number 1 on the
slide. If the Web service client connects directly to the HTTP nodes in Message Broker,
then no WS-Security will be possible. Instead, the Web service client connects directly to
the DataPower appliance, where security checking is performed. Once the client request
has been authenticated, the request is passed through to the Message Broker system.
The DataPower system will perform decryption of the SOAP message, and then send the
unencrypted message to the Message Broker.

For the reply, Message Broker will send the response message in unencrypted format to
the DataPower system. This will encrypt the message and send it on to the originating
client.

A typical configuration for this scenario will have the Message Broker system located
behind the firewalls. The DataPower system may, however, be located within the DMZ.

The configuration of this environment is achieved using the IS02 support pack, shown as
number 2 on this slide.

The I1S02 support pack can communicate with both the Message Broker configuration, and
with the DataPower system. It takes information from message broker regarding the Flows
and HTTP Nodes, including HTTP/S port numbers and uses this to create a configuration
in DataPower to allow the two products to work together.

DataPower can be configured to be used with Message Broker without the need for 1S02.
However, this is a manual task, and requires specific knowledge of the DataPower system
and configuration tools.

This approach can only be used with the XS40 or XI50 models of the DataPower system.
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Configuring DataPower for use with Message
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WS»Securitv support with DataPower and the 1IS02 Suppor  tPac © 2008 IBM Corporation
This slide shows the path of a Web service request, secured with WS-Security.

The body of the SOAP message has been secured using WS-Security processing and
therefore must be decrypted before it can be processed within the message flow. A
DataPower appliance is used as a front-end security gateway to decrypt the body of the
SOAP message on the way into the message flow. The DataPower appliance is also used
to encrypt the output message from the message flow before the reply is sent to the
requesting application.

For a DataPower appliance to perform WS-Security processing, you must first create a
firewall within it. This requires administration and information from both the Message
Broker message flow and the DataPower appliance. You can perform this administration
manually on the DataPower appliance, or you can use the DataPower security wizard,
contained in the 1S02 Message Broker plug-in.
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WS-Security support with DataPower and the ISO2 Suppor __tPac

Configuration of the DataPower system is started from the 1S02 support pack.

© 2008 IBM Corporation

Before this is done, you must ensure that you have access to the administration functions
of the DataPower system. This means that user-name and password are required, plus

knowledge of the DataPower domain.

Secondly, if performing encryption and decryption or SSL processing, the DataPower

system must be configured with the necessary certificates and crypto profiles.

To start the wizard, open the I1S02 Eclipse window, and select the target execution group
within the target broker. Right-click the execution group, and select the DataPower action,

then start the wizard.

If you cannot see this menu option, select Windows, Preferences, Broker Explorer,
DataPower and make sure that the Display DataPower menu box is checked in the

Broker Explorer.
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DataPower security wizard — Main window
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WS-Security support with DataPower and the IS02 Suppor  tPac © 2008 IBM Corporation

This screen capture shows the three main categories of information.

First, the Flow Details

This shows information retrieved by the wizard for the selected message flows. The
information shown is a list of HTTPS node names, the host name on which they are
configured, and the URL which they service. It also includes the port on which the
listener is configured, and whether the node supports SSL. In this example a single
HTTP input node named HTTP_Input is available in the execution group “WS-HOST".

Second, the WS-Security information.

This shows which policy set binding and policy set are to be used. A default policy set
and policy set binding are created when the wizard is first used with the name
conforming to the template as shown. The name structure is set and cannot be
changed. As the broker in this example is called FRESH, the policy set binding name
reflects this name. You can edit the policy sets if needed.

Finally the DataPower details

This shows the information needed to use the DataPower appliance, including user-
name, domain, and XML firewall name. When the wizard is first invoked, you are
prompted to supply the username and domain that you will be using on the DataPower
appliance.
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DataPower security wizard: Policy sets editor

= A Policy Set is used to configure the WS-Security aspects of your encryption
and decryption rules

» Define the WS-Security for your decryption and encryption actions
using the key information table in your policy set bindings

» Subset of capability provided for the SOAP nodes
» Supports (whole body) message level encryption and decryption

= Policy Sets for FRESH
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WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

Clicking the “Edit Policy Set” button opens the policy set editor, shown on this screen
capture. This is a subset of the Message Broker policy set editor, which is discussed in the
IEA presentation covering WS-Security.

You can alter the default policy set and policy set binding pairs or add your own. Each
policy set binding has an associated policy set. The important part for encryption and
decryption is the key information table specified within the policy set bindings.

The outbound key defines the encryption rules, while the inbound key defines the
decryption rules. The Token Generator column points to the message level protection
token, which specifies additional WS-Security parameters. After you have created your
policy set and binding, click Finish to return to the Security wizard.
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DataPower connection profiles

Alter your DataPower Connections
Add or Delete DakaPower Connection Profiles.
Import or Export DataPower Connection Profiles.
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WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

On the main window in the wizard, click the DataPower “edit Profiles” button. This will
open a window similar to the screen capture shown on this slide.

You can add, delete, import, and export sets of connection details. Select Add to add a
new row and then click on the cells in the row to change the values to your connection
values. Click Finish to save the profile within the 1S02 Explorer Toolkit. This will appear in
a drop-down list in the Security wizard in subsequent invocations.

Click Finish to return to the main wizard screen.
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DataPower security wizard editor
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WS-Security support with DataPower and the IS02 Suppor  tPac © 2008 IBM Corporation

From the original ISO2 wizard screen, after entering your security credentials, and clicking
next, this screen will be shown.

At this point, the wizard has connected to the DataPower system, and has retrieved the
Crypto profiles and encryption and decryption certificates, within your DataPower domain.

The SSL Front End Client setting value is used to configure the SSL profile, which client
application programs use to connect to the DataPower appliance.

The Back End Broker SSL setting is used to configure your back-end connection for
communication from the DataPower appliance to Message Broker. This option is available
only if you are using SSL between the broker and the DataPower appliance, which is not
used when connecting to Message Broker.

The Decryption and Encryption drop-down boxes are used to configure the decryption and
encryption keys in your request and reply rules. Select the required keys for decryption
and encryption of the message. In this case, “Alice-Key” is used to decrypt the SOAP
message received by the DataPower appliance, and “Bob-Key” is used to encrypt the
reply message to the requesting application. These are the names of crypto profiles that
have been defined on the DataPower appliance.

On this window, click Finish to transmit the updated configuration to the DataPower
system, and then return to the main wizard screen.
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DataPower firewall created by security wizard
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WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

After you click Finish in the main window, several artifacts are created on the DataPower
system.

These are:

First, the DataPower XML firewalls -- one for HTTP Input Nodes per broker and one for
HTTPS Input Nodes per broker.

Second, a DataPower policy for each DataPower XML firewall.

And third, a series of reply and request rules for each HTTPS Input Node that you
selected.

In addition, if you have a WS-Security policy set binding selected, each request rule will
have a matching action matching the HTTPS Input Node selector and a decryption rule.
Each reply rule will have a matching action matching the HTTPS Input Node selector and
an encryption rule.

This screen capture shows an example of the resulting configuration that is created within
the DataPower system.
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= Each DataPower firewall has an
associated DataPower Policy

=Two rules created per HTTP or
HTTPS input node each with the
appropriate match rule
» Request Rule (inbound)

» Response Rule (outbound)

= Ability to merge rules with
existing DataPower Policy and
DataPower Firewall
» Rules are added to the DataPower
policy.
» No changes are made to the
DataPower firewall

WS-Security support with DataPower and the ISO2 Suppor __tPac

© 2008 IBM Corporation

This example shows a DataPower policy that has been created using the wizard.
The schematic in the center of the screen shows the client to server connection. Note that

the client is shown on the right side of this window.

Two rules have been created. A request rule for inbound messages and a response rule
for outbound messages. Two rules are created for each HTTP input.

The request rule will decrypt the message, and the response rule will encrypt the

message.

At the bottom of the screen capture, the encrypt and decrypt keys are shown.
It is possible to add rules to an existing policy at a later time.
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DataPower Message Broker articles available
on IBM developerWorks @ (circa July 2007)

Integrating DataPower with WebSphere Message
Broker
Peter Crocker

30/04/07 | nteg rati ng

Overview

The following diagram illustrates the scenario tisadlescribed within this document.

Datapover Mossage Bker W Appicaion
Roiiaion
i Freaat [——
smesons Tk o Lemrssoe [ wocono.
PrcesrgPoky Resore Hesrgs Fow

Sy
is secired by VS Secuty SecuredbySS.

The requesting application communicates to a Dat@Pbox using SOAP over
HTTP where the message body is encrypted with tBeS#curity standard. The
DataPower box decrypts the body of the messageisives. This content is then
passed to Message Broker over a connection seowsHTTPS. Message Broker
receieves the SOAP message and transforms thi€@BOL structure for the final
MQ application. The responses then flow back imailar fashion. The Message
Broker and MQ Application is an instance of the WiSHsample that is provided
with the product.

The initial configursion uses simple HTTP between DataPower and Mes3eger.
The modifications to use HTTPS are performed ascarsd stage of theonfiguratior
within this document.

Configuration
The following details the configuration of DataPowdhe relevant externals that
Message Broker presents to DataPower are alsdetktai

http://www.ibm.com/devel

Integrating DataPower with WebSphere Message
Broker using the Broker Explorer (IS02 Support Pac)
Dominic Storey

Peter Crocker

23/05/07

Overview

This article describes how to use the DataPower sectigrdwithin the Broker
Explorer support pac to configure your DataPower appidaciandle the WS-
Security for your HTTP(S) Input Nodes.

The working scenario here is based on the developée\aticle *Integrating
DataPower with WebSphere Message Broker”. This artluteilsl be seen as a part
to that article and that article should be read as a pagisite of this article.

DataPower Setup

To get a complete and working scenario there are setask which need to be
completed by aDataPower administrator before a MesBagjer user can configure
the appliance to handile their HTTP(S) Input nodes.

1. You need to have a userid, password and domaligesed on the DataPower
appliance.

2.1f you are using SSL to communicate to the Brokepa client then the
DataPower administrator must make sure that the SSLtGGrificates and
Validation Credentials are set up and available to your darffain further details st
the “SSL Enabling HHTP for Message Broker” section intérating DataPower
with WebSphere Message Broker’)

3.1f you want to use the DataPower appliance to enaygecrypt then you must
have the required Crypto Certificate available on the Paer appliance in your
domain.

Using the Security Wizard

You run the security wizard by right clicking either areextion group or a message
flow in the Brokers tree within the Broker explorer antsting DataPower >
Security Wizard. If you cannot see this menu option khkat you have the “Display
DataPower menus’ box checked in the “Windows -> Pesfees -> Broker Explorer -
> DataPower”.

operworks

© 2008 IBM Corporation

WS-Security support with DataPower and the ISO2 Suppor __tPac

This implementation has been fully described in several articles published on IBM
DeveloperWorks. These can be found by using the Web address shown on this slide.

Select the WebSphere category, and use the search criteria “Message Broker
DataPower”.

WMB61_IEA_DataPower.ppt Page 15 of 18



| IBM Software Group

Summary

= QOverview
» Recap of 1S02

= |S02 - DataPower security wizard

WS-Security support with DataPower and the 1S02 Suppor  tPac © 2008 IBM Corporation

In summary, this presentation has given a brief overview of the capabilities of the
DataPower system, and how it can be used in conjunction with Message Broker.

It then showed how the 1S02 support pack can be used to configure that DataPower
system, and showed an example of the wizard used to do this.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?
= Do you have suggestions for improvements?

Click to send e-mail feedback:
mailto:iea@us.ibm.com?subject=Feedback_about WMB61 |IEA DataPower.ppt

This module is also available in PDF format at: ../.WMB61 IEA DataPower.pdf

© 2008 IBM Corporation

WS-Security support with DataPower and the ISO2 Suppor __tPac

You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Inquiries regarding patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
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North Castle Drive
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