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What this exercise is about

The objective of this lab is to show you how to setup end to end security for Monitor Server, Portal Server, and
Process Server using a federated repository.

Lab requirements

List of system and software required for the student to complete the lab.
* WebSphere Business Monitor V6.1 installed
e Tivoli Directory Server V6.0
* WebSphere Portal Server installed

 WebSphere Process Server installed

What you should be able to do
At the end of this lab you should be able to:
» Install and configure Tivoli Directory Server

e Setup security for Portal Server, Monitor Server and Process Server

Introduction

When you enable security, you are enabling administrative and application security settings.
WebSphere Business Monitor uses many of the security mechanisms provided by the prerequisite products,
including WebSphere® Application Server and WebSphere Portal.

For WebSphere Application Server, you must enable administrative and application security. For
WebSphere Portal, you can enable security using the configuration wizard.

You can configure access to the monitor model resources using Monitor Data Security in the
administrative console. For WebSphere Application Server instances that run the Business Monitor server
including Web-based dashboards, you must configure them to use the federated repository, and not a local
operating system, stand-alone LDAP registry, or stand-alone custom registry.

Note: If you are not using WebSphere Portal, you can use a file-based repository.

WebSphere Portal must be able to share a user registry with the Business Monitor server, meaning
that only LDAP Server registry or custom user registry is supported.

Note: The WebSphere Portal database user registry cannot be used by and is not compatible with the
Business Monitor server.

For this lab, you will create an LDAP registry using Tivoli Directory Server
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LDAP information (reference)

For reference, these are the LDAP values that were used for this lab. Use appropriate values for your
environment.

Property Parameter
LDAPHostName IdIsldap.austin.ibm.com
LDAPPort 389
LDAPAdminUId cn=root
LDAPAdminPwd I[dapadmin
LDAPServerType IBM Tivoli Directory Server V6.0
LDAPBIndID uid=wpsbind,cn=users,dc=ibm,dc=com
LDAPBiIndPassword wpsbind
LDAPSuffix dc=ibm,dc=com

User names used to complete the end-to-end security configuration

To make it simple, very few users are used to complete the monitor end-to-end security configuration. The
following table refers to the users used on different servers in the monitor domain.

Server User Name Password
Portal Server (Dashboard) wpsadmin wpsadmin
WebSphere Application Server V6.1 (Monitor Server) was6ladmin was6ladmin
Process Server (BPEL) wpsrvadmin wpsrvadmin

Ref erence: 1

dn: ui d=wpsadmi n, cn=users, dc=i bm dc=com
obj ectcl ass: organi zati onal Per son

obj ectcl ass: person

obj ectcl ass: top

obj ectcl ass: inetO gPerson

uid: wpsadmn

user password: wpsadm n

sn: admin

gi venNane: wps

cn: wps adnmin

Ref erence: 2

dn: cn=wpsadm ns, cn=gr oups, dc=i bm dc=com
obj ectcl ass: groupOf Uni queNanes

obj ectcl ass: top

uni quenenber: ui d=wpsadni n, cn=users, dc=i bm dc=com
cn: wpsadm ns
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Part 1: Installing and configuring Tivoli Directory Server V6.0
This part of the lab provides instructions on how to install and configure the Tivoli Directory Server V6.0.

1. Run the Tivoli Directory Server Launchpad by double clicking on setup.exe

& C:'Download' Tivoli Directory Server v6'jtds

File Edit “iew Favorites Tools Help
QBack - o3 - ¥ | - Search | Folders | & g ox E) ®
Address | C\Dovnload Tivoli Direckory Server vilitds j Go

ilicense kest. kxt
_1neededFiles

[ 1optionsFiles

archive. jar

lconsoleSetup. exe

SIInstallseryver bk

2. Select English as the language to be used for this wizard

&2 IBM Tivoli Directory Server ... [IjJE]

Select & lanouage to be used for this wizard.

Erglish |

Cancel |

3. Click OK

4. Read the instructions on the Tivoli Directory Server V6.0 Welcome panel
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&2 1BM Tivoli Directory Server 6.0

s Welcome to the InstallShield Wizard for IBM Tivoli
e *..  Directory Server 6.0
The InstallShield Wizard will install IBM Tivoli Directory Server 6.0 on your camputer.
To continue, chaoose Mext.

IEM Tivali Directone Server 6.0

.:_‘!’- w
InstallShisld
=Back Cancel
5. Click Next
6. Read the License agreement and accept it
&2 IBM Tivoli Directory Server 6.0 =]
. B Software License Agreement
“'é.‘-_. will

. ~ Please read the following license agreement carefully,

. _ International Frogram License Agreement ;!
] Fart 1 - General Terms

S B DOWRNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE

 |PROGRAM YOL AGREE TO THE TERMS OF THIS AGREEMENT. IF YOL ARE
ACCEPTIMNG THESE TERMS OM BEHALF OF AMOTHER PERSOM OR A COMPANY
OFR OTHER LEGAL EMNTITY, ¥OLI REPRESENT AMD WARRANT THAT YOLI HAVE
FULLAUTHORITY TO BIMND THAT PERSOMN, COMPAMNY, OR LEGAL EMTITY TO
THESE TERMS. IF ¥OU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWRLOAD, INSTALL, COPY, ACCESS, OF USE THE PROGRANM; AMD

- PROMPTLY RETURM THE PROGRAM AMD PROOQF OF EMTITLEMEMNT TO THE
FARTY FROMWHOM YOU ACQUIRED IT TO OBTAIN A REFUMND OF THE AMOUNT
QU PAID. IFYOU DOWNLOADED THE PROGRAM, CONTACT THE PARTY FROM

1Tk W™l | ™ mrm 1

(& = | acceptthe terms in the license agreement

" | donot acceptthe terms in the license agreement

[nstallShield

= Back et = Cancel

7. Click Next

8. Inthe following panel, accept the default Directory Name for the target install directory
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&2 IBM Tivoli Directory Server 6.0

;T:{, - " Click Mext to install "IBM Tivoli Directary Server 6.0" to this directory, or click Browse to

install to a different directony.

& e
% Directory:

|C:1F‘rngram FilesuBMILDAFYWE O

Browse |

InstallShield

= Back

Cancel |

9. Click Next

10. In the following “Select the features to install " panel, accept the defaults (all features)

o@ IBM Tivoli Directory Server 6.0 | |Of x|
Selectthe features to install;
W Client SDI 6.0
W Java Client 6.0
¥ weh Administration Tool 6.0
W Prowy Server 6.0
W Server 6.0 (Full Server Package)
¥ embedded version of WebSphere Application Server - Express
W DB2va2
¥ GSKit
,ﬁh Space regquired for CA 709 MB  Available: 71339 MEB
InstallZhield
= Back et = Cancel
11. Click Next
12. Enter the DB2 User ID and Password
__a.UserlID : db2admin
___b. Password . db2admin
___c. Confirm Password : db2admin
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&2 IBM Tivoli Directory Server 6.0 o [=]

SR

Enter the userid and password forthe DBZ2 systern id. Ifyou are using an
existing userid be sure your password is correct.

 UserlD

|dn2admin

Password

Install=hield
= Back Mext = Cancel
13. Click Next
14. Review the installation Summary
&2 IBM Tivoli Directory Server 6.0 =]

Installation has enough information to start copying files. Please review
the settings below and ifyou wish to chande any setting, click Back, If
vou are satisfied with the settings, click Mext to hegin copying files.

[BM Tivali Directory Serer 6.0 will be installed to the following directony: -
CAProgram Files\BrLDARPYE.O

The following features will he installed:
Client SOk

Java Client

Weh Administration Tool

Froxy Server

Server

-
4| | »

InstallShield

= Back

Cancel |

15. Click Next
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16. The installation progresses starting with DB2 as shown below:

&2 IBM™ Tivoli Directory Server 6.0 [_ | O

Installing DB2. This background install may take up to 20 minuntes, please wait.

@ A S S S =)

=

InstallShield

= Back | et = | Cancel |

&2 IBM Tivoli Directory Server 6.0 H=]

Installing GSHKit, please wait.

e ==

= o

InstallShield

&2 IBM Tivoli Directory Server 6.0

Installing 1BM Tivali Directary Server 6.0, Please wait...
[ s CAProgram FilesiBMLDAPYE Mjrenlibcharsets jar

42%

InstallShiald

Ak et = Eancel
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a2 IBM Tivoli Directory Server 6.0 M=]

= el Installing embedded version of WehSphere Application Server - Express, please
o

Y wait

e

InstallShield

= Back | [Hext = | Cancel |

17. Once the Installation is complete, the IBM Tivoli Directory Server instance Administration Tool is
launched. You can close it at this point and launch it later.

o2 IBM Tivoli Directory Server 6.0 N =]

Installation is now complete.

% A configuration tool has heen launched. To use IBM Tivali Director: Sener, you must

« IBM Tivoli Directory Server Instance Administration Tool
Lizt of directory server instances installed on the machine
Inztance I Type I WErsion I Description Creste.
Edit TCRAP setings...
[elete. .
r'd‘ .
WE...
-
< |
Kl | 2
Cloze Help &
P N !
InstallShield
= Back Mex= | Finish |

18. Click the Close button to quit the IBM Tivoli Directory Server Instance Administration Tool. Click the
Yes button to confirm

19. Click the Finish button to exit the Tivoli Directory Server V6.0 installation wizard
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-> Creating a new Tivoli Directory Server Instance
In the part of the lab, you will create a Tivoli Directory Server instance and then configure it.

1. Launch the IBM Tivoli Directory Server Instance Administration Tool, from Start - Programs - IBM

nskance Administration Tool

Tivoli Directory Server 6.0 - Instance Administration tool ( # 1

+" IBM Tivoli Directory Server Instance Administration Tool

Lizt of directory server instances installed on the maching

Instance I Type I Wersion I Dezcription Creste.

Edlit TERAR settings. ..

Delete...
B
4 | *
Cloze Help B

2. Click the Create button

3. The Create new directory server instance  wizard is launched. Select the radio button next to
Create a new directory server instance

+ Create new directory server instance !El

Create ar migrate

- higrate from a pre-6.0 version of directory server

| Browse .. |
Help | ?| = Back I ezt = I Finizh | Cancel

4. Click Next

Enter path of the backed up files

____ 5. Inthe following instance details panel, enter the following information:
___a. User name : idsldap
___b. Install location : C (default)
___c. Encryption seed string : monitorserversecurity  (Note : 13 chars or more)

___d. Instance Description : Directory Server Instance for WebSphere Portal Server
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+ Create new directory server instance !EI

Ihstance details
The directory server instance will be created in an existing system user account.

Lzer hame

Iidsldap

Install location (&t least 30 ME free)

—

Encryption seed string

Itttttttttttttttt

Ihstance description

IDireu:tnry Server Instance for WebSphere Portal Server

Eirizty | Cahcel

Help | ¥ | = Back

+ Error

GLPCFGOS2E The encryption seed must
ohly contain printakle [S0-535329-1 ASC

characters with values in the range of 33
Q to 126 inclusive.

It must be a minimum of 12 and a maximum
of 1016 characters in length.

Re-enter

6. Click Next

7. Inthe following DB2 instance details panel, select idsldap as the DB2 instance name from the

drop down list
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+ Create new directory server instance !EI

DE2 instance details

Enter the details of the DEZ instance to be azsociated with the new directory
server instance. You may select an existing DE2 instance or entet a newy DE2
instance name.

DE2 instance name

idsldap ;I

Hote:

1. ¥ou cannat select & DE2 instance which is already associated
weith another directory server instance.

2. The nevy DBEZ instahce natme should be zame as an existing
system user account.

Help | Gl |

8. Click Next

Eiristy Cancel

9. Accept the defaults in the following TCP/IP settings for multihomed hosts panel

+ Create new directory server instance !IEI E

TCP PP settings for multihomed hosts

Select the specific [P addresses to listem an

9.5.75.85

Help | ?l = Back I Mext = I Firizh Cancel

10. Click Next

11. In the following TCP/IP ports settings panel, accept the default port numbers
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+" Create new direcktory server instance !EI

TCP F P port zettings
Enter port detailz

Zerver part number

1]

Server secure port numier
E3E

Admin dastmon port numker

I 3535

Adimin daemon zecure part number

I 3339
Help | ¥ | = Back

12. Click Next

Eirizty Cahcel

13. In the following Optional steps panel, ensure the two check boxes are selected

" Create new directory server instance !EI

Optional steps

You can choose to configure admin DN § password and databaze nowy,
ot configure them later using the idsxcfg tool. Uncheck the steps you
do not wish to carey out nowe.

Steps

v Configure databaze

Help | ?| = Back I Mext = I Firizh Cancel

14. Click Next

15. In the following Configure administrator DN and password panel, enter the following information:
___a. Administrator DN : cn=root
___b. Administrator password : I[dapadmin

___¢. Confirm password : Idapadmin
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+ Create new directory server instance !EI

Configure administrator DM and passaward
Adminiztrator DN

Iu:n=r|:u:t

Adminiztrator pazsword

I***##***

Canfirm passwword

Itttttttt
Help | & | = Back

16. Click Next

Einizh Cancel

17. In the following Configure database panel, enter the following information:

___a. Database user name : db2admin
___b. Password : db2admin

___c. Database name : LDAPDB

+ Create new directory server instance !EI

Configure databasze

Databaze uzer name

Idbzadmin

Pazsward

I*##*****

Databaze name

I LDAPDE
Helja | ?| = Back

18. Click Next

Eirizt Cancel

19. In the following Database options panel, complete the following instructions:

___a. Select C drive as the Database install location

___b. Select the radio button next to Create a universal DB2 database for the Character-set option
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+ Create new directory server instance !EI

Databasze options

Databaze install location (&t least 50 ME free)

Character-zet option
f* Creste 3 universal DB2 databasze (UTF-3 fUCE-2)
 Creste 3 local codepage DBEZ database

Hote : Create a universal DB2 databasze if you anticipate storing data
fram multiple character sets (recommended).

Help | ?| = Back I Mext = I Einizh Cancel

20. Click Next

21. Verify the settings in the following panel

" Create new directory server instance !EI

Yerify settings

Yerify that the settings below are correct.
Click Finizh to begin the instance creation.

The directory server instance will be created at: 'C'.
The deszcription will be zet to: 'Directory Server Instance for WebSphere Portal Server'.
The directory server instance wil be configured for [P A"
The directory server instance's port will be zet to "3589'.
The directory server instance's secure port will be set to '636".
The directory server instance's Admin Daemon port will be set to '3538"
The directory server instance's Admin Daemon secure port will be zet to '3539"
Databasze instance 'idsldap’ will be configured.
The directory server instance admin DM will be set to 'cn=root’.
The databasze 'LDAPD ' will be configured.
The database will be created at: 'C'
=& wvill be UTF-3.

E|

Help | ?l = Back fdEst = I Finish I Cancel

22. Click the Finish button

23. Ensure the Directory Server Instance is successfully created
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" Create new directory server instance - Results
Start time Elap=zed time
|6r2207 5:26 PM| |o:1:33

Task messages

GLPCTLOZ7I Crested database: 'LDAPDE'. ;I
GLPCTLOZ4] Updsting the databasze: 'LDAPDE'

GLPCTLO3S! Updsted the database: 'LDAPDE'

GLPCTLO20| Updating the database manager: 'idsldap’.

GLPCTLO21] Updated the database manager: 'idsidap’.

GLPCTLOZ23] Enabling rutti-page file allocation: 'LDAPDE!

GLPCTLOZ24| Enabled multi-page file allocation: 'LDAPDE!

GLPCODBO0S! Configuring database 'LDAPDE' for directory server instance: 'idsidap'.

GLPCDBOOEl Configured database 'LDAPDE' for directory server instance: 'idsidap'.

GLPCODBEOO3! Added database 'LDAPDE' to directory server instance: idsidap’. *

R I b

Cloze Help

&

24. Click the Close button

+ IBM Tivoli Directory Server Instance Administration Tool

Lizt of directory server instances installed on the machine

Instance Type | Wersion Drezcription Crete. ..
Edit TCPAP zettings. ..
Delete...
WiEn. .
Rl | [
Cloze | Help i

25. Close the IBM Tivoli Directory Server instance Administration Tool
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-> Configuring IBM Tivoli Directory Server
1. To configure the directory server with Portal users, you will import the LDIF file.

___a. Open a command line window and change the directory to C:\Program
Files\IBM\LDAP\V6.0\bin

___b. Run the idsxcfg command to open the IBM Tivoli Directory Server Configuration Tool

S WINDDWS' system32h cmd.exe - idsxcfig

Microsoft Windows [Uerszion 5.2.37Y781
CC>» Copyright 1985-2083 Microsoft Corp.

C:~Documents and Settings“Administrator>cd C:“Program Files-IBM-~LDAP-UG.B8%bhin

C:~Program Files“~IBM~LDAP~UG.B“bin*idsxcfg
¢—>» SHOW_TOOLBAR

(—» TEXT_BOTTOM

C+> MO_TEXT

(-2 TASKPAD

___c. Inthe configuration Tool, click Manage suffixes in the task list on the left pane. The Manage
suffixes window opens in the Right pane

___d. Inthe Manage Suffixes window, type dc=ibm,dc=com in the Suffix DN field and click the Add
button

+" IBM Tivoli Directory Server Configuration Tool

File Help &
Choose a task: Manage suffixes
[E] Introcuction Sutfixes =
[E] Administrator DMipassword Swffise DM
[Z] Configure database

|dn:=ibm,du:=u:u:um il

[] Unconfigure databasze

Confi L fi b |

5] Configure n igure changetog Currert suffix Dhs N
danage suffixes M =

[E] Manage schema files

) Import LDIF data Cli i del s

) Export LOIF dats CEli e e A
D Backup dstabsse o=taot arganization
[E] Restore databasze
[E] Ontimize databasze

Hote: Removing a suffix eliminates access to all directory data benesth
that suffix; howewver the data iz not refmoved from the directory. ﬂ

Note: When you click the Add button, the suffix is added to the list in the Current suffix DNs text box;
however, the suffix is not actually added to the directory until you click OK
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Choose a task:

------ [£] Introduction

------ 2] Administrator DMipassword
------ 2] Configure databaze

------ [] Unconfigure databasze

------ D Configurefunconfigure changelog
..... D Manage suffices

------ [E] Manage schema files

------ [E] Import LDIF data

------ [E] Export LDIF data

------ D Backup databaze

------ D Restare databaze

------ D Ciptimize database

‘-ﬂanage zuffixes

~ Suffixes
SLiffi D
| Ak
Current suffix Dhls Remoyve

ch=localhost
ch=pywedpolicy
ch=ibmpalicies
o=toot organization

dc=ibm, do=com

Hote: Removing & sutfix eliminates access to all directory data beneath
that suffix; howewver the data iz not removed from the directory .

1

___e. Click the OK button

2. Toimport the Portal users, complete the following instructions:

___a. Inthe Configuration Tool, click Import LDIF data in the task list on the left pane. The Import
LDIF data window opens in the Right pane

___b. Inthe Import LDIF data window on the right, click the Browse button to locate the LDIF file that

consists of the portal users

___c. Ensure the radio button next to Standard Import is selected

IBM WebSphere Business Monitor V6.1 — End-to-end security
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+ IBM Tivoli Directory Server Configuration Tool

File  Help @

Chooze a tazk: |mpu:urt LDIF clata
—|__"| Crverview Erter the path and name of the LOIF file (on the LDAP server) from which you weant to import directory data.
_D hiahage administratar DM Hote: Before impotting an LDIF file you must add the cotresponding suffixes in the Manage suffixes tazk.

—D Manace administrator password Path and LDIF file name
—[2] Configure database
— 2] Unconfigure database
— 2] Manage changelog
—[E] Manage suffixes

—[E] Manage schema files ¥ Standard import|  Data validation only " Bulkload
[E} import LDIF data

IlC:iPnr‘taILISerS_finaI.ldif { Browse.

[~ Remaove trailing spaces in Standard import or Bulkload

- Schema checking is done on the data, Wse bulkload far very larae LDIF files.
—[E] Export LDIF data bt the data is not added to the directory. :
_D Backup database Warning: To improve performance Bulkinad! options
—[E] Restore database Bulkload does not check the correctness [ Enable schema checking
—|__"| Optimize database of the data. Run Data validation onhy on -
the LDIF file before attetnpting bulkload. [ Enahile ACL checking
[T Enabile passyword poficy,

Start time Elapzed tifne

Tazk messages

4]

| []
Clear results |

i

Irgcrt =top Cloge | Help

___d. Click the Import button

___e. Ensure that all the entries in the LDIF file are imported successfully as shown in the Task
Messages text area and click the Clear results button

Task messages
GLPCOMOZ2] The database plugin is succezsfully loaded from CProgram FilesiBhLDAPAS 0ibdibback-conf
GLPRDEODAMY Idif2db: 17 entries have heen successfully added out of 17 attempted.

Rl | [

Clear rezults

__f. Close the IBM Tivoli Directory Server Configuration Tool by selecting File - Close from the main
menu. Click the Yes button to confirm

3.  Start the Tivoli Directory Server. To start the IBM Tivoli Directory Server from the Windows Services
by right clicking on “IBM Tivoli Directory Server”

4. The Configuration is complete
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Part 2: Securing the Portal Server with Tivoli Dire  ctory Server V6.0

If WebSphere Application Server global security is enabled, you must disable it before modifying your security
configuration. By default the WebSphere Application Server Global Security and Portal Server security is
enabled internally during the installation for security reasons. So before trying to enable LDAP security for
Portal Server, the WebSphere Application Server global security and the Portal Security turned off.

The following are the steps to turn off WebSphere Application Server Global Security and disable WebSphere
Portal security.

-> Disable WebSphere Application Server and Portal se  curity:

The following steps must be completed on the machine designated for Portal Server:

1. Start the WebSphere Application Server (serverl) and the WebSphere Portal Server
(WebSphere_Portal )

___a. On the Portal Server machine, locate the config/wizard directory
(C:\IBM\WebSphere\PortalServer\config\wizard )

& C:IBM WebSphere' PortalServer' configwizard

|-':'-E|EIFESS T CHiIEMwWebSphereiPortalServericonfighwizard j = jc!

@ cFgwiz.jar dpiwiz.sh
5| configwizard400. bat |3 DPIwizard.jar
@ patent_ascii, propetties

i anfigwizard.bak
configwizard.sh
dpicFg.nsf
= dpiwiz. bat

___b. Double click the configwizard.bat to launch the Portal Server Configuration Wizard

___c. Select English as language

4P Installshield Wizard [_|5)

Select a lanauage to be used for this wizard.

|English Rd
Cancel |

___d. Click OK. The Configuration Wizard is launched
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n#- WebSphere Portal Configuration Wizard

VTR T Portal

Welcome to the configuration wizard for WebhSphere Portal 6.0.1

This wizard will run advanced WebSphere Fortal configuration tasks on your computer.
To access information about this product, choose Launch Infarmation Center.

Launch Information Center. |

Choose Mext to continue.

Installshield

Help | = Hack

___e. Click Next over the Welcome Screen

___f. In the following panel, select the radio button next to Disable Security

lﬁ- WebSphere Portal Configuration Wizard BN =i

Pastal

Select the task that yvou want to perfarm.

% Disable security  sS—
i Enable LDAP security
™ Transfer data to another database

™ Connect additional node to database

[ristallShial X

Help | = Back Zancel |
___g. Click Next

___h. In the following panel, enter the WebSphere Application Server User ID and Password
e UserID : was602admin

e Password : was602admin

2008 February, 28 IBM WebSphere Business Monitor V6.1 — End-to-end security Page 21 of 96



© Copyright IBM Corporation 2008. All rights reserved

# WebSphere Portal Configuration Yizard

Portal

Specify the administrator ID and password for the
WehSphere Application Sermver.
sername:

iwasEDEadmin

Fasswaord:

I

[netallshield
Helg | = Back

___i. Click Next

___j- On a successful validation of the WebSphere Application Server, User and password, provide the

disable_security helper file. This file is located at
<PORTAL_HOME>\config\helpers\security _disable.prope rties

By default <PORTAL_HOME> is C:\IBM\WebSphere\PortalServer
E=l

tﬁ- WebSphere Portal Configuration Wizard

Please enteran appropriate properties file location for the properties file

vou wish to use for this session. For additional infarmation click the 'Help! o90e
hutton an the lower |eft corner of this panel. 2908
Enter yaur helper file location: : 2908

CAIEMWYehSphere\PoralServenconfigthelperstsecurity_disahle propedies

Erowise |

InstallShield:-

Help | = Back

___ k. Click Next

___ L. In the following panel, enter the following values

*  WebSphere Portal Administrator ID : wpsadmin
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e Password : wpsadmin
» Confirm Password : wpsadmin
* WebSphere Portal administrator group : <Accept the default >

 Member Manager password : <Accept the default>

rﬁa WebSphere Portal Configuration YWizard

Porta

WehSphere Fortal administrator (D

lwpsadmin

Passward:

|

Confirm password:

!

WehZSphere Portal administrator group:

Idpunaladmingrnupid:

mMember Manager password:

[mstallShield
Help | = Back

___m. Click Next

___n. Review the Summary
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4k WebSphere Portal Configuration Wizard E=l

WehSphare Q0TS

The wizard is ready to run the following task:

# Disable security

Click Mext to continue.

[nstallShield - i Ll —_ =
=Hel | = Back

___ 0. Click Next

Cancel

___p- The Disable Security task progresses. Monitor the configuration log file for any failure
messages. The configuration log file is located at <WPS_HOME>\logs\ConfigTrace.log

.@; Websphere Portal Configuration ¥izard

| WebSphere BCUE

Running task: Disahle security

Logging to CAUBMWYehSpherelPotalSernvenlogiconfigwizard.log
Cipen

I -

|fetallShield
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=l 3

# Websphere Portal Configuration Wizard

WebSphere §hliE]

The task completed successully.
Disahle security

For additional information, refer to the log file
CAUBMWWEBSPH~NFPORTAL~1oodisable-security.log.

Wiewe Log File

To perform-additional tasks farWebSphere Poral, choose Run Wizard Again.

Fun wWizard Again

To exit the wizard, choase Finish.

[ristallShisld

Help = Batk Talex=

2. Click Finish

3. You have now disabled the WebSphere Application Server security and Portal Server security

-> Enable WebSphere Portal Security with LDAP:

4. Start the WebSphere Application Server (serverl) and the WebSphere Portal Server
(WebSphere_Portal )

5. Onthe Portal Server machine, locate the config/wizard directory
(C:\IBM\WebSphere\PortalServer\config\wizard )

& C:.IEM' WebSphere'PortalServer'confighwizard

| fddress |5 < IBMwWebsphere\PortalServer configiwizard j =1 Go
@ cFgwiz. jar dpiwiz.sh
= configuizard400,bat |3 DPIvwizard.jar

En:n:nnFin;ll.-'-.li.-;arn:I.I:-at @ parent_ascii, properties
configwizard.sh
dpicfg.nsf
5 dpiviz.bat

6. Double click the configwizard.bat to launch the Portal Server Configuration Wizard
7. Select English as language and click OK
8. Click Next over the Welcome Screen

9. Inthe following panel, select the option, Enable LDAP Security
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l#l Websphere Portal Configuration Wizard

Portal

Select the task that vou want to perfarm.
" Disable security

¥ Enahle LDAF securih) —-=——

i Transfer data to another database

" Connect additional node to database

[retallShield
Help | = Back

10. Click Next

11. Select the LDAP type as IBM Directory Server

Iﬁz Websphere Portal Configuration Wizard Eil=]

WebSphere N0

Selectthe LDAP type that WehSphere Portal will use
far authentication.

& iBn Directory Servel  a——

™ Lotus Domino Enterprise Server
™ Microsoft Active Directory

" Sun OME Directary Server

" Mavell eDirectary

Help | < Back | Wewt= | Zancel

12. Click Next

13. In the following panel, specify the LDAP settings to connect WebSphere Portal to LDAP server:
___a. Hostname : <fully qualified LDAP sever host name>
Example: idsldap.austin.ibm.com

___b. Port : 389
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___C.User name :cn=root
___d. Password :Idapadmin
___e. LDAP suffix : dc=ibm,dc=com

CQ: WebSphere Portal Configuration Wizard

WebSphere §hiliF

Specify the LDAP settings to connect WebSphere Portal to
the LDARP server.

Host name:

|id5|dap.au5tin.ihm.cum
Fort:
|389

Llzer name:

|cn:r|:n:|t
Fassword:

I

LDAF suffix
|dc:ibm,dc:cum

Install=hisld
Help | = Back Mext = | Cancel |

14. Click Next

15. In the following panel, specify the LDAP user settings for authenticating with the WebSphere
Application Server and Portal Server:

___a. WebSphere Portal administrator 1D : uid=wpsadmin,cn=users,dc=ibm,dc=com
__b. Password : wpsadmin

___¢. WebSphere Application Server administrator ID: uid=was602admin,cn=users,dc=ibm,dc=com
___d. Password : was602admin

__e. Bind Distinguished name : uid=wpsbind,cn=users,dc=ibm,dc=com

__f. Password : wpsbind

___g. User search filter : < Depends on your environment >
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@ WebSphere Portal Configuration Wizard

WebSphere fzilir]

Specify the LDAP user settings for authenticating with the servers.

WehSphere Portal administrator 1D

Iuid=wpsadmin,cn=user5,dc=ihm,dc=cnm

FPasswaord:

I

WehSphere Application Server administratar 1D:
|uid:wa5EIZI2admin,cn:users,dc:ihm,dc:cnm

FPassword:

I

Bind dinstinguished name:;

luid:wpshind,cn:users,dc:ibm,dc:cnm
Paszsword:

I

ser search filter;
|{&(uid:%v}(nhjectcIaSS:inetOrgF'ersnn}}

ImstallShield
Help | = Back Cancel |
16. Click Next

____17. Inthe following panel, specify the LDAP group settings for authenticating with the server:
___a. WebSphere Portal administrator group : cn=wpsadmins,cn=groups,dc=ibm,dc=com
___b. Web Content Management administrators group : chn=wpsadmins,cn=groups,dc=ibm,dc=com
___c. Portal Server content administrators group : cn=wpsadmins,cn=groups,dc=ibm,dc=com
___d. Portal Server document reviewer group : cn=wpsadmins,cn=groups,dc=ibm,dc=com

___e. Group search filter : <Depends on your environment>

Note: To make it simple only one group, wpsadmins, is being used for all the Portal groups.
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# WebSphere Portal Configuration Wizard

Porta

Specify the LDAP group settings for authenticating with the serers.

WebSphere Portal administrator group:

Icn=wp5admins,cn=grnups,dc=ibm,dc=cnm

Web Content Management administratars group:

icn:wpsadmins,cn:grnups,dc:ibm,dc:cnm

WehSphere Portal Server content administrators group:

icn=wpsadmins,cn=grnups,dc=ibm,dc=cnm

YebSphere Portal Server document reviewsr group:

!n:nzwpsadmins,cnzgrnups,dczibm,dczcnm

Group search filter:
i(&(cnz%u}(nhjectcla55=grnupOﬂJniqueNames)}

InstallShield

Help | = Back

18. Click Next

19. In the following panel, specify the short names for the groups used in Web Content Management:
___a. Web Content Management administrators group : wpsadmins
___b. WebSphere Portal Server content administrators group : wpsadmins

___c. Portal Server document reviewer group : wpsadmins

l#- Websphere Portal Configuration Wizard P ]

T e | IR

Specify the short names for these groups used in Weh Content Management

Weh Content Management administratars group:

prsadmins
WehSphere Portal Server content administrators group:

iwpsadmins

WehSphere Portal semver document reviewer group:

iwpsadmins

InstallZhield
Help | = Back Cancel |
20. Click Next
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___21. Inthe following panel, specify the LDAP prefixes and suffixes:
___a. Userprefix :uid
___b. User suffix : cn=users
___ . Group prefix :cn

___d. Group suffix : cn=groups

#- WebSphere Portal Configuration Wizard

WebSphere §:z-1

Specify the LDAP prefixes and suffixes.

Lser prefi
Juid

Llser suffix:

IET‘I:L.ISEI’S

Group prefic

|EI"I

Group suffic

icnzgrnups

Installi=hisld
Help | = Back

22. Click Next

____23. Inthe following panel, specify the single sign-on settings:
___a. The domain name for all the single sign-on hosts : ibm.com
___b. Does single sign-on require an SSL connection? : No
___c. Enter a password that will be used to encrypt LTPA keys : password
___d. Confirm password : password

___e. LTPA token expiration time in minutes : 120
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t#' WehSphere Portal Configuration Wizard

WebSphere [

Specify the following single sign-on settings.

The domain name for all allowed single sign-on hosts:

Iibm.cnm

Does single sign-on require an 5510 connection?

" ves

& Mo

Enter a passwaord thatwill be used to encrpt LTPA keys:

i

Confirm password:

I

LTPA token expiration time in minutes:
{120

InstallShieid

Help | = Back

24. Click Next

25. In the following panel, accept the default parameters or specify the parameters as per your
environment:

2008 February, 28 IBM WebSphere Business Monitor V6.1 — End-to-end security Page 31 of 96



© Copyright IBM Corporation 2008. All rights reserved

‘ﬁ' WebSphere Portal Configuration Wizard

WebSphere GlF]

Specify the LOAP nodes settings for users and groupsin this configuration.

llzerobject class:

iinetDrgF‘ersnn
Group ohject class:

|grnupOﬂJniqueNames

Group membership attribiute;

!uniquehﬂember
lser base attributes:

|givenName,5n,preferredLanguage

Installahield

Help | dﬁ_acl{

Minimum user attributes:

Minimum group attributes:

26. Click Next

27. Inthe following ‘Additional LDAP settings’ panel, accept the defaults:
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I@' WebSphere Portal Configuration Wizard

WebSphere Lsel

Additional LDAP settings.

Allowy anly gualified user names within the security domain’?
™ Yag
& Mo

lssue awarning if an application is installed with a permissior that is disallowed by the
policy file?

' Yes

Mo

Security cache timeout in seconds:
{500

Authentication protocol for RMINOP reguests:
[BOTH

Installahield

Help | = Back

28. Click Next

29. In the following panel, accept the defaults:
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lﬁs Websphere Portal Configuration Wizard

 WebSphere L]

Additional LDAP settings continued...

Host narme of the web server handling HTTP requests:

LOARP semner response timeout in seconds:
{120

Reusze LOAP connections?

& Yes

Mo

lgnare casewhen checking user names and passwords?
& Yes

= Mo
Enable Lookaside?

" Yag
&+ Mo

[ristall=hield
Help | = Batk

30. Click Next

31. Inthe following panel, review the summary:

l@= WebSphere Portal Configuration Wizard

WebSphere [ihgF]

@ Enable LDAP security
with these configuration settings:

LOARP Type: IEM Directary Sarvar

Host name: portaldash . austin.ibm.com
Fort; 3B9

Jser name: ch=root

LOAR suffix; de=ihm,de=com

WiehSphere Portal administrator 1D uid=wpsadmin ch=users de=ibm,dec=com

ImstallShield 2
HEelp = Back Cancel |
32. Click Next
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33. The Enable LDAP task progresses. Monitor the logs for any failure messages. The configuration log

tﬁi Websphere Portal Configuration Wizard

Portal

is located at <PORTAL_HOME>\log\ConfigTrace.log

Ihstal(Shisld i

The task completed successfully.
Enahle LDAF security
Far additional information, referto the log file CAUBMMWEBSFH~1PORTAL~10gQ

‘enable-ldap-security.loag.
Wiew Log File |

To perform additional tasks forWebSphere Poral, choose Run Wizard Again.

Runiwizard Again |

To exitthe wizard, choose Finish.

34. Once the Security configuration is complete, click Finish

35. Restart the Portal Server and review the System Out log file and ensure the server is started
successfully

36. The Enable Security Task for Portal sever with Tivoli Directory Server is complete

37. Export LTPA key file. You will be importing the exported key file across all the servers in the monitor
domain

___a. Launch the WebSphere Application Server admin console for the wp_profile:
https://hostname:10039/ibm/console

___b. Login to the administrative console using the user name and password (was602admin and
was602admin)

___c. Inthe left navigation pane of the administrative console, expand ‘Security ' and click the ‘Global
security ' link

Global security sEE—
S50

___d. In the following panel, expand ‘Authentication mechanisms ' under the ‘Authentication
category and click the ‘LTPA’ link
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Authentication

Authentication
protocal

JAAS
Canfiguration

___e. Inthe following ‘LTPA’ panel, enter the ‘Key file name ' (Example: C:\securePortal.key )

Global security riE

Global security = LTPA

Caonfiguration

HFenerate Keys Import keys |r Export Keys ”

General Properties Additional Propertes

* Password

Single signon [S5C)

|..||...||
Trust association

* Confirm password

* Timeout
[120

kev file narme

|C:"-.SECLIFEF'DH:E||.|{E',' E—

Apply

Reseat | Cancel |

__f. Click the ‘Export Keys ' button. This action exports a key file to the specified location

___g. Click the Save link, to save the configuration

E Meszages

Merbanges have been made to your local configuration. Click
o apply changes to the master configuration.

il The server may need to be restarted for these changes to
take effect

___h. Click the Save button

38. Close the administrative console
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Part 3: Enable security for Monitor Server profile (WebSphere Application
Server V6.1)

In this part of the lab, you will enable the LDAP security for Monitor Server which includes Web-based
Dashboard and REST Server. In this process, you will configure WebSphere Application Server V6.1 to use
LDAP in a federated repository.

Prerequisite:-

Copy the securePortal.key file that you have exported to a temporary location on to the Monitor
Server machine

Complete the following instructions to enable LDAP security for the WebSphere Application Server, which is
the Monitor Server profile

1. Start the monitor server profile and launch the administrative console

2. Login to the administrative console using the user name and password if the default security is
enabled

3. Inthe administrative console’s left navigation pane, expand ‘Security ' and click the ‘Secure
administration, applications and infrastructure " link

View: IAIItasks ;I

Welcame
Guided Activities
Servers
Applications
Resources

H security

S Secure administration, applications,
iand infraztructure

S5L certificate and key ranagement
Bus Security
Maonitor Drata Security

4. Inthe following ‘Secure administration, applications and infrastruct ure’ panel to the left, click
the ‘Security Configuration Wizard ' button
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Secure administration, applications, and infrasbucture

Secure administration, applications, and infrastructure

Configuration

[| Security Configuration Wizard I] Security Configuration Repart
Administrative security Authentication
Administrative User Roles M uce dormain-qualified user names

¥ Ensble administrative security
Administrative Group Roles

Web security

Application security RMISIIOP security

WV Enable application security Java Authentication and Autharization

Authentication rmechanisms and expiration

Java 2 security
I_ Use Java 2 security to restrick application access to local resources
External autharization praviders

Custom propetties

F warn if applications are granted custom permissions

I_ Restrict access to resource authentication data

User account repository
Current realrm definition
Federated repositaries

Available realm definitions
IFederated repositories ;I Configure Set as current

Apply Reset

5. Inthe following ‘Stepl: Specify extent of protection ' panel, ensure the check box for ‘Enable
application security ' is selected
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Configure security 4

Secure the application serving environment

Step 1: Specify Specify extent of protection

extent of

protection Thizs wizard aszzists vou in securing your application zerving
environment. The application serving infrastructure can
store adrministrative users and passwords or can use an
existing registry with stored administrative users,
application users, or both,

nfigure

it If wou are using an existing registry such as the local

operating systern, LDAP, or a2 custorn registry, vou need the

il follawing inforrmation:

m Configuration inforrnation to conneck to the axisting
registry

B An existing user narme in the reqgistry to ack as the
primnary adriinistrative user

At a minirmum, this task provides far secure adrministration,
Howewer, administrative security alone does not provide full
security, In most environments, it is recommended that
vou also enable application and resource security,

¥ Ensble application security siE——

I_ Usze Java 2 security to restrict application access to
local rescurces

|Ne><t| | Cancel |

6. Click Next

7. Inthe following ‘Step2: Select user repository ' panel, ensure the radio button for ‘Federated
repositories ’is selected

Configure security -

Secure the application serving envirenment

Select user repository

The user account repository stores users and group names

Step 2: Select user that are used for authentication and authorization, The
repository default repaository is built into the application serving
systern and can be federated with one or more external
nfiqure Lightweight Directary Access Protocol [(LDAP]) repositories,
it “ou can also select a standalone external repository,

v 41 Surmrnary

¥ Faderated repositories  E—
" standalone LDAP registry

r Local operating system

" standalone customn registry

| Previous | |Next| |Can|:e| |

8. Click Next
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9. Inthe following ‘Step 3: Configure user repository ' panel, enter the primary administrative user
name and password

___a. Primary administrative user name : was6ladmin
___b. Password : was6ladmin

___c. Confirm password : was6ladmin

Configure security [y

Secure the application serving envirenment

Configure user repository

A secure, file-based user repository is built into the systerm
for storing administrative users or environments with a
srmall number of users, The file-bazed user repository can
be federated with one or rore external LDAP repositories,

Step 2: Configure If this is the first time security has been enabled using this
user repository repository, provide a new user name and password to act

as an administrator, If security was previously enabled
Step 4: Summary using this repositary, provide the name of a user with

adriinistrator privileges that iz in the built-in repository,

Mote: Use this paneal to configure a federated repository
with a built-in, file-based repository in the realm, To
configure a federated repository with a non file-basead
repositary in the realm, you must use the User accounts
repository section on the Secure adrninistration,
applications, and infrastructure panel

* Prirmary adrinistrative user narme
|wasﬁladmin |

Passward

Confirrn password

Cancel

Previous

10. Click Next

11. In the following ‘Step 4: Summary ' panel, review the summary information
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Configure security -

Secure the application serving envirenment

Summary

Cizplays the list of values that are selected during the
wizard and are used to enable security,

Cptions Values
Enable administrative security true
Step 4+ Summary Enable application security true
Use Java 2 security to restrict §
R, alse
application access to lacal resources
. Federated
User repository I
repositories
Primary adrinistrative user name wastladmin
Previous | Finish | Cancel |

12. Click Finish. You will see the following ‘Secure administration, applications and infrastruct ure
panel

___a. Select ‘Federated repositories ' from the drop down list for the ‘Available realm definitions '

Secure administration, applications, and infrastucture

Secure administration, applications, and infrasbucture

Configuration

| Security Configuration Wizard | | Security Configuration Report
Administrative security Authentication
¥ Enable administrative security Administrative User Roles ™ Use dornain-qualified uzer narmes

Administrative Group Roles

Web secuarity

Application security RMIFIICP security

WV Enable application security Java Authentication and Authaorization

Authentication mechanisms and expiration

Java 2 security
I_ Use Java 2 security to restrict application access to local resources

I warn if applications are granted custorn permissions Enternal authorization providers
Custom propetties

I_ Restrict access to resource authentication data

User account repository
Current realm definition
Federated repositories

Awailable realm definitions
IFederated repositories ;I | Caonfigure | | Set as current

13. Click the Configure button
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14. In the following ‘Configuration ' panel for ‘Federated repositories
‘General Properties ' category

, enter the following under the

___a. Realm name : <fully qualified LDAP server host name>: <LDAP Port >

: Example: idsldap.austin.ibm.com:389

Note: The realm name for Portal is typically the fully qualified LDAP hostname:portNumber (example:
“idsldap.austin.ibm.com:389”) to verify this, you can open C:\
WebSphere\profiles\wp_profile\config\cells\<your-cell-name>\security.xml and look for <userRegistries
xmi:type="security:LDAPUserRegistry" .... — there is a “realm=" entry on that line

___b. Primary administrative user name : was6ladmin

General Properties

* Realm name

|ids|dap. austin.ibrm. corn: 389 | E—

* Prirnary administrative user name
|wasﬁladmin E—e

Server user identity

C Automatically generated server identity

7 sarver identity that is stored in the repositary

¥ Ignore case for autharization

Repozitaries in the realm:

| Add Base entry to Realrm... || Use built-in repasitary Rermove

Select| Baze entry Fepozitary identifiar Repozitary tupe
r o=defaultwIMFileBasedRealrn | InternalFileRepository File
Additional Propertes Related Items

Property extension repasitory Manage repositories

Entry mmapping repository

Supported entity tvpes

15. Scroll down and click the ‘Add Base entry to Realm ' button. This action opens the ‘Repository
reference ' panel as shown below:
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Secure administration, applications, and infrastucture

Secure administration, applications, and infrastucture > Federated repositories =
Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into
the directory infarmation tree. If rultiple repositaries are incuded in the zare realm, it
right be necaszary to define an additional distinguizhed name that uniquely identifies
thiz set of entries within the realm.

Caonfiguration

General Properties

* Repository
Inn:-ne defined;lﬂ Add Repositary, .. I

# Diztinguizhed narme of a base entry that uniquely identifies thiz st of
entries in the realm

Distinguizshed narme of a base entry in this repaository

|
Apply ﬂ Reset | Cancel

_____16. Click the ‘Add Repository ' button
_____17. Inthe following new repository reference panel, enter the following:
___a. Repository identifier : LDAP-idsldap (Any meaningful identifier)
___b. LDAP Server
» Directory Type . IBM Tivoli Directory Server V6.0
e Primary host name : idsldap.austin.ibm.com
 Port : 389
___C. Security

» Bind distinguished name : uid=wpsbind,cn=users,dc=ibm,dc=com

e Bind password : wpsbind
* Login properties > uid
» Certificate mapping : Select ‘EXACT_DN'’ from the drop down list
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General Properties

* Repository identifier

|LoaP-idsldap

LDAP server Security
¥ Directory type Bind distinguizhed name
IIBM Tivoli Directory Server Wersion & ;I |l_|id=wp5bind,cn=user5,dc=ibr
Bind d
#* Prirmary host name Part ||n S Lo
LI LA L L]}
|id5|dap.austin.ibm.cc\m 382
Lagin properties
Failover server used when primary is not available: |._|i.;|
Certificate rmapping
EXACT DM -
Select| Failover host name Part I = —I
Mone 'lCer‘tiFicate filter
Add |

I_ F.equire S55L communications

Suppott referrals to other LDAP servers
I ignore - I &

Manage endpaint security confiqurations

r-u.

I ModebefaultSSLSettings ;I

18. Click OK. You will be back to the ‘Repository reference ' panel again
19. Inthe ‘Repository Reference ' panel, enter the following:

___a. Repository : Select ‘LDAP-idsldap ' from the drop down list

___b. Distinguished names of a base entry that uniquely identifies this set of entries in the realm :

dc=ibm,dc=com
___c. Distinguished name of a base entry in this repository : dc=ibm,dc=com

General Properties

* Repository
ILDAF‘-idEIdap;I Add Repositary...

* Diztinguizhed narme of a base entry that uniguely identifies thizs set of
entries in the realm

|u:|c=i|:urn,dc=cnrn

Distinguizhed name of 2 base antry in thiz repository
|dc=ibm,dc=cnm

Apply | Feset Cancel

20. Click OK

21. The ‘Federated repositories ’ panel should look like the picture shown below:
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General Properties

* Realm name

|id5|dap.au5tin. ibrn, comm i 389

#* Prirmary administrative user name

|wasﬁ-1admin

Server user identity

G Autornatically generated server identity

7 sarver identity that iz stored in the reposzitory

v Ignore case for autharization

Repositories in the realr:

| Add Base entry to Realm... I Uze built-in repository Remaove
Select| Base entry Repositary identifier Repositary type

r de=ibrn,dec=com LOAP-idsldap LDAP: IDSE

r o=defaultWIMFileBaszedRealm | InternalFileReposzitary File

22. Select the check box for ‘o=defaultWIMFlleBasedRealm ' if it is existing (it exists if the default
security is enabled) and click the Remove button.
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General Properties

# Realm name

|ids|dap.austin.ibm.cnm:389

# Primary administrative user name

|wasEiadmin

Server user identity

c Autornatically generated server identity

7 sarer identity that is stored in the repasitary

v Ignore caze for authaorization

Fepositories in the realm:

Add Base entry to Realm... Use built-in repository Fermove
Select| Base antry Repository identifier Repository tupe
r de=ibrm,de=cam LDAP-idsldap LDAP:IDSE

23. Configuring supported entity types in a federated repository configuration

___a. Inthe Federated Repositories panel, click the ‘Supported entity types ' under the ‘Additional
Properties ’ section

Repozitaries in the realm:

Add Base entry to Realm... Use built-in repasitary Rermove
Selact| Baze antry Reposzitary identifiar Repozitary tupe
r de=ibrn,dec=com LDAP-idsldap LDAP: IDSE
Additional Propertes Related Items
Property extenszion repositary Manage repositories

Entry mmapping repositary

Supported entity types  sE——

___b. Inthe ‘Supported entity types ' panel, update the ‘Base entry for default parent ’values for
Group , OrgContainer and PersonAccount with ‘dc=ibm,dc=com ' and accept the defaults for
the ‘Relative Distinguished Name properties . The ‘Supported entity types ’ panel should look
like the picture below:
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Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure > Federated repositories > Supported
entity types

Usze this page to configure entity types that are supported by the member repositories,

Prefarences

ek | [
T
Ertity type & Base entry for the default parent 2 | Relative Dizstinguizhed Marme properties O:
Group de=ibrm,dc=cam cn
orglontainer de=ibrn,de=cam ojouidcicn
Personfccount dec=ibm,dec=com uid
Total 3

___C. Save to the master configuration
24. Configure the LDAP entity types
___a. While you are in the ‘Federated repositories ' panel (Secure administration, applications and

infrastructure - Federated repositories ), click the ‘Repository identifier '’ link, (Example:-
LDAP-idsldap )

Repositaries in the realm;:

| Add Base entry to Realm.., I Use built-in repositary Remove
Select| Base entry Repositary identifier Repositary type
r de=ibrn,dec=com LDAP-idsldap LOAP: IDSE

___b. In the following panel, scroll to the bottom and click the ‘LDAP entity types ’ link under the
‘Additional Properties ' section

Additional Propertes

Perforrmance

LDAP entity types -E—--

Group attribute definition

___c. Inthe following ‘LDAP entity types ' panel, update the following for the Group , OrgContainer
and PersonAccount entity types:

1) Group

e Object classes : groupOfUniqueNames

» Search bases : dc=ibm,dc=com

» Searchfilter : (objectclass=groupOfUniqueNames)
2) OrgContainer

e <Accept the defaults>
3) PersonAccount
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e Object classes : person
e Search bases : dc=ibm,dc=com
e Searchfilter : (objectclass=person)

2) The ‘LDAP entity ' panel will look like the picture below:

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure == Federated repositories =
LDAP-idsldap > LD AP entity types

Use this page to list entity types that are supported by the member repositaries or to
zelect an entity type ta view or change its configuration properties,

Preferences

hasd fbi=2
¥ *
Entity type & Object clazses
SHroup group2flUnigueMarnes
SrgContainer organization;organizationalUnit; dorain; container
Personfccount persan
Total 3

___b. Save to the master configuration

25. Configure group attribute definition

___a. While you are in the ‘Federated repositories ' panel (Secure administration, applications and

infrastructure > Federated repositories ), click the ‘Repository identifier '’ link, (Example:-
LDAP-idsldap )

Repositaries in the realm:

| Add Baze entry to Realm... I Uze built-in repasitary Rermoue
Select| Base entry Repositary identifiar Repositary type
r de=ibrn,de=corm LDAP-idsldap LDAR:IDSA

___b. In the following panel, scroll to the bottom and click the ‘Group attribute definition ’ link under
the ‘Additional Properties ' section

Additional Properties

Performance
LOAP entity types
Group attribute definition, =E&E—————

___c. Inthe following ‘Group attribute definition ’ panel, enter the following information:
* Name of group membership attribute : LDAP-AlIGroups

» For the scope, select the check box for ‘All- Contains all direct, nested and dynamic
members’
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Configuration

General Properties

Additional Properties

Marme of group membership attribute

Mernber sttributes |
|LDAP-P~.|IGrDup5 B —— [ ermber sttributes

Dvnarnic member

Scope of group membership athribute attributes

" Diract - Contains only irmmediate rmerbers of the group without rmembers of subgroups
" Nested - Contains direct mermbers and rmernbers nested within subgroups of this group

> & -

Contains all direct, nested, and dynamic members

Apply | ﬂ Resetl Cancel |

» Click Apply

___d. While you are in the ‘Group attribute definition

" panel, click the ‘Member attributes ' link under
‘Additional properties ' section

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure > Federated repositories > LD AP -idsldap
> Group attribute definition > Member atbibutes

Uze this page to manage Lightweight Directary Access Protocal (LDAP) member attributes,
Preferences

Celete
| |4

Select| Mame & o

o Scope O Cbject class
r mernber all group>fdames
Total 2

___e. Inthe following panel, click the New button to create a new member attribute
__f. In the following panel, enter the following information:
* Name of member attribute : unigueMember

» Object class : groupOfUniqueNames

For the scope, select the check box for ‘All- Contains all direct, nested and dynamic
members’
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General Properbes

* Marme of member attribute
|uniquef‘-‘1em|:uer

Object class
|gruupOFUniqueNames

Scope
T Direct - Contains only immediate members of the group without rmembers of subgroups
" Masted - Contains direct members and members nestad within subgroups of this group

g All - Contains all direct, nested, and dynamic members

* Click OK
___g. Save to the master configuration
26. Configure ‘Single Sign-on’

___a. Navigate to the ‘Secure administration, applications and infrastruct ure’ panel, expand ‘Web
Security " under the ‘Authentication ' category

Authentication

™ use domain-gualified user names

EWEbSEcurltl,l

General settings
zsingle zign-on (S5O -_—

Trust association
RMISIIOP security

Java Authentication and Authorization Ser

Authentication mechanisms and expiration

___b. Click the 'single sign-on (SSO) ' link

___c. Inthe following ‘single sign-on (SSO) ’ panel, do the following:
» Select the check box for ‘Enabled’
» Ensure the check box for ‘Required SSL ' is not selected

 Domain name : ibm.com
» Select the check box for ‘Interoperability Mode ’

» Unselect the check box for ‘Web bound security attribute propagation ’
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General Propertes

¥ Enabled ’—

I_ R.equires S5L

Cornain name

|ibm.cnm
v Interoperability Mode afE———r

™ web inbound security attribute propagation

Reset | Cancel |

27. Click OK. You will be directed to the ‘Secure administration, applications and infrastruct ure’
panel again

28. While you are in the ‘Secure administration, applications and infrastruct ure’ panel, click the
‘Authentication mechanisms and expiration ' link

Authentication

M use damain-gqualified uzer narmes

WebSecunt',l

RMI/IIOP security

Jawva Authentication and Authorization Service

[-F'.uthenticatil:-n mechanisms and expiration

29. In the following ‘Authentication mechanisms and expiration ' panel, enter the following under the
‘Cross-cell single sign-on ' category to import the key file that you had exported on the portal
(dashboard) server machine

Note: Enter the LTPA password that you specified when you Enabled LDAP Security for Portal, and enter the
LTPA key file name that you specified near the end of the “LDAP Security for Portal” configuration.

___a. Password : password
___b. Confirm password : password

___c. Fully Qualified Key file name : Example:- C:\KeyFile\securePortal.key
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Key generation
Authentication data iz encrypted and decrypted by using kevs that are

kept in one or rore key stares,

key set group
INDdeLTPﬁKe',ISetGrDup;I

Generate kays

ey set groups

Authentication expiration
Authentication inforrmmation persists in the systern for a limited amount of

tirme before it expires and must be refreshed,

Authentication cache timeout

10 rminutes u] seconds

Timmeout value for forwarded credentials between servers

120 riinutes

Cross-cell single sign-on  SEE————

Single sign-on acrozs cells can be provided by sharing keys and
passwords, To share the kevs and paszzword, log an to one call, specify 2
key filz, and click Export keys, Then, log on to the other cell, specify the

kew file, and click Import kays,

* Pazzword
s

* Confirm pazzword

-

Fully qualified kevy file name
|C:"-,Ke',lfi|e"-.securepnr‘tal.ke',l

t

I- Uze SWAM-no authenticated cormmunication between servers

Export keys |

30. Click the ‘Import Keys ' button

31. Click the Save link, to save the configuration

E Messages
[ The keys were successfully imported from the file
CivKeyfile\zecurePortal. key,
&Changes have bean rmade to vour local configuration, vou

can:
& Save directly to the master configuration,

® FReview changes before saving or dizcarding.
M The server rmay need to be restarted for these changes to
take effect.

32. Restart the server, launch the administrative console and log in using the user name and password

Note: To restart the server at this time, you should enter the old user name and password configured during
the WebSphere Business Monitor server installation.

In the left navigation pane of the administrative console, expand ‘Applications ' and click the

33.
‘Enterprise Applications ' link.
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Integrated Solutions Console Welcome wasadmin

View: |A|I tasks W

Welceme
Guided Activities
Servers

El Applications

( Enterprise Applicatinns}

Install Mew Application
Meanitor Models

Diata Mowvement Service

Manitor Action Manager

34. Inthe following ‘Enterprise Applications ' panel, click the ‘AlphabloxPlatform ' link

|Star‘t| |St0p| | Install | | Uninztall | | Update || Follout Update | | Fermaove File | | Export | |E><|:n:-rt DDLHExpDrt File
Selact| Mame 2 Application Status g
r AlphabloxPlatfarm -—— 23
r ApplicationStudic —— D
r Defaultépplication 3
I_ IBM wihM ABW WER DASHEOARD =3
I_ IBM wWhM ACTIONSERWICES =
I_ IBM wehM DMS SERWVICE &
r IBM WBM REST SERVICES e e
I_ M Wik WER DASHEOARD  sif— 2
- | iutapp &
r uer I
Tatal 10
35, Inthe following panel, click the ‘security role to user/group mapping ' link
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General Properties

Modules
* Marme N odu

Manage Modules
|A|phab|n><F‘|atFnrm anage Modules
Application reference validation Web Module Properties

I i -

I TEuE warmings _I Seszion management
Detail Propertes Context Root For Web Modules

Initialize pararnetars for servliets

Target specific application status

J5P reload options for web modules

Startup behavior

L ) . Virtual hosts
Application binaries

Class loading and update detection

Fernote request dispatcher properties

[Securit',l role to uszer’group Mmapping I

View Deplovment Descriptar

Laszt participant support extenszion

References

Shared library references

36. Inthe following panel, select the check box for ‘AlphabloxAdministrator ' role and click the ‘Look
up users ' button

[| Look up users || Look up groups |

Select| Rale Evervone? All authenticated? | Mapped users | Mapped groups
Alphabloxadrinistratar O O
AlphabloxUsear | v

O AlphabloxDeveloper O [+

37. Inthe following panel, enter a wild character (*) as the search string and click the Search button.
Select was6ladmin from the available users listed, and then click the right directional arrow button,
to move the user ID to the selected text area
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To search far uzers or groups, enter a limit (nurnber) and a search pattern (such a:z
a*)] and click Search:

limit (mumber of iterns)

20

Search String

Fe—

Select userz or groups in the Awvailable list. Move therm to the Selected list by clicking

=,

Available: ﬂ Selected:
perkpiadmin

dashuzerd

wpsreadmin ﬂ
wpshind

dashuszerz

wpsadriin

pubkpiadmin

ﬂ Cancel

Click OK

Ensure that the check boxes for ‘All authenticated? ' are selected for the ‘AlphabloxUser ’and
‘AlphabloxDeveloper ' roles

The security role to user/group mapping  panel for the AlphabloxPlatform application will look
like the picture below:

Look up users | Look up groups |
Jilzes | el AT ?uthenticated? TsaeprEEd r-:::ul?_ll:;id
| Alphabloxadministratar| [ O was&ladmin
O AlphabloxUsear | ¥
| AlphablaxDeveloper O ™

Click OK and save to the master configuration

Back to the ‘Enterprise Applications ' panel, click the ‘ApplicationStudio ' link

In the following panel, click the ‘security role to user/group mapping ' link

In the following panel, map the was6ladmin user for ‘AlphabloxAdministrator ' role and ensure
the check box for ‘All authenticated? ' is selected for ‘AlphabloxUser ' role. Click OK and save to

the master configuration

The security role to user/group mapping  panel for the ApplicationStudio application will look
like the picture below:
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Look up users Look up groups
Mapped Mapped
7
Jelzez)| Relz ELEHHREEE authenticated? | users groups
O Alphabloxadminizstratar| [ | was&ladmin
O AlphabloxUszer O ¥

46. Back to the ‘Enterprise Applications ' panel, click the ‘IBM_WBM_REST_SERVICES’ link

47. In the following panel, click the ‘security role to user/group mapping ' link
General Properties Modules
* Marme " Modul
Manage Modules

[tem_weM_REST_SERVICES | Ehage Moddles
Application reference validation Web Module Properties
IISSUE warnings ;I Session managermeant
Detail Properties Context Root For Web

Modules
Target specific application status

15P reload options for web

Startup behavior roodules
Application binaries Wirtual hosts

Class loading and update
detection

Fermote request dispatcher
propetties

iSecurity role to user’group i
rapping i

Wiew Deplovrment Descriptor

Last participant support extension

References

Shared library references

48. In the following panel, ensure the check box for ‘All authenticated? ’ for the ‘monitorusers ' role is
selected
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Enterprise Applications TE

Enterprise Applications > IBM WEBM REST SERYICES = Security role to user/group
mapping

Security role to user/group Mmapping

Each role that iz defined in the application or module must map to a user or group
from the dormain user registry,

Look up users Look up groups
Select| Rale Everyone? | All authenticated? | Mapped uszers | Mapped groups
|- rmoanitorusers I- |7 f—

ﬂ Cancel

49. Click OK and save the changes to the master configuration

50. Back to the ‘Enterprise Applications ' panel, click the IBM_WBM_WEB_DASHBOARD '’ link
51. In the following panel, click the ‘security role to user/group mapping ' link

52. In the following panel, select the check box for ‘All authenticated? ’ for the ‘Administrator ' role

Enterprise Applications =

Enterprise Applications = IBM WEM WEEB DASHEOARD = Security role to user/group
mapping

Security role to user/gqroup Mmapping

Each role that iz defined in the application or module rust map to a user or group
from the dormain user registry,

Look up users Look up groups
Select| Role Everpone? | all authenticated? | Mapped users | Mapped groups
O Administratar | [ [v

ﬂ Cancel

53. Click OK and save to the master configuration
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->Update J2C authentication data entries for messagin g buses

This part of the lab updates the J2C authentication data entries for the messaging buses on the Monitor
Server. There are two messaging buses, a Common Event Infrastructure (CEI) messaging bus and a Monitor
messaging bus and you will be updating them with the user.

1. Inthe left navigation pane of the administrative console, expand ‘Security ' and then click ‘Bus
Security ' link

Bl security

Secure administration, applications,
and infrastructure

SEL certificate and key managerment
Bus Security  s—
Manitar Drata Security

2. Inthe following ‘Buses’ panel, click the ‘Enabled’ link for ‘CommonEventinfrastructure_Bus '

Buses VE

Buses

A service integration bus supports applications using message-based and service-oriented
architectures, & busz iz 2 group of interconnected servers and clusters that have bean
added as members of the bus, Applications connect o 2 bus at one of the messaging
engines associated with its bus rmermbers,

Preferences

Mew Delate |

|6 2

Selact| Mame & Cescription Security

T

I— CormrmonEventIinfrastruocture Bus CormrmonEventInfrastructure |[Enabled
Bus

I— MONITOR, aimcpl24Modedicell.Bus | Bus for Monitor

Total 2

3. Inthe following panel, click the ‘J2C-authentication data ' under the ‘Related Items ’ section

Related Items

JARS - 1200
authenti caEE n
data

Secure

Adrninistration
and Applications

4. Inthe following panel, click the ‘CommonEventinfrastructureJMSAuthAlias ' link
5. Inthe following panel, update the User ID and Password

__a.UserID :was6ladmin
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___b. Password : was6ladmin

General Properties

* Alias

|CnmmDnEl.lentInFrastructureJMSAuthAlia5

* Uszer ID

|wasﬁladmin —
* Pazsword

|..'...'.'. b

Crescription
|Authenticatinn alias for the C

Appll,'| ﬂ REEEt|

Cancel |

6. Click OK and save to the master configuration

again and click the ‘Users and groups in the bus connector role
Properties ’ section to the right

General Properties

7. Navigate to the ‘Security - Bus Security - CommonEventinfrastructure_Bus

- Enabled’

" link under the ‘Additional

Additonal Propertes

Security S

¥ Enable bus security

Inter-engine authentication alias
I MonitorBusioth

Permitted transports

" allow the uze of all defined transport channel chains

Users and groups
in the bus
connector role

Permitted
transports

Related Items

v Restrict the use of defined transport channel chains to thosze protected by
S5L

™ Restrict the use of defined transport channel chains to the list of permitted
transpoarts

Mediations authentication alias

I(nonej

Appll,l| ﬂ Reset|

=l

Cancel |

8. Inthe following panel, add the group and user as shown below:

Mew Delate
k| [
Select| Marme Tupa

Tt
I— Server

r was&ladmin

Sroup
User

Total 2
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9. Save to the master configuration

10. Repeat the above instructions to update the J2C authentication alias data for the monitor bus
named ‘Monitor.<CELL_NAME>.Bus . The J2C authentication named you should update is

MonitorBusAuth

11. Now update the Alphablox ‘Server.properties ' file wit the new user name and password

___a. Navigate to the following location:
<WBM_PROFILE_HOME>\Alphablox_serverl\repository\ser  vers\AlphabloxAnalytics
Example: - <WBM_PROFILE_HOME> ->C:A\IBM\WebSphere\Monitor\profiles\WBMon01\

& C:.1BM WebSphere',MonServer'profiles' WBMon01' Alphablox_server1'repository’servers'Alphabloraly [l=] E3
[}
| &

File Edit Wiew Favorites Tools Help

QEBack ~ o3 - (¥ | ! Search Falders | B G x ) | -
Address CAIEMYWebsphere\MonServer\profilestwBMon0 1 Alphablox_server1\repository serversialphabloxanalytics j a0
alogs

cubemagr, properties
SEFvEr, COpY

Server. properties

___b. Edit the ‘Server.properties ' file and scroll to the very end of this file

___¢. Add the following lines at the end of the properties file

* ws.admin.username = <USERNAME> (was6ladmin)
e ws.admin.password = <PASSWORD> (was6ladmin)

___d. Save the changes and close the properties file

Restart the Monitor Server profile

» stopServer.bat serverl —username was6ladmin —password was6ladmin

i startServer.bat serverl

» Ensure the server is started successfully. Review the ‘SystemOut.log ’ file for any security related
errors
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Part 4: Enable security for WebSphere Process Serve r V6.1

In this part of the lab, you will enable the LDAP security for WebSphere Process Server V6.1. This is not the
Monitor Server, but the server where you are running your BPEL processes.

Prerequisite:-

Copy the securePortal.key file that you have exported to a temporary location on to the Process
Server machine

Complete the following instructions to enable LDAP security for the WebSphere Application Server, which is
the Process Server profile

1. Start the process server profile and launch the administrative console

2. Login to the administrative console using the user name and password if the default security is
enabled at this time

3. Inthe administrative console’s left navigation pane, expand ‘Security ' and click the ‘Secure
administration, applications and infrastructure " link

Bl security

Business Integration Security

..........................................

SSL certificate and key management

Bus Security

4. Inthe following ‘Secure administration, applications and infrastruct ure’ panel to the left, click
the ‘Security Configuration Wizard ' button
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Secure administration, applications, and infrasbucture

Secure administration, applications, and infrastructure

Configuration

[| Security Configuration Wizard I] Security Configuration Repart
Administrative security Authentication
Administrative User Roles M uce dormain-qualified user names

¥ Ensble administrative security
Administrative Group Roles

Web security

Application security RMISIIOP security

WV Enable application security Java Authentication and Autharization

Authentication rmechanisms and expiration

Java 2 security
I_ Use Java 2 security to restrick application access to local resources
External autharization praviders

Custom propetties

F warn if applications are granted custom permissions

I_ Restrict access to resource authentication data

User account repository
Current realrm definition
Federated repositaries

Available realm definitions
IFederated repositories ;I Configure Set as current

Apply Reset

5. Inthe following ‘Stepl: Specify extent of protection ' panel, ensure the check box for ‘Enable
application security ' is selected
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Configure security 4

Secure the application serving environment

Step 1: Specify Specify extent of protection

extent of

protection Thizs wizard aszzists vou in securing your application zerving
environment. The application serving infrastructure can
store adrministrative users and passwords or can use an
existing registry with stored administrative users,
application users, or both,

nfigure

it If wou are using an existing registry such as the local

operating systern, LDAP, or a2 custorn registry, vou need the

il follawing inforrmation:

m Configuration inforrnation to conneck to the axisting
registry

B An existing user narme in the reqgistry to ack as the
primnary adriinistrative user

At a minirmum, this task provides far secure adrministration,
Howewer, administrative security alone does not provide full
security, In most environments, it is recommended that
vou also enable application and resource security,

¥ Ensble application security siE——

I_ Usze Java 2 security to restrict application access to
local rescurces

|Ne><t| | Cancel |

6. Click Next

7. Inthe following ‘Step2: Select user repository ' panel, ensure the radio button for ‘Federated
repositories ’is selected

Configure security -

Secure the application serving envirenment

Select user repository

The user account repository stores users and group names

Step 2: Select user that are used for authentication and authorization, The
repository default repaository is built into the application serving
systern and can be federated with one or more external
nfiqure Lightweight Directary Access Protocol [(LDAP]) repositories,
it “ou can also select a standalone external repository,

v 41 Surmrnary

¥ Faderated repositories  E—
" standalone LDAP registry

r Local operating system

" standalone customn registry

| Previous | |Next| |Can|:e| |

8. Click Next
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9. Inthe following ‘Step 3: Configure user repository ' panel, enter the primary administrative user
name and password

___a. Primary administrative user name : wpsrvadmin
___b. Password : wpsrvadmin

___c. Conform password : wpsrvadmin

Note: The primary administrative user you enter here must exist in the LDAP user repository.

Configure user repository

A zecure, file-based user repository is built into the systemn
for storing administrative users or environments with a
srnall number of users, The file-based user repository can
be federated with one or more external LDAP repasitaries,
Step 3: Configure If thiz is the first time security has been enabled using this
user pepository repositary, provide a new user narme and password to act
as an administrator, If secority was previously enabled
uzing this repository, provide the name of a user with
adrinistratar privileges that iz in the built-in repasitory,

Mote: Use this panel to configure a federated repositary
with a built-in, file-based repository in the realm, To
configure a federated repository with a non file-based
repositary in the realm, you must use the User accounts
repository section on the Secure adrministration,
applications, and infrastructure panel

# Prirmary administrative user name

|wpsrl.ladn'|in |

Password

Confirrm password

| Previous | mMext| Cancel |

10. In the following ‘Step 4: Summary ' panel, review the summary information

Summary

Displays the list of values that are selected during the
wizard and are used to enable security,

Options Valuas
Enable administrative security true
=3 Step 4 Summary Enable application security true
Use Java 2 security to restrict
I, falze
application access to local resources
Federated

User repository o

Primnary adrministrative user name wpsrvadmin

Previous | |Fini5h| | Cancel
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11. Click Finish. You should see the following ‘Secure administration, applications and
infrastructure ' panel

___a. Select ‘Federated repositories ' from the drop down list for the ‘Available realm definitions

Secure administration, applications, and infrasbucture

Secure administration, applications, and infrastructure

Configuration

| Security Configuration Wizard I Security Configuration Repart
Administrative security Authentication
Administrative User Roles M uce dormain-qualified user names

¥ Ensble administrative security
Administrative Group Roles

Web security

Application security RMISIIOP security

WV Enable application security Java Authentication and Autharization

Authentication rmechanisms and expiration

Java 2 security
I_ Use Java 2 security to restrick application access to local resources
External autharization praviders

Custom propetties

F warn if applications are granted custom permissions

I_ Restrict access to resource authentication data
User account repository

Current realrm definition
Federated repositaries

Auailable realrn definitions
|Federated repositories ;I Configure | Set az current
Apply Reset

12. Click the Configure button

13. In the following ‘Configuration ' panel for ‘Federated repositories ’, enter the following under the
‘General Properties ' category

__a. Realm name : <fully qualified LDAP server host name>: <LDAP Port >

: Example: idsldap.austin.ibm.com:389

Note: The realm name for Portal is typically the fully qualified LDAP hostname:portNumber (example:

“idsldap.austin.ibm.com:389”) to verify this, you can open C:\
WebSphere\profiles\wp_profile\config\cells\<your-cell-name>\security.xml and look for <userRegistries

xmi:type="security:LDAPUserRegistry" .... — there is a “realm=" entry on that line

___b. Primary administrative user name : wpsrvadmin
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General Properties

# Realm name
|ids|dap.austin.ibm.cnm:389 —

* Prirmary administrative user name

|wp5rl.ladrnin

Server user identity

C Autornatically generated server identity

 sarer identity that is stored in the repositary

I+ Ignore case for autharization

Repositories in the realr:

[l Add Base entry to Realm,,, ;I Use built-in repository Fermove
Selact| Base entry Repository identifiar Repository type
r o=defaultWIMFileBasedRealm | InternalFileRepository File

14. Scroll down and click the ‘Add Base entry to Realm ' button. This action opens the ‘Repository

reference ' panel as shown below:

Secure administration, applications, and infrastucture

Secure administration, applications, and infrastucture > Federated repositories =

Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into
the directory infarmation tree. If rultiple repositaries are incuded in the zare realm, it
right be necaszary to define an additional distinguizhed name that uniquely identifies

this zet of entries within the realm.

Caonfiguration

General Properties

* Repository
Inn:-ne defined;lﬂ Add Repositary, .. I

# Diztinguizhed narme of a base entry that uniquely identifies thiz st of
entries in the realm

Distinguizshed narme of a base entry in this repaository

|
Apply ﬂ Reset | Cancel

15. Click the ‘Add Repository ' button
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_____16. Inthe following new repository reference panel, enter the following:
___a. Repository identifier : LDAP-idsldap (Any meaningful identifier)
___b. LDAP Server
» Directory Type . IBM Tivoli Directory Server V6.0
* Primary host name : idsldap.austin.ibm.com
* Port : 389

___C. Security

» Bind distinguished name : uid=wpsbind,cn=users,dc=ibm,dc=com

e Bind password : wpsbind
* Login properties > uid
e Certificate mapping : Select ‘'EXACT_DN'’ from the drop down list

General Properties

* Repository identifier
[LoAP-idsldap

LOAP server Security

¥ Directory type Bind distinguished name
IIBM SecureWay Diraectary Server ;I |l_|ic|=l.-.lp5bind,cn=users,dc=ibr

¥ Prirmary host name Part Bind password
|id5|dap.austin.ibm.cnm |389 |"""'

Login properties

Failower server used when primary is not available: |._|i.;|
Delete Cettificate mapping
EXACT_DON -
Select| Failover host name Port I = —I
Mone Cettificate filter
Add |

I_ Fequire S5L communications

Support referrals to other LDAP zervers
Iignnre vI e

c

Manage endpoint security configurations

|Nodebefaultssisettings g]* SSL configurations

17. Click OK. You will be back to the ‘Repository reference ' panel again
18. In the ‘Repository Reference ' panel, enter the following:

___a. Repository : Select ‘LDAP-idsldap ' from the drop down list
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___b. Distinguished names of a base entry that uniquely identifies this set of entries in the realm :
dc=ibm,dc=com

___c. Distinguished name of a base entry in this repository : dc=ibm,dc=com

General Properties

* Repository
ILDAF‘-idEIdap;I Add Repositary...

* Diztinguizhed narme of a base entry that uniguely identifies thizs set of
entries in the realm
|u:|c=i|:urn,dc=cnrn

Distinguizhed name of 2 base antry in thiz repository

|dc=ibm,dc=cnm

Apply | Feset Cancel

19. Click OK

20. The ‘Federated repositories ' panel will look like the picture shown below:

General Properties

¥ Realm name
|ids|dap. austin, ibrm. comn 389

* Prirnary administrative user name

|wpsr'.ladrnin

Server user identity

w Autornatically generated server identity

 carver identity that is stored in the repositary

I Igrore case for autharization

Repozitaries in the realm:

| Add Base entry to Realm... I Uze built-in repasitory | Rerove
Select| Baze entry Repozitary idantifiar Repozitary tupe
[-l— de=ibrn,de=corm LDAP-idsldap LDAF‘:IDS&]

r o=defaultWIMFileBaszedRealm | InternalFileRepository File  sgpi—

21. Select the check box for ‘o=defaultWIMFlleBasedRealm ' if it is existing (it exists if the default
security is enabled) and click the Remove button.
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General Properties

# Realm name

|ids|dap.austin.ibm.cnm:389

# Primary administrative user name

|wpsruadmin

Server user identity

c Autormnatically generated server identity

7 sarer identity that is stored in the repositary

¥ Ignore case for autharization

Repositories in the realm:

Add Base entry to Realm... Usze built-in repository Femaove
Selaect| Baze entry Repositary identifier Fepozitary type
r de=ibrn,de=corn LOAP-idsldap LDARP:IDSE
22. Click OK.

23. Configuring supported entity types in a federated repository configuration

___a. Inthe Federated Repositories panel, click the ‘Supported entity types ' under the ‘Additional
Properties ’ section

Fepositories in the realm:

Add Base entry to Realm... Use built-in repository Rernowve
Select| Base entry FRepository identifier Fepository type
r de=ibrn,de=corn LDAP-idsldap LDAP:IDSE
Additional Propertes Related Items
Property extension repository Manage repositories

Entry rmapping repositary

Supported entity tvpes sE——

___b. Inthe ‘Supported entity types ' panel, update the ‘Base entry for default parent ’values for
Group, OrgContainer and PersonAccount with ‘dc=ibm,dc=com ’ and accept the defaults for
the ‘Relative Distinguished Name properties . The ‘Supported entity types ’ panel will look
like the picture below:
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Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure > Federated repositories > Supported
entity types

Usze this page to configure entity types that are supported by the member repositories,

Prefarences

ek | [
T
Ertity type & Base entry for the default parent 2 | Relative Dizstinguizhed Marme properties O:
Group de=ibrm,dc=cam cn
orglontainer de=ibrn,de=cam ojouidcicn
Personfccount dec=ibm,dec=com uid
Total 3

___C. Save to the master configuration
24. Configure the LDAP entity types
___a. While you are in the ‘Federated repositories ' panel (Secure administration, applications and

infrastructure - Federated repositories ), click the ‘Repository identifier '’ link, (Example:-
LDAP-idsldap )

Repositaries in the realm;:

| Add Base entry to Realm.., I Use built-in repositary Remove
Select| Base entry Repositary identifier Repositary type
r de=ibrn,dec=com LDAP-idsldap LOAP: IDSE

___b. In the following panel, scroll to the bottom and click the ‘LDAP entity types ’ link under the
‘Additional Properties ' section

Additional Propertes

Perforrmance

LDAP entity types -E—--

Group attribute definition

___c. Inthe following ‘LDAP entity types ' panel, update the following for the Group , OrgContainer
and PersonAccount entity types:

1) Group

e Object classes : groupOfUniqueNames

» Search bases : dc=ibm,dc=com

» Searchfilter : (objectclass=groupOfUniqueNames)
2) OrgContainer

e <Accept the defaults>

3) PersonAccount
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e Object classes : person
e Search bases : dc=ibm,dc=com
e Searchfilter : (objectclass=person)

4) The ‘LDAP entity ' panel will look like the picture below:

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure == Federated repositories =
LDAP-idsldap > LD AP entity types

Use this page to list entity types that are supported by the member repositaries or to
zelect an entity type ta view or change its configuration properties,

Preferences

hasd fbi=2
¥ *
Entity type & Object clazses
SHroup group2flUnigueMarnes
SrgContainer organization;organizationalUnit; dorain; container
Personfccount persan
Total 3

___d. Save to the master configuration

25. Configure group attribute definition

___a. While you are in the ‘Federated repositories ' panel (Secure administration, applications and

infrastructure > Federated repositories ), click the ‘Repository identifier '’ link, (Example:-
LDAP-idsldap )

Repositaries in the realm:

| Add Baze entry to Realm... I Uze built-in repasitary Rermoue
Select| Base entry Repositary identifiar Repositary type
r de=ibrn,de=corm LDAP-idsldap LDAR:IDSA

___b. In the following panel, scroll to the bottom and click the ‘Group attribute definition ’ link under
the ‘Additional Properties ' section

Additional Properties

Performance
LOAP entity types
Group attribute definition, =E&E—————

___c. Inthe following ‘Group attribute definition ’ panel, enter the following information:
* Name of group membership attribute : LDAP-AlIGroups

» For the scope, select the check box for ‘All- Contains all direct, nested and dynamic
members’
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Configuration

General Properties

Additional Properties

Marme of group membership attribute

Mernber sttributes |
|LDAP-P~.|IGrDup5 B —— [ ermber sttributes

Dvnarnic member

Scope of group membership athribute attributes

" Diract - Contains only irmmediate rmerbers of the group without rmembers of subgroups
" Nested - Contains direct mermbers and rmernbers nested within subgroups of this group

> & -

Contains all direct, nested, and dynamic members

Apply | ﬂ Resetl Cancel |

» Click Apply

___d. While you are in the ‘Group attribute definition

" panel, click the ‘Member attributes ' link under
‘Additional properties ' sections

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure > Federated repositories > LD AP -idsldap
> Group attribute definition > Member atbibutes

Uze this page to manage Lightweight Directary Access Protocal (LDAP) member attributes,
Preferences

Celete
| |4

Select| Mame & o

o Scope O Cbject class
r mernber all group>fdames
Total 2

___e. Inthe following panel, click the New button to create a new member attribute
__f. In the following panel, enter the following information:
* Name of member attribute : unigueMember

» Object class : groupOfUniqueNames

For the scope, select the check box for ‘All- Contains all direct, nested and dynamic
members’

2008 February, 28 IBM WebSphere Business Monitor V6.1 — End-to-end security Page 72 of 96



© Copyright IBM Corporation 2008. All rights reserved

General Properbes

* Marme of member attribute
|uniquef‘-‘1em|:uer

Object class
|gruupOFUniqueNames

Scope
T Direct - Contains only immediate members of the group without rmembers of subgroups
" Masted - Contains direct members and members nestad within subgroups of this group

g All - Contains all direct, nested, and dynamic members

* Click OK
___g. Save to the master configuration

26. Configure ‘Cross Cell Single Sign-on’

___a. While you are in the ‘Secure administration, applications and infrastruct ure’ panel, expand
‘Web Security ’ under the ‘Authentication ' category

Authentication

™ use domain-gualified user names

EWEbSEcurltl,l

General settings
zsingle zign-on (S5O -_—

Trust association
RMISIIOP security

Java Authentication and Authorization Ser

Authentication mechanisms and expiration

___b. Click the 'single sign-on (SSO) ' link

___c. Inthe following ‘single sign-on (SSO) ’ panel, do the following:
» Select the check box for ‘Enabled’
» Ensure the check box for ‘Required SSL ' is not selected

 Domain name : ibm.com
» Select the check box for ‘Interoperability Mode ’

» Unselect the check box for ‘Web bound security attribute propagation ’
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General Propertes

¥ Enabled ’—

I_ R.equires S5L

Cornain name

|ibm.cnm
v Interoperability Mode afE———r

™ web inbound security attribute propagation

Reset | Cancel |

27. Click OK. You will be directed to the ‘Secure administration, applications and infrastruct ure’
panel again

28. While you are in the ‘Secure administration, applications and infrastruct ure’ panel, click the
‘Authentication mechanisms and expiration ' link

Authentication

M use damain-gqualified uzer narmes

WebSecunt',l

RMI/IIOP security

Jawva Authentication and Authorization Service

[-F'.uthenticatil:-n mechanisms and expiration

29. In the following ‘Authentication mechanisms and expiration ' panel, enter the following under the
‘Cross-cell single sign-on ' category to import the key file that you had exported on the portal
(dashboard) server machine

Note: Enter the LTPA password that you specified when you Enabled LDAP Security for Portal, and enter the
LTPA key file name that you specified near the end of the “LDAP Security for Portal” configuration.

___a. Password : password
___b. Confirm password : password

___c. Fully Qualified Key file name : Example:- C:\KeyFile\securePortal.key
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Key generation
Authentication data iz encrypted and decrypted by using kevs that are
kept in one or rore key stares,

key set group
INDdeLTPﬁKe',ISetGrDup;I Generate kays

ey set groups

Authentication expiration
Authentication inforrmmation persists in the systern for a limited amount of
tirme before it expires and must be refreshed,

Authentication cache timeout

10 rminutes u] seconds

Timmeout value for forwarded credentials between servers

120 riinutes

Cross-cell single sign-on  SEE————

Single sign-on acrozs cells can be provided by sharing keys and
passwords, To share the kevs and paszzword, log an to one call, specify 2
key filz, and click Export keys, Then, log on to the other cell, specify the

kew file, and click Import kays,

* Pazzword

|.|..|..|..|..|..|..|..|. t—
* Confirm pazzword
|.|..|..|..|..|..|..|..|. e

Fully qualified kevy file name
|C:"-,Ke',lfi|e"-.securepnr‘tal.ke',l

t

I- Uze SWAM-no authenticated cormmunication between servers

Export keys |

Click the ‘Import Keys ' button

Click the Save link, to save the configuration

Note: To restart the server at this time, you should enter the old user name and password configured during
the WebSphere Process Server profile creation.
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->Update security role mappings for BPE container and task container

1. Inthe left navigation pane of the administrative console, expand ‘Applications ' and click the
‘Enterprise Applications ' link

Bl applications

Enterprize Applications s
Install Hew Application
SCA modules

2. Inthe following ‘Enterprise Applications ' panel, click the
‘BPEContainer_ <NODE_NAME>_serverl ’link

I— BEPEContainer airmcpl35Models serverl - ﬂr

3. Inthe following panel, click the ‘Security role to user/group mapping ' link under the ‘Detalil
Properties ’ section

Enterprise Applications FE

Enterprise Applications > BPEContainer_aimcp093Noded3_serverl

Uze this page to configure an enterprize application, Click the links to accaszz pages for
further configuring of the application or its modulas,

Configuration

General Properties

Modules
¥ Hame Manzge Modul
- :
BPEContainer_aimepd95HodelsS_serverl anade Moddle:

Web Module Properties

Application reference validation

IIssue warnings ;I Session managerment
Context Root For Web
Detail Properties Modules

J5P reload options for web
modules

Startup behavior Wirkual hosts

Target specific application status

Application binaries

Enterprise Jawva Bean Properbes

Class loading and update
detection

Application profilas

Rernote request dizpatcher
propetties

Mezsage Driven Bean
listener bindings

EJB JMDI narmes

Security role to user/group

mapping
Uzer Runts roles S Web Services Properties
View Deployment Descriptor Provide JMS and EJB
Lazt participant support extension endpoint URL information
Publizh WDl files
References
Provide HTTP endpoint URL
Resource references information

2008 February, 28 IBM WebSphere Business Monitor V6.1 — End-to-end security Page 76 of 96



© Copyright IBM Corporation 2008. All rights reserved

4. Inthe flowing panel, select the check boxes for ‘BPESystemAdministrator ’and
‘BPESystemMonitor ' roles, click the ‘Look up users ’ button and map the user ID (Example:
wpsrvadmin). Also select the check boxes in the ‘All Authenticated ' column for ‘BPEAPIUser’,
'WebClientUser ’ and ‘JMSAPIUser ’ roles

[ Look up users | Look up groups | |

Select| Role SERENSE :!_Ilthenticated? T;eprEEd Qr?n?_liesd
[T | ePEAPIUser - o S—

- BPESystemAdrinistratar| [ | wpsreadmin

I_ BPESystermMonitor I_ I_ wpsreadmin

- WwebClientUzear | v E—

- JMSAPIUzer O | —

5. Click OK and save to the master configuration

6. Back to the ‘BPEContainer <NODE_NAME>_serverl ' configuration panel, click the ‘User RunAs

roles’ link under the ‘Detail Properties ’ section

Detail Propertes

Target specific application status

Startup behavior

Application binaries

Class loading and update
detection

Rerote request dispatcher
propetties

Security role to user/group

mapping
Uzer Runfs roles _——

View Deplovrnent Descriptor

Last participant support extension

7. Inthe following panel, update the ‘JIMSAPIUser ' role. Do the following:

___a. Username : wpsrvadmin
___b. Password : wpsrvadmin
___C. Select the check box for ‘TJIMSAPIUser ' role

___d. Click the Apply button. You should specify the IMSAPIUser
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Enterprse Applications TE

Enterprise Applications > BPEContainer aimcp095Mode05 serverl = User RunAs roles

Uzer Runas roles

The enterptise beans or servlet that you are installing contain predefined RunAs rales,
Some enterprise beans or servlet use Runfs roles to run as a particular role that is
recagnized when interacting with another enterprize bean,

Username

|l.-.lpsrl.lac|rnin _—
password

||-1-|-|-|-1-|-|-|-1- e——

Rernove the RundsUszer user name and password from the seleced roles,

Rermouve

Select| Rale Usar mame
= v IMsAPIUsar wpsrvadrmin E—

ﬂ Cancel

8. Click OK and save to the master configuration

9. Follow the above instructions and update the security role mappings for the ‘Task Container ’
named ‘TaskContainer_<NODE_NAME>_serverl '. The security configuration is as show below:

Enterprise Applications WE

Enterprise Applications > TaskContainer aimcp095Modeds serverl > Securty role to
user/group mapping

Security rale to user’group mapping

Each role that iz defined in the application or rnodule rmust rrap o 2 user or group from
the dormain user registry,

[ Look up users Look up groups |

select) Rals Everyone? g!thenticated? T:eprEEd rn;q::f_liesd
r TazkAPIUzer I [+

O TazkSusternadministrator| [ N wpsreadmin —_——
|_ TazkSysternMonitar I_ |_ wpsreadmin -—
O Ezcalationlser O v

ﬂ Cancel

10. Click OK and save to the master configuration

11. Update security role mappings for BPC Explorer
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___a. On the Enterprise Application page, click on BPCExplorer <NODE_NAME>_serverl

Enterprise Applications T E

Enterprise Applications = EPCExplorer aimcp095Nodel5 serverl = Security role to
user,/group mapping

Security role to user/group Mmapping

Each role that iz defined in the application or module must map to a user or group
from the dormain user registry,

Look up users Look up groups
Select| Rale Everyone? | All authenticated? | Mapped users | Mapped groups
| webcClientUser| [ i~ D ——

ﬂ Cancel

12. Click OK and save to the master configuration

2008 February, 28 IBM WebSphere Business Monitor V6.1 — End-to-end security Page 79 of 96



© Copyright IBM Corporation 2008. All rights reserved

->Update J2C authentication data entries for messagin g buses

This part of the lab updates the J2C authentication data entries for the messaging buses on the WebSphere
Process Server.

1. Inthe left navigation pane of the administrative console, expand ‘Security ' and then click ‘Bus
Security ' link

El Security

Busziness Integration Security

Secure administration, applications,
and infrastructure

SSL certificate and key rmanagement

2. Inthe following ‘Buses’ panel, click the ‘Enabled’ link for ‘CommonEventinfrastructure_Bus
Buses NE

Buses

A service integration bus supports applications using message-based and service-oriented architectures, A
bus iz a group of interconnected servers and clustars that have been added as rmembers of the bus,
Applications connect to a bus at one of the meszaging engines associated with its bus members,

Prefarences

Newl Delate

Eali

Select| Mame 2 Description Security O
r BPC, aimncp035Hode03Cell Bus Messaging bus for Process Enabled
Chareographer
= CornrmonEventInfrastructure Bus CommonEventInfrastructure Bus Enabled c
r SCAAPPLICATION, airncp095MadedaCell.Bus | Messaging bus far Service Enabled
r SCACSYSTEM, aimncp025HadelsCell.Bus Messaging bus for Service Enabled
.
Total 5

3. Inthe following panel, click the ‘J2C-authentication data ' under the ‘Relation Items ’ section

Related Items

JARS - 1200
authenticasgn
data

Secure

Adrninistration
and Applications

4. Inthe following panel, click the ‘CommonEventinfrastructureJMSAuthAlias ' link
5. Inthe following panel, update the User ID and Password
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__a.UserID :wpsrvadmin
___b. Password : wpsrvadmin

General Properties

* Alias

|C-:urnmDnEuentInfrastructureJMSAuthAliaS

* Uszer IO
|wpsrl.ladrnin E—

# Pazsword

|...i...i.. %

Crescription
|ﬁ-.uthenticatiu:-n alias for the C

Apply | ﬂ Reset| Cancel |

6. Click OK and save to the master configuration

7. Navigate to the ‘Security - Bus Security -> CommonEventinfrastructure_Bus

- Enabled’

again and click the ‘Users and groups in the bus connector role ' link under the ‘Additional

Properties ’ section to the right

General Properties

Additonal Propertes

Security ——=# 1 lUsers and groups
¥ Enable bus security (s o HSTRES
connector role
Inter-engine authentication alias Permitted
IMDnitanusAuth ;I transports
Permitted transports
" allow the uze of all defined transport channel chains Related Items
o g:itrict the use of defined tranzpart chanmel chains to thoze protected by N o Bl
Restrict the use of defined transport channel chains to the list of permitted authentication
transpoarts data
Secure
Mediations authentication alias M
and Applications
I(nonej ;I
Apply | (o] 4 Reset| Cancel |
8. Inthe following panel, add the group and user as shown below:
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Buses = Security for bus CommonEventInfrastructure Bus > Users and groups in the
bus connector role

Users in the bus connector role are able to connect to the bus to perform meszaging
operations, Users can have this role either by specifically having that rale, or becauze
they are in a group with that role,

Preferences

Mew | Delate

[ (=

Select| Mame & Type o
I— Servear Sroup
r wpsteadrmin Usear
Total 2

9. Save to the master configuration
10. Repeat the above instructions to update the J2C authentication alias data for the monitor bus

named ‘BPC.<CELL_NAME>.Bus ’, ‘'SCA.APPLICATION.<CELL_NAME>.Bus 'and
‘SCA.SYSTEM.<CELL_NAME>.Bus ’

Restart the Process Server profile
» stopServer.bat serverl —username was6ladmin —password was6ladmin
e startServer.bat serverl

e Ensure the server is started successfully
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Part 5: Configure Remote CEI server to use WebSpher e Business Monitor
in a secured environment

In this part of the lab, you will use the cross cell files and run the cross cell script to create the remote service
integration bus and create the link between the local and remote buses. This enables WebSphere Business
Monitor server to receive Common Event Infrastructure (CEI) events from a remote CEIl server. The
instructions in this lab are good for the remote CEI server on either WebSphere Process Server V6.1 or
WebSphere Process Server V6.0.2 with or with out WebSphere Business Monitor installed.

Prerequisites:-
-> The service integration bus for the local Business Monitor server has been created. By default the WebSphere

Business Monitor installation wizard creates it for you. To see if the monitor service integration bus has been

created, launch the WebSphere Business Monitor profile administrative console and login using the user name and
password.

» Inthe left navigation pane, expand ‘Service Integration ' and then click the ‘Bus’ link

* You should see the monitor service integration bus named as ‘Monitor.<CELL_NAME>Bus> ' with
security ‘Enabled’

Mew Delete

0l [ [

Select| Mame Description Security O

r CormrmonEventInfrastrucure Bus CormrmonEventlnfrastructure | Enabled
Bus

r MONITOR, aimmcp09d4ModeldiCell.Bus | Bus for the Business Enabled]
Monitar server

Total 2

» If the monitor service integration bus does not exist on your local Monitor server installation, follow the
instructions below to create one:

o0 Open acommand line window and change directories to WebSphere Business Monitor server
profile. Example: <WBM_PROFILE_HOME>\bin
(C:\IBMWebSphere\Monitor\profiles\WBMon01\bin)

0 Runthe ‘noni t or SI BConf i g. py’ script interactively as shown below:

» wsadmin —f <WBM_HOME>\scripts.wbm\sib\monitorSIBCon  fig.py
Where <WBM_HOME> is C:\IBM\WebSphere\Monitor
o Follow the instructions and enter the required parameters when prompted
-> Ensure security is enabled on both the local WebSphere Business Monitor server and the remote

WebSphere Process Server cells. Note that they both should use the one federated repository, for example
LDAP.

-> Ensure that LTPA authentication is configured across the WebSphere Business Monitor and WebSphere

Process Server cells. For example export the LTPA key from the WebSphere Business Monitor cell and import
it to WebSphere Process Server cell
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-> Enable the server-to-server trust (SSL) between the servers hosting each side of the service integration
bus. Follow the instructions below, to enable the server-to-server trust among the servers:

Local WebSphere Business Monitor Server:

» Login to the WebSphere Business Monitor server administrative console. In the left navigation pane,
expand ‘Security * and then click the ‘SSL certificate and key management ' link

Bl security

Secure administration, applications,
and infraztryctyre

Sl certificate and kew managemem‘}]

Bus Security
Maonitor Data Security

» Inthe following ‘SSL certificate and key management ' to the right, click the ‘Key stores and
certificates ’ link under the ‘Related Items ' section

Related Items

SEL configurations

Dynarmic outbound

endpoint S5L
confiqurations

Key stores and

certificate s

Eey sets

Eey set groups
Eey managers

Trust rmanagers

* Inthe following ‘Key stores and certificates ' panel, click the ‘NodeDefaultTrustStore ' link

New| Delete | Exchange signers... |
k| [
2[5
Select| Mame Path

r ModeDefaultkeyStore $LCONFIG_ROOTH cellsfaimmcpi9d4Modeticell/nodes/aimmcpi94Modedlfkey. pl2

r [NDdeDefaultTrustStu:ure] FLCONFIG_ROOTH cellsf aimecp094iodedlCell/nodes/ aimcp094Node0l trust.pl 2

r Model TRPAKaY: FLCONFIG_ROOTH cellsf aimecp094MadedlCell’nodes/ aimcp094Nodedl/ tpajoeks
Total 2

* Inthe following ‘NodeDefaultTrustStore ' panel, click the ‘Signer Certificates ’ link under the
‘Additional Properties ' section
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Additional Propertes

[-ESiqner certificates ]

Personal certificates

Personal certificate
regquests

Custorn propetties

Add| Celate | Extract |r Retrieve from port |] -~

e

Select| Aliaz

-
-

e

default

durnrmyclientsigner

dLII'I'II'I'l','SEf".'EI"SiEII'IEF

Izsued to

CH=I . = =tin.ibrn.ocomn, | SFF02C 48 EFDEEL 49 AG:CO

O=IBM, C=U5

CH=jclient, QU=5wW3G, O=IBM, | OB:3F:CE0:70i54:158:F7 FD:81

Cc=Us

CH=jservear, OU=5WiG, O=IBM, FB:38:FE:E&:CF:89:BAI01:67 1 8F:

c=Us

In the following ‘Retrieve from port ' panel, enter the following information:

0 Host : <fully qualified host name of the remote CEI Server

remotecei.austin.ibm.com)

o Port: 7286 (SSL port)

o Fingerprint [SHA digest)

> (Example:

Expiration o

Walid from
February 25,

Valid from
JLI|',' 20, 2003

Valid frarm
July 30, 2003

Note: To determine the correct SSL port number, log in to the WebSphere Business Monitor server
administrative console; expand ‘Servers ' in the left navigation pane and then click the ‘Application Servers ’
link. In the following application server panel to the right, click the ‘serverl’ link. In the following panel expand

‘Ports ’ under the ‘Communications ' section and note down the port number corresponding to

‘SIB_ENDPOINT_SECURE_ADDRESS’ port name.

o0 Alias : Example: remoteCEl

2008 February, 28

General Properties

# Host

|remntecei.austin.ibm.cnm —
# Port

[7226 -

SSL configuration for outbound connection
INDdeDeFaultSSLSettings;I

* Alias
|remnteCEI s

[ Retrieve signer information |

Appl-,-| ﬂ Reseat Cance||
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o Click the ‘Retrieve signer information ' button
* You should see the following signer information that is retrieved from the remote CEI server

General Properties
* Host
[rern-:u_tecei.austin.ibm.cu:um
* Port
[7226
S5L configuration for outbound connection
INndeDefaultSSLSettings;I
* Alias
|remnteCEI

Retrieve zigner infarmation

Retrieved signer informaton

Serial nurnber
[1z0z967108 |

Iszued to
|cN=remqtecei.austin.ibm.cnm o=IBM, =115 |

Izsued by
|CN= rermotecei, austin.ibrn, com S=IBM, C=1U5 |

Fingerprint (SHA digest)
|85:4A:4?:CE:32:2E:CB:1F:?E:44:38:EA:42:?E:BE:CB:SF:4E:69:F2 |

Validity periad
[February 21, 2023 |

Apply | ﬂ Reset| Cancel |

e Click OK and save to the master configuration
Remote CEI Server (WebSphere Process Server V6.1):

* Now you need to setup trust on the remote CEI server. So follow the above instructions but this time
you will be logged on the remote CEIl server in order to retrieve the signer information from the
WebSphere Business Monitor Server cell

-> Create a user that is valid in both the WebSphere Business Monitor server and WebSphere Process Server
for the Monitor Bus link authentication. The monitor bus link requires a user ID where the user name is valid in
both the cells. However the password can be unique to each cell, but the user name must be the same.

Complete the following instructions to configure the cross cell communication between the WebSphere
Business Monitor server and WebSphere Process Server cells:

1. Navigate to the WebSphere Business Monitor, scripts (scripts.wbm ) directory located at
<WBM_HOME> (Example: C:\IBM\WebSphere\Monitor\scripts.wbm\crossCell)
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& C:.IBM' WebSphere'MonServer'scripts.wbm'.crossCell

Eu:u:um.il:um.wl:uimu:unitu:ur.Dbservatinnmgr.u:ru:ussu:ell_Eu. 1.0.0,jar! spfp——os—a
=] configRemoteMaonitarBus. bat

configRemokeMaonitarBus ., props

configRemateMaonitarBus . sh

[ rmone L ko6 L CrassCell. zip -—

m monélkoa02CrossCell, jar

] monGlkos0Z rossCel.zip  ae—

| Address ijl CHAIBMYWebSphereiMonServeriscripts, whrmicrossCell "’I Go

2. Depending on the type of remote CEI server, take the appropriate action.

___a. Remote CEI server on WebSphere Process Server V6.1

1) If WebSphere Business Monitor 6.1 is installed locally, but not on the remote CEI server:

From the <WBM_HOME>/scripts.wbm/crossCell directory of the local Business Monitor

server installation, copy the non61t 061Cr ossCel | . zi p file to the

<WPS61_HOME>\plugins directory of the remote CEI server, that is WebSphere Process

Server V6.1 and extract the contents

Address CAIEMY webSphere)Procseryverplugins

3 org.eclipse,jdt.core_3.2.0,v_&71.jar

3 org.eclipse,osgi_3.2,1.R32x_vw20060919,jar

3 org.eclipse. text_3,2.0,v20060605-1400, jar

3 org.eclipse,update, configurator _3, 2,1, w20092006. jar
@ rionG ko6 CrossCell. zip

cor. ibr. whirnonitor . monresources_&, 1.0, 75t
com.ibr.whimonitor.obs

. e Delete
vationmgr. configutil_&.1.0.0.jar

2) If WebSphere Business Monitor 6.1 is installed both locally and on the remote CEI server:

From the <WBM_HOME>/scripts.wbm/crossCell directory of the local Business Monitor

server installation, copy the

com i bm wbi moni t or . observati onngr. crosscell _6.1.0.0.]j ar file to the
<WPS61_HOME>\plugins of the remote CEI server, that is the WebSphere Process Server

V6.1

3) From the remote CEl server's <WPS61_HOME>/bin directory, run the appropriate
command to configure the application server to recognize the .jar files: osgi Cf gl ni t . bat
orosgi Cfglnit.sh

___b. Remote CEI Server on WebSphere Process Server V6.0.2
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1) From the <WBM_HOME>/scripts.wbm/crossCell  directory of the local Business Monitor
server installation, copy the non61t 0602Cr ossCel | . zi p file to the
<WPS602_HOME>/lib folder of the remote CEI server, that is WebSphere Process Server

V6.0.2 and extract the contents
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Address A IBMWebSphereProcServeriiib j -1 Go |

3 arg.eclipse,jdt.core_3.2.0.w_671.jar

3 arg.eclipse,0sqi_3.2,1,R32x_v20060919,jar

3 arg.eclipse kext_3.2,0,v20060605-1400, jar

3 org.eclipse.update. configurator_3.2.1.~20092006&. jar

@ monélkoa02CrossCell.zip
rru:nnE-ltn:nEl'l'?""' ssell. jar \ Delate
r|'||:|r|'Z:r'l:| 3, jar

2) Restart the WebSphere Process Server

3. Run the ‘configRemoteMonitorBus.bat ' script on the local WebSphere Business Monitor server

Note: Ensure both the WebSphere Business Monitor server and the WebSphere Process server are started at
this time.

___a. Open a command line window and change directories to
<WBM_HOME>\scripts.wbm\crossCell and run the ‘configRemoteMonitorBus.bat ’ script

" WINDOWS system3 2, cmd.exe

___b. Type ‘'yes’ when prompted to answer the question ‘Is security enabled for this configuration?  ’

e | O WINDOWS' system 32t cmd.exe - configRemoteMonitorBus.bat

U#Thiz wtility will create a foreign bus link hetween the Monitor bus and a remote
cell

Iz security enahled for this configuration? yes or no

yes

___c. Hit the ‘Enter’ key

___d. Enter the fully qualified host name of the host machine hosting the WebSphere Business Monitor
Server (Example: monitor61.austin.ibm.com)

WINDOWS sy stem 32 crnd.exe - configRemoteMonitorBus.hat

Enter the fully gqualified hostname of the server or deployment manager hosting B

usiness Monitor
Hit enter to accept the default (localhost) :
monitor6l.austin.ibm.com

___e. Hitthe ‘Enter’ key

___f. Enter the SOAP port of the WebSphere Business Monitor Server. (Example: 8880)
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Note: To determine the correct SOAP port number, log in to the WebSphere Business Monitor server
administrative console; expand ‘Servers’ in the left navigation pane and then click the ‘Application Servers
link. In the following application server panel to the right, click the ‘serverl’ link. In the following panel expand
‘Ports * under the ‘Communications ' section and note down the port number corresponding to
‘SOAP_CONNECTOR_ADDRESS’ port name.

o | CWINDOWS' system 32 cmd.exe - configRemoteMonitorBus.bat

Enter the SO0AP port of the server or deployment manager hosting Business Monitor

Hit enter to accept the default CBBEHA> =
2888

___g. Hitthe ‘Enter’ key

___h. Enter the administrative user ID for the WebSphere Business Monitor Server (Example:
was6ladmin)
e | L WINDOYY S system32 cmd.exe - configRemoteMonitorBus.bat
Enter an adminiztrator userid for the server or deployment manager hosting Busin

ezsz Monitor :
wasbladmin

___i. Hit the ‘Enter’ key

___j. Enter the password for the above user ID when prompted. (Example: was6ladmin). Hit the
‘Enter’ key

___ k. Enter the fully qualified host name of the host machine hosting the remote CEIl server, that is the
WebSphere Process Server (Example: remotecei.austin.ibm.com)

| O WINDDWS' system 32 cmd.exe - configRemoteMonitorBus.bat
Enter the hostname of the remote server or deployment manager hosting CEI

Hit enter to accept the default {localhost> :
remotecei.austin.ibm.com

___|. Hit the ‘Enter’ key

___m. Enter the SOAP port of the remote CEI server (Example: 8880)

I WINDDWS' system 32 cind.exe - configRemoteMonitorBus.bat

Enter the SOAP port of the remote Server or deployment manager hosting CEI
Hit enter to accept the default (B88@> :
8880@

___n. Hit the ‘Enter’ key

___ 0. Enter the administrative user ID for the remote CEI server (Example: wpsrvadmin)
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" WINDOWS' system 32 cmd.exe - configRemoteMonitorBus.bat

Enter an administrator userid for the remote server or deployment manager hostin
g CEI :
wpsruvadmin

___p- Hitthe ‘Enter’ key

___ Q. Enter the password for the above user ID when prompted. (Example: wpsrvadmin). Hit the
‘Enter’ key

___r. If prompted for a SSL Signer Certificate exchange, say 'y’ for yes

o | C WINDOWS systemi32 cmd.exe - configRemoteMonitorBus.bat

=*xx SEL SIGHMER EXCHANGE FPROMPT
S28L zigner from target host I iz not found in trust store C:/IBMAWehSphe
re/MonServersprofilesWBMonBletc trust.pl2.

Here iz the szigner information (verify the digest value matches what i=s displave
d at the serverd:

Subject DN: CN=NII . -v=tin.ibm.com, O=IEM, C=US

Izsuer DM: CH=-mimpmiiilh . cuztin.ibm.com, 0=IBM, C=U%

Serial number: 1203967108

Expires: Twue Febh 21 13:18:28 CS5T 2823

SHA-1 Digest: B85:4A:47:CE:32:2E:CB:1F:7E:z44:38:EA:42:7E:B3:CB:6F:4E:69:F2
MDS Digest: AE:57:BE:BA2:86:F2:CE:68:CA=?E:CD:4A:51 :EA:BB:AE

Add szigner to the trust store now? (ysnd» y

___s. Hit the ‘Enter’ key

___t. Say ‘yes’ to use the defaults when configuring the messaging engine.

Note: Additional configuration is needed if you choose not to use the defaults when configuring the messaging
engine. To make it simple, this lab covers only the default configuration.

"W WINDOWS' system32h cmd.exe - configRemoteMonitorBus.bat

Do you want to use the defaults when configuring the messzaging engine? yes or no

Hit enter to accept the default (yesd> =
yes

___u. Hit the ‘Enter’ key

___v. Enter the user ID for authentication with the Monitor bus in the remote cell (Example:
wpsrvadmin)

e | O WINDOWS' system 32 cmd.exe - configRemoteMonitorBus.bat

Enter a userid for authentication with the Monitor bus in the remote cell
wpsrvadmin

___w. Hit the ‘Enter’ key

___X. Enter the password for the above user ID when prompted. (Example: wpsrvadmin). Hit the
‘Enter’ key

2008 February, 28 IBM WebSphere Business Monitor V6.1 — End-to-end security Page 90 of 96



© Copyright IBM Corporation 2008. All rights reserved

___y. Enter the user ID where the user name is valid in both the WebSphere Business Monitor and
WebSphere Process Server cells

Note: The monitor bus link requires a user ID where the user name is valid in both the cells. However the
password can be unique to each cell, but the user name must be the same.

S WINDOWS  system32h cmd.exe - configRemoteMonitorBus.bat

The Monitor bus link requires a userid where the user name is valid in hoth cell

2. The password can be unigue to each cell, but the name must be the same
Enter a user name that is valid in both cells :
buslinkuser

___z. Hit the ‘Enter’ key

___aa. Enter the password for the above user ID for the local cell, which is WebSphere Business
Monitor cell when prompted. (Example: wpsrvadmin). Hit the ‘Enter’ key

___bb. Enter the password for the above user ID for the remote cell, which is WebSphere Process
Server cell when prompted. (Example: wpsrvadmin). Hit the ‘Enter’ key

___cc. The remote CEI configuration progresses with the creation of remote bus named
‘Monitor.<REMOTE_CELL_NAME.Bus> '’ creates the foreign buses, foreign bus links and
eventually saves the configuration.

___dd. Restart both the WebSphere Business Monitor server and the WebSphere Process Server

Troubleshooting:  If you see the following message on both the cells, it means that the server-to-server trust
(SSL) across the WebSphere Business Monitor and the remote CEI server cells is not configured.

Local WebSphere Business Monitor cell:

CWPKI0022E: SSL HANDSHAKE FAILURE: A signer with SubjectDN "CN=remotecei.austin.ibm.com,
O=IBM, C=US" was sent from target host:port "remotecei.austin.ibm.com:7286". The signer may need to be
added to local trust store "<WBM_PROFILE_HOME>/config/cells/Node01Cell/nodes/Node01/trust.p12"
located in SSL configuration alias "NodeDefaultSSLSettings" loaded from SSL configuration file "security.xml".
The extended error message from the SSL handshake exception is: "No trusted certificate found".

Remote CEI Server (WebSphere Process Server) cell:

CWPKI0022E: SSL HANDSHAKE FAILURE: A signer with SubjectDN "CN=monitor61.austin.ibm.com,
O=IBM, C=US" was sent from target host:port "monitor61.austin.ibm.com:7286". The signer may need to be
added to local trust store "<WPS_PROFILE_HOME>/config/cells/Node01Cell/nodes/Node01/trust.p12" located
in SSL configuration alias "NodeDefaultSSLSettings" loaded from SSL configuration file "security.xml". The
extended error message from the SSL handshake exception is: "No trusted certificate found".

Follow the instructions from the prerequisite section of this document to configure the server-to-server trust
(SSL) across the cells and then restart both the servers.

___ee. You should see the following message in ‘SystemOut.log ' of both the WebSphere Business
Monitor and the remote WebSphere Process Server indicating that the monitor cross cell bus is
consistent

Local WebSphere Business Monitor and Remote CEI Server cells:
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SibMessage | [MONITOR.<CELL_NAME>.Bus:<NODE_NAME>.serverl-MONITOR.
<CELL_NAME>.Bus] CWSIP0382I: Messaging engine BE14D3AA1B50DA1B responded to
subscription request, Publish Subscribe topology now consistent.
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Part 6: Security configuration - After model deploy ment

After you deploy a model into a cross-cell configuration, it is necessary to perform additional security
configuration for each model. The following instructions should be implemented on the remote CEI server:

-> Grant user or group Sender role access to the forei  gn bus:

e Open a command window and change directories to the WebSphere Process Server profile’s bin
directory

cd <WPS_PROFILE_HOME>\bin

Example: C:\IBM\WebSphere\ProcServer\profiles\ProcSrv01\bin
e Run the ‘wsadmin ’ script as shown below:

> wsadmin —username wpsrvadmin —password wpsrvadmin

wsadmin>

* Run the following wsadmin commands:

$AdminTask addUserToForeignBusRole {
-bus <BUS_NAME>

-foreignBus <FOREIGN_BUS_NAME>
-role Sender

-user <USER_NAME>

}

$AdminTask addGroupToForeignBusRole {
-bus <BUS_NAME>

-foreignBus <FOREIGN_BUS_NAME>

-role Sender

-group <GROUP_NAME>

}

$AdminConfig save
-> Grant user or group Sender role access to the forei  gn destination:

* Run the following wsadmin commands:

$AdminTask addUserToDestinationRole {
-type foreignDestination

-bus <BUS_NAME>

-foreignBus <FOREIGN_BUS_NAME>
-destination <DESTINATION_NAME>
-role Sender

-user <USER_NAME>

}

$AdminTask addGroupToDestinationRole {
-type foreignDestination
-bus <BUS_NAME>
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-foreignBus <FOREIGN_BUS_NAME>
-destination <DESTINATION_NAME>
-role Sender

-group <GROUP_NAME>

}

$AdminConfig save
Example:

wsadmin> $AdminTask addUserToForeignBusRole { -bus Monitor.<REMOTECEI_CELL_NAME>.Bus —
foreignBus Monitor.<WBM_CELL_NAME>.Bus -role Sender -user wpsrvadmin }

wsadmin> $AdminTask addUserToDestinationRole { -type foreignDestination -bus
Monitor.<REMOTECEI_CELL_NAME>.Bus —foreignBus Monitor.<WBM_CELL_NAME>.Bus —destination
wbm_clipsbpm_20071120175457_Q_Destination -role Sender —user wpsrvadmin }

wsadmin> $AdminConfig save
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Troubleshooting:
-> Problem if the LTPA security configuration across t he cells is missing

If you see the following exception during the monitor model deployment, which happens while retrieving the
event group profile list name during the CEI configuration:

javax.naming.NoPermissionException: NO_PERMISSION exception caught [Root exception is
org.omg.CORBA.NO_PERMISSION: JSAS0202E: [{0}] Credential token expired. {1} vmcid: 0x49424000
minor code: 306 completed: NO]

Solution : Ensure the LTPA authentication is configured across the WebSphere Business Monitor and
WebSphere Process Server cells. For example export the LTPA key from the WebSphere Business Monitor
cell and import it to WebSphere Process Server cell

-> Send access to destination denied for user (CWSIA0O0  69E: The user does not have authorization to
carry out this operation). This error occurs on the remote CEI server.

The following error occurs if the user or group sender roles are not granted to the foreign bus and the foreign
destination:

SibMessage W [:] CWSII0213W: The bus MONITOR.CELL_NAME.Bus denied the user <USER_NAME>
access to send messages to the destination wbm_clipsbpm_20071120175457_Q_Destination.

EventDistribu E com.ibm.events.distribution.impl.EventDistribution publishEventNotifications CEIESO011E The
event server failed to distribute an event notification.

Exception message: CEIESO004E No event notifications were sent because the event server could not
connect to the JMS destination.

Event group name: wbm_clipsbpm_20071120175457_Group
JMS connection factory JNDI name: jms/wbm/clipsbpm/20071120175457/QF

JMS destination JNDI name: jms/wbm/clipsbpm/20071120175457/Q: CWSIAOO69E: The user does not have
authorization to carry out this operation. See the linked exception for details.

Solution: Grant user or group sender roles access to the foreign bus and the destination. Follow the
instruction in the model deployment security configuration section of this lab.

- SSL HANDSHAKE FAILURE

If you see the following message on both the cells, it means that the server-to-server trust (SSL) across the
WebSphere Business Monitor and the remote CEI server cells is not configured.

Local WebSphere Business Monitor cell:

CWPKI0022E: SSL HANDSHAKE FAILURE: A signer with SubjectDN "CN=remotecei.austin.ibm.com,
O=IBM, C=US" was sent from target host:port "remotecei.austin.ibm.com:7286". The signer may need to be
added to local trust store "<WBM_PROFILE_HOME>/config/cells/INode01Cell/nodes/Node01/trust.p12"
located in SSL configuration alias "NodeDefaultSSLSettings" loaded from SSL configuration file "security.xml".
The extended error message from the SSL handshake exception is: "No trusted certificate found".
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Remote CEI Server (WebSphere Process Server) cell:

CWPKI0022E: SSL HANDSHAKE FAILURE: A signer with SubjectDN "CN=monitor61.austin.ibm.com,
O=IBM, C=US" was sent from target host:port "monitor61.austin.ibm.com:7286". The signer may need to be
added to local trust store "<WPS_PROFILE_HOME>/config/cells/Node01Cell/nodes/Node01/trust.p12" located
in SSL configuration alias "NodeDefaultSSLSettings" loaded from SSL configuration file "security.xml". The
extended error message from the SSL handshake exception is: "No trusted certificate found".

Solution: Configure server-to-server trust (SSL) across the cells. Follow the instructions from the cross cell
bus prerequisite section of this document to configure the server-to-server trust (SSL) across the cells and
then restart both the servers.
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