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Health Checker for z/OS ©® - Setup

®

An apple a day helps keep the outages away: IBM

IBM Health Checker for z/OS is the very populargmdial problem catcher . Originally
delivered as a Web prototype, the IBM Health Chebéiez/OS has matured into a
z/OS R7 base function that is also available f&&R4, R5, and R6. It provides a very

robust framework for automating the identificatmimpotential problems.

This session tells users how to set up and staftHalth Checker for z/OS. Also

included is a suggested implementation for revigvaheck output, resolving

exceptions and providing your own overrides. Iniadid, the new SDSF CK pane,

which simplifies check management is also incluitetthe screen shots.
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Recommendation: Review the IBM Education Assistant
Module - IBM Health Checker for z/OS - Overview

= Why do you need a health checker?

= History of IBM Health Checker for z/OS
— Prototype
—IBM Health Checker for z/OS integration into z/OS
—IBM Health Checker for z/OS check concepts

. I\/I/aking your own checks for IBM Health Checker for
z/OS

2 © 2005 I1BM Corporation

Please review the IBM Education Module — zOS HedthdRer Overview. This
module will cover:

What analysis of outages showed, what factors magezbate the outage situation, and
how the health checker can help to avoid outages.

Details of the prototype developed, access to prp#and install instructions,
prototype user’s requests

Two parts of the Health Checker
Framework

The individual checks that looks for componentredat, or product specific
z/OS settings and definitions, checking for potrdroblems. The specific
component or element owns, delivers, and supplogtshecks.

A check is actually a program or routine that idfeag potential problems that may
impact your availability or, in worst cases, caos&ages. A checks is owned,
delivered, and supported by the component, eleroepr,oduct that writes it.

How to create an IBM Health Checker for zOS chexkybur component or product.
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Agenda

= Setting up IBM Health Checker for z/OS
= Sample check outputs

= Check exceptions — what they look like and
what to do about them

= Screen shots — setting up and using the
IBM Health Checker for z/OS on a z/OS R7

system
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We've identified 9 steps needed to set up and EBatHealth Checker for z/OS.
Provided a sample check output for:

*When a check is executed without finding an exoept

oIf a check is not appropriate for the current emwiment.

*Sample check outputs when exceptions are found.

What to do with exceptions identified - Users shapend time to review the
exceptions identified and evaluate your system.

The checks reflect generally accepted recommendatiut you will need to evaluate
whether each suggestion is appropriate for youesys Exceptions are a means for
you to evaluate potential availability impacts aakie action.

Also included are screen shots on the setup process



IBM Systems and Technology Group

IBM Health Checker for z/OS — Setup

Use the following steps to set up and start IBM Health Checker for z/OS:
Satisfy software requirements for IBM Health Checker for z/OS
Allocate the HZSPDATA data set to save check data between restarts
Set up the HZSPRINT utility

Define log streams to keep a record of the check output, as needed

Create security definitions

© g M w N PE

Set up customization and security for SDSF support for IBM Health
Checker for z/OS in IBM Health Checker for z/OS Small Programming
Enhancement in z/OS SDSF Operation and Customization

Create HZSPRMxx from the HZSPRMOO parmlib member
8. Start IBM Health Checker for z/OS
Obtain checks for IBM Health Checker for z/OS

ZM Corporation

Here are the 9 steps that this module will discuss.
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1. Satisfy software requirements

Software Requirements for IBM Health Checker for z/  OS:
=  Framework: z/OS R4, z/OS R5, z/OS R6, or z/OS R7

=  Checks: may be dependent upon the level of z/OS you have

= Currently, checks are available for: Consoles, Contents
Supervisor, RRS, XCF/XES, GRS, SDUMP, Security Server, RSM,
VSM, and z/OS UNIX System Services.

= We plan to add more check periodically via APARs and integrated
into z/OS releases

= For obtaining the most recent appropriate checks for your z/OS
level, use the Enhanced PSP Tool at
http://techsupport.services.ibm.com/390/psp_main.html

You can identify available checks by retrieving the Extract File, and
running the tool against it. Retrieve the Extract File by selecting a
Type of Function and a Category of Health Checker.

. Note that the names of some checks have changed since the prototype!
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We plan to add more checks periodically via APARS mtegrated into z/OS releases, both APARs argjiated
into z/OS. To identify checks that have been predith PTFs, use the Enhanced Preventive Servicaiftg
Tool, available at the following Web site: httpefhsupport.services.ibm.com/390/psp_main.html .

For check output messages, see the component radssaks or use message explanations directly fnedok At
Web site at http://www.ibm.com/eserver/zserieskiksgrv/lookat/. Because checks along with theipout
messages might be added by PTF between releasespbnent message books, LookAt will contain thetmo
up to date message information.

Currently, we have the following checks availaldeZ/OS R4, z/OS R5, z/OS R6, and z/OS R7 compsnent

Component: Consoles, APAR: OA09095, Applicablezt®S R7, R6, R5, and
R4

Component: CSV, APAR: not yet available, Applieatn: z/OS R7, R6, R6, and R4
Component: RRS, APAR: not yet available, Applieab: z/OS R7, R6, R6, and R4

Component: XCF/XES, APAR: OA07513, Applicable td0% R7, R6, R6, and
R4

Component: GRS, PTFs: UA19875 (R7), UA19874 (R&)18873 (R5), UA19872 (R4)

Component: SDUMP, APAR: OA09306, Applicable to: 8/@7, R6, R6, and
R4

Component: Sec Srvr RACF, APAR: not yet available,Applicable to: z/OS R7, R6, R6, and R4

Component: RSM, APAR: not yet available, Appli@ab: z/OS R7, R6, R6, and R4

Component: VSM APAR: OA09367, Applicable to: z/O3%,R6, R6, and R4

Component: z/OS USS, APAR: OA09276,Applicable {@% R7, R6, R6, and R4

Several check names have changed since they weased in the prototype. There is a table inlBi Health
Checker for z/OS User’s Guideat lists the old and new check names.
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2. Allocate HZSPDATA data set
Allocate the HZSPDATA data set to save check datab  etween restarts

= Some checks use the HZSPDATA data set to save data required as part of
their processing between restarts of the system or IBM Health Checker for
z/OS.

= Use the HZSALLCP sample JCL from SYS1.SAMPLIB.

= Must have one HZSPDATA data set per system image! Recommended to
use system name in the HZSPDATA name, therefore.

Will be in HZSPROC
/IHZSALLCP EXEC PGM=HZSAIEOF,REGION=4096K, MIME=1440

/IHZSPDATA DD DSN=SYSL1.system_name.HZSPDATA,DISP=(N EW,CATLG),
/I SPACE=(4096,(100,400)),UNIT=SYSDA,
/I’ DCB=(DSORG=PS,RECFM=FB,LRECL=4096)

/ISYSPRINT DD DUMMY

Don’t change these attributes
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Each system that starts IBM Health Checker for ziSt have a unique HZSPDATA
dataset. IBM recommends that the system name beded in name of the
HZSPDATA dataset.

HZSPDATA DD name must reflect the name of the dettesbe allocated. The data set
must be FB with an LRECL of 4096.

Retain the name of the HZSPDATA data set so youspaugify it in the IBM Health
Checker for z/OS start up procedure, HZSPROC.
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. DU N
3. Set up HZSPRINT utility {Qj\r ;

-
Set up the HZSPRINT utility to view print output \
= HZSPRINT utility allows you to see check output in the message buffer.
= May also or instead use SDSF or log streams
= HZSPRINT writes the current message buffer for the target checks to SYSOUT.
= Use the HZSPRINT sample JCL from SYS1.SAMPLIB
. If LOGSTREAM is specified, then RACF auth to the requested logstream is required.
. If LOGSTREAM is not specified, then RACF auth to the requested check(s) is req.

//HZSPRINT EXEC PGM=HZSPRNT,TIME=1440,REGION=0M,

/I PARM=('CHECK(check_owner,check_name)’) +————  Defaults to **
I* PARM=(LOGSTREAM(logstreamname)', EXCEPTIONS'
I 'SYSNAME(Sysname)" -— Only show exceptions
II* 'CHECK(owner,name)’) Defaults to *

/ISYSOUT DD SYSOUT=A,DCB=(LRECL=256)

When using a data set, it
T Lusthe seq, FB, LRECL 256
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The HZSPRINT print utility is used to write the cemt message buffer for the target check(s) tepeeified SYSOUT.
HZSPRINT Parameters (parameters must be sepdrateeéach other by a comma):

LOGSTREAM (log_stream_name) Where log_stream_name is the name of a log streanist (or was) in use by IBM Health
Checker for z/OS. If LOGSTREAM is specified, thessage buffers are obtained from the specified logast_name. If
LOGSTREAM is not specified, the message buffersoatained from the checks that are currently regist with the IBM
Health Checker for z/OS.

SYSNAME(system_name) Where system_name is the name of a system wheohéuoks were executed. Wildcard characters *'
and '?' may be used if the output of multiple systés desired. The SYSNAME keyword is only validenH . OGSTREAM is

also specified. If the SYSNAME keyword is not sfiieci with LOGSTREAM, processing is equivalent tepecification of
SYSNAME(*).

CHECK (check_owner check_name) Where check_owner and check_name identify the elesineck(s) to print. Wildcard
characters * and '?' may be used if the outputufiple checks is desired. Note that it might betnecessary to surround the
CHECK parameter specification with quotes, buftémis and is always safe to do so. If the CHE@kvkord is omitted,
processing is equivalent to a specification of CHET).

EXCEPTIONS If the EXCEPTIONS keyword is specified, the mesdagjéer output is included only if the check resdlin
exception(s).

SYSOUT DD is the output for the print command. If you wanatiocate a data set for HZSPRINT output, the datanust be
fixed length, blocked records (for example, RECFBAFor RECFM=FBM) and logical record length of 23gld the name
of the output data set allocated above to the HASPRCL. For example:

/ISYSOUT DD DISP=SHR,DSNAME=D10.HCHECKER.REPORT.FEB5,DCB=(LRECL=256)
Note that the first character of each line of HZ8¥Routput is a carriage control character.

If LOGSTREAM is specified then RACF authorizatianthe requested logstream is required.
If LOGSTREAM is not specified then RACF authorizatito the requested check(s) is required.

Refer to thdBM Health Checker for z/OS User’s Guifde information on return codes
for the HZSPRINT utility.
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4. Define log streams

Define log streams to keep a record of the check ou  tput, as needed
= Only the last iteration of a check is retained in the message bugger.

= It's a good idea to retain historical data about your check results. To do that,
you must define and connect to a log stream.

1. Plan for and set up the log streams. You may have one log stream per
system or one log stream for multiple systems. Must begin with HZS.

2. Enable your log streams via MODIFY command or in HZSPRMxx parmlib
member.

3. You can disable the log stream with a MODIFY command.

IBM Health Checker for z/OS retains only the cheesults from the last iteration of a check in thessage buffer. If you want to
retain a historical record of check results, whih good idea, you must define and connect tg atieam. When you have a
log stream connected, the system writes checktseguthe log stream every time a check completes.

1. Plan for and set up the log streams, includitagation of coupling facility and DASD space. Caitgflanning of DASD and
coupling facility space is important because ifltsgestream fills up, no additional data will beittem to it and data will be
lost. Define either one log stream for each sysieone log stream for multiple systems to w$8Smust be the first letters of
log stream names you define. For example, you nuigfihe a log stream name of HZS.HEALTH.CHECKER.HIERY.

Security for the log stream is accomplished forrttest part when you set up security for the IBM IHe&hecker for z/OS
super User ID above. However, The user who wikétting up log stream and structure definitiongtierIBM Health
Checker for z/OS log stream using the IXCMIAPU aaistrative data utility program must have authdi@ato a number of
resources. See the “Define Authorization for Sgttilp Policies” section af/OS MVS Setting Up a Sysplex

2. Enable log streams in one of the following wayse the MODIFY command (f
hzsproglogger=on,logstreamnamiegstreamname}or- use the LOGGER parameter in the HZSPRMxx parmiémber (
LOGGER(ON) LOGSTREAMNAMEIlpgstreamnamk).

3. Todisable a log stream, issue the following MBDtommand: hzsprogdogger=off

The following shows a log stream definition exampding the coupling facility:

Coupling Facility Structure definition: The following example shows a log stream structigfinition defined in the CFRM
policy using the administrative data utility, IXCRPU:

STRUCTURE NAME(HZS_HEALTHCHKLOG) SIZE(8000)

PREFLIST(CF25, CFO1C, CF1)

MAXBUFSIZE(65532)

The value defined for SIZE should be no less tH20080o ensure adequate space for check data.

L og stream definition: The following example shows a coupling facility Isjeam definition defined in the LOGR policy usthg
administrative data utility, IXCMIAPU:

DEFINE LOGSTREAM NAME(HZS.HEALTH.CHECKER.HISTORY)

DESCRIPTION(HEALTH_CHECK_RPT)

STRUCTNAME(HZS_HEALTHCHKLOG)

STG_DUPLEX(NO)

LS_DATACLAS(NO_LS_DATACLAS) LS_MGMTCLAS(NO_LS_MGMTCAS) LS_STORCLAS(NO_LS_STORCLAS)
LS_SIZE(4096) AUTODELETE(YES) RETPD(14) HIGHOFFLOAED) LOWOFFLOAD(0) DIAG(YES)



5.

Create security definitions
1.

2.

3.
NOTE: RACEF supplies new classes - XFACILIT and GXFA CILI - which are used. Support for these new
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Create security definitions

Set up security for the IBM Health Checker for z/OS started task, similar
to other started tasks:

a) Create user ID for IBM Health Checker for z/OS that has superuser
authority. Connect that superuser ID to a group.

b)  Associate that superuser ID to the started task, HZSPROC.

c) Give that superuser ID access to HZSPDATA data set you allocated
on each system.

d) Give that superuser ID read access to HZSPRMxx parmlib members.

e) If using log streams, give read access for that superuser ID to each
log stream(s).

If using HZSPRINT utility, follow instructions in the User’s Guide.
If using SDSF CK panel, set up security for SDSF.

classes is integrated in z/OS R7, and supplied back  to z/OS R4 via APAR OA10774.
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Both IBM Health Checker for z/OS and users lookangheck output need access to resources. Youaraae security definitions
to control access and maintain security for theseurces. Do the following to create security dédins for IBM Health
Checker for z/OS:

1.  You must set up security for IBM Health CheclarZ/OS the same way you would for any other sfiask. To do this task
with RACF, do the following steps:

Create a user ID for IBM Health Checker for z/Oighwsuperuser authority (UID(0)) and connect thipeyuser
user ID to a group. For example: ADDUSEBsuperidOMVS(UID(0) HOME('/") PROGRAM('/bin/sh’))
NOPASSWORD , then ADDGROUP OMVSGRP OMVS(GID(46)en CONNECThcuserid
GROUP(OMVSGRP).

Associate the superuser User H2superid with the IBM Health Checker for z/OS started ta83kKSPROC. For
example: SETROPTS GENERIC(STARTED) , then RDEFINRRTED HZSPROC.*
STDATA(USERfcsuperid GROUP(OMVSGRP)) , then SETROPTS CLASSACT(STAR)ED
RACLIST(STARTED) , then SETROPTS RACLIST(STARTED)f.you had already RACLISTed the STARTED
class, the last statement would have to be SETROPAGLIST(STARTED) REFRESH.

Give the IBM Health Checker for z/OS started tasger User ID access to the HZSPDATA data set oh ea
system where you’ll run IBM Health Checker for z/&®r example, you might specify the following: ABD
'SYS1.PRODSYS.HZSPDATA' UACC(NONE) PERMIT SYS1.PRODS.HZSPDATA CLASS(DATASET)
ID(hcsuperid ACCESS(UPDATE)

Give IBM Health Checker for z/OS started task sugser ID READ access to the HZSPRMxx parmlib mer(s)er
For example, you might specify the following: ADDSBYS1.PARMLIB' UACC(NONE) PERMIT
'SYS1.PARMLIB’ CLASS(DATASET) IDfhcsuperid ACCESS(READ)

If you will be using a log stream, you must defREAD access for the IBM Health Checker for z/OC@8tsd task
super User ID to each RESOURQigstreamnameCLASS(LOGSTRM). IBM Health Checker for z/OS contse
directly to the defined log stream or streams.dxample, you might specify the following: RDEFIN®GSTRM
logstreamnam&ACC(NONE) , then PERMITogstreamnam€LASS(LOGSTRM) IDbcsuperid
ACCESS(UPDATE) , then SETROPTS CLASSACT(LOGSTRM)®RAST(LOGSTRM) , then SETROPTS
RACLIST(LOGSTRM) . If you had already RACLISTedethOGSTRM class, the last statement would haveto b
SETROPTS RACLIST(LOGSTRM) REFRESH.

2. If you will be using HZSPRINT to view check outptefer to thdBM Health Checker for z/OS User's Guifte detailed
instruction on creating the necessary securityn@éfns, based on how you will be using HZSPRINT.

3. Set up customization and security for SDSF sufdpotBM Health Checker for z/OS in IBM Health Gitesr for z/OS Small
Programming EnhancementZfOS SDSF Operation and Customization

Security Server provides two new RACF classes, lwhie used by the IBM Health Checker for z/OS. Tinese RACF classes are:
XFACILIT and GXFACILI. Support is integrated in zBOV1.7 and provided in the following PTFs for earlt/OS releases:
z/OS V1.6 (HRF7709) — UA18194 , z/OS V1.5 (HRF7788)UA18193 , z/OS V1.4 (HRF7707) — UA18192 .
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6. Set up SDSF support A

Set up customization and security for SDSF support, if desired

=  SDSF provides support to make management of your checks easier with
the new CK panel for the IBM Health Checker for z/OS.

= You can use the CK panel to display checks, attributes, and status, taking
advantage of standard SDSF sort, filter, and arrange support.

= The SDSF support will also be made available in APAR PK00561 for z/OS
R4, R5, and R6. Itis integrated into z/OS R7.

= Use “IBM Health Checker for z/OS Small Programming Enhancement”
instructions in z/OS SDSF Operation and Customization:

= Authorize users to the CK command using either the AUTH
parameter of ISFPARMS or SAF.

= Authorize users to action characters or overtypeable fields with
ISFPARMS or SAF

= Customize columns on the panel for groups of users with ISFPARMS.

© 2005 IBM Corporation

z/OS R7 SDSF provides support to make managemsyoiuofchecks easier
with the new CK panel for the IBM Health Checker 260S. You can use
the CK panel to display checks, attributes, antlistaaking advantage of
standard SDSF sort, filter, and arrange suppane SDSF support will also
be made available in APAR PKO00561 for z/OS R4, &1 R6.

You can find more information in the following maaiuz/OS V1R7.0 SDSF
Operation and Customizatiq®A22-7670-08) .

10
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7. Create HZSPRMxx parmlib member
Create HZSPRMxx from the HZSPRMOO parmlib member

= Atfirst, don't modify your HZSPRMxx parmlib member. Check to see
what you get as output from IBM Health Checker for z/OS. Then, make
permanent updates for your environment.

= HZSPRMxx should ONLY include:
= Policy statements (for changes applied to added or refreshed checks)
= LOGGER parameter (for indicating what log stream to use)

= Other non-policy statements are ineffective, because the HZSPRMxx
specified in your HZSPROC is processed before any checks are begun.

= HZSPRMOO is supplied in your DDDEF's PARMLIB data set:

Remember, must start with HZS
/* LOGGER=0ON,LOGSTREAMNAME=HZSlogstream */

I* *
/* {ADD | ADDREPLACE},POLICY,STATEMENT=statementnam e,UPDATE filters,*/
* update_options,REASON=(reason text),DATE= yyyymmdd */
11 © 2005 IBM Corporation

At first, you'll want to run IBM Health Checker f@/OS without modifying the HZSPRMxx member to sdmtwcheck output you
get on your installation. Later, as you evaluaterydheck output, you should use an HZSPRMxx parmigmber to make
permanent updates to check values and parameter&eep a check from running (deactivating theekheYour HZSPRMxx
parmlib member should includaly:

. Policy statements, to make changes that are apjliehecks that are added or refreshed.
. The LOGGER parameter, if you want to use a logast. LOGGER(ON) LOGSTREAMNAMHEggstreamnamye

Including other non-policy statements in your HZ8B& member will be ineffective, because the parmtibmber specified in the
hzsprogprocedure is processed before any checks are addwedjin running.

You can create the policy statements in your HZSRRpMarmlib member using input from the sample syimtethe HZSPRMO0O
member in SYS1.PARMLIB.

The policy parameters are used to define polidgstants that modify the behavior of specified clseck

{ADD | ADDREPLACE},
POLICY,STATEMENT=statementname,UPDATE filters,upglaiptions, REASON=(reasontext), DATE=yyyymmdd

Where

ADD - This is a new policy statement that is not actif/the named policy statement is already actilve,rtew policy statement is
rejected.

ADDREPLACE - The specified policy statement may already bevactlf the policy statement is already active, ékisting policy
statement is replaced.

statementname - 1-16 character policy statement name used totifgehe policy statement.
UPDATE - Indicates the policy statement overrides checkules
filters- Filters that indicate which check(s) are targdtedhis policy statement:

CHECK (owner,name) - (Required.) The 1-6 character check owner, an@ éHaracter check name. Wild card symbols *'
and '%' are permitted.

[CATEGORY ([filter_type,]category-1,category-2...)] Allows @itional filter capacity based on the current asstycategories

[EXITRTN=exitrtn] - The name of the HZSADDCHECK dynamic exititine that was used to add the check.
Update_options-The options used to override the check defaults:

[ACTIVE|INACTIVE] Indicates the target check(s) are ACTIVE or INAEE.

[,ADDCAT=(catl,...,catl6)] Add the target check(s) to thectfied categories

[, DESCCODE=(desccodel,...,desccode#)] Additional descripbaie(s) which will be used when an exception mesgag
written by the target check(s)

[{INTERVAL=ONETIME|INTERVAL =hhh:mm}] The interval at which the target check{d) be run.
[,PARM=parameter] The check specific parameter thatheilpassed to the target check.

I DOIITONNE=(raitendalV  rantend N\ Additinnal ranita ~adale) which will ha 1iead wihmm aveantin maceanao i

11
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Note that the HZSPROC looks like a batch job, biga started task. IBM Health Checker for z/OS is set up this wayider to

suppress
1. Copythe

2. Update the procedure to make sure that the punoeéadcludes the name of the HZSPDATA data setdefined previously,

8.

Start IBM Health Checker for z/OS
1.
2.

Start IBM Health Checker for z/OS .

Copy SAMPLIB’s HZSPROC into your proclib data set.

Update to point to your HZSPDATA data set and HZSPRMxx parmlib
member you previously set up.

Update your COMMNDxx parmlib member with COM="START HZSPROC’
Start the started task: S HZSPROC,HZSPRM=00

Your parmlib member you set up

/[HZSPROC JOB JESLOG=SUPPRESS
//[HZSPROC PROC HZSPRM='00'
/I[HZSSTEP EXEC PGM=HZSINIT,REGION=0K,TIME=NOLIMI T,
/I PARM='SET PARMLIB=&HZSPRM'

/IHZSPDATA DD DSN=SYS1.&SYSNAME..HZSPDATA,DISP=OL D
/I PEND ™~

Your saved check data set you set up

1 EXEC HZSPROC
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messages to the JESLOG, which might aeeonverflow your JESLOG data set.
sample IBM Health Checker for z/OS pdoce, HZSPROC, into a PROCLIB data set.

and make sure that the procedure includes the nagmir HZSPRMxx member you previously set up.

3. Update the COMMNDxx parmlib member with the IBM&ith Checker for z/OS procedure, as shown indl@ing

example:

COM="STARThzspro¢

4,  Start IBM Health Checker for z/OS:

In subsequent IPLs, the IBM Health Checker for zfid&edure will start automatically, as promptethe@ COMMMDxx parmlib
member. If you start HZSPROC without specifying-ESPRMxx member, the system uses HZSPRM=00 asettaeild

Start IBM Health Checker for z/OS with one or mBiZSPRMxx parmlib members using one of the follogvin
commands: STARTizsprocHZSPRM=x -or- START hzsproc,HZSPRM=x{,...xn) wherexxis the suffix of the

HZSPRMxx member you want to use.

You can start IBM Health Checker for z/@&thout specifying an HZSPRMxx parmlib member using onthef
following commands: STARTzsproc . The system uses default HZSPRMxx member HZSPRM@6ufdo not

specify a member on the HZSPRM= parameter.

The very first time you start IBM Health Checker ®0S, you might see a message such as the falipwi
HZS00101 THE HZSPDATA DATA SET CONTAINS NO RECORDS
This output reflects the fact that the HZSPDATAads¢t as yet contains no data.

12



IBM Systems and Technology Group

9. Obtain checks

Periodically, obtain checks for IBM Health Checker for z/OS

= We plan to add more checks, periodically look for new ones we
may provide

= Reminder, for obtaining the most recent appropriate checks for
your z/OS level, use the Enhanced PSP Tool at
http://techsupport.services.ibm.com/390/psp_main.html

= The PTF letter for a check will describe how to add the new check.

il © 2005 I1BM Corporation

Checks for the IBM Health Checker for z/OS arewdstd both as an integrated part of
a z/OS release or separately, as PTFs. New aratagpdhecks are planned to be
distributed as PTFs, so that they are not deperatentOS release boundaries and
can be added at any time. To identify checks thaéelbeen provided in PTFs, use
the Enhanced Preventive Service Planning Tool |aeai at:
http://techsupport.services.ibm.com/390/psp_manml.ht

You can identify checks by checks by selecting typection and categoryHealth
Checker.

You can also find PTF numbers for checks in the g8€ventive service planning)
buckets. PSP buckets are identified by UPGRADESs;w$pecify product levels,
and SUBSETSs, which specify the FMIDs for a prodaetl. For IBM Health
Checker for z/OS, HCHECKER is the upgrade namestitset for the framework
is HZS7720, and the subset for the checkhésks.

13
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Some sample check outputs - SUCCESS

CHECK(IBMRSM,RSM_MAXCADS)

START TIME: 06/07/2005 10:55:38.139127

CHECK DATE: 20041006 CHECK SEVERITY: MEDIUM
CHECK PARM: THRESHOLD(80%)

IARH108I The current number of in use CADS entries is
17, which represents 34% of the total allowed CADS
entries of 50. The highest usage of CADS entries

during this IPL is 34%, or 17 total entries. This i S
below the current IBMRSM supplied threshold of 80%.
END TIME: 06/07/2005 10:55:38.139653 STATUS: SUCCES SFUL

14 © 2005 IBM Corporation

If a check runswithout finding an exception, it should issue an informational
message with that information to the message buffés example shows a clean
check run case, viewed in the message buffer. thatehe status of the check -
STATUS: SUCCESSFUL.
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Some sample check outputs — Not appropriate

CHECK(IBMCNZ,CNZ_SYSCONS_MASTER)

START TIME: 07/05/2005 14:45:22.739250

CHECK DATE: 20040816 CHECK SEVERITY: HIGH
HZS1003E CHECK(IBMCNZ,CNZ_SYSCONS_MASTER):

THE CHECK IS NOT APPLICABLE IN THE CURRENT SYSTEM
ENVIRONMENT.

CNZHF1004I The system console is not present. The ¢ heck
is not applicable in this environment.
END TIME: 07/05/2005 14:45:22.740948 STATUS: ENV N/ A

15 © 2005 IBM Corporation

If acheck isnot appropriate for the current environment, it should issue an
informational message with that information to thessage buffer.
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Some sample check outputs — EXCEPTION

CHECK(IBMCNZ,CNZ_CONSOLE_MSCOPE_AND_ROUTCODE)
START TIME: 06/08/2005 09:49:17.410704

CHECK DATE: 20040816 CHECK SEVERITY: LOW

* Low Severity Exception *

CNZHFO0003I One or more consoles are configured with a combination of message
scope and routing code values that are not reasonab le.

Explanation: One or more consoles have been configu red to have a multi-system
message scope and either all routing codes or all r outing codes except
routing code 11. Note: For active MCS and SMCS cons oles, only the consoles
active on this system are checked. For inactive MCS and SMCS consoles, all

consoles are checked. All EMCS consoles are checked
System Action: The system continues processing.
Operator Response: Report this problem to the syste m programmer.

System Programmer Response: To view the attributes of all consoles, issue the
following commands:

DISPLAY CONSOLES,L
DISPLAY EMCS,FULL,STATUS=L
Update the MSCOPE or ROUTCODE parameters of MCS and SMCS consoles ...

16 © 2005 IBM Corporation

If a check finds an exception to a suggested value, or another potential probileen,
check issues an exception message. The exceptssagemight be accompanied
by supporting information in report format. Forexception message, the system
issues a WTO with just the message text by defabk.system issues both the
message texdnd details to the message buffer. This example shbavstitput from
a check, including a report and an exception mesgathe message buffer (as
continue on next foil).

16
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EXCEPTION ...continued

Problem Determination: n/a

Source: Consoles (SC1CK)

Reference Documentation:
z/OS MVS Initialization and Tuning Reference
z/OS MVS System Commands
z/0OS MVS Planning: Operations

Automation: n/a

Check Reason: Reduces the number of messages sent t
console in the sysplex

END TIME: 06/08/2005 09:49:17.451937 STATUS: EXCEPT

oa

ION-LOW

© 2005 IBM Corporation

17



IBM Systems and Technology Group

Some considerations about exceptions

= You may have had your system configured a certain way for a Long
Time, and now, IBM Health Checker for z/OS is telling you there are

exceptions!

= It's worth it to look over exceptions and make an evaluation. YOU
need to decide what is appropriate for your system.

= Just because you get an exception, doesn’t mean that there is a
problem to report to IBM. Exceptions are meant to tell you about
potential availability impacts.

= When you get an exception, it will be issued to:
= Message buffer — you can view via SDSF, HZSPRINT or in log stream

b

= WTO message — by default. Format is HZS message number then oo
component message ID. Such as: HZS001I IXL002I .....

«
W

.
&)

3

= No automatic correction of exceptions is done by IB M Health
Checker for z/OS.

© 2005 IBM Corporation

Hey! My system has been configured like this faarge and now I'm receiving exceptions!

Some customers may be startled by the exceptiorages that IBM Health Checker for z/OS issues stesys that have been
running just fine the way they were. But it's rgadlorth your time and attention to look over theeptions and evaluate your
system, because IBM Health Checker for z/OS reflsatgestions to help improve your system’s avdiiglaind avoid
problems. The checks reflect generally accepteshnetendations, but you will need to evaluate wheslaeh suggestion is
appropriate for your system.

One important thing to note is that an exceptioasdwot imply that there is a problem to reporBivll Exceptions are a means for
you to evaluate potential availability impacts aakle action, if appropriate.

Exception messages are the most important chepkipittecause they identify potential problems arghest a possible solution.
The complete explanation and details for excepti@ssages are issued to the message buffer, wheoagwiew it with
either SDSF, HZSPRINT, or in the log stream. Bfadk, the exception message text is also issuedd$O, prefaced by an
HZS WTO message. The HZS message issued reflectSEVERITY” and “WTOTYPE” parameters defined ftretcheck.
(You can update these parameters to control theriseand descriptor code for the check.).

18
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I’'m using a z/OS R7 system for my demo. Here llfacating my IBM Health Checker
for z/OS HZSPDATA data set, to save the check métion.
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DEMO - Setting up and using IBM Health Checker for z/OS

= Session D - [24 x 80]

RIVER. INFO[HC) Bl1.681

(1.1),CLA
=IKJEFTO1
UT=

HOMEC* #* ) PROGRAMI

Now, | submit a job to define the proper authodtymy system. My IBM Health
Checker for z/OS user ID is HZSPROC.

20
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DEMO - Setting up and using IBM Health Checker for z/OS

#f] Session D - [24 x 80] - O

21 2005 IBM Corporation

I’'m using the default parmlib member, HZSPRMOO tvas installed on my z/OS R7
system. Notice I'm not using system logger logains for this demo, but it's a
good idea to!

21
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DEMO - Setting up and using IBM Health Checker for z/OS

b
2 Session D - [24 x §0] .

L, TIME=MOLIMIT,

ATA, DISP=0LD

cxkkdx Bottom of Data st ddrrdderr e i e e ddy

| copied my IBM Health Checker for z/OS startedktamto a proclib in my
concatenation. | verify that my HZSPRMOO is beiursgd, and that that my
HZSPDATA data set name is correct for my system.

22
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DEMO - Setting up and using IBM Health Checker for z/OS

=0 Session C - [32 x 80] ~ Ol

RELEASE =-03% 01.07.00 LICENSE = =z~-03
USED LOADMS IN SYS31.PARMLIE ON 0980
ARCHLVYL = 2 MTLSHARE = N
IEASYM LIST = (MS,L)
IEASYS LIST = (MS) (OP)
I0ODF DEVICE OZFF
IPL DEVICE 0980 Y¥OLUME ZDR17B
5Y1 d u,,,980,8
5v1 IEE457I 17.00.11 UNIT STATUS 777
UNIT TYPE STATUS VYOLSER YOLSTATE
0980 3396 5 ZDR17B PRIV /RSDNT
0981 33906 PAGEOB STRG/RSDNT
0982 3390 SPOOL 1 STRG/RSDNT
0983 3390 CICSPK PRIV /RSDNT
0984 3390 SRSDNT
3390 ALPTCP PRIV-/RSDNT
3390 D97107 PRIV-RSDNT

3390 <RSDNT

d a.l

IEE1141 17.00.17 2005.218 ACTIVITY 780
MAS Y¥SAS

TS USERS 5 INITS ACTIVE-MAX VTAM 0OAS
00007 00001 00026 00004 0000100300 00004
LLA NH5W 5 YLF YLF YLF HSW 5
YTAM NEW = TCPIFP TCPIP TCPIP NEW S0
IEFPROC NSW S RACF RACF RACF NSW 5
ouT 5 INETD1 STEP1 INETD oWT Ao
oWT A0
IBMUSER OWT
IEEG121 CNH=C3EOSY1 DEVNUM=03E® SYS=S¥Y1

IEE1631 MODE= RD
30,003

IBM Corporation

This just shows that I'm on a z/OS R7 system, athonl't yet have IBM Health Checker
for z/OS started...
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DEMO - Setting up and using IBM Health Checker for z/OS

& Session € - [32 x 80] -

Eile Edit Wiew Communication Actions Windo Help

HZS00101 THE HZSPDATA DATA SET CONTAINS NO RECORDS

HZS04031 SET PARMLIB PROCESSING HAS BEEN COMPLETED

HZ501031 HZSPROC INITIALIZATION COMPLETE

HZS0001 1 CHECK(IBMUSS,USS_ MAXSOCKETS_MAXFILEPROC) :

BPXHO3ZE MaxFileProc value is too low.

S8Y1 HZSe0e01I CHECK(IBMUSS,USS_MAXSOCKETS_MAXFILEPROC) :

BPXHO33E HMaxSockets walue for AF_INET is too low.

SY1 HZS0001I CHECK(IBMCNZ,CNZ_AMRF_EVENTUAL_ACTION_MSGS):
CHZHFOE041 Retaining eventual action messages may consume storage
needed by critical or immediate action messages.

SY1 HZSO00ZE CHECK(IBMXCF,XCF_TCLASS_CLASSLEN]:

IXCHOA4AZOE Transport class definitions do not provide sufficient size
segregation

SY1 HZS0001I1 CHECK(IBMCNZ,CNZ_CONSOLE_ROUTCODE_11):

CHZHFEOAR5SI One or more consoles are configured to receive messages
intended only for programmers.

S5Y1 HZSeE01I CHECK(IBMRSHM,RSM_MEMLIMIT):

IARH109E MEMLIMIT SET TO MAXIMUM

]
s

SY1 HZS0E0ZE CHECK(IBMSDUMF, SDUMP_AUTO_ALLOCATION) :

IEAHT®11I SDUMP is not using automatic allocation.

S¥Y1 HZS0001I CHECK(IBMRSM,RSM_REAL):

IARH1G1E Y¥=R Storage is Defined

5¥1 HZS00011 CHECK(IBMCNZ,CNZ_SYSCONS_ROUTCODE) :

CHZHFO0OOB8I System console SY1 is not configured to receive the
minimum set of routing codes (1, 2, and 10).

IEEG1Z1 CHN=C3E0GSY1 DEVNUM=03IEQ SYS5=35¥1

IEE1631 HMODE= RD

5 IBM Corporation

I issued “S HZSPROC,HZSPRM=00" and a flurry of aityihappened! HZSPROC
started, and did all the appropriate checks.

You see that | received the message that my HZSPDdeka set was initially empty —
which is fine.

Also, notice HZS0103I — that HZSPROC initializatimas complete.

Many checks ran, and you can see that | had adagérity exception, which shows as
a red WTO message.

24
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DEMO - Setting up and using IBM Health Checker for z/OS
=f Session D - [24 x 80]

' OPTIOM MEMU

Input que

Output gu
1d output
att

em log

Health

uLo:z User

log

IBM Corporation

Now, | want to look more at the checks that ran, o into SDSF and issue the CK
command.

25
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= sess

DEMO - Setting up and using IBM Health Checker for z/OS
fon D - [24 = 80]

PTIOM-LOL
FLUL

L

Yup, there’s that high exception RACF one. I'mmgpto do some modifying of that
one...

26
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For the purposes of learning, | overtype the sgvand make it LOW (from HIGH) and
change the WTOType to be INFO (from CRITICAL). it &nter, and see that it was
modified.
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= sess

DEMO - Setting up and using IBM Health Checker for z/OS
fon D - [24 = 80]

OMETIME
1

OMETIME

I’'m going to do some more changes on that check .alenit execute every minute. |
changed it to 0:01 from 4:00 (every four hours).

28
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DEMO - Setting up and using IBM Health Checker for z/OS

= Session D - [24 x 80] I s

2005 IBM Corporation

This time, | go into the syslog in SDSF, and lookl see what’'s happening. That check
has been executing every minute, just like | tokd. Also, it's not a high severity
one anymore, and it's not a red WTO message onamgate.

29
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There’s so much you can do in SDSF! Just type Hitb the CK panel and start

exploring!

IMFPUT

ot

ornly

canten

tutorial

quence.

IBM Corporation
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DEMO - Setting up and using IBM Health Checker for z/OS

#f Session D - [24 x 80]

IBM Corporation

One more thing | want to try out — the HZSPRINTItytil | specify that | want to see
the output from all the checks...
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DEMO - Setting up and using IBM Health Checker for z/OS

=f] Session D - [24 x 80] .

OUTRUT D JOEB
M INPUT
TOF OF DATA *

+

EE S S S S S s s e S S TS S S S SRS RS SEEEESE S S SRS

...and look at the SYSOUT. Looks as | expected.
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Trademarks

The following are trademarks of the International B

usiness Machines Corporation in the United States a

nd/or other countries.

DB2*
DB2 Connect S_ySll_E:n z
DB2 Universal Database Tivoli
e-business logo VM/ESA*

. *
GDPS* Weh?phere

i i 2/0S

Geographically Dispersed Parallel Sysplex VM
HyperSwap -
1BM* zSeries’
IBM eServer

IBM logo*

Parallel Sysplex*
* Registered trademarks of IBM Corporation

The following are trademarks or registered trademar ks of other companies.
Intel is a of the Intel C ion in the United States, other countries or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Java and all Java-related trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and other countries.
UNIX is a registered trademark of The Open Group in the United States and other countries.
Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation.
SET and Secure Electronic Transaction are trademarks owned by SET Secure Electronic Transaction LLC.

* All other products may be or regi of their resp

Notes :
Performance s in intemal Throughput Rale (ITR) rato based on measurements and projectons using standard 1BM benchmarks i coniroled envitonment; The actual throughput that any user il experience wil
vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the /O configuration, the storage configuration, and the workload processed. Therefore, no assurance can
e given that a indiicual user vl achieve troughput ImprovEents equivalént o the performance ratios tated hefe.
1BM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
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