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Session objectives 

� Describe function and value of new support 
� Overview how function is implemented and how to exploit it 
� List considerations when implementing support 
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Overview 

� Address checking in tickets 
� Problem Statement / Need Addressed 

–	 RFC4120 requires that addresses in tickets be validated prior to ticket use 
–	 For ease of migration must be implemented at the system level when installation is 

ready 
� Solution 

–	 The Kerberos server will validate addresses in tickets prior to use if function is activated 
via RACF profile definition 

–	 A system wide switch is defined in RACF to control when function is active 
� Benefit / Value 

– Higher level of security and compliance with RFC4120 set across the entire realm 
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Usage and invocation 

� RDEFINE and RALTER commands updated to allow the installation to define whether of not 
address checking should be done in tickets via a keyword on the command: 

� KERB( [ CHECKADDRS ( YES | NO ) | NOCHECKADDRS ] ) 
– The CHECKADDRS setting only has meaning on the REALM Class KRBDFLT profile 
– NOCHECKADDRS only allowed on RALTER 

� R_Admin updated to support new field 
� ISPF panels updated to support new field 
� Database Unload updated to report on new field 

Field Name Flag Byte Values RDEFINE/RALTER 
keyword reference 

Allowed on ADD requests Allowed on ALTER 
requests 

Returned on Extract 
requests 

CHKADDRS 'Y' KERB(CHKADDRS(Y)) YES YES YES 

'N' KERB(CHKADDRS(N)) YES YES 

Field Name Type Length Start End Description 

GRKERB_CHKADDRS YES/NO 3 620 623 Should the Kerberos server check addresses in tickets? 
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Interactions and dependencies 

� Software Dependencies 
– None 

� Hardware Dependencies 
– None 

� Exploiters 
– Any installation activating address checking and running applications that request tickets 

with addresses 
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Installation, migration and coexistence considerations 

� None 
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Session summary 

� Description of function and value of new support 
� Overview of how function is implemented and how to exploit it 
� List of considerations when implementing support 
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Appendix 

� Security Server RACF Callable Services (SA22-7691) 
� Security Server RACF Command Language Reference (SA22-7687) 
� Security Server RACF Macros and Interfaces (SA22-7682) 
� Network Authentication Service Administration (SC24-5926) 
� RFC4120 – The Kerberos Network Authentication Service (V5) 
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