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Files Drive the Business Across Industries 

 
Electronics 

 Better coordinate supply 
chain to carry smaller 

inventory 
 

Communications 
 Seamlessly deliver multi-

sourced solutions and enable 
sales channel partners 

Consumer Products 
 Automate buy and sell 

side integration  

Banking 
 Corporate payments 

require secure 
communications 

  

Retail 
Reduce out-of-stocks 
through better supply 

chain visibility 

    

e 
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FTP Has Hidden Costs and Risks 

 Security 
– Username/password in the clear 

– Operating System level credentials 

– FTP servers at risk in DMZ 

– Numerous security vulnerabilities 

– Add-on required for encryption (SSH)  

 Reliability 
– Documented error rates at 8% average 

– Add-on required for checkpoint restart 

 Visibility 
– Troubleshooting is searching through log 

files 

– No central management requires manually 

touching every server 

 Automation 
– Requires manual scripting for things like; 

• End-of-file check, watch directory, zipping 
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Which impact your business 

Failed security audits, and 

inability to meet new 

regulations 

 

Resource constraints to 

grow the number of 

connections and achieve 

needed level of SLA’s 

 

 Inefficient transactional 

processes 

Lack of actionable visibility 

 

Lack of integration and 

automation results in manual 

process steps 

 

 Inability to handle growing 

file sizes and volumes 
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FTP fails to meet your growing business requirements 

Thomas Skybakmoen, Gartner Research, FTP Replacement: Where MFT Makes Sense and 

Why You Should Care, 8 November 2010, ID Number: G00208765 

5 

“…as file sizes and the volume of files transferred 
increased, in combination with the increase in 
business partners and applications, …the security…, 
auditing, process control, monitoring and end-user 
interface fail to provide the adequate administration of 
growing FTP solutions” 
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Multiprotocol Transports,  
Use of Any File Transfer Style 

Messaging Mailboxing Peer-to-Peer 

Pattern Pattern Pattern 

Management & 
Control 

Visibility & 
Intelligence 

A comprehensive MFT solution with core, shared capabilities that 
handles many scenarios, and integration patterns 

Enterprise 
(inside) 

Business-to- Business 
(outside) 
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What is Managed File Transfer 

Securely transfer files over public and private networks 

Full featured file transfer processes between external 

partners, customers, vendors, entities, regulators and 

exchanges including detection and handling of failed file 

transfers. 

 Integrate with existing applications using documented API 

Auditability and Reporting 

Rapid Onboarding 

Standards Support 
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Security for file transfer 

Support for protocols like SFTP,SCP,FTP,FTPS,AS2 etc 

Support for security models like LDAP 

Virtual mailboxes – Store and Forward 

No inbound firewall hole 

Multi factor authentication 

Session breaks in DMZ 

Encrypted Data at rest  

No Data in DMZ 

No configuration information in DMZ 
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Barriers … 
Transactions Are Not Adequately Secured 

 Lack of consistent 
policy enforcement 

 Regulatory compliance 
is not provable  

 Sensitive information is 
not adequately 
protected 

 Lack of non-
repudiation mechanism 

9 
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IBM®  Sterling B2B Integrator 
Data and perimeter security 

Integration Adaptors 

FTP/S 

Mailbox 

Repository 

SFTP 

Web Based User and Administration GUI 

Connect:Direct 

HTTP/S 

Web Services 

Other protocols 

Translation 

Process Engine 

Application Framework – Clustering, Load balancing, etc. 

Partner Management 

Monitoring/Alerting 
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Partners 

3rd Party 
Systems 

B2B Cloud 
 Services 

Internal 
Applications 

Users 
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IBM®  Sterling B2B Integrator provides secured exchange  mechanism 

 Policy-Based File 
Transfer 

 Secure Internet 
Protocol 

 Advanced Mailboxing 

 Data Security 

 Role-based Access 

 Perimeter Security 
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IBM®  Sterling B2B Integrator 
Modular, Secure, B2B Gateway 

Integration Adaptors 

FTP/S 

Mailbox 

Repository 

SFTP 

Web Based User and Administration GUI 

Connect:Direct 

HTTP/S 

Web Services 

Other protocols 

Translation 

Process Engine 

Application Framework – Clustering, Load balancing, etc. 

Partner Management 

Monitoring/Alerting 
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Partners 

3rd Party 
Systems 

B2B Cloud 
 Services 

Internal 
Applications 

Users 
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Security 
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Full featured file transfer processes 

Support for very large files (in GB’s) – Check point restart 

High Availability 

Protocol Conversion  

Globalise (reuse) File transfer patterns 

Policy based transmission 

Content based routing/File name based routing 

Event based file transmission/Schedules 

Error Handling/Notifications/Replay of files 

Self Service Partner portal 

SLA management 
14 
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File-centric Automated Processing 
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◄ 10:09:02 
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Integration/Extensibility 

With Databases 

With PGP processes 

 Inflight  translation 

 Integrated zip processing 

Custom protocols like – Webservices, Websphere MQ, File 

System etc 

Lookups for value addition to file transfer process 

More than 200 out of the box adapters 

16 



©  2011 IBM Corporation 

Full featured File transmission and quick problem resolution 

17 
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Visibility/Reporting 

Central management of all file transmission 

Single Dashboard 

–Arrived file 

–Routing 

–Delivered file 

Partner visibility 

Reporting 

SLA management 

Ease of Problem resolution 
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End to End Visbility 
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Quick problem resolution 
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Mobile Support 
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Other Features 

Rapid Onboarding 

– Centralised onboarding 

– Specialized roles 

– Certificate/Keystores inbuilt 

 Integrated Standard Support 

– Any format –to- Any format 

– SWIFT 

– FIX 

– XML 

– Etc…. 

22 
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Rapid Onboarding 
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Gartner Magic Quadrant for  
 
    File Transfers    B2B Providers 
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High 

   Comprehensive Security 
(with Multi-Factor Authentication) 

Universal  
Translation Mapping 

    Integrated 
Transmission-Translation 

Centralized Process  
Monitoring 

Single Transmission 
Gateway 

Security gaps in 
the DMZ Multiple file transfer 

solutions Low 

Manual Process 
Monitoring 

    Roles Based 
Dashboard  
Monitoring 

SunTrust’s capabilities for file transfer does not adequately address its 
operational risks 

Capability Low 

File Volume/Value: Low 

Req’s Complexity:  Low /Uniform 

Process Cycle:  Non-Urgent 

High 

File Volume/Value: Med-High 

Req’s Complexity:  Med /Uniform 

Process Cycle:  Urgent/Confirmed 

File Volume/Value:  High 

Req’s Complexity:    High/Varied 

Process Cycle:          Urgent/Monitored 
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Sterling File Gateway Solution Footprint 
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Sterling File Gateway 

SMTP 

EDIINT  
(AS1, AS2) 

FTP, FTP/S 

HTTP, HTTP/S 

SFTP 

SOAP 

WebDAV 

EDI / XML 

RosettaNet 

Clearing House 

Partners 

Value-Added Networks 

Communication 
Services 

Web 
Extensions 

Integration 
Broker 

Mailbox 

Intelligent routing 

Graphical Modeler 

Collaboration 

Exception Handling 

Sterling Integrator Technology 

CRM 
ERP 
Messaging 
ERP 
Messaging 

Messaging 

Legacy/Custom Apps 

Applications 

Databases 

EAI 
Adapters 

Sterling File Gateway 

Trading Partner 
Management 

Business Visibility Routing Channels 
Role Based 

Access 
Producer and 
Consumers 

Secure 
Partner 

Interface 

Routing Channel 
Templates 
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Smarter File Transfer with Sterling MFT 

Upgrade, replace, and/or consolidate your at-risk FTP 
processes in alignment with your overall strategy for 
managing business critical data movement. 

Failed Security Audits  Monitor Transactions 

Prove/report on file activity 

Mitigate process disruptions 

Improved client sat (locate file) 

FTP Security Risk  Prove and report file-based activity 

Comply with FIPS, Common Criteria 

Secure proxy with CRL, LDAP etc 
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Smarter File Transfer with Sterling MFT 

Upgrade, replace, and/or consolidate your at-risk FTP 
processes in alignment with your overall strategy for 
managing business critical data movement. 

No reliability or automation Secure A2A, OS to OS, SOA and 
external partner file transfer 
automation with < 0.003% fail rate 

Scalable for extreme growth, size 

Rapid partner on-boarding 

No visibility or governance  Impose access control 

Capture all events  

Exhaustive but easy reporting 
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THANK YOU 


