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Database Activity Monitoring: Three Key Business DriversDatabase Activity Monitoring: Three Key Business Drivers

1. Prevent data breaches
• Mitigate external and internal threats

2. Ensure data integrity
• Prevent unauthorized 

changes to sensitive datachanges to sensitive data

3. Reduce cost of compliance
• Automate and centralize controlsAutomate and centralize controls

Across DBMS platforms and applications
Across SOX, PCI, SAS70, …

• Simplify Processes
• Reduce Cost
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Provide insight such asProvide insight such as . . .

– Who is changing database schemas or dropping tables? 
– When are there any unauthorized source programs changing data?
– What are DBAs or outsourced staff doing to the databases?

How many failed login attempts have occurred?– How many failed login attempts have occurred?
– Who is extracting credit card data?
– What data is being accessed from which network node?g
– What data is being accessed by which application?
– How is data being accessed?
– What are the access patterns based on time of day?
– What database errors are being generated?
– What is the exposure to sensitive objects?
– When is someone attempting an SQL injection attack?
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Database Security Pain PointsDatabase Security Pain Points

Protecting sensitive enterprise data typically distributed across a large number ofProtecting sensitive enterprise data, typically distributed across a large number of 
servers and a variety of DBMS platforms, from unauthorized access, theft or 
changes

Successfully passing a growing variety of audits (to validate compliance with SOX, 
PCI DSS, data privacy and other regulatory mandates as well as internal 
governance controls)

Reducing the cost of compliance activities, which typically involve resource 
intensive and error-prone manual controls

Manually reading through database logsManually reading through database logs

Dealing with the performance degradation resulting from turning on native 
database auditing
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Key QuestionsKey Questions

Have you experienced any database breaches?

What processes do you have in place to protect high-value enterprise information?

Are you facing challenges in complying with PCI DSS, SOX, data privacy or other 
regulatory mandates?regulatory mandates?

Are your costs increasing due to the resources required to support audit and 
compliance activities

Are you concerned with internal threats to your sensitive data?

Do you have database or application performance issues resulting from the use of 
ti d t b l i t t li ti iti ?native database logging to support compliance activities?

Do you always have a view of what changes are occurring in your database and 
who is accessing what data? How are you alerted to activities out of the ordinary?g y y
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The Compliance Mandate

Audit Requirements COBIT 
(SOX) PCI-DSS ISO 27002

Data 
Privacy & 
Protection

NIST
SP 800-53 

The Compliance Mandate

q (SOX) Protection 
Laws (FISMA)

1. Access to Sensitive Data
(Successful/Failed SELECTs)

2. Schema Changes (DDL) 
(Create/Drop/Alter Tables, etc.)

3. Data Changes (DML)g ( )
(Insert, Update, Delete)

4. Security Exceptions
(Failed logins, SQL errors, etc.)

5 A t R l &5. Accounts, Roles & 
Permissions (DCL) (GRANT, 
REVOKE)

DDL = Data Definition Language (aka schema changes)DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value changes)DML = Data Manipulation Language (data value changes)
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DML = Data Manipulation Language (data value changes)DML = Data Manipulation Language (data value changes)
DCL = Data Control LanguageDCL = Data Control Language



Real-Time Database Monitoring with InfoSphere GuardiumReal Time Database Monitoring with InfoSphere Guardium

Host based Probes
Collector

• Non-invasive architecture • Enforces separation of duties

Host-based Probes 
(S-TAPs)

– Outside database
– Minimal performance impact
– No DBMS or application changes

• Does not rely on DBMS-resident logs that 
can easily be erased by attackers, rogue 
insiders

• Granular real time policies & auditing• Cross-DBMS solution
• 100% visibility including local DBA access

• Granular, real-time policies & auditing
– Who, what, when, how

• Automated compliance reporting, sign-offs  
& escalations (SOX PCI NIST etc )
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Scalable Multi-Tier ArchitectureScalable Multi Tier Architecture
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Addressing the Complete Database Security and ComplianceAddressing the Complete Database Security and Compliance 
Lifecycle
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Discover Sensitive Data
Find Cardholder Data

Guardium Agentless
Network Scan
10.10.9.*
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Vulnerability & Configuration Assessment ArchitectureVulnerability & Configuration Assessment Architecture

Based on industry standards (DISA STIG & CIS Benchmark)
Customizable

– Via custom scripts, SQL queries, environment variables, etc.
Combination of tests ensures comprehensive coverage:Combination of tests ensures comprehensive coverage:

– Database settings
– Operating system
– Observed behaviorObserved behavior Tests

• Permissions
• Roles
• Configurations

DB Tier
(Oracle, SQL Server, 

Database 
User Activity

• Versions
• Custom tests

C fi ti fil

( , ,
DB2, Informix, Sybase, 

MySQL)

y
OS Tier
(Windows, 

Solaris, AIX, HP-
UX, Linux)

• Configuration files
• Environment variables
• Registry settings
• Custom tests
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Vulnerability Assessment ExampleVulnerability Assessment Example

Historical Progress 
or Regression

Overall Score

Detailed Scoring Matrix

Filter control 
for easy use
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Granular Policies with Real-Time AlertsGranular Policies with Real-Time Alerts

App User

Application 
S

Database 
S

AlertAlert on any login using the application account

Server

10.10.9.244

Server

10.10.9.56
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AlertAlert on any login using the application account 
sourced from a location other than the application!



Cross-DBMS Policies and Auditing

Single set of cross-DBMS

Cross DBMS Policies and Auditing

Single set of cross-DBMS 
policies

Single cross-DBMS audit 
repository for enterprise-widerepository for enterprise-wide 
correlation and reporting
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Capture Audit Datap
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Blocking Access Without Inline Appliancesoc g ccess t out e pp a ces

Application 
Servers

SQL

Hold SQLIssue SQL

Privileged 
Users

Servers

Hold SQL

Data-Level 
Access 
Control   
(S-GATE)

Oracle, SQL 
Server, DB2, 

MySQL, Sybase, 
Netezza, etc.

Connection terminated
,

Policy Violation:
Drop Connection

Check Policy

S i T i t d

Check Policy
On Appliance
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Identifying Fraud in Connection Pooled ApplicationsIdentifying Fraud in Connection-Pooled Applications

Issue: App server uses generic service 
account to access DB - which doesn’t identify 
WHO initiated transaction (connection pooling)

Joe Marc

Solution: Track access to application users 
associated with specific SQL commands

– Deterministic identification vs. time-based “best guess” 
Out of the box support for all major enterprise apps– Out-of-the-box support for all major enterprise apps 
(Oracle EBS, PeopleSoft, SAP, Siebel, Business 
Objects, Cognos, etc.)

– Plus custom apps (WebLogic, WebSphere, Oracle AS, etc.)
No changes to applications

App User

– No changes to applications

Application Database
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Application 
Server

Database 
Server
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Mask Sensitive Information From Unauthorized UsersMask Sensitive Information From Unauthorized Users

Masked values 
to database 
lclient

Actual Values in theActual Values in the 
database server

Mask data on the fly for production database servers
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Report BuilderReport Builder
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InfoSphere Guardium Compliance Workflow Automationp p
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Broad Platform SupportBroad Platform Support
Supported Platforms  Supported Versions
Oracle 8i, 9i, 10g (r1, r2), 11g, 11gR2
Oracle (ASO, SSL) 9i,10g (r1,r2), 11g
Microsoft SQL Server 2000, 2003, 2008
Microsoft SharePoint 2007 2010Microsoft SharePoint 2007, 2010
IBM DB2 (Linux, Unix, Linux for System z) 9.1, 9.5, 9.7
IBM DB2 for z/OS 7, 8, 9
IBM DB2 (Windows) 9.1, 9.2, 9.5, 9.7
IBM DB2 for iSeries V5R2, V5R3, V5R4, V6R1
IBM Informix 7 9 10 11 11 5IBM Informix 7, 9, 10,11, 11.5
Oracle MySQL and MySQL Cluster 4.1, 5.0, 5.1
Sybase ASE 12, 15, 15.5
Sybase IQ 12.6, 15
Teradata 6.x, 12,13
Netezza 4.5
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Netezza 4.5
PostgreSQL 8



InfoSphere Guardium: Chosen by Leading Organizations WorldwideInfoSphere Guardium: Chosen by Leading Organizations Worldwide

• 5 of the top 5 global banks
• 2 of the top 3 global retailers

• Top government agencies
• Top 3 auto maker2 of the top 3 global retailers

• 3 of the top 5 global insurers
• 2 of the world’s favorite beverage brands

Top 3 auto maker
• #1 dedicated security company
• Leading energy suppliers

• The most recognized name in PCs
• 15 of the world’s leading telcos

• Major health care providers
• Media & entertainment brands
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Summary & ConclusionsSummary & Conclusions

Traditional log management, network scanners, SIEM and DLP 
insufficient to secure high value databasesinsufficient to secure high-value databases

– No real-time monitoring at data level to detect unauthorized access
– Inability to detect fraud at application layer
– Native logging/auditing require database changes & impact performancegg g g q g p p
– No knowledge about DBMS commands, vulnerabilities & structures

Guardium is the most widely-deployed solution, with ongoing feedback 
from the most demanding data center environments worldwidefrom the most demanding data center environments worldwide

– Scalable enterprise architecture
– Broad heterogeneous support
– 100% visibility and granular control
– Deep automation to reduce workload
– Holistic approach
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