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Agenda 

 Software Security Matters – No Matter where the Application Resides 

 De-Mystifying the Cloud 

 Protecting Data in SaaS Applications 

 Developing and Deploying Secure Applications in PaaS 
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Securing Applications is a Challenge 

 Large and diverse application 

portfolios 

 Mobile and cloud applications 

 In-house and outsourced 

development 

 External & internal regulatory 

pressure 

 Pockets of security expertise 

 Yet another task for 

developers 
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De-Mystifying the Cloud 
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Application Responsibility and the Cloud 
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Cloud Control Considerations that Impact Application Security 

 Access control 

 Access to log files 

 Patching and upgrades 

 Networking zoning 

 Multi-tenancy considerations 

 Vetting of administrative staff 

 Cost control of utilities 

 Upgrades and patching 

 Right to audit 

 Breach disclosure 
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Application Security for SaaS 

 What are the requirements for an application of this type on premise? 

–Can that be matched or exceeded in the cloud? 

–What security controls has the provider built in? 

–Look at both the applications and the APIs 

 At a minimum, confirm with the CSP (cloud service provider) 

–Required application log data and access to the data 

–Authorization and Authentication 

–Vulnerability and patch management 

–Key management 

–Physical access to the data center 

–Breach notification and alerting 

–Escalation path 

–Reporting 

–Right to audit 
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Build and Deploy? Or Deploy Only? 

 Platform as a Service 

–Operating systems, databases, middleware, web servers, tools 

–Testing and deployment support 

 Customers can use tools from the PaaS provider for development and 

services for deployment 

 Or use PaaS for deployment only 

–Develop applications in-house 

–Port legacy applications 

 Burden of control for implementing application security – shifts to the 

developer/customer 

 Define requirements 

–Authentication 

–Authorization 

–Data protection/encryption 
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Extend Secure by Design to PaaS Applications 

 Build security into your application development process 

 Efficiently and effectively address security defects before deployment 

 Collaborate effectively between Security and Development 

 Don’t forget training 

 Provide Management visibility 
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X-Force Threat Analysis – Software still Isn’t Secure 
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Test Applications before and after deployment 
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Differences between SAST and DAST approaches 
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Summary 

 Application security in the cloud requires a layered approach 

– Test, Assure, Protect 

 Control for application security shifts depending on the model 

– Either way, organization must define application security requirements 

 Less control with SaaS, CSP has a higher burden 

– Get it in writing from the provider 

 More control with PaaS, CSP has a lower burden 

– Follow secure design processes 
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