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A deeper look at Manage & Secure

capabilities
Key Capabilities
mobile devices, = Mobile lifecycle management
services and applications = Device analytics and control
my mobile business = Secure network communications & management
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Mobile Devices: Unigue Management &
Security Challenges

Mobile Mobile
devices are devices have
shared more  multiple
often personas
» Personal phones  + Work tool

and tablets « Entertainment

shared with device

family

* Personal

 Enterprise tablet
shared with co-
workers

organization

* Security profile
per persona?

 Social norms of
mobile apps vs.
file systems

Mobile
devices are
diverse

* OS immaturity for
enterprise mgmt

* BYOD dictates
multiple OSs

* Vendor / carrier
control dictates
multiple OS
versions
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Mobile
devices are
used in more
locations

A single location
could offer public,
private, and cell
connections

» Anywhere,
anytime
* Increasing

reliance on
enterprise WiFi
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Mobile
devices
prioritize the
user

* Conflicts with
user experience
not tolerated

* OS architecture
puts the user in
control

* Difficult to enforce
policy, app lists




A Holistic Approach to Managing &
Securing the Mobile Environment

Develop and Communicate Formal Mobile Strategy, Policies

Protect devices from ~
malware, data theft " ) MOBILE

mu APPS _
PUBLIC WIFI -Pﬁ Test, deliver and

AN manage security-

—_— ﬁ :
é , f—;; 7 WEB SITES  rich apps
LULERNET | Manage users and access to
enterprise apps and data

(«g\) o g
ﬁ Actively manage - 9 45

. . . -——m i
Efficiently acquire, TELECOM corporate device Eij
deploy, secure, PROVIDER purchases, service SECURITY GATEWAY  PRIVATE WIFI
manage, and de- contracts, usage Manage and optimize enterprise

provision devices wireless networks

Deliver an Adaptive Security Posture
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Develop and Communicate Formal Mobile Strategy, Policy

Global Business, Technology, & Security Services

Issue: Mobile devices have been growing in their importance to employees and partners
for over a decade, ahead of an enterprise-wide strategy, resulting in an inconsistent
approach from department to department.

IBM: Brings together a unique combination of business advisory, technology, and security
services with the right software solutions to help clients devise and implement the most
appropriate strategy for their organization
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Device Lifecycle Data Protection Cost Management

Issue: Frequent turnover
increases asset management,
service desk, security costs

IBM: Reduce total cost of
ownership (TCO) with integrated
device management, self-service
capabilities that automates the
complete device lifecycle

Issue: Mobile malware up
155%?*, small device used
everywhere, user-centric OS
architecture all increase security
risk

IBM: Prevent infections, data
loss with hosted or on-premise
mobile anti-malware + MDM

Issue: Unmanaged device &
service plan procurement,
incorrect billing and inventories
results in overpayment

IBM: Reduce mobile costs by up
to 35% through integrated asset,
procurement, and expense
management solutions

Security-rich Apps Authenticated Acces Network Optimization

Issue: Lack of deep security
knowledge in development and
test teams results in application
vulnerabilities

IBM: Eliminate most app
vulnerabilities during the dev
cycle with automated, integrated
development and testing tools

Issue: Devices that are easily
lost or borrowed, insecure data
connections increases
unauthorized access risks

IBM: Ensure only authorized users
and devices are connected to
enterprise resources and that data
IS encrypted in transit.
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1, http://news.consumerreports.org/eIectronics/2012/02/ma|ware-on—mobile—devices—jump}s—

Issue: Increased load,
dependency on corporate
wireless networks

IBM: Improve uptime, problem
resolution time with the only
solution that combines data from
roaming endpoints with deep
network mapping and access point
monitoring
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Deliver an Adaptive Security Posture

Security Intelligence and Analytics

Issue: lack of Visibility of security events across the enterprise, to stay ahead of the threat
and respond to real time threats

IBM: provides fully integrated security intelligence from monitoring data and enterprise
event collection
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IBM Office of the CIO

Customer Needs Key Features & Outcomes
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http://www.youtube.com/watch?v=w5_QrFjg4yE

Device Lifecycle, Data Protection 00
IBM Endpoint Manager for Mobile Devices

A highly-scalable, unified solution that delivers device management and security
across device types and operating systems for superior visibility and control.
Client Challenge

Managed = Secure

Key Capabilities

Desktop / laptop / Mobile Purpose-specific
server endpoint endpoint endpoint



Public Utility

Customer Needs Key Features & Outcomes
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Delivers user security by authenticating and authorizing the user and their device.
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User Management & Access
IBM Security Access Manager for Mobile
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Client Challenge

Key Capabilities




AImArs Bank

Customer Needs Key Features & Outcomes
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A Holistic Approach to Managing &
Securing the Mobile Environment

IBM Global Business, Technology, & Security Services

Hosted Mobile Security o, ¢ «

Solutions -}“ '“.E 'MOBILE
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Next Steps

* | earn more at:
www.ibm.com/mobile-enterprise

» Access white papers and webcasts

» Get product and services information

» Download and begin using IBM
Endpoint Manager

 Talk with your IBM representative or IBM
Business Partner to find the right next
step for you
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http://www.ibm.com/mobile-enterprise
http://www.ibm.com/mobile-enterprise
http://www.ibm.com/mobile-enterprise

Learn more at; www.ibm.com/mobile-enterprise
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