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Why Single Sign On?

 Passwords must be: « End User’s Solution:

\

— Nontrivial |
-  To avoid being guessed - .f v %*&,
P
y &‘Q O

. Password strength policy rules

. Problem: hard to guess = hard
to remember
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4
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— Changed frequently

. To avoid brute force attacks

— Unique

. To limit risk iIf compromised
P The PC Sunflower
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SSO addresses hot buttons for Security
Mgrs, CFOs, CCOs and Users
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PASSWORD
¥




IBM provides complete coverage of SSO needs

Web
Services

N

Federated

SOA

Web SSO
Targets

\

Web Servers
Web Applications
Portals, e.g. WPS

Non-Web
Targets

N

Windows

URL NEVE
TAM E-SSO‘
Citrix/ Term. Svcs.

Managed Desktops Mainframe
Kiosk



TAM E-SSO v8 Solution Overview

TAM E-SSO provides:

= Enterprise SSO

= Two-Factor Authentication

= Access and Security Workflow
Automation

= Fast user switching

= User Access Tracking & Audit

= Centralized Identity & Policy
Management

with no change to the infrastructure

Auto-fill

»
)
Phone

Enterprise
Applications

Components of
IBM Tivoli Access Manager for
Enterprise Single Sign-On

o Authentication Factors

Policies, Credentials, @ AccessAgent

Updates 9 Identity Wallet
A . e IMS S
Biometric 1 . o
- Audit Logs /
d Back U |
and.LacEl ~ _| Administration
OTP Token

0¥ g

Proximity badge

iTag

TAM E-SSO enables visibility into user activity, control over access to business
assets, and automation of the sign-on process in order to drive value for our

clients.
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Key Differentiation

» Integrated Strong Auth: “What you know, and what you have,
ALREADY”

« Comprehensive coverage of access points

« Powerful profiling tools: Wizard and Visual Profiling

« Complete session management

« Integration with IBM Tivoli IAM offerings
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2006 200/ 2003
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Honored inthe US.  Honored inthe US.  Honoredinthe U.S.

Best Identity Management Solution
Best Single Sign-0n Solution
Best Second- and Multi-Factor Solution
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Case Studies
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Government Outsourced Service

Company
— Government Agency responsible for central government wide projects
— More than 70,000 users, across ~27 agencies and more than 390 sites

Problem
— Ease password management issue
— Require two-factor authentication for VPN access to central network

Solution
— Implement Encentuate based on USB smartcard token
— Currently deployed to more than 45,000 users

Impact
— Compliance with government policy for secure remote access
— Ease login for users
— Reduce password reset
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Integrated Healthcare Network

Company
— Integrated delivery network of 16-facilities in central California
— Privately-held, for-profit organization; over 7,800 employees & doctors

Problem
— Regulatory compliance requirements (HIPAA)
— Securing workstations shared by multiple users
— Strong user resistance to new security policies
Solution
— Implement Encentuate with HID Prox cards
— Fully deployed
Impact
— Immediate compliance to HIPAA regulations
— Dramatic improvement in user acceptance
— Ability to provide user centric access logs to applications
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Large Manufacturer

Company

— Fortune 100 company

— $40b in revenue

— 100,000 employees worldwide
Problem

— Reduce keystrokes as part of lean mfg efforts. Users burdened with
multiple sign-on credentials for each “tool” interaction.

— Securing workstations from potential “IP leakage” by tools shared by
multiple users.

— Improve the accountability of technicians regarding work product and
overall productivity

— Improve compliance posture re: SOX
Solution

— Implement Encentuate with roaming sessions

— Encentuate iTag (passive RFID wrist badges) for user authentication
Impact

— Enhanced security

— Improved accountability

— Demonstrated productivity gains for shop floor workers




Large Insurance Provider

Company
— Largest insurance provider worldwide with operations in 10 markets in Asia
Pacific (ex Japan)
— Provides Life insurance, wealth management, advice and asset
— management
— APAC regional headquarters have a staff of 4,392 and 9,550 agents
Problem
— Rising operational cost in managing identities in APAC
— Complex heterogeneous environment due to ongoing M&A exacerbates
cost of identity admin
— Increased number of new users from emerging markets such as India and

China exacerbates cost of identity admin
— Strategic need to establish a centralized shared services within the region
Solution
— Implement the Encentuate IAM Suite
Impact
— End-user productivity enhancement

— Improved compliance and audit
— Established a centralized identity authentication framework

— Manage and reduce operational cost




W h y T/ \ M E - S S O ’) User productivity More than 85% reduction in time-to-information

Security  Improved identity assurance and 100% sign-cff

= Improve user productivity
- Through faster access to information
- Through better sharing of workstations [eipdesk cost reduction ~3645% reduction in IT helpdesk costs

Compliance reporting  More than 75% raduction in audit tracking costs

= Enhance security
- Through better password security enforcement
- Through stronger identity assurance
- Through security policy automation
= Improve audit and tracking
- Through central collation of user-centric logs
- Through better tracking of user access
= Reduce help desk cost
- Through reduction of password reset calls




IBM Security Intelligence and People
Security Solutions




The world is becoming more digitized and interconnected,
opening the door to emerging threats and leaks...

P;l. The age of Big Data — the explosion of digital

' information — has arrived and is facilitated by
the pervasiveness of applications accessed
from everywhere

With the advent of Enterprise 2.0 and social
CONSUMERIZATION business, the line between personal and
OFIT professional hours, devices and data has
disappeared

Organizations continue to move to new

EVERYTHING platforms including cloud, virtualization
IS EVERYWHERE mobile, social business and more

The speed and dexterity of attacks has
increased coupled with new motivations from
cyber crime to state sponsored to terror
inspired

...making security a top concern, from the boardroom down




Security - within and across domains...
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= 77% of firms feel cyber-attacks harder to detect and 34% low confidence to prevent
= 75% felt effectiveness would increase with end-to-end solutions




Our customers’ pain points:
Security challenges and risks can impact innovation

Internal threats Compliance
Ongoing risk of careless and Growing need to address an
malicious insider behavior increasing number of mandates
= Cyber attacks = Administrative mistakes = National regulations
= Organized crime = Careless inside behavior » |ndustry standards
= Corporate espionage » Internal breaches = Local mandates
= State-sponsored attacks = Disgruntled employee actions = Corporate governance

Social engineering Mix of private / corporate data

Mobility Cloud / Virtualization Social Business Business Intelligence
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Attack Type

Bethesda
L Software
SQL Injection
URL Tampering Northrop Italy
Grumman IME PM
L. Fox News Site
Spear Phishing X-Factor
3 Party SW Citigroup
Spanish Nat. Sega
DDoS Police g
Secure ID . Gmail Booz
Epsilon flccounts  pgg [ Allen
Unknown
Vanguard
Sony e SOCA Defense
- Monsanto
Malaysian
Gov. Site Peru
HB Gary RSA Special
Lockheed Police
Martin )
Nintendo el
I3 Gov. =
_ _ _ _ Communications  Sony BMG . Communications
Size of circle estimates relative Greece 7S T Korea
) 't o Sreseh Government _
impac AZ Police
Y X ‘ ‘ ‘ US Senate NATO
Feb April June July Aug

May




IBM Security: Delivering intelligence, integration and expertise across a
comprehensive framework

IBM Security Framework
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IBM Security Systems

Security Intelligence
and Analytics
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= Only vendor in the market with end-to-
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Advanced Security
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IBM has security resources that span the globe

Security Operations Centers
Security Research Centers

Security Solution Development Centers

-
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Institute for Advanced Security Branches

Boulder,

Almaden, US

Hortoléndia, BR

AsiaPacific

9 Security operations centers
9 Security research centers

11 Security solution development labs
5500+ Security professionals




Total Visibility: Product Portfolio, Services and Research
(e

GRC Platform (OpenPages) Risk Analytics (Algorithmics) Investigation Management (i2)

e 5 i =

e ™
IBM Security Portfolio

Security Intelligence, Analytics and GRC

-

| QRadar QRadar QRadar IBM Privacy, Audit and
p SIEM Log Manager Risk Manager Compliance Assessment Services
IT Infrastructure — Operational Security Domains Security
- Consulting
People Data Applications
-
| Identity & Access Guardium AppScan Source & Network Endpoint )
Management Suite Database Security Standard Edition Intrusion Prevention Manager (BigFix)
Managed
Federated InfoSphere Optim DataPower SiteProtector Virtualization & Services
Identity Manager Data Masking Security Gateway Management System Server Security
- .,
Enterprise Key Lifecycle Security QRadar Mainframe Security [——
Single Sign-On Manager Policy Manager Anomaly Detection (zSecure, RACF)
X-Force
Data Security Application Penetration and IBM
Identity Assessment, AssessmentService = AssessmentService = Managed Firewall, Testing Services Research
Deployment and UTM, and Intrusion J
| Hosting Services Encryption and AppScan Prevention Services ~ pobile Device

DLP Deployment OnDemand - SaaS Management vi2-02




Defense-in-Depth: A Key IBM Differentiator

Unlike competitors, our solutions cover each and every domain of security: people,
applications, data and infrastructure

This layered approach is analogous to a key security concept: defense-in-depth.

Think of how many security controls you see in a bank, and it’s all just protecting the money.
And don't forget the auditors behind the scenes!




Security and Business Intelligence offer insightful parallels

IBM Security Intelligence _ _
Security Intelligence
—— - =
DASCOM “softech  Guardiumr RS
B ' Security as a Service
METAMERGE “
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e Application Security
access 7) . SECURITY
360 svsrevs () BIGRIX Wiabs Database Monitorin
: itori
Lo SR Sp— ’
\ Security BI_ Convergence
with Security
Managed Security Serv o
Decision Management

Network Intrusion Prevention
Simplified Delivery (i.e., Cloud )

Compliance Management
Bl Convergence with Collaboration

Identity and Access Management
Text & Social Media Analytics

Mainframe-and
fBrver Security - RACF

es
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CSG | ictive Analytics
O S IBM Business Intelligence
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Enterprise Reporting
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Solving Customer Business Pains that Point Products Can’t Address

WY ¥ DETECTING THREATS

.M' OTHERS MISS

Chevron

-

CONSOLIDATING
DATA SILOS

DETECTING
INSIDER FRAUD

GUCCI

PREDICTING RISKS

Ga@” “ AGAINST YOUR

BUSINESS

ADDRESSING
A REGULATION
MANDATES

Discovered 500 hosts with “Here You
Have” virus, which all other security
products missed

2 Billion log events per day reduced to
25 high priority offenses

Addressed a trusted insider situation
involving the stealing and destroying of
key data

Automate the policy monitoring and
evaluation process for configuration
changes in the infrastructure

Real-time monitoring of all network
activity, in addition to PCI mandates



QRadar- SOC 2.0

\/1 A

CobiT 1SO 17799 Custom
Control Objectives

Key Capabillities:

= Sophisticated correlation of events, flows,
assets, topologies, vulnerabilities and
external data to identify & prioritize threats

Network flow capture and analysis for deep
application insight

» Workflow management to fully track threats
and ensure resolution

= Scalable architecture to support the largest
deployments

Compliance Forensics Policy
Templates Search Reporting

| — —
&7 . - .  —
Applications Routers IDS/IDP Operating Switches Firewalls

System
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Solutions Across the Entire Compliance and
Security Intelligence Lifecycle

Vulnerability Exploit Remediation
. Prediction/Prevention Phase . Reaction/Remediation Phase .
Pre-Exploit Post-Exploit
Risk Management ’ Complla_nce Management, SIEM, Network/User Anomaly Detection,
Vulnerability Management, Configuration Management
Log Management
S~ s
—_—

Labs

Total Security Intelligence

 Detecting threats, consolidating data silos, predicting business risk
and exceeding regulation mandates require security intelligence

« SIEM is the anchor tenant, collecting and analyzing all telemetry
and delivering information in context

“It [enterprise security intelligence] also requires the integration and correlation of security and
contextual information to bridge security with business, risk and other key enterprise values, Gartnen
thereby enabling optimal decision making.” --Joseph Feiman, VP and Gartner Fellow




Fully Integrated Security Intelligence

Log
Management

SIEM

Risk
Management

Network
Activity &
Anomaly
Detection

Network and
Application
Visibility

One Console Security

QRadar - Dashboard a QRadar-SLIM - Dashboard QRadar - Security | Risk Management QRadar - Offense Manager + -

Welcoma, admin [logout]

Offenses Log Activity Network Activity

Radar

Next Rafresh: 000040 Il @ |

System Time: 14:35 | Preferances | Help

Show Dashboard: | Threat and Security Monitoring N New Dashboard [ Rename Dashboard D Delete Dashboard | Add item... ¥
Application Overview
[~ Compliance Dverview
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Top Systems £ Netwok Overview 3 Most Severe Offenses l_,e Flow Bias (Total Bytes) [:Lm ‘
System Monitoring |
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| §Farmder | Bossible Tunneling containing unknown | Unknown 13
ML MS SMB2 Validate Provider Callback RCE PR— Firewall Permit 10|
‘.rm'r: WinAmp T {
| i 9 @
Labs

Built on a Single Data Architecture




The QRadar Security Intelligence Solutions
Deploy, Expand at Your Pace

® ®
- » Turnkey log management
Log BgaM%gr LRgMagqgr « SME to Enterprise
Management _ ~ jl + Upgradeable to enterprise SIEM
"’v‘ Nt o \ 7

* Integrated log, cyber threat, risk and compliance
management

SIEM/SEM Radar » Sophisticated event analytics

SIEM  Asset profiling and flow analytics

Management Risk Manager

* Event Processors
» Network Activity Processors
+ High Availability

® 4;
Scale I B R
Radar === + Stackable Expansion

High Availabilit i
Igh Avallability » Embedded, real-time database

* Predictive threat modeling & simulation
Risk ® : + Scalable configuration monitoring and audit
Radar » Advanced threat visualization and impact analysis

QFlow VFlow

Visibility/ Collector Collector « Layer 7 application monitoring
» Content capture

Network _
Activity > 2 : Q + Network Analysis




QRadar Product Family
Built On a Common Foundation of QRadar SIOS

Intelligence
Solutions
XL Workflow Rules Engine sl
Engine Viewer _
Reporting
API
Analytics Engine
Security
Intelligence ==
Operating Warehouse Archival
System
Forensics
\ Normalization / A
—

AXIS Configuration Netflow Offense

Intelligent Integrated Automated — One Console Security




QRadar: The Most Intelligent, Integrated,
Automated Security Intelligence Platform in the Industry

Exceed
Regulation Mandates

Intelligent |
Detect \ ’ Detect

Threats - Insider
Others - Fraud
Miss

Integrated | Automated

Predict Consolidate
Risk Data Silos




QRadar Security Intelligence Platform:
Context and Correlation Drive Deepest Insight

SUSPECTED INCIDENTS




Next-Generation SIEM: Behavior and Context

Suspected

@ ko Incidents
Activity =7

Virtual
; Activity [::/ Categor Asset Attacker E—— Offense
= servers = Discovery Statistical Profile Behavior \QQ
F= . &Hosts Correlation Aoplicati »Q

Credibilit . ; pplication

Security y Active VA lkocation User Logs Behavior Q

B8 systems Rules-Based den ‘
Severity . Correlation External H_e':t'ty OY0 ©

W User o0 Passive VA Threats istory
I ®  Activity =~ #
—— Application

Activity [—-:/)

First-Generation SIEM: Rules & Correlation

Threats and Fraud Detected Massive Data Reduction

That Others Miss

QRadar’s network-wide device integration
delivered vastly improved threat detection and

compliance reporting. State Employees’ Credit Union®

2Bn log and event records a day reduced to
25 high priority

Chevron
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QRadar: Integration Eliminates
False Choice Between Capability & Simplicity

Bolted Together Solution

—_—
—_—
—_—

.
................

Scale problems

Disparate reporting, searching
No local decisions

Complex High Availability
Multi-product admin and DBA
Forklift upgrades

Duplicate log repositories
Operational bottleneck

events was reduced by 80%
compared to siloed systems

(" Unified Administration )
Time spent managing security

QRadar Integrated Solution

Highly scalable

Common reporting, searching
Distributed correlation
Integrated High Availability
Unified administration
Seamless expansion

Logs stored once

Total visibility

Intelligent |




QRadar: Automation Drives Simplicity
and Cost Effectiveness

L’

Y =,

. Auto-discovery of log sources - Auto-tuning - Thousands of
. Auto-discovery of applications . Auto-detect threats predefined reports
. Auto-discovery of assets . Thousands of pre-defined rules - Asset-based prioritization
. Auto-grouping of assets . Easy-to-use event filtering - Auto-update of threats
. Centralized log management . Advanced security analytics - Auto-response
- Directed remediation

- Automated configuration audits

( Efficient, Inmediate, Custom Y Automation Drives Operations Efficiency
“Where it would take 10 days on our old "We were pleased with QRadar being extremely B ¢
system to build and test rules, it takes automated, equipped with compliance-driven repo_rt
us just 10 minutes in QRadar.” templates that were very useful out of the box, which :
spared us the manpower and ,
resources of having to develop Integrated m...j

loleQ \them ourselves.” R|E (”U‘l uis

—/.)’),




QRadar: The Only Intelligent, Integrated, Automated
Security Intelligence Platform in the Industry

* Proactive threat management
« Massive data reduction
* Rapid, complete impact analysis

Eliminates silos
Highly scalable
Flexible, future-proof

Integrated

Intelligent

L

Automated

Operational efficiency
Simple deployment
Rapid time to value

("We evaluated numerous vendors, including all listed
in Gartner's SIEM Magic Quadrant, and Q1 Labs
came out on top. Their first-class product support
model, superior functionality, and
extremely accessible user interface
beat the competition”

Insurance Compxnies,

(“In my 30 years of working with network Y
vendors, Q1 Labs' service is unmatched.”

Ron Porritt,
Information security engineer

Gordon Food Service

GI s::;




Product Tour: Integrated Console

| o v sy, g " g g DR — Rada
* Single browser-based Ul === s ==

« Role-based access to LY AT Y
information & functions

« Customizable dashboards |- . « . /|5
(work spaces) per user e

* Real-time & historical
visibility and reporting

« Advanced data mining and drill down

« Easy to use rules engine with out-of-the-box security intelligence



Product Tour: Data Reduction & Prioritization

System Summary

System Summary

5 x|

Current Flows Per Second N

Flows (Past 24 Hours)

Current Events Per Second

New Events {Past 24 Hours)
Updated Offenses (Past 24 Hours)

Previous 24hr period of
network and security

Data Reduction Ratio

Most Recent Offenses

Current Flows Per Second 1.4 o

Flows (Past 24 Hours) 1.3M activity (2.7M logs)
Current Events Per Second 17,384

Hew Events (Past 24 Hours) B7TM

Updated Offenses (Past 24 Hours) a8

Data Reduction Ratio 10833 - 1 QRadar correlation &

Offense Name
Local Web Scanner Detected containing
Web.Image.GIF
Potential P2P Traffic or VolP Detecte,

Most Recent Offenses

Ce3

preceded by Local TCP Scanner
Detected containing unknown

Local Web Scanner Detected containing

Web.Image. JPEG
MS SMB2 Validate Provider Callback
RCE

Local Web Scanner Detected containing
Web HTTPWeb

Default1DS [ IPS-All: Top Alarm Signatures (Event C

analysis of data creates
offenses (129)

Zoom: max 2010-0ct-
Remasinder m HTTP: HTTF on non-st.

m MISC:COMEXANT-LOGIN m Slapper Worm

m HTTP:HOTMAIL:EXE-DOW. .. Juniper Networks Int...

7.5

Sum

AA‘A

01:15 01:30

Offense Hame Magnitude
Local Web Scanner Detected containing
Web.lmage.GIF
FPotential P2P Traffic or VolP Detected
preceded by Local TCP Scanner
Detected containing unknown
Local Web Scanner Detected containing
Web.lmage. JPEG
M3 SMB2 Validate Provider Callback

—

RCE

Local Web Scanner Detected containing

Web HTTPWeb

| |

Offenses are a complete
history of a threat or
violation with full context
about accompanying
network, asset and user
identity information

Offenses are further
prioritized by business

impact




Product Tour: Intelligent Offense Scoring
QRadar judges “magnitude” of offenses:
» Credibility:

. o
A false positive or true positive? Py

\
. |1 Description Attacker/Src Magnitude Ta}:ggtst
e Severity: 3
. . 287 EZ?:.LEEH Scanner Detected |, Suspicious - Internal - 10.100.50.81/ - Ultiple (508)

AI arm Ieve I CO ntrasted " a4s Remote FTF Scanner Detected , Excessive Firewall 21?_54_100152 L\:al (99)

Denies Acros...

with target vulnerability T | 214 | Do P mesponsveseniceor | utipieus| |mml | wepror-Sew
T | 308 g“;"&iri:fE’;'J__'_Di”""a""’are Types Targeting a Single 10.100.50.45 - Lodhl (2)
® Re | evance: T | a0 g‘gm‘é:’ SR EH RS R EEI)aETEE 1010050 f5 - mutfple (2)
.. ) T | 286 Remote P T ScannerDetected, Bxcessie Firewal | 124080010 | Rerjote (226)
Priority according to asset Or 3| ., | weware-esera cammuricaion win eor

295 | Control Channel 10.100.104.208 | Rerfote (2)

0.104.14340 - Mulfiple (2)

network Val ue 236 | VOIP: Pingtel ¥pressa Denial of Seny

314 0st Detected 10.100.50. I'u1LllipIe (M)
. - Authentica_tion: Repeated Login Failures Single 10100100 Y00 1d 100 150 2¢
P rl O rltl eS Can C h a'n g e Over rftf]te.ntiucilt?oi'.ﬁe eated Login Failures Single
201 | Hon. kep g g 10.100.50.64 fluttiple (3)
Host, Login F...

tlme based On Situatlonal "? 284 Do - External - Flood Attack (Low) 205.1?4.155.5\ Remote (1)
awareness

- a2 DD




Product Tour: Offense Management
Clear, concise and comprehensive delivery of relevant information:

| Offense 3063 ©| Summary i Attackers (E) Targets (7= Categories Annotations I Networks Events Flows Rules Actions ¥ % Print 9|

Maagnitude Relevance | ] | Severity | g8 |Credibi|it¥ | 3
Target Vulnerable ?n Detected Exploit | A

Description | F 0 oy EXplolMaIWare Lvents ACToss Mufiple Targets = 1428 events in 3 categories
preceded by Recon - External - Potential Metwork Scan What WaS

Attacker/Src | 202.153.48.66 2009-09-29 16:05:01

Target{s)Dest| Local (17} the 1m 32s

Network(s) Multiple (3) o Mot assigned .

Notes Vulnerability Correlatiqn Use Case lllustrates a scenario involving correlation of attac k? fun attacker originating from China (20 Wa'S It ng the
Conficker worm exploit (CVE 2008-4250). The first sys...

successful?

4

Aftacker Summary g Detsils
Magnitude WhO WaS User Karen
Description 20 resp0n8|b|e') Asset Name Unknown
Vulnerabilities o] MAC A Unknown
Location CH Asset VWelahl o
2 do |
Top 5 Categories (=) Categories WherE' 0 .
Hame Magnitude Local Target Count f d h H I bl
I — - ind them? ow valuable
Misc Exploit 1= h
Metwork Sweep — HOW man [1417 are t e targ etS
= y to the
Top 5 Local Targets (&) Targets t t
IPIDNS Hame Mag... Vulnerable arge S MAC L b H f)
. . _ usIiness :
Windows AD Server Unknown M I dt) Unknown main ‘
10.101.3.3 Unknown M InVO Ve . Unknown main U
10.101.3.4 Ugknown M Unkno =
DC106 Yes (R[] |Administrat0r 00:15:cH 10
10.101.3.11 Unknown Mo | Dcadmin 00:15:c] Are any Of
Top 10 Events Events thel Nn
Event Name Magnitude Log Source ’) estination Dst Port Time
Misc Exploit - Eve@QRE | Custom Rule Engine-8 : gradar-vm VUInerable H .3.15 445 09-29 16:06:33
METBIOS-DG SMB w4 SNMO I — Snort@ 10.1.1.5 310 445 09-29 16:06:28
METBIOS-DG SMB wd srvsve MetrpPathCo —— Snort@ 10.1.1.5 . uffer Overtlow 10701315 445 09-29 16:06:33
Misc Exploit - Event CRE | — custom rui= Engid Where is all Misc Exploit 10.101.3.13 445 09-29 16:06:31
Metwork Sweep - QRadar Classify Flow Flow Classification th Metwork Sweep 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - sification e Metwork Sweep 10.101.3.15 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classifica eVIdence’) Metwork Sweep 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - Flow Classificationy : Metwork Sweep 10.101.3.15 445 09-29 16:05:01




Product Tour: Out-of-the-Box Rules & Searches

Default log queries/views

Quick Searches ¥ ?Add Filter L:JSa\te Criteria r Save Results g Cancel % False Pos

1000’s of real-time correlation
rules and analysis tests

100’s of out-of-the-box searches
and views of network activity and
log data

*Provides quick access to critical
information

Custom log fields

+ Provides flexibility to extract log
data for searching, reporting and
dashboards. Product ships with
dozens of pre-defined fields for
common devices.

Compliance: Source IPs Involved in Compliance Rules - Last 6 Hours
Compliance: Username Involved in Compliance Rules - Last 6 Hours
Cefault-1DS £ IPS-All Top Alarm Signatures - Last 6 Hours

Event Category Distribution - Last 6 Hours

Ewvent Processor Distribution - Last 6 Hours

Event Rate (EPS) - Last 6 Hours

Exploit By Source - Last 6 Hours

Exploits By Destination - Last 6 Hours

Exploits by Type - Last 6 Hours

Firevwall Deny by DST IP - Last 6 Hours

Firevwall Deny by DST Port- Last 6 Hours

Firewwall Deny by SRC IP - Last 6 Hours

Firevwall Permit By Log Source - Last 6 Hours

Firevwall Permit by Source IF - Last 24 Hours

Flow Rate (FPS) - Last 6 Hours

Inbound Events by Country - Last 6 Hours

Login Failures by Log Source - Last 6 Hours
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Product Tour: Flows for Network Intelligence

« Detection of day-zero attacks that have no signature

« Policy monitoring and rogue server detection

 Visibility into all attacker communication

« Passive flow monitoring builds asset profiles & auto-classifies hosts
« Network visibility and problem solving (not just security related)
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Product Tour: Flows for Application Visibility
* Flow collection from native infrastructure
« Layer 7 data collection and analysis

* Full pivoting, drill down and data mining on flow sources for
advanced detection and forensic examination

 Visibility and alerting according to rule/policy, threshold, behavior or
anomaly conditions across network and log activity
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Product Tour: Compliance Rules and Reports
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Driver for QRadar Risk Manager (QRM):
Two-Phased Compliance and Security Timeline

Compliance and Security Management Timeline

|
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Configuration Assessment
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QRadar Risk Manager
Solution At-A-Glance

QRadar Risk Manager moves organizations beyond traditionally reactive security
management by delivering:

Multi-vendor network configuration Automated compliance and Predictive threat modeling
monitoring & audit policy verification & simulation
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Analyst View
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QRadar SIEM Market Success

« “Leader” in Gartner SIEM Magic Quadrant
* Ranked #1 product for Compliance needs by Gartner

« Only SIEM product that incorporates network behavior
anomaly detection (NBAD)

 Industry awards include:

» Global Excellence in Surveillance Award from InfoSecurity
Products Guide

* “Hot Pick” by Information Security magazine
 GovernmentVAR 5-Star Award
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Total Security Intelligence for
Any Organization
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Security Intelligence for the Total
Market
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Use Cases

QRadar SIEM excels at the most challenging use cases:
Complex threat detection

Malicious activity identification

User activity monitoring

Compliance monitoring

Fraud detection and data loss prevention

| | | | | |

Network and asset discovery
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