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Please Note:

� IBM's statements regarding its plans, directions, and intent are subject to 
change or withdrawal at IBM's sole discretion. Information regarding 
potential future products is intended to outline our general product direction 
and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a 
commitment, promise, or legal obligation to deliver any material, code or 
functionality. Information about potential future products may not be 
incorporated into any contract. The development, release, and timing of any 
future features or functionality described for our products remains at our 
sole discretion.
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Hybrid Analysis
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How is this web app vulnerable?
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How is this code vulnerable?
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Dynamic vs. Static Analysis

Total PotentialTotal Potential

Security IssuesSecurity IssuesStatic Analysis

• Null pointer dereference

• Threading issues

• Code quality issues

• Issues in dead code

• Insecure crypto functions

• Issues in back-end application code

• Stored vulneabilities

• Complex SQL injection

Dynamic Analysis

• Environment configuration issues

• Patch level issues

• Runtime privileges issues

• Authentication issues

• Protocol parser/serializer issues

• Session management issues

• Issues in external 3rd party web 

components

• Cross-site request forgery

• Malware analysis

• SQL Injection

• Cross Site Scripting

• HTTP Response Splitting

• OS Commanding

• LDAP Injection

• XPath Injection

• Path Traversal

• Buffer Overflows

• Format String Issues

Dynamic & StaticManual Assessment

• Business logic issues
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Hybrid Analysis

Hybrid Analysis Technologies in IBM Rational AppScan:

� Correlation

� JSA (JavaScript Security Analyzer)

Black 
Box

White 
Box

Hybrid
Analysis

= +
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Correlation & Aggregation

Dynamic Analysis issues
AppScan Standard
AppScan Enterprise

Static Analysis issues
AppScan Source

+
Correlated and/or Aggregated issues
AppScan Enterprise
AppScan Reporting Console

� Higher confidence
� Fewer issues to triage
� All issues in a single location
� Easier to fix

(source code location +
reproduction scenario)
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Aggregated Issues in Compliance Reports

� Compliance reports in AppScan Reporting Console and AppScan Enterprise 

include both dynamic and static analysis issues to give a complete view of an 

organization’s security compliance
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Aggregated Issues in Dashboards

� Dashboards in AppScan Reporting Console and AppScan Enterprise include both 

dynamic and static analysis issues to allow management to get an overall picture 
of their organization’s security health
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Attack Vector Detection

� Maps static analysis issues to their 
associated URL and parameter name

� Correlation

� Cross-validation

� Uniform presentation

XSS at customize.java line 12

XSS at account.jsp, parameter “lang”

WB view:

BB view:

Attack Vector Detection
does the mapping

The same issue can look differently from a WB or BB point of view

IBM T.J.Watson Research Lab
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Hybrid Analysis for Client-Side Security
Motivation
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Three Types of XSS

1.Reflected

2.Stored

3.DOM-based
TODAY’S
FOCUS

Example of trace provided by JSA
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Reflected XSS

Attacker Victim

Web Application

link 
embedded with

evil script

Attacker’s evil script
executed using 

victim’s credentials

Script reflected into HTML response
without proper encoding
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Stored XSS

Attacker Victim

Attacker’s
evil script

Attacker’s evil script
executed using 

victim’s credentials

Web Application
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DOM-Based XSS

Attacker Victim

Web Application

link 
embedded with

evil script

Attacker’s evil script
executed using 

victim’s credentials

Evil script not sent to server
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Open Redirect

Attacker Victim

Web Application

link 

Phishing Site

Redirection
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Logic Moving to the Client-Side

Client-Side Logic in Web 

Applications

5%

25%

0%

5%

10%

15%

20%

25%

30%

5 Years Ago Today

���� Challenge for black-box, white-box testing
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Security Problems in JavaScript

15%
of Fortune 500 websites have 

exploitable security issues in 

JavaScript.

15%
of Fortune 500 websites have 

exploitable security issues in 

JavaScript.

According to an IBM study performed in 2010

FORTUNEFORTUNE

AMERICA’S LARGEST CORPORATIONS

500
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Static Analysis

Source Code Model Perform

Analysis

Results

Domain Knowledge

(e.g. Security Rules)
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Modeling

int main() {
int sum = 0;
int i = 1;
while (i < 11) {

sum = sum + i;
i = i + 1;

}
printf(“%d\n”,sum);
printf(“%d\n”,i);

}

int main() {
int sum = 0;
int i = 1;
while (i < 11) {

sum = sum + i;
i = i + 1;

}
printf(“%d\n”,sum);
printf(“%d\n”,i);

}

Enter

sum = 0 i = 1 while(i < 11) printf(sum) printf(i)

sum = sum + i i = i + i

T

T
T

T

T

TT

T
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Taint Analysis

� Information-flow violation problems
can be solved using static taint analysis

� Limitation: binary analysis – data is either tainted or not

Source

Sink

request.getParameter()

document.write()

(*) Non-issue if sanitizer used

data flow
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Challenges in Static Analysis (1)

Tradeoffs

�Large models or small?

�Faster analysis or more accurate?

�Bias towards false positives or 
false negatives?

The Balancing Act
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Challenges in Static Analysis (2)

Abstraction

Speaking the right language,

picking the right abstraction.

�Taint analysis is a binary analysis: 
either tainted or not

�But accurate security assessment 
requires understanding of string 
content and context

The Babel Fish
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Introducing JavaScript Security Analyzer (JSA)

What is JSA?

� JavaScript Security Analyzer – An extension of AppScan 
Standard, developed in collaboration with IBM Research, 
that does static taint analysis of JavaScript, detecting a 
range of client-side security issues:

Why is this significant?

� The role of JavaScript in modern web applications 
becomes greater as technologies such as AJAX, Dojo and 
HTML5 become more prolific. 

� It makes AppScan the first tool in the world capable of 
detecting a range of client-side security issues. These 
issues are very common but no other tool exists today that 
can find them.

� JSA makes AppScan the first scanner that applies BB 
and WB in the same scan.

� JSA completes a missing piece in scanning modern web 
applications. JSX provides an answer for crawling, JSA 
provides an answer for testing. In the future we see great 

potential for synergy between JSX and JSA.

•DOM Based Cross-Site Scripting 

•Phishing Through URL Redirection 

•Email Attribute Spoofing

•Web Worker Script URL Manipulation

•Notification Phishing

•Client-Side Stored Cross-Site Scripting
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How To Run JSA

� Run a normal scan with AppScan Standard.

� JSA works behind the scenes, 
analyzing JS content in all visited URLs.

� No configuration required.

� Any issues found are added to the issue list, 
just like other AppScan issues.

� Issues appear in the GUI, the reports etc.

� Data-flow trace is provided for the issues found.

� JSA activity appears in the scan log.

� JSA runs in parallel to the test stage,
in a separate process.

� JSA can run on demand (“Analyze Now”) or automatically as part of scan 
(every time test stage starts).

� JSA is smart and will not analyze the same content more than once, even if AppScan visited the same 
page several times.

� TIP: you can also apply JSA to your existing scan files!

Example of trace provided by JSA
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Notable Features in JSA

� HTML5 support

�World’s first and only tool to analyze and detect client-side security issues in 
HTML5

� String Analysis

�Enables the engine to eliminate many non-exploitable issues automatically, and 

to detect other issues more accurately

� De-obfuscation

�De-obfuscation is now integrated into the engine. When JSA finds issues in JS 

files that are obfuscated or packed, the code is automatically de-obfuscated 

before the results are presented, making issues easier to understand and triage
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String Analysis in JSA

� Used to verify the exploitability of issues found by taint analysis

� Solves almost all false positives (non-exploitable results) in JSA

� Is sound; never eliminates true positives
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Motivating Example

� Taint analysis is not “smart” enough. Sometimes, even when there is taint flow, 
issues are not exploitable.

� In this case, tainted data flows into a ‘window.open’ command, supposedly 
allowing an attacker to redirect to a malicious site (phishing).

� However, the tainted string is appended AFTER the original URL and a ‘?’
character. Therefore, the target hostname is not controlled by the attacker.

� The issue is not exploitable. How do we detect that automatically?

Real world example of JavaScript issue detected by taint analysis

SOURCE

SINK



The Premier Event for Software and Systems Innovation 

30
© 2011 IBM Corporation

� String Analysis in JSA is used for eliminating false findings. It models strings as a 

concrete prefix and an unknown suffix, which is a natural fit for taint analysis: The part 

controlled by the attacker is unknown, but the uncontrolled prefix is modeled precisely.

� If String Analysis determines that at the point of the sink, the host and path parts are both 

fixed and not controlled by an attacker, the issue is eliminated. This is a very powerful 

analysis, allowing superior accuracy when it comes to ruling out non-exploitable issues:

String Analysis in JSA

http://www.mysite.com/folder/page?a=1&b=2#anchor

CONTROLLED BY ATTACKERNOT CONTROLLED BY ATTACKER

URL as Source
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More Uses for String Analysis in JSA

� In this real-world example, String Analysis can tell us that the target URL always 
begins with “mailto:”

� This allows us to re-classify the issue type as “Email Attribute Spoofing ” instead 
of “Open Redirect”

�giving more granularity into the type of risk

�providing results that make more sense to the user
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De-obfuscation

BEFORE AFTER

� 1 in 5 issues found with JSA were obfuscated

� We support de-obfuscation of JS files

� Negligible overhead
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JSA Evaluation on Real World Websites

PROCESS

� Scanned 675 real-world websites

� All Fortune 500

� Web100 “top websites of 2010”

� Customer apps

� 200 to 500 pages per site; total >160,000 pages

� Manually reviewed & classified all findings

� Repeatedly scanned and improved JSA based on the results

RESULTS

� >15% sites with confirmed vulnerabilities

� Primarily DOM-based XSS

� 95% of JSA’s findings are exploitable true positives

� String Analysis eliminated false positives

Whitepaper with JSA Results



The Premier Event for Software and Systems Innovation 

34
© 2011 IBM Corporation

Summary

� What is Hybrid Analysis?

� Correlation

�Attack Vector Detection

� JavaScript Security Motivation

� Static Analysis overview

� JSA Technology

�String Analysis

�De-obfuscation

Smarter security for a smarter planet
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www.ibm.com/software/rational



The Premier Event for Software and Systems Innovation 

36
© 2011 IBM Corporation

© Copyright IBM Corporation 2011.  All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of 
any kind, express or implied.  IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials.  Nothing contained in these materials is intended to, 
nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement  governing 
the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates.  Product release 
dates and/or capabilities referenced in these materials may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment 
to future product or feature availability in any way.  IBM, the IBM logo, Rational, the Rational logo, Telelogic, the Telelogic logo, and other IBM products and services are trademarks of the 
International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

www.ibm.com/software/rational


