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Please Note:

IBM's statements regarding its plans, directions, and intent are subject to
change or withdrawal at IBM's sole discretion. Information regarding
potential future products is intended to outline our general product direction
and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a
commitment, promise, or legal obligation to deliver any material, code or
functionality. Information about potential future products may not be
incorporated into any contract. The development, release, and timing of any
future features or functionality described for our products remains at our
sole discretion.
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How is this web app vulnerable?

[ Altoro Mutual *

& C @ demo.testfire.net a8

SianIn | Contsct Us | Feedback | Search | |
AltoroMutual -g {

information and rescurces that you need to

Investments & Insurance help secure your information and keep it

—

B ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL o e Banking with FREE Online Bill Pa Privacy and Security
+ Deposit Product No stamps, envelopes, or checks to write " The 2000 employees of Altoro Mutual are
+ Checking give you more time to spend on the things dedicated to protecting your privacy and
+ Loan Products you enjoy. security, We pledge to provide you with the
+ Cards
-
.

Dther Services

confidential. This is our promise.

- - — a
SMALL BUSINESS LS - R

+ Deposit Products
Lending Servi = =
ol === Businass Cradit Cards
+ Cards ¥ : :
You're always looking for ways to improve
+ Insurance % ¥
e ] your company's bottom line. You want to be
« BRetirement x 5 e
e Real Estate Financing informed, improve efficiency and control
+ Other Services : .
Fast. Simple. Professional. Whether you are  expenses. Now, you can do it all - with 2
INSIDE ALTORO MUTUAL preparing to buy, build, purchase land, or business credit card account from Altoro
+ About Us construct new space, let Altoro Mutual's Mutual.
+ Contact Us premier real estate lenders help with Win an 8GB iPod Nano
+ Locations financing. As a regional leader, we knowthe  Retirement Solutions Completing this short survey will enter you
+ Investor Relstions market, we understand the business, and Retasining good employees is a tough task. in a draw for 1 of 50 iPod Nanos. We look
e B e we have tha track record to prove it See how Altoro Mutual can assist you in forward to hearing your important feedback.
o PErz== accomplishing this feat through effective
Retirement Sclutions.
Privacy Policy | Security Statement | © 2010 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application vulnerabilities and website |
defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either E
axprass or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to http://vww.watchfire.com/statements/terms.aspsx. i
1
|
|

Copyright € 2010, Watchfire Corporation, All rights reserved.
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How is this code vulnerable?

protected void doGet (Hotp3ervletRequest request, HttplervletResponse response) throws ServietException, ICExceptio

IJtring step = (request.getParameter ("step™)]):
if [(=tep == null)
SEEIJ = I rr:

3tring content = null:;
if [(step.equals("a™)){
content = "<hlrQuestion 1</hl>"+
fodiv width=4% "29%% "><prWThich of the following groups includes wour age?<ul: <liz<a href=H"survey_questiDn:
}
else if (step.equals("done™)){
content = "<hilxThanks</hil>"+
fodiv width= "39%% "><px-Me will contact yvou shortly at:<hr f><br /> <hb:>" +|redquest.getParameter ("txtEmail™)

h
else |
content = "<hlrWelcome</hls="+
fodiv width=%"99%% "><pr-If wou complete thiz survey, vou have an opportunity to win an iPod. Would vou like
}
resnonse, setContentTene ("tewt  htm]l ™)
regponzse.getliiriter () .write(content) !
response.getiiriter () .£1ushi)

© 2011 IBM Corpg
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Dynamic vs. Static Analysis

Total Potential N i .
/ Security Issues N + Dynamic Analysis

* Environment configuration issues

* Patch level issues

* Runtime privileges issues

¢ Authentication issues

* Protocol parser/serializer issues

¢ Session management issues

* |Issues in external 3rd party web
components

* Cross-site request forgery

* Malware analysis

Static Analysis

* Null pointer dereference
* Threading issues

* Code quality issues

* Issues in dead code

* Insecure crypto functions
* Issues in back-end application code
* Stored vulneabilities
* Complex SQL injection

Manual Assessment

* Business logic issues

Dynamic & Static

* SQL Injection

* Cross Site Scripting

* HTTP Response Splitting
* OS Commanding

* LDAP Injection

e XPath Injection

* Path Traversal

» Buffer Overflows

* Format String Issues

© 2011 IBM Corpe
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Hybrid Analysis

Hybrid
Analysis

Black White

\ Box Box

Hybrid Analysis Technologies in IBM Rational AppScan:
= Correlation

= JSA (JavaScript Security Analyzer)

||:H
H"
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Correlation & Aggregation

Dynamic Analysis issues
AppScan Standard
AppScan Enterprise

Correlated and/or Aggregated issues
+ AppScan Enterprise
AppScan Reporting Console

Static Analysis issues
AppScan Source

I~ | ‘ L | Test URL Element Issue Type - Source File API Line

O @ http:/{duncans-xpd:E080/altoromutualjdoLogin uid Blind SCIL Injection % ltorn 1%\ sroimaintjavalcom!ibmirationalappscant altoromutuallutil DEUEL java java.sql.Statement . executeQuery 112

H @  hitp:fiduncans-xpd:E0801akeromutualidoLogin passw Blind 50L Injection halkora T\ srdimaimjavalcomtibmirationalappscanialtoromutualiutilDBURLjava  java.sql.Statement. executeQuery 112

L] @ http://duncans-xpd:B0607altoromutualidoLogin uid Blind SGL Injection “ahlkoralk\srcmaintjavatcom|ibmirationall

O ©  http:jduncans-xpd:E0801aloromutualibank/customize. jsp lang Cross-Site Scripting alkorn1%|kargetiAltora]_mwnihank|oust \/ . .

[ 6 ollmaessotstomamasiomyoonss amy oo ts e Higher confidence

L] @ http://duncans-xpd:B060faltoromutualjsearch. jsp quety Cross-Site Scripting “Lalkorol\kargetialkorol_mynisearch. jsp J N N

O @  hitpfjduncans-xpd:a0a0fskaromotusliadmin/addaccount username Dakshase Error Pattern Found o Alkora e \srcmaintjavalcomibmirational FeWe ri SS u eS to trl ag e

H @ http:jduncans-xpd:3080/altaromutualiadmin/addaccount accttypes Database Error Pattern Found haltora %kl srdimainjavalcomlibmirational ‘/ . . . .
L] @ http:/iduncans-xpd: G060/ altor omukualf admin/addaccount UsErname Database Error Pattern Found “AlkoralsL\srcymainjavalcomtibmirational AI I ISS u es I n a SI n g | e | OCatIo n
O @  hitpfjduncans-xpd:a0a0fskaromotusliadmin/addaccount  username Dakshase Error Pattern Found o Alkora e \srcmaintjavalcomibmirational . .

.} % http:/{duncans-xpd:B080faltoromutualibank/showAccount listaccounts Link Injection (Facilitates Cross-Site Request For %eAlkorol%slsrcimaintjavalcomlibmirational ‘/ E aS I e r to fIX

O W http://duncans-xpd: 3080 altoromutualjsearch. jsp quety Link Injection (Faciitakes Cross-Site Request For %.Alkorolet\kargetialkorol_mvnisearch. jsp (SO u rCe COd e IOCati O n +

H W httpfiduncans-xpd:a0801akaramutuslibank/queryspath.jsp query Link Injisction (Faciitates Cross-Site Requast Far %Altaral1%\targetialtoral_myvnibankiquar

[] %  http:ffduncansxpe:a080faktoromutualibank/customize.jsp - lang Link Injection {faciitates Cross-Site Request For Sltora)%\targetiélora]_mvripankicust re p rod uct i on scena ri 0)

O ©  http/jduncans-xpd:080f altoromutualf admin/addaccount username: SCL Injection “LAalkoroleL\srcymaimjavalcomtibmirational

L] @ http://duncans-xpd: 8080 altoromutualladmin/addaccount acckbypes SGL Injection “ahlkoral%\srcimainjavaicomiibmirationall appscan)altaromutualutil DBLK, java java.sql.Statement, execute 327

.} @ http:/{duncans-xpd:E080altoromutualiadminaddaccount username SGL Injection %oltorn 1% sroimaintjavalcom!ibmirationaliappscantalioromutuallutifCBLUGL java  java.sql.Statement. execute 350

O ©  http/jduncans-xpd:080f altoromutualf admin/addaccount username: SCL Injection “LAalkoroleL\srcymaimjavalcomtibmirationall appscanialtoromutualutif| DU java java.sql.Statement. execute 338

© 2011 IBM Corpg
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Aggregated Issues in Compliance Reports

= Compliance reports in AppScan Reporting Console and AppScan Enterprise
include both dynamic and static analysis issues to give a complete view of an
organization’s security compliance

The Payment Card Industry Data Security Standard (PCI) [0 b | »Eporty p4dEmal v & @

Last Updated: 5/6/2011 10:20:20 AM

Summary Group Show Search Layout

There are 22 issues making you non-compliant with 40 regulation(s)

All items
Items 1-22 of 22 Go to page: 1ofl
setor: [BpoBER =] [0 ID

™ | ¢ |1ssue | 1ssueType | TesturL Element Source File | a1 Regulation |

9 5939* Poison Mull Byte Windows Files Retrieval  htip: /frevelation/acmehackme bank/content.aspx  content Requirement 2.4, Requirement A.1.3, R
O O 5962* Microsoft I1S .printer Buffer Overflow http:/frevelation/acmehackme MNULL. printer Requirement 3, Requirement 6, Require
O 9 144 PathTraversal testapps Yewindows\csharp\sharpPDF \Fonts\TTF IO \Advance System,IO.FileStream. FileStream Requirement 2.4, Requirement A.1.1, R
O O 6065* Cross-Site Scripting http:/frevelation/acmehackme fbank login, aspx uid Requirement 2.4, Requirement A.1.3, R
O 9 s091* Cross-Site Scripting http: fjrevelation/acmehackme fbank/search. aspx searchterms Requirement 2.4, Requirement A.1.3, R
O O 6040* Unencrypted Login Request http:/frevelation/acmehackme fbank login. aspx passw Requirement 2.3, Requirement 2.4, Rec
O O so082* Predictable Login Credentials http:/frevelation/acmehackme bank login, aspx Reguirement 2, Requirement 2.1, Requi
O O sosa* 115 localstart. asp Possible Brute Force http: ffrevelationlocalstart.asp Requirement 2, Requirement 2,2.4, Rec
O 9 s5850* 5QL Injection http:/frevelation/acmehackme fbank login, aspx uid Reguirement 2.4, Requirement A.1.3, R
r 9 5846* Authentication Bypass Using SQL Injection htip:/frevelationfacmehackme bank login.aspx passw Requirement 2.4, Requirement A.1.3, R
O W 6039* Cross-Site Request Forgery http:/frevelation/acmehackme fbank login, aspx Reguirement 2.4, Requirement A.1.3, R
O W 6064* Session Identifier Mot Updated http: fjrevelation/acmehackme fbank login.aspx Requirement 2, Requirement 2. 1, Requi
O W sogo* Inadequate Account Lockout http:/frevelation/acmehackme fbank login. aspx passw Requirement 2, Requirement 2.1, Requi
O W1 Validation.Required “utestapps % Wwindows \csharp\sharpPDF \pdfDocument. cs System.I0.Stream. Write Reguirement &, Requirement 6.3, Requi
[} W o49* Injection %utestapps % windows\csharplsharpPDF \pdfDocument. cs System.I0.Stream. Write Requirement &, Requirement 6.3, Requi
O w7 ErrorHandling RevealDetails. Message testapps e Wwindows \csharpsharpPDF \Fonts \AFMiafmFontRe System.Exception.get_Message Reguirement 2.4, Requirement A.1.1, R
r W 5954* Directory Listing http: jrevelation/acmehackme fadmin/ Requirement 2.2.2, Requirement 22,3,
O @ 5955% Hidden Directory Detected http:/frevelation/_private/ Requirement 2, Requirement 2.1, Requi
r @ 111 Logging. Required testappsYewindows\csharp\sharpPDF \Fonts\TTF O \Advanc: System.Exception.get_Message Requirement 2, Requirement 2. 1, Requi
O @ 5981* Direct Access to Administration Pages http:/jrevelation/acmehackme fadmin fadmin.aspx Requirement 2, Requirement 2.1, Requi
O @ 5go9g* Application Input Restrictions Bypass http:jrevelation/acmehackme bank/account.aspx  listAccounts Requirement 2.4, Requirement A.1.1, R
O @ 5883* Database Error Pattern Found http:/frevelation/acmehackme fbank login. aspx passw Requirement 2.4, Requirement A.1.3, R

© 2011 IBM Corpg
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Aggregated Issues in Dashboards

= Dashboards in AppScan Reporting Console and AppScan Enterprise include both
dynamic and static analysis issues to allow management to get an overall picture
of their organization’s security health

- Company Dashboard - Security v [ Export ~ [id Email » &

Last Updated: 5/6/2011 10:41:56 AM

Security Summary Security Details

Report Pack HtenIAJI Report Packs ;I Apply

[, 1ssue Severity by Report Pack - All Report Packs

'ore Repol 5 Acme Company'Store
St Reports C ‘b
supportreports | [N (| V' Acme Company Support

Main Website Reports @ [-: ¥ Acme CompanyMain Website
Intranet Reports @ l ¥ Adme Company\Intranet
[U 100 200 300 400 500 60O
[5i, Security Issues by Severity - All Report Packs [f, Breakdown by Security Risk - All Report Packs
Y po po
O High 427 & Itis possible to execute arbitrary code on the Web application's dients 139
¥ Medium 122 & Tt might be possible to undermine application logic 106
@ Low 612 @ Itis possible to prevent the web application from serving other users (denial of service) 75
. Itis possible to steal or manipulate customer session and cookies, which might be used to impersonate a
[ mformation £2 LY legitimate user, allowing the hacker to view or alter user records, and to perform transactions as that user BL
& Ttis possible to access information stored in a sensitive data resource 17
Q Itis possible to access (read, write, modify or delete) any file (e.g. databases, user information or configuration 16
files) on the web server {under the permission restrictions of the web server user)
& Itis possible to view, modify or delete database entries and tables 16
Show All
[, Top Security Issues - All Report Packs [i, Breakdown by Threat Class - All Report Packs
0 CrossSiteScripting 138 ils e ———
O validation.Required 106 © Crosssite Saipting 169
@ Injection 57 & Improper Input Handling 106
@ CrossSite Scripting 21 & Abuse of Functionality 57
B PathiTraversal 16 &) Malicious Content Tests 18
© sqL Injection 14 @ Path Traversal 16
@ Malicious, Trigger 10 Q@ 5QLInjection 16
Shos il &) Denial of Service 10
Show All

© 2011 IBM Corpg
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Attack Vector Detection

S s

on Reseach Lab

IBM T.J.Wats

Maps static analysis issues to their

associated URL and parameter name WBview: XSS at customize.java line 12

Attack Vector Detection
does the mapping

Correlation
XSS at account.jsp, parameter “lang”

Cross-validation

Uniform presentation

The same issue can look differently from a WB or BB point of view
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Hybrid Analysis for Client-Side Security
Motivation
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Three Types of XSS

http://demo.testfire.net/disclaimer.htm?url=http://www.netscape.com

19
29
21
23
24

31
32
33
35
36
37

1. Reflected
2. Stored
3. DOM-based B

}
var iPos = document.URL.indexOf("url=")+4;
var sDst = document.URL.substring(iPos,document.URL.length);
</script>
</head>
<td>

<p>This hyperlink allows you to access a third party website:
<br /><br />
<b><script>document.write(unescape(sDst));</script></b>

<br /><br />

Please read the privacy policy of the linked website, which

may differ from the privacy policy of the Altoro Mutual website.

Example of trace provided by JSA

© 2011 IBM Corpg
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Reflected XSS

[
gL |

Script reflected into HTML response
g without proper encoding

Web Application

L-*

Attacker Victim

Attacker’s evil script
executed using
victim’s credentials

link
embedded with
evil script
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Stored XSS

[
-l

by dAttacker’s
Q& evil script

| w

4+~ v

=

Web Application

Attacker’s evil script
executed using
victim’s credentials

Attacker Victim




[0
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DOM-Based XSS

[
gL |

Evil script not sent to server

Web Application

Attacker’s evil script
executed using
victim’s credentials

link
embedded with
evil script

Attacker Victim
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1

I
-l
(LU

Open Redirect

Phishing Site

Web Application \ /

link

Redirection

Attacker Victim




[0
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1
I
-l

Logic Moving to the Client-Side

Client-Side Logic in Web

Applications
30%
25%
25%
15%
10%
5%
5% ‘—H
0% |
5 Years Ago Today

-> Challenge for black-box, white-box testing

© 2011 IBM Corpg
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Security Problems in JavaScript

AMERICA’S LARGEST CORPORATIONS

500 BEK

of Fortune 500 websites have
exploitable security issues in
JavaScript.

According to an IBM study performed in 2010

© 2011 IBM Corpe
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Static Analysis

=
eny sue
Pr1v-" bt
on ETT T S
rimT‘"’r- :
ssLect cas® b
S weack’
orwwedST et <7
cas® Trorwer® ﬁ
bru\le\-ﬁ\' owseT"
cas® ““eﬂ,e._.,\\“
b‘.““e“st@“' ( :
an
c.g‘ n“o“
L _Adlﬂasatg
A

Source
Code
Model
Perform
Analysis

e- I {
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1

I
-l
(LU

Modeling

int main() {
int sum =
int 1 =
while (i < 11) {
sum = sum + 1i;
1 =1 + 1;

}
printf(“%d\n”,sum) ;
printf(“%d\n”,1);
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Taint Analysis

= Information-flow violation problems
can be solved using static taint analysis

Source ==» request.getParameter()

LT
e
........
"~
.
.
.
.

Sink =% document.write()

(*) Non-issue if sanitizer used

= Limitation: binary analysis — data is either tainted or not

22

© 2011 IBM Corpg
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Challenges in Static Analysis (1)

Tradeoffs

= arge models or small?
=Faster analysis or more accurate?

*Bias towards false positives or
false negatives?

The Balancing Act

23

© 2011 IBM Corpg
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Challenges in Static Analysis (2)

Abstraction

‘ Speaking the right language,
picking the right abstraction.

=Taint analysis is a binary analysis:

‘ either tainted or not

=But accurate security assessment
requires understanding of string

The Babel Fish content and context

24

© 2011 IBM Corpg
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Introducing JavaScript Security Analyzer (JSA)

What is JSA?
= JavaScript Security Analyzer — An extension of AppScan TYTIYT N IR g n— ¢
Standard, developed in collaboration with IBM Research, = B'f S R
that does static taint analysis of JavaScript, detecting a IS R .
‘.‘::M n . M JavaScript Security Analyzer

range of client-side security issues:
JavaScript Security Analyzer

With String Analysis Tachnology

*DOM Based Cross-Site Scripting  *Web Worker Script URL Manipulation

«Phishing Through URL Redirection Notification Phishing E.:“' : %i‘;;%‘:;:g%z;:mﬂmm o sttt sty oo s
«Email Attribute Spoofing «Client-Side Stored Cross-Site Scripting —_— e PO bened Crose Sle Seneine
S
Why is this significant? . s

= The role of JavaScript in modern web applications
becomes greater as technologies such as AJAX, Dojo and
HTML5 become more prolific.

- P T +*pud
B i T s TE e

= It makes AppScan the first tool in the world capable of
detecting a range of client-side security issues. These
issues are very common but no other tool exists today that
can find them.

= JSA makes AppScan the first scanner that applies BB Irﬁ"!r STRING
and WB in the same scan. ysis /*analysis*/

fiisms @8 PE $2 0N

i f D WALA
OBFUSCATION T s

= JSA completes a missing piece in scanning modern web L(g) Java l AXFQ)%.:;;C;;Sn l IBM GETTET
applications. JSX provides an answer for crawling, JSA <= POWERED Framework Research software
provides an answer for testing. In the future we see great
potential for synergy between JSX and JSA.
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How To Run JSA

JavaScript Security Analyzer

JavaScript Security Analyzer
With String Analysis Technology

= Run a normal scan with AppScan Standard. | 7ezeiesem s s

JavaSeript Security Analyzer applies static analysis to detect client-side security izsues such
as DOM-based Cross-Site-Scripting.

= JSA works behind the scenes,
analyzing JS content in all visited URLSs.

» No configuration required.

Analyze Now

» Any issues found are added to the issue list,

just like other AppScan issues. ] ey UL espe som
» Issues appear in the GUI, the reports etc. Sl e e
» Data-flow trace is provided for the issues found. z ’/
» JSA activity appears in the scan log. T —
» JSA runs in parallel to the test stage, oot

Ina Separate process. Example of trace provided by JSA

= JSA can run on demand (“Analyze Now”) or automatically as part of scan
(every time test stage starts).

» JSA is smart and will not analyze the same content more than once, even if AppScan visited the same
page several times.

= TIP: you can also apply JSA to your existing scan files!
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Notable Features in JSA

= HTMLS5 support

» World’s first and only tool to analyze and detect client-side security issues in
HTML5

= String Analysis

» Enables the engine to eliminate many non-exploitable issues automatically, and
to detect other issues more accurately

= De-obfuscation

» De-obfuscation is now integrated into the engine. When JSA finds issues in JS
files that are obfuscated or packed, the code is automatically de-obfuscated
before the results are presented, making issues easier to understand and triage

27
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String Analysis in JSA

= Used to verify the exploitability of issues found by taint analysis
= Solves almost all false positives (non-exploitable results) in JSA

= |s sound; never eliminates true positives

28

© 2011 IBM Corpg
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Motivating Example

39 if (url=="popups/emta.asp” || url=="../popups/emta.asp")

40 {

[ 1] url= url + "?1=" + window.location

43 1ft = (screen.availWidth -w)/2;

44 t = (screen.availHeight -h)/2;

45 p = "scrollbars=" + sb + ",resizable=" + rs + ",status=" + st
m [ 2] window.open(url, rand(101)-1, p);

47 SINK—

48 function rand(number) {

49 return Math.ceil(rnd()*number);

Real world example of JavaScript issue detected by taint analysis
= Taint analysis is not “smart” enough. Sometimes, even when there is taint flow,
issues are not exploitable.

= In this case, tainted data flows into a ‘window.open’ command, supposedly
allowing an attacker to redirect to a malicious site (phishing).

= However, the tainted string is appended AFTER the original URL and a ‘?’
character. Therefore, the target hostname is not controlled by the attacker.

= The issue is not exploitable. How do we detect that automatically?
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String Analysis in JSA
= String Analysis in JSA is used for eliminating false findings. It models strings as a

concrete prefix and an unknown suffix, which is a natural fit for taint analysis: The part
controlled by the attacker is unknown, but the uncontrolled prefix is modeled precisely.

URL as Source

http://www.mysite.com/folder/page?a=1&b=2#anchor

NOT CONTROLLED BY ATTACKER CONTROLLED BY ATTACKER

= If String Analysis determines that at the point of the sink, the host and path parts are both
fixed and not controlled by an attacker, the issue is eliminated. This is a very powerful
analysis, allowing superior accuracy when it comes to ruling out non-exploitable issues:

function leasvingi(){

rar result, search term = 'login.html':
yar replaceltr = 'login.jsp':
rar str = document.URL:
var url check = str.indexOf({ search term |
if {url check > -1} {
result = str.substring(0,url check);

= regsult + replacel3tr +
str.substring( (url check+search term. length),str.length);

resultc

document . TRL = result; }}
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More Uses for String Analysis in JSA

http:/lwww.morganstanley.com/js/ms.js

var subject
var message
var newline

"Information from morganstanley.com”;
"Please read the article below from morganstanley.com:";
escape("\n\n");

var link = document.location.href;

var mymsg + email + "?subject=" + subject + "&body=" + message + newline + link;
document.locatrom nref = mymsg;

//alert (mymsg);

= In this real-world example, String Analysis can tell us that the target URL always
begins with “mailto:”

= This allows us to re-classify the issue type as “Email Attribute Spoofing ” instead
of “Open Redirect”

» giving more granularity into the type of risk

» providing results that make more sense to the user
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BEFORE

| HDE -

OBFUSCATION

AFTER

1

- o

1

- PR mnm

mnw ™
-]

http:/fwww.evite.com/party/invitations/com.evite.neo.gallery.nocache.js

http:/fwww.evite

o0

function com_evite neo_Gallery(){var 1="",F="" for "gwt:onLoadErrorFn"',D="" for “gwt:onPropertyEr]
\fscript:’,p="#',r="/",vb="BC57ABDD1132C7DFA25E35FB70390@37. cache.html",th="3504@9DE842147FB19385
<\/script>',ac="<script id="",Ab="<script language="javascript" src="",A ,q="?",C="Bad handler

com_evite_neo_Gallery',kb='ie6',ab="iframe’,t="img",bb="javascript:''",pb="loadExternalRefs",v="me
<\/script>',ob="unknown',fb="user.agent’  hb="webkit';var cc=window,k=document,bc=cc._ gwtStatsEven
{try{return cc.externald@i(cc.external.gwtOnLoaddfcc.location.search.index0f(yb)==-1)}catch(a){rety

function oc(){if(wcd&mc){var c=k.getElementById(m);var b=c.contentWindow;b._ gwt_initHandlers=com_|

function jc(){var j,h=Fb,i;k.write(ac+h+n);i=k.getElementById(h});j=i881.previcussibling;while(j&&jH

3if(ji&j.src){gc=F(j-src)}if(gc==1){var e=k.getElementsByTagName(s);if(e.length>@){gc=e[e.length-1
function tc(){var f=document.getElementsByTaghame(v);for{var d=8,g=T.length;d<g;++d){var e=f[d],h=|
{alert(C+b+F) 11111}

function yc(d,e){var a=fc;for(var b=8,c=d.length-1;b<c;++b){a=a[d[b]]||(a[d[b]]=[]1)}a[d[c]]=e}
function ic(d){var e=vc[d](),b=zc[d];if(e in b){return e}var a=[];for{var ¢ in b){a[b[c]]=c}if{uc)

Iparty/invil lcom.evite.neo.gallery. he.js
function com_evite_neo_Gallery(){var 1l='',F="" for "gwt:onlLoadErrorfFn"',D="" for "gwt:onPropertyE

<\/scripts',p="#',r="/",vb="0C57ARDD1132C7DFA25E35FB7@390@37. . cache. html ', th="350409DE842147FB1935
<\/script>',ac="<script id="',Ab="<script language="javascript"” src="',A="=',q="?",C="Bad handler
com_evite_neo_Gallery',kb="ie6',ab="iframe’',t="img",bb="javascript:''",pb="loadExternalRefs’,v="m
<\/script:',ob="unknown',fb="user.agent’ ,hb="webkit ' jvar cc=window,k=document,bc=cc._ gwtStatsEve
{try{return cc.externald&(cc.external.gwtOnLoad&8cc.location.search.index0f(yb)==-1)}catch(a){ret
Ffunction oc(){if (wcl&mc){var c=k.getElementById{m);var b=c.contentWindow;b._ gwt_initHandlers=com|
Ffunction jc(){var j,h=Fb,ijk.write(ac+h+n);i-k.getElementById(h);j=i&&i.previoussibling;while(j&&
jif(jR&j.src){gc=f(j.src)}if(gec==1){var e=k.getElementsByTagName(s);if(e.length>@){gc=-e[e.length-
Ffunction tc(){var f=document.getElementsByTaghame(v);for(var d=8,g=T.length;d<g;++d){var e=f[d],h
{alert(C+b+F)}515h)

function yc(d,e){var a=fc;for{var b=8,c=d.length-1;b<c;++b){a=a[d[b]]||(a[d[b]]=[])}ald[c]]=e}
function ic(d){var e=vc[d](),b=zc[d];if(e in b){return e}var a=[];for(var c in b){a[b[c]]=c}if(uc
var kc;function nc(){if('kc){kc=true;var a=k.createElement(ab);a.src=bb;a.id=m;a.style.cssText=db
vc[fb]=function(){var d=navigator.userAgent.tolLowerCase();jvar b=function(a){return parseInt(a[1])
{if(b(c)>=1008)return mb}return lb}return ob};zc[fb]={gecko:8,geckol_8:1,ie6:2,o0pera:3,safari:4};
(new Date()).getTime(),type:qb});var xc;if(lc()){xc=rbjelse{try{yc([mb],sb);yc([ib],tb);yc([1b],u
if(k.addEventListener){k.addEventListener(xb,function(){nc()sqc()},false)}var rc=setInterval(fun
{__gwt_scriptsLoaded[zb]=truejdocument.write(Ab+gc+Bb) }k.write(Cb)}

1in 5 issues found with JSA were obfuscated
We support de-obfuscation of JS files
Negligible overhead

http:/iwww.evite
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party/invi [com.evite.neo.gallery.nocache.js
if (e.length > @) {
gc = e[e.length - 1].href
T else {
gc = f(k.location.href)

}
} else if (gc.match(/*\w+:\/\//)) {} else {
var g = k.createElement(t);

i

party [com.evite.neo.gallery.nocache.js
while (j && j.tagMName != o) {
j = j.previoussibling
}
function f(b) {
var a = b.lastIndexOf(p);
if (a == -1) {
a = b.length
}
var ¢ = b.index0f(q);
if (c == -1) {
¢ = b.length
}
var d = b.lastIndexOf(r, Math.min(c, a));
return d »= @ ? b.substring(®, d + 1) : 1

}

J:H" (7 && j.src) {
gc = f(j.src)

}

if (ge == 1) {

var ¢ = k.getElementsByTagName(s);
if (e.length > @) {

gc = e[e.length - 1].href
} else {

ge = f(k.location.href)

} else if (gc.match(/"\w+:\W/\//)) {} else {
var g = k.createElement(t);

oc()

3c0)s
tc()s
bc &% bc({

i
e

moduleName: m, subSystem: x, evitGroup: cb, millis: (new Date()).getTime(), type:

if (!_ gwt_scriptsloaded[zb]) {

}

k.write(Ch)

__pwt_scriptsloaded[zb] = true;
document.write(Ab + gc + Bb)

qb
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JSA Evaluation on Real World Websites

Whitepaper with JSA Results
P Roc ESS IBM Software “Technical White Paper

Rational

= Scanned 675 real-world websites

»  All Fortune 500
Close encounters of the
»  Web100 “top websites of 2010” third kind

A look at the prevalence of client-side JavaScript
vulnerabilities in web applications

» Customer apps

= 200 to 500 pages per site; total >160,000 pages

Executive summary
Contents In the past ten years, many whitepapers, research articles, and blog
. e . . posts have been published on the subject of server-side web application
L} M an u al |y reV| ewed & CIaSS |f | ed al | f|nd | ngs 1 Executive summary vulnerabilities such as SQL injection, Cross-site seripting, and HTTP
response splitting. In addition, several projects such as the WASC Web
2Technical details z _ S : g
Hacking Incident Database’ or the WASC Statistics’ projects have tried
. 7 Summary to estimate the incidence of such issues in the real world. On the ather
n Repeated|y scanned and |mproved JSA based on the results . hand, dhere s 2 dearth of information and statisdes on the incidence of
client-side JavaScript™ vulnersbilities in web spplicaions, even though
these vulnersbilities are just as severe as their server-side counterparts.
We suspect that the main reason for this lack of information is that
client-side vulnerabilities are harder to locate, and require deep knowl-
edge of JavaScript and the ability to perform code review for HTML

R ES U LTS pages and JavaSeript files.

As Web 2.0, AJAX applications and rich internet applications (RIAs)
become more common, client-side JavaScript vulnerabilities will prob-

= >15% sites with confirmed vulnerabilities il o e

. . This whitepaper presents the results of a research recently performed
»  Primari Iy DOM-based XSS by the IBM® Rational® application securiy group inta the prevalence
of client-sids JavsSeript vulnerabilities. For this resarch, we used o

new IBM technology called JavaSeript Security Analyzer (JSA), which
performs static tint analysis on JavaScript code that was collected from

web pages extracted by an automated deep web crawl process. This
kind of analysis is superior to and more accurate than regular static

™ 950/° of JSA’S flndlngS are eXpIOltabIe true pOSItlveS wine analysis of JavaScript code, as it includes the entire JavaScript

cadebase in its narural environment: fully rendered HTML pages and

the browsers Document Object Model (DOM).
» String Analysis eliminated false positives

© 2011 IBM Corpg
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Summary

What is Hybrid Analysis?

Correlation
» Attack Vector Detection

JavaScript Security Motivation

Smarter security for a smarter planet

Static Analysis overview

JSA Technology
» String Analysis
» De-obfuscation

© 2011 IBM Corpg
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