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Please note

IBM’s statements regarding its plans, directions, and intent are subject to change or
withdrawal without notice at IBM’s sole discretion.

Information regarding potential future products is intended to outline our general product
direction and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a commitment,
promise, or legal obligation to deliver any material, code or functionality. Information
about potential future products may not be incorporated into any contract. The
development, release, and timing of any future features or functionality described for our
products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM benchmarks
in a controlled environment. The actual throughput or performance that any user will
experience will vary depending upon many factors, including considerations such as the
amount of multiprogramming in the user’s job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an
individual user will achieve results similar to those stated here.




i

E

Desire for fast
and continuous
innovation

S

Customers

i

)I Line of Business

Innovate:

Requirements

Addressed by...

N

Addressing Application Lifecycle Management gaps

Dev & Test
Teams

Code & Tests

Addressed by...

p

Operations

Team

Business
Services




Software Delivery Challenges: what we hear from customers
Needs:

e Reduce cycle time and delays
* Improving software delivery efficiencies with standardization and automation

°|m P rovi ng QU a I Ity Of Del ive ry an d red uci ng rOI I - ba Cks Simplified view of a single-release pipeline. In general, there are multiple

projects, releases, and technologies at play

Takes Weeks/Months to deliver a change

Development Operations
Team Team
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Development Test QA Staging Production
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Quality Challenges Release Challenges Process and Cultural challenges
° D(i:}‘ficqltie; irf1 reproducing e Differences in Dev/Ops environments ® Point-Point, adhoc and Fragile integration of tools
pro uct|.0n € e.cts e Siloed / Limited automation ® Poor visibility, stability and extensibility
e Long time to fix defects ) T .
e Long set up time e Cultural barriers limiting collaboration

e Poor Test coverage




Current Customer approaches addressing these challenges..

Selective & Siloed automation of the delivery process with limited benefits
Poor visibility and control impacting cycle time

Build Automation
. . Automated Testing
Continuous Integration
Result - Delivery Result - Delivery Result - Delivery
Milestone Milestone Milestone
7] l \
g — \ Deploy f ' Prod
< # \ eploy Tor 3 | & \ rodu
s r_./ Build package Smoke Test Testing Testing | Staging | tion
2 Delaj Delay Eelay Delay Delay
Incident Managet nent
Deployment Automation

Middleware Deployment Automation
Env Config Automation

Infrastructure Deployment Automation
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Need for a Simple approach to bringing agility across the lifecycle
Continuous and automated delivery of changes leveraging Cloud

Takes Weeks/Months

Result - Delivery Result - Delivery Result — Delivery

Milestone Milest Milestone 1
0 l \ ' \ *Long Cycle Time
g '_> Build package Smoke Test D?rzlsc:\i/nfgor Testing ‘ Staging \ \ ’ ::?::
2 Delay Delay/ Eelay Delay] Delay] *Poor Visibil |ty
Incident Management “ J V an d CO ntro I

* Process Simplification
* Automation
e Standardization

* Quality
Takes hours/mins

n

- 0)° Deploymen -"- {z
E@{é} c</u\>{§’} %@gg’} envi;onrpen%i" «s| .~ *Reduced cycle
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2 ) Contmuous Delivery —— eiF é time
ontinuous Feedback —— * Control, Agility
- . ’
c ope
Incident Management and scalabil Ity
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Time is now for DevOps
Trends accelerating the need for Continuous Delivery

.
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DevOps Principles & Values

e Collaborate across disciplines

* Develop and test against a production-like system @ 6

P & P Y People ¢§'I &
* Deploy frequently Process ()
* Continuously validate operational quality Information €

characteristics




How do we make this happen?

Automate Everything

Dashboard

Version Everything

Application Artifacts
Dev

Instrumentation

Test Everything

Audit and
Monitor

and

Configuration )

Track and Plan Everything

W=

Ops

Audit and Monitor Everything

Track and
Plan

Dashboard Everything
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Infrastructure
Developer

Developer

Tester
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Automate Everything

4
- @ =
. 'EJ\" i
Application (
Install & Config r .‘Iatlm

“ Repeatability
“ Reliability
= Consistency
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DevOps leverages IBM’s Pattern Strategy for Workload-Aware Cloud

. Workload Awareness

— Consistent framework for deploying and managing middleware and
applications in cloud environments

. . ) Cloud Enabled Middleware
*Standardized patterns capturing best practices

*Automated, workload aware deployment and management - -
*Virtualized middleware content for cloud deployment ‘
*  Deployment Flexibility

Pattern based deployment
— Portable across deployment environments

and management
*Hosted and Managed environments

*Heterogeneous Enterprise Systems
*Expert Integrated Systems

Hosted and Managed Environments Heterogeneous Enterprise Systems Expert Integrated Systems
I B | 1| 0 i I T
X p z
IBM SmartCloud IBM Workload IBM PureApplication
Application Services

Deployer

System
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Virtual System Patterns to standardize and automate deployments

Dev & Ops Work together to create patterns

—

DevOps - DB2 Enterprise and WAS Highly Availtgaffoter

2

[ Deployment manager =
8.0.0.1 % Custom nodes
8.0.0.1 8.0.0.1

=
& Cluster configuration -
&1 VM tuning ¢ iwd_InstallSTAF_Linux

Application || Liie § e comotorcs Provisions to the
database dluster PEE— \  DavOps Bootstrap Cloud /IBM Sma rtCIOUd
i1 provisioning
| Script for OS IBM Integrated Workload

¢ iwd_VMCompliance =
¢ DevOps Bootstrap D e p I Oye r
IBM PureSystem

¢ iwd_InstallSTAF_Linux
$ iwd_vMCompliance

“81 DB2 Enterprise HADR

¥+ DB2 Enterprise HADR
Standby Primary
9.7.3.1 9.7.3.1

$ iwd_InstalSTAF_Linu $ iwd_InstalSTAF_Linx SCTipt for
Compliance

Script for — 7
DeVOpS I  DevOps Bootstrap % DevOps Bootstrap

Consistent framework for deploying and managing middleware and applications in cloud environments

Standardized patterns capturing best practices

Portable across deployment environments




Version Everything:
Library of Deployable Artifacts

3 -
4
Infrastructure
Developer 4
%03?‘ Oe//lx
\ /bc‘f(/ 4
% "
NGy, _
Library 4

Source Control
Deliver Appligation
Code A

Developer A A A

D

Source Deployable
Tester

Artifacts Artifacts

-

W

Nex th NOW!

Innovate2(



#!/usr/bin/env ruby

class DevopsDeployer
def initialize(build url, build id)
@log = Logger.new (LOG_FILE)
@log.level = LOG LEVEL

@iaas_gateway = IaasGateway.new (HsltProvider.new(),
LOG_FILE, LOG_LEVEL)
@server instance = nil

rtc_build system provider = RtcBuildSystemProvider.new (
RTC_REPOSITORY URL, RTC USER ID, RTC_PASSWORD FILE)
@build = rtc_build system provider.resolve build(
build url, ENV['buildResultUUID'], build id)
@build system gateway = BuildSystemGateway.new (
rtc_build system provider, LOG FILE, LOG LEVEL)
end

def add build stamp
template file = WEB_APP ROOT +
"/app/templates/pages/page.html”
@log.info "Adding build ID stamp #{@build.id} to \
#{template file}"

# Read in the file's contents as a string, replace
# the build id, then overwrite the original c
# of the file

text = File.read
new_ tex

Nex tjf NOW!




Test Everything:
Continuous, automatic testing across the lifecycle

Did the app compile?

Did unit tests pass?

Infrastructure i P)
Developer - Did the app get packaged OK:
fo\‘?‘/— e//ke/.
. »{/Cfofe
TG .
% Library
Source Control
Deliver Application
Code
Developer : ‘ ‘ BU

)

Did deployment succeed?
Did BVT/Smoke test succeed?

Tester

Did system tests succeed?

Are performance tests succeeding?

1EM Softwn

Innovate2012.
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Consistent monitoring deployed throughout lifecycle

Resource >
>

& »

Event

Transaction

Net Bank

Resource
Event

Transaction

Credit Card

2>

>
>

Transaction Performance - _tivp079..KT3A

I\ 10ms Resp. time

~ /\ . 80 Requests

—

Sever Status

Client Status

HTTP Status - webserveri

Server Status Running

Failed Requests Rate 0.000

Server Failures Rate |~ JERJE!

HTTP Status - webserver2

Server Stalus 4 Running

Failed Requests Rate & o000
—

Server Failures Rate

Percent Available
] £ 100
Percent Slow |
0 e 00

WAS Status - v52540032achd
[

2o

172,831Kb

Server Status Connected
Hung Threads Tetal

Jvi Memory Used

CPU Used(%)

[ |
o 50

Conn Pool Used(%) [l

0 e 00
Heap Used(®)

o e 100
Real Time (%} |

0 0 00

WAS Status - v52540032ac-1

Server Stalus [ connected
Hung Threads Total 0

he|
VM Memory Used 233,714Kp

CPU Used(%)

0

2

£ 00

Conn Pool Used(%) [
0

Heap Used(%) [l
o £

00
Real Tima (%} I
0 e 00

DB Status - v525400caeal?
Instance Status Active
Max Table Space Used(%4) 50%
Max Failed SQL Stmts(%) 595
BufferUsed(%) |
0 0 00
Conn Entry Us ed(%) il
o 50 100
DB Status - v525400a62844

Instance Status
Queue Manager Status - brkqm1
Max Table Spac|

Queue Manager status Running
Max Failed SQL|
Channel Initiator Status 2 rctve

Buffer Usedi%) Gommand Server Status

Active

Conn Entry Use

MQ Status-H | Top 5 XMITQ Depth - brkgm1

Queue Manage:
qQt
TransQAsia
Q2
TransQeBank

Queve Status
Channel Status
Critical Errors

Event Count TransQTest

Queue Status - brkgm1
High Depth Queue(Court)
Queue Current Depth

DLQ Depth

Fut Inhabitied Queue(Count)

GetInhabitied Queue(Count)

Queue Manager Status
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Top 5 Put Inhaibited Queues - brkgm

2
TransQAsia
Q2
TransQeBank
TransQTest

Channel Status - brkgm1

'~ IR Current Channel Connections Adtive
2 retve Max Channels (%) 78%
Q = Wax Active Channels(%)

IR Indoubt Channels

3-

Server Connections

Top 5 Queue Depth - brkqm1

Q1
TransQAsia
Q2
TransQeBank
TransQTest

Top 5 Get Inhaibited Queues - brkgm1

2
TransQAsia
Q2
TransQeBank
TransQTest




Integrated Change
Management

]
-]

Source Artifacts
Source Control

Management

recipes

Delivery Pipeline

Automated Delivery Delivery
Task Execution Library
Build,

Package,
& Unit Test
Application
Binaries &
Platform
onfiguratio

Deployable Artifacts

Library

€

]|
II

i

Pattern driven Provisioning of
deployment environment

\/IBM SmartCloud
Enterprise

IBM PureSystem

IBM Integrated

Workload Deployer

Deployment
Environment

Innovate?(
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DevOps Integrated Architecture

Built on open standards allowing plug-in components from IBM
products, open source, and third party

Continuous Delivery Services

C |

g Delivery Delivery Instrumentation o tomation

o Pipeline i =

o) Dashboard . & Auditing n

E Services o | Bui

8 £ ~ Automation
(%)) 1

S =

o o

o 5 Deployment

> 2  Automation

2 Work Distribution : Library c N

- 8 Reporting . 5

@ Services Services S

g = Change

3] - Management

(7)) :

(o

8_ Rules Logging Licensing Security Storage i

P - Cloud-based

D, . . 5 .

S Foundation Services i Visioning
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Open Services for Lifecycle Collaboration (OSLC)

Working to standardize the way software lifecycle tools share data
Open Services for Lifecycle Collaboration

Lifecycle integration inspired by the web

* Community Driven — @ open-services.net
= Specifications for numerous disciplines

* Suchas, ALM, PLM and DevOps
* Defined by scenarios — solution oriented

Change
Management

= Inspired by Internet architecture

Lmked ' Y\\ S
/ \ vL|fecycIe Datq 3
(OSLC) ! \ o
= A different approach to industry-wide proliferation X '"W/o 4
L = BeW3C n Linked Data ) = —
I

\

Quality ”
I I Management
L Inspired by the web Free to use and share

Changing the industry y

Innovate:
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Introducing IBM SmartCloud Continuous Delivery
%
Collaborate: Dev and Ops co-develop app environment definitions and patterns
Dev and Ops use the same metrics in Dev/Test/Prod
Integrate: Continuously integrate , test & automate build changes onto standard cloud environments
Continuously deploy app changes into multiple (distributed and mainframe) environments
Optimize: Measure velocity of change based on agile processes supported by DevOps
Fipeline Fipeline
Configuration Automation 5 Clloud .
_ eploymen
‘—> | m—) g%

Change S < @ i
Management - e j - ‘)
Rational Cloud IBM SmarlCloud

Development Deployment Provisioning V21
. - IBM SmartCloud Library = | |BM PureApplication
: Continuous Delivery System
‘ ‘ F IBM Workload Deployer

Pipeline
t Reporting '

Integration fabric using OSLC

Capabilities packaged with SmartCloud Continuous Delivery
MNeeded Pre-reqgs
ey e —




1 Collaborate

Dev and Ops
collaborating
together to create
deployment patters

Script for
Application
Script for OS
Script for
. Compliance
Script for
DevOps

Scenario

Define 3 “ Execute

Define the DevOps ; Changes from
project with tasks for dev/test/Ops
build, deploy, test automatically
deploy changes to
the Cloud

& Build jke-delivery-dev 20120612-2028 ~

Build Activities

vﬁjxmeliww {Dan - JKE dev - Build)
¥ [ definitions
P (Sasset
P (Senvironment
¥ [y infrastructure

@ < gack T ibmfrastructure_UZU.Jsun

m infrastructure_693.json
¥ [Zinfrastructure
¥ [ chef
P (= cookbaoks
P (= nodes
P Syroles
P Goytests
@ build_properties.yml
[ rakefile

Nex tj: NOW!

4 " Measure

Measure against
desired metrics for
continuous
improvement




Adopt J

IBM helps ease adoption of DevOps Journey
Assess J

Acquire J

Implement J

Grow J

Pains, metrics, culture, technologies for DevOps adoption

= Roadmap aligning with business goals, metrics, milestones

= Solution capability mapping to Continuos Delivery roadmap driven by
IBM SmartCloud Continuous Delivery

= |nstall, Integrate, Implement, Skills transfer

= Grow, Scale with your needs



Creating standard workload patterns’

WebSphere advanced cluster (development) %, Refresh & Deploy Edit [ Clone Lock Delete

Advanced cluster (development) is a WebSphere Application Server Network Deployment topology with some of the

Dascription: Intelligent Management Pack features for small scale development environments.

Created on: May 23, 2011 11:20:09 AM
Current status: < Read-only

Updated on: Sep 9, 2011 2:27:03 PM
In the cloud now: (none)

Access granted to: Administrator [owner]

Everyone [read]

Topology for this pattern:

Deploys to ESX hypervisors.

a=! 2 o e=! 16 =
(& Deployment manager
7.0.0.17 . f5 Custom nodes , £4. On demand routers
‘ 7.0.0.17 : 7.0.0.17
B
ﬁ) Add IBM HTTP Server J==] B
node & iwd_InstallSTAF_Linux & iwd_InstallSTAF_Linux
B
< iwd_InstallSTAF_Linux & iwd_VMCompliance & iwd_VMCompliance

€ iwd_VMCompliance

Nex tf; NOW!
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ibm.com:B080/#stat

istory&accountType=Checking

JKE Banking

Demo: Application

¢ JQ- Google

Search

Welcome, Julie
Logout

Money That Matters

Dividend Contribution

Services

Certificates of Deposit
Open New Account
Close Account

Policy Change Request
Policy Change Status

Financial Services

Auto Loans

Vacation Home Finance
Today's Rates
Refinancing

Mortgage Details

Home Equity Lines
Amortization

Transactions
Account:
Checking
D Type
1 Withdrawd
2 Withdrawl
3 Deposit
4 Withdrawi
5 Withdrawi
3] Donation

Source Amount Remaining Balance
Bills $5.75 $6.790.00
Bills $600.00 $6,175.00
Pay $3,000.00 $9,175.00
Foed $175.00 $9,000.00
Car $7,000.00 $2,000.00
American Cancer Slclely $10.00 $1,990.00

Home Financal Poices ’ﬂ! Account P!'IM! mf.‘l Customer Service Branch Locaor

Copyright 2010, IBM

Nex tjf NOW!

Date
5/03/2010
5/05/2010
5/14/2010
§/22/2010
6/25/2010

11/18/2011




Demo: Security Test

I¥E Bamleimn

% bill — bash — 105%23
# run_exploit --amount 1@ --host security-test.ibm.com
Logging in to account 20@...
Attempting to hack account...
Success! Your account balance has been (maliciously) incremented 10 percent!

¢ 1

1B Soffwarn

Innovate Next ) NOW!
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Demo: Defect created

ano Defect 12975; Was able to make negative contribution - Change and Configuration Management a
4+ ||+ (Jhips:/jesnextibm.com/jccmd/web, projects/DevOps#action=com.ibm.team.workitem viewiWorkltem&id=12975 & Q- coogle )

e & DevOps

=" ]

‘Work Ihems

bl Work tams =

L
= Defect 12975 B @ ERE S (S
Summary: * iwasama o make negative contribution = | New | 5
Loaded: Nov 18, 2011 T:43 PM
Crvervigw Links Approvals History
Detalls Quick Information
Type [# | Defect =1 Cwmer: | Unassigned : {3 Subscribers (1) WPH
Severity: 2 [ Mormal I3 Priority: | | Unassigned ]
Subscribers
Found In: | Unassignad &) Planned For: | Unassigned H
Creation Dala Now 18,2011 T:43 PM Estimate: | Correction
Created By: | william P_ Higgins - Time Remaining
Project Area DevOps Duwe Date: | EB
Team Area: Development
Flled Against: = | Engineering ) ]
Tags: Secunty
e
Description Edit

Was able to directly hit the web service and submit & negative balance, thus stealing from charity.

Discussion Add Comment

Mo Commenis.

Innovate Nextj; NOW!




Demo: Fix the defect

[#] 12975: was able to make negative contribution iﬁ mu Iu ﬁ =9

b Properties

Java Structure Compare

¥ [J] Compilation Unit
v (@ ContributionBean
@8 validate(

Java Source Compare w F i X

ContributionBean.java (after) (read-only) ContributionBean.java @ Bill's Dev Workspace (before) (read-only)
Date= date;
} public void setOrganization(String organization) {
this.organization= organization;
public void validate() throws IllegalArgumentExceptio }
if (accountNumber < 8) {
throw new IllegalArgumentException(”Invalid a public void setPercentage(double percentage) {
+ accountNumber); this.percentage= percentage;
} else if (percentage < 1) { }
throw newlIllegalArgumentException("Invalid d
3 a:count"uwer * L] per-“_j_l'\. miclaVTd = comd od axbfalafClal ax J..I.J.‘_ r
} [#] 12975: Was able to make negative contribution |m_ =g
l} } b Properties
Text Compare
Jke_site.feature (after) (read-only) Jke_site.feature @ Bill's Dev Workspace (before) (read-only)
Feature: JKEFunctionalTests Feature: JKEFunctionalTests
Scenario: A new JKE website was deployed Scenario: A new JKE website was deployed
Given I have a jke web server Given I have a jke web server
Then I should be able to visit the homepage Then I should be able to visit the homepage
Scenario: A user tries to log in to the JKE website Scenario: A user tries to log in to the JKE website
Given I have a jke web server Given I have a jke web server

And I have @ user account And 1 have @ user account

N eW I eSt Then 1 should be able to login to the user account Then I should be able to login to the user account

Scenario: A user tries make a transaction with a negati/
Given I have a jke web server
Then I should not be able to contribute a negative am

Nex J




Demo: Deliver the fix

Tags security

owner T~

E— New >
Priority: L %2 0pen in Change Explorer

Planned For .
. Deliver

Overview I..|nks|A._pE I Suspend 3 . _
&, Bullds M .+ Discard... Advisor | 4" Search -
2 outgoing change se!  Reverse Sl AL ¢ EE | o«
e [Bills DeviWork  peliver and Resolve Work Item...
. Submit for Review...
Vg CLM Sample
V2 Outgoing Complete

1297 . : service from accepting negative contributions
1297 St Currant |

25 ciMsample  Edit Comment

= Frameworks

FComas 11DV
A Pending Changes | £ Change Explorer | &l Work Items | # Team Adviser | 4 Search B B Fper B | g T 50O
Jke.cloud - Found 16 Bullds {1239 ms) |
Buiild Label Progress Estirmated Cormpletion
.':'- jk#.cloud I:"; 201111 18=1940 E1% (Application is now ready f|in 5 minutes
| 2 jhe.cloud 1IZO111119-0749 Completed Mo
| i Jke.cloud 120L11119-0703 Completed Mo
| iy jke.cloud 1IZ0L1111E-1547 Completed Mo
| b jke.cloud (personal build by Michael D. Elder) 1I20L1111E-1515% Campleted Ma
W' g2 jle.cloud 1IZOL1111E-0957 Completed ko
s ol i e mlmnd fmmermm =l il by Biebaa] P Eidast [ELERERER B4, el b Bim

Innovate Nextj; NOW!



Demo: Build starts

=

| 12975: Was able to make negative contribution “

sarus Trent: [ ABANNNARNNERG

3
Contribution Summary General Information
Changes: how changes Requested by:  William P. Higgins
Cormpile: 8 0 err wwarni Build Definition: jke.cloud
Downloads: 1 download Bulld Engine:  devops-ibe-cloud]
External Limks: 1 link Busild History: 16 builds
Repository Workspace:  Build: Sample App (WD) Tags:

snapshot; jkeclowd 1I20111118-1940

W Delerion allowed
Ch.rtrvitw|Activitit!|Cum_uiitiun Tests  Downloads | External Links | Properties

= E'
# Build jke.cloud 120111118-1940 ~ ¥ o4 R Save
] & =
Reported Work Items
¥ InP 8
. Work items reported against this build to help stabilize it.
Current Activity: Application is now ready for use B None reported against this build
Estimated Completion: in 5 minutes £ )
; Create g ngw work item
Last Updated: less than L minute ago
Duration: 7 minutes, 2 seconds Il Associate an existing work item
Start Tirme: Movember 1B, 2011 7:45:04 PM

Innovate Nextj; NOW!




Demo: Deploy, test, and renort

EI 12975 Was able to make negative contribution m_
% Build jke.cloud 120111118-1940 ~ F Gy save
Build Activities =
S |
Activity Label | Stary Time = | Activivy Duraticn
P Pre=tutidsetap 00:00:00 22
B 2 Building application 00:00:32 28 s
1 Publishing deployable application to software library 00:01:09 17 s
¥ 0 Deploying application to test environment 00:01:26 Sm50s
1 5ent request o clowd envirgnment to deploy application 00:01:34 4m 28 s
wil Downloading application 00:06:02 10s
-1 Installing application 00:06:12 13s
20 Application is now ready for use . 00:06:26 38s
T Started test application at 9.42.76.92 . e
& Build jkecloud 120111118-1940 ~ 4 | save
JUnit Tests h‘—
Marne | Tests| Failures Errors|  Time Taken| Run Order &
» | com. jke. junit.AlTests 46 1] o 143
¥ = JKEFunctionalTests 3 0 0 is

* & JKEFunctionalTests. A new JKE website was deployed 1 [+ a 106 ms 1

* & | IKEFunctionalTests. A user tries to log in to the JKE website 1 o a is 2

Owerview | Activities | Compilation | Tests | Downloads | Exie B JMEFuncrionalTests. A user tries make a transaction with a negative « 1 0 L]

fe| 12975: Was able to make negative contribution m

Zh Build jke.cloud 120111118-1940 ~

External Links
%o, Deployed Virtual System (ID: 3947)

%o Money that Matters Application library entry

%o Money that Matters Infrastructure Deps file URL

%o Money that Matters Infrastructure library entry

%o Money that Matters web application (build 120120402-1644)
Ro Money that Matters test suite results

e e Y W FW o
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Demo: Test with fix

JKE Banking

|-' 2 + ={-ﬂhtl:p:.u'."9.42.?5.92:EGEO;’#S!ate:WEIcome ¢ b Q- co

...Ii

a8 05

Account Access

Usemame:

Password

Services

gerlifi:mes;f Jep«t:vs-i'. r Automatic 7~ Totallv Free Money That
aakminhint Bill Pay 7 ol ] T PO Maltters
Close Account ] Checking

Policy Change Request
Policy Change Status

-

4 bill — bash — 105x23

# run_exploit --amount 1@ —-host 9.42.76.92
Logging in to account 200...
Attempting to hack account...

Doh! The application denied your request! Your account balance remains unchanged.

¢ [l

Innovate
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Demo: Resolve the defect

AT ——— NI

Innovate:

Nex tj{ NOW!

= E'

+ Defect 12975 ~ 8 B s
Summary: * |ﬂa§_agl_e_t|:ina_l_:g_nggahw contribution | = | Resolved :| w | Fixed

* Details = Description :_j

Type: [# | Defect i ) ) ) )

Was able to directy hit the web service and submit a negative balance, thus stealing

Severity: o [ normal froem charity.

Found In LUnatsigried

Creation Date: Mov 1B, 2011 7:43 PM

Created By Williarm P. Higgins

Team Area Development | DevOps E

Filed Against: * Enginearing Y
Tags ! SeCurity




benefit

Innovate

The
solution

The

Better Business Outcomes with DevOps

ANZ S,

To reduce costs through improved management of its testing
environment.

IBM Rational software to enhance management of its testing
environments by providing collaboration and automation

~N
capabilities.

Enabled costs to remain flat as demand for services has

increased 35 percent. Reduce the time required to begin
working on a new project from three months to four

weeks.




www.ibm.com/software/rational



http://www.ibm.com/software/rational

www.ibm.com/software/rational

© Copyright IBM Corporation 2012. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied.
IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any warranties
or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software. References in these materials to IBM products,
programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or capabilities referenced in these materials may change at any time at IBM'’s sole
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any way. IBM, the IBM logo, Rational, the Rational logo, Telelogic, the
Telelogic logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be
trademarks or service marks of others.
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DevOps 2012 Capabilities

Release
Continuous Continuous Deployment
Integration Delivery Library

- h

\ /1
DevW \/ Operations
( Change Source Control Incident
L Management Management Automation Management

Requirements Quality Test Topol
Management Management Automation opqogy [ Application }
Provisioning L
Monitoring

Configuration

Automation




DevOps 2013 Capabilities

Rele

Continuous Continuous Deployment Release
Integration Delivery Library Management

/ \ ~ y 4 N /1
/ DevW / \/ Operations
Change Source Control Service Configuration e
Management Management Simulation Automation Management
Requirements Quality Test YI/

Management Management Automation OF,’O_ ogy Application
Provisioning L
Monitoring

\ \ Automation

A\
M

>
E




1‘
]|

Define Delivery Project

¥ [A7JKE Banking (Change Management) [fusion.raleigh.ibm.com)]

800 v (g F.tmld*sf _
Continuous Delivery Project Creation ¥ D Build Engines
Creates a Continuous Delivery Project with an optional Build Definition B L%‘u El..llld Qu BLE
R | 2 devops-rtcd-jbel fidle) Build system
Build Definition ﬁdﬁﬂpi -rtcd-jbe2 {warning) Conﬂgurations
gcrealg Build Definition @ JkE'dEh'ﬂ'EW'dE\r
Name: Ijke—del—dev I

itory: [fu;ion.raleigh,\bm,com .]

Project area: [ JKE Banking (Change Management) = ]

L

'&__—E_IKEUE“‘-"-EW!DEU'I IKE dev - Build)

¥ [ definitions 7 I
P [Sjasset )
P (= environment leréry & .patte.rn
¥ (5 infrastructure = configuration files
@ Ot J( N> ) [ Conol ) i B} infrastructure_1720.json
EE, infrastructure_693.json I
¥ [=infrastructure "
¥ (= chef Infrastructure as
P [ cookbooks r Code files
P (5 nodes
P [ roles -
B (oytests
iﬁ'ﬁhuildjmperties.yml Automation
= rakefile process files
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Creating standard workload patterns

WebSphere advanced cluster (development) %, Refresh & Deploy Edit [ Clone Lock Delete

Advanced cluster (development) is a WebSphere Application Server Network Deployment topology with some of the

Dascription: Intelligent Management Pack features for small scale development environments.

Created on: May 23, 2011 11:20:09 AM
Current status: < Read-only

Updated on: Sep 9, 2011 2:27:03 PM
In the cloud now: (none)

Access granted to: Administrator [owner]

Everyone [read]

Topology for this pattern:

Deploys to ESX hypervisors.

= 2 o = 1 =)
(& Deployment manager
7.0.0.17 . f5 Custom nodes , £4. On demand routers
‘ 7.0.0.17 : 7.0.0.17
B
ﬁ) Add IBM HTTP Server J==] B
node & iwd_InstallSTAF_Linux & iwd_InstallSTAF_Linux
B
< iwd_InstallSTAF_Linux & iwd_VMCompliance & iwd_VMCompliance

€ iwd_VMCompliance
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Delivering Changes

@ Build jke-delivery-dev 20120612-2028 ~ & o [ save & Build jke—delivery—dev 20120612-2028 ~

@ Completed chor-ted Work Items . . -
Wark items reported against this build to help stabilize it. Build Activities
Duration: 23 minutes, 20 seconds

Start Time:  June 12, 2012 9:28:35 PM

[# Mone reported against this build

= Creat kit P
Completed: June 12, 2012 9:51:56 PM [ Create a new work item Activity Label
l]] Associate an existing work item '-E JE.ZZ Source Cnntrul SEtIJp

Status Trend: lllll-

J0 Accepting changes
JO1 Fetching files

Contribution Summary General Information ‘-E Building application

Changes: Show changes Requested by:  Daniel Berg A Compiling

Compile @ 0 errors, 0 warnings Build Definition® jke-delivery-dev . .

Downloads: 1 download Build Engine: devops-rtcd-jbel ‘E'—I Running unit tests

External Links: 5 links Build History: & builds =] Packaging deployahle application

Logs: 2 1log Tags: ¥ 5 Publishing application to library

Repository Workspace:  JKE Integration Stream Workspace @ Deletion allowed ‘E’—I Defining infrastructure asset library entry
Snapshor: Ike=deliverv=dey 20120612-2028 J0 Publishing infrastructure package to library
Tests: & 49 tests, 1 failure, 0 errors . - .

o — ——— J51 Defining application library entry

J1 Publishing application package to library
¥ 21 Deploying application to test environment
J51 Sending request to cloud environment to deploy application
Jo Started test application at 9.42.76.187
J1 Running tests against deployed application

@ Build jke-delivery-dev 20120612-2028 ~

Test Results

@ Build jke-delivery-dev 20120612-2028 ~

MName |
> & com.jke.junit.AllTests
¥ /| JKEFunctionalTests
> E JEEFunctionalTests A new |KE website was deployed
> @ JEEFunctionalTests A user tries to log in to the JKE website
PE JEEFunctionalTests. A user tries make a transaction with a negative

External Links
%o Deployed Virtual System (1D: 5744)

%o JKE Sample Application library entry

Ro  JKE Sample configuration data Deps file URL

%o JKE Sample configuration data library entry

%o Money that Matters web application (build 20120612-2028)

Details
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DevOps Adoption Strategy

1. Acq(uire a cloud platform that supports PaaS (ideally support for virtual
patterns)

2. Defipe standard, production-like virtual patterns that will be used for
dev/test (and possibly production)

3. Identify a well contained project for adoption

4. Define infrastructure code for platforms and the project application

5. Define automated configuration for middleware services

6. Define automated tests for the infrastructure and application

7. Adopta single-sta§e continuous delivery process to support continuous
build, deploy, and test for dev and test virtual environments

Growth

* Inject monitoring as part of the standard pattern and use the data in the delivery

process to improve feedback

*  Adopt a multi-stage delivery process that supports promotion of changes from one
stage to the next (e.g., Dev to QAT)

* Adopt a delivery process with promotion to production
Track and manage incidents in production linked to work/tasks in development




Better Business Outcomes with DevOps

Large Insurance Company

Continuous delivery to support demand to deliver business valu

The

rapidly at lower cost while improving quality
solution

e Collaboration between Operations and Development A
* Infrastructure as Code to maximize automation

* Governance: Monitoring, Metrics, Optimization

The
benefit

J

1EM Saftw

Ir}nouate

* Upwards of 1000 deploys per week to be performed
without requiring additional Operations personnel

of under 5 minutes

\
* Provides an average turn-around time to the developer




—————

'
B Trigger Update
Delivery configurations
— e Trigger
Pull I(‘ —— deployment
changes I Delivery :—>
\ - _Plpelmi . \
' & osic Configure ]
agents
Track Trigger y \I
Tests Configure
TmC/I: work endpoints
wor

Track
quality

~' @ osic 1’

Create development defect

-

N

Generate

automation

~' @ 0siC 1’

Trigger Tests

L ]

""" T T = gppllcat/on

N

2

\' & 1’

IILCH

ialcu

Capabllltles

-

2

osLc ‘]d

Pull configurations

—_—

Deploy
service

Monitor

Test
Service

Create incident

.

innovate:

osLCc
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Introducing IBM SmartCloud Continuous Delivery
A simple approach to bringing agility across the lifecycle e®
R Quality Managers i‘" E."" IT Managers
Lo
Source control @r TeaR:w]ticoonnaclert 0 C:: :%@;C:é%% 0 'B"::T/E:f:g“d Pattern Composition
Architecture & Desig "'—“%@
Build Management Continm

Image Management
uous Delivery

Infrastructure Access
ﬁed Cycle Time:

e Improved efficiency, accelerated delivery; automated hand-off between processes
Improved Quality:

e Reduced risk, improved quality; Managed change from development to deployment
Improved Control:
e Standardization, Visibility and Governance

Innovate:
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Changes

Rational Team
Concert

Starter Pack of
Rational Team
Concert, if RTC is not
available

1EM Softwaers

Innovate”

Build

Deployment

Library Services

Capabilities Offered

e Self-sufficient, Ready-to-deploy solution with plug-in capabilities
e Leverages virtual environment and cloud

Package Deploy Test
Delivery Performance
Automation Services
Services
S0
c(o)a
s

0

Reporting
Services

IBM SmartCloud Continuous Delivery

Automated Envand
Middleware Configuration
Deployment

Chef
Custom Scripts

Next\{; NOW!

Integration Fabrinc using OSLC

Automated
Test
Execution

Rational Automation Rational
Framework Quality

Manager

Performance
Services

Tivoli App
Performance
Management

i
ol

Deployed
Provisioning p— .
Services to Cloud e
/ Virutal (M
envirenment

IBM SmartCloud Provisioning V2.1
IBM PureSystem
IBM Workload Deployer

Cloud needed for Continuous
Delivery SmartCloud
Provisioning 2.1, if Cloud is not
available

Capabilities packaged in SmartCloud
Continuous Delivery PID

Needed Pre-Reqgs

Optional Capabilities.
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Extending ALM to Cloud and virtual environments — Bridging the Gap

Dev Ops

Virtual System Pattern driven Deployment
environment

——Development—— " — Test / QAl /4aghg—/—/l?-r-ed-ueﬁen—/

Pt
il 1C1ACTIT Ilvlidl IdECITICTIL

laas
)
£
5 ”
Automatically deploys to = T
o \<
—_— IBM SmartCloud Cloud/ Virtual-environment @ 2  IBMSmartCloud
. Continuous Delivery -g % Provisioning Enterprise Virtual /
oh Traditional infrastructure
Rational Team Concert
(2]
£
L
22
e Continuously Deploy Changes to the Cloud § % o ROl =
e Automated execution of Build, Test, Deployment tasks with 2.2
. e o
Performance Characteristics P% 31'3 IBM Workload Deployer
* Deployment library for Versioning and traceability L5
e Integration with enterprise Dev/Test processes
10
Q
©
(o)}
Q
=
55
) a®
Paa$- pre-built | 5
. IBM
middleware o
PureApplication
deployment System
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Applying Continuous Delivery — Select scenarios

Scenario

Dev/Test teams continuous Delivery of
changes with automated testing in production-
like environments

Operations teams delivering scalable,
continuous services to the development
organization, and ultimately to the business

Enterprise Incubators/ Depts/Teams
developing new business/growth market Apps
using a self-contained environments

Value
= Improved Cycle Time with automated tasks
= Consistency and Quality of deliverables

= Savings from automated test, deployments, labor, improved efficiencies,
and leveraging existing tools and processes

= Improved Quality from automation and standardized deployments

= Faster time and low cost to fix defects

= Faster time-to-market with reduce cost

» Self-Service, easy-to-manage integrated Continuous Delivery
Environment in the Cloud



Continuous Delivery architecture flow*

Load changes and build

\ 2 Publish
op BNtineer Post results to build ( Jazz Build Engine(s) W packages Rational Asset
A * Load workspace Ma"agf_;)(r'z:*ypbyme"t
\\ * Execute SCCD process J
b . . Get packages
Notify Trigger build Execute
results ’ tests

Store

changes Provision

pattern with
build

Virtual System

Provision system
from pattern with
build

Developer

IBMSrmorrt Cloud
Provisioning

PureApplication
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