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Trends in Application Security

IBM Security  AppScan Source Edition
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Security Breaches and Newsflash

03 Aug 2012 Organizations have poor digital document security, 

survey reveals

At study by the Ponemon Institute shows 63% of organizations 

do not fully secure confidential documents.

News

Hacker attacks against retailers up 43 percent 

Much of the surge can be blamed on SQL injection and the use of exploit toolkits, according to 

researchers.
October 12, 2011

http://searchsecurity.techtarget.com/news/2240160922/Organizations-have-poor-digital-document-security-survey-reveals
http://searchsecurity.techtarget.com/news/2240160922/Organizations-have-poor-digital-document-security-survey-reveals
http://www.scmagazine.com/hacker-attacks-against-retailers-up-43-percent/article/214125/
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Security is an Enterprise Responsibility
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AppScan 
Standard Ed

(desktop)

AppScan 
Enterprise user 

(web client)

AppScan Express
(desktop)

AppScan Tester Ed 

(scanning 
agent) (QA clients)

Rational 
BuildForge

Rational Quality         
Manager

Rational 
Application 
Developer

Rational 
Software 
Analyzer

Rational 
ClearCase

Rational ClearQuest / Defect Management

IBM Security System AppScan Enterprise / Reporting Console

Build security testing 
into the IDE*

Automate Security / 
Compliance testing in 

the Build Process

Security / compliance 
testing incorporated into 

testing & remediation 
workflows

Security & Compliance 
Testing, oversight, 

control, policy, audits

CODE BUILD QA SECURITY

AppScan Build Ed
(scanning agent)

AppScan Source 
Edition

(server & clients)

IBM Security Systems AppScan –
SDLC Coverage
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Introducing AppScan Source Edition

IBM Security AppScan Source Edition
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What is IBM Security AppScan Source 
Edition?

IBM Security AppScan Source for Analysis: 

Workbench to configure applications and projects, scan code,

- Analyze, 

- Triage, and 

- Take action on priority vulnerabilities.

IBM Security AppScan Source for Automation: 

· -Allows you to automate key aspects of the Security AppScan Source workflow

· - Integrate security with build environments (Ant, Make, Maven plugin) during the 

software development life cycle. 

IBM Security AppScan Source for Development: 

· Integration with 

· -Visual Studio, 

· -Eclipse workbench,

· -Rational® Application Developer for WebSphere® Software (RAD)
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Differences Between SAST and 
DAST Approaches

Static Analysis Dynamic Analysis

Scan input Scans source code and bytecode for 
security and quality issues. Requires 
access to source or bytecode

Scans running web applications. Requires 
starting point URL, and login credentials 
where relevant

Assessment 
techniques

Uses “taint analysis” and pattern 
matching techniques to locate issues

Tampering of HTTP messages to locate 
application and infrastructure layer issues

Where does it fit in 
application 
development lifecycle

Early – fits best during application 
development and build automation

Later – fits best  in QA and security 
verification of production applications

Results & Output Results are presented by line of code, 
source to sink functions flow

Results are presented as HTTP messages 
(exploit requests)
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Crawl Site

Identify Vulnerabilities

altoro.com/editProfile.js

p

altoro.com/

altoro.com/login.jsp

altoro.com/feedback.jsp

altoro.com/logout.jsp

Dynamic Security Analysis 
– Simplified Example
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DoPost() {

String username = 

request.getParameter("username");

String password = 

request.getParameter("password");

String query = "SELECT * from 

tUsers where " + "userid='" +

username + "' " + "AND 

password='" + password + "'";

ResultSet rs = 

stmt.executeQuery(query);

}

DoPost

GetParam

Str.Append

ExecuteQuery

DoPost

GetParam

Str.Append

ExecuteQuery

DoPost

GetParam

Str.Append

ExecuteQuery

Compile & Translate

Apply Vulnerability Rules

Static Security Analysis – Simplified 
Example
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Data Flow Analysis

12

Sources

Sinks

Intermediate Nodes

Config Files Web/Browser DB

LDAP Web/Browser File SystemDB
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AppScan Source Workflow…

IBM Security AppScan Source for Analysis with

Developer plug-in and Remediation

Scan Source Code

Triage Results

Resolve issues 

Verify fixes 
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Configuration

IBM Security AppScan Source Edition
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Broad Application Language Support

 Android

 Java

 JSP

 C

 C++

 .NET

 C#

 VB.NET

 ASP.NET

 Classic ASP 

(VB6)

 PHP

 HTML

 Perl 

 ColdFusion

 Client-Side 

JavaScript

 Server-Side 

JavaScript

 VBScript

Out-of-the-Box

Import Eclipse and RAD 

Workspaces

Import .NET Solutions

Build Management Integration

Ant

Maven

Make

Automated Wizards

Scan Debug-Flagged Bytecode

Java

.NET
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Vulnerability Matrix

IBM Security AppScan Source Edition
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The Vulnerability Matrix

-Isolates confirmed vulnerabilities

-Speeds security triage

-Overcomes lack of security expertise

By separating findings by confidence level tradeoffs 

between false positive and false negative 

reduction are greatly reduced

• Type I: may have validator

• Type II: Unknown sink or no 

confirmed dangerous source

Confirmed

Vulnerabilities
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Type I Findings

• A code element or structure that can create a 

vulnerability when used incorrectly. A Type I 

Exception appears more likely to be vulnerable 

based on the information available to the IBM 

Security AppScan Source analytics. 

• Gray boxes in the Trace Diagram indicate a „taint 

propagator‟

„Medium Trust‟ 

Findings
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Type II Findings
· There are two types of Type II findings

 Findings without traces are dangerous sinks that 

potentially do not have a dangerous trace that 

reaches them

 Findings with traces are “lost sinks” that means 

that AppScan Source does not know what the risk 

of the trace could be because

· -The Trace ends in a Sink that has no rule in 

the database

· -The trace reaches the end of the call tree 

without ever hitting a potential sink

„Low Trust‟ 

Findings
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Sources & Sinks View

IBM Security AppScan Source Edition
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Sources & Sinks View

Intermediate 

Calls Table

Find 

Important 

Sources

and Sinks

Review all Sources and Sinks found in an Application scan

Alerts you to places rules may need to be set (missing sources or lost sinks entries)

User Intermediate Calls Table to filter unwanted calls
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Trace

IBM Security AppScan Source Edition
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Trace View

Contextual 

Information

Source

Graphical representation of the data flow of a vulnerability from the entry point (Source) to 

the exit point (Sink)

Speeds understanding of a vulnerability by seeing all ‘touch-points’ within the codebase

Quickly review the relevant source code by double clicking each node, to take you directly to 

its location in the relevant source

Sink
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Trace View - Searching

Right click to on a node and click Search

returns all Traces with that node

Example: Group all findings that pass through a node where validation should have occurred

Example: Group all findings that go to a particular sink the customer is concerned about
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Remediation Assistance

IBM Security AppScan Source Edition
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Remediation Assistance

CWE Link

In Context Remediation 

Assistance

Available for every finding 

created by AppScan Source

Provides

•Information about the 

vulnerability

•Bad coding examples

•Good coding examples

•Links to the Common Weakness 

Enumeration (CWE) database, 

which is a third party maintained 

database with additional detailed 

information
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Reporting

IBM Security AppScan Source Edition
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Reporting Fundamentals

·IBM Security AppScan Source provides two distinct options for reporting

•Built-In reporting allows high level reports from any single assessment

•Online reporting through the IBM AppScan Reporting Console allows reporting on all scans in a 
collaborative web-based environment.  

·Reports built into AppScan Source

·DISA Application Security and Developerment STIG V2 R1

·DISA Application Security and Developerment STIG V2 R1 - Checklist

·OWASP Top Ten

·OWASP Top Ten 2007

·PCI Data Security Standard

·Software Security Profile (Our own deep audit report)

·Additional 40 reports, including trending reports, in Reporting Console
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Reporting in IBM Security AppScan 
Source – Report Example

Call Flow and 

Source Code

NOTE!  Remediation Assistance is not included in these reports!

Link to CWE ID present in the result redirecting to the CWE website for 

mitigation assistance.
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Reporting – aggregation & correlation of static analysis and 
dynamic analysis assessment results 

Aggregated report – issue 

discovered using dynamic 

analysis (URL, element, etc.)

Aggregated report – issue 

discovered using static analysis 

(source file, API, etc.)

IBM AppScan Reporting Console – Aggregated Reporting
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