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.:.% Security Breaches and Newsflash
[y

Facebook to Encrypt UIDs After
App Security Breach

By: Chloe Albanesius
10.21.2010

03 Aug 2012

marchSecurity.com : L
At study by the Ponemon Institute shows 63% of organizations
do not fully secure confidential documents.

News

Much of the surge can be blamed on SQL injection and the use of exploit toolkits, according to

FOR IT SECURITY
PROFESSIONALS researchers.
October 12, 2011
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http://searchsecurity.techtarget.com/news/2240160922/Organizations-have-poor-digital-document-security-survey-reveals
http://searchsecurity.techtarget.com/news/2240160922/Organizations-have-poor-digital-document-security-survey-reveals
http://www.scmagazine.com/hacker-attacks-against-retailers-up-43-percent/article/214125/
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©1BM Security Systems AppScan —
:Hlii;: SDLC Coverage
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IBM Security AppScan Source Edition

Introducing AppScan Source Edition
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€ What is IBM Security AppScan Sourc
iill:ii Edition?

IBM Security AppScan Source for Analysis:
Workbench to configure applications and projects, scan code,
- Analyze,
- Triage, and
- Take action on priority vulnerabilities.
IBM Security AppScan Source for Automation:

-Allows you to automate key aspects of the Security AppScan Source workflow

- Integrate security with build environments (Ant, Make, Maven plugin) during the
software development life cycle.

IBM Security AppScan Source for Development:
Integration with
-Visual Studio,
-Eclipse workbench,

-Rational® Application Developer for WebSphere® Software (RAD)
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4] Differences Between SAST and
:I;--" DAST Approaches

@ Static Analysis . Dynamic Analysis
Scan input Scans source code and bytecode for Scans running web applications. Requires
security and quality issues. Requires starting point URL, and login credentials
access to source or bytecode where relevant
Assessment Uses “taint analysis” and pattern Tampering of HTTP messages to locate
techniques matching techniques to locate issues application and infrastructure layer issues
Where does it fit in Early — fits best during application Later — fits best in QA and security
application development and build automation verification of production applications
development lifecycle
Results & Output Results are presented by line of code, Results are presented as HTTP messages
source to sink functions flow (exploit requests)
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¢  Dynamic Security Analysis
i — Simplified Example
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¢y Static Security Analysis — Simplified
it Example

////7 DoPost () { ‘\\\\

String username =
request.getParameter ("username") ;

String password =
request.getParameter ("password") ;

String query = "SELECT * from COmpI|e & Tr
tUsers where " + "userid='" +
username + "' " + "AND
password='" + password + "'";

ResultSet rs =

K stmt.execute?uery(query) ; / 9\\1 Pg\ Q “\es K
« N

Apply Vulnerabi

1B
I\\ )1 = UITT’JW!
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||| Data Flow Analysis

Config Files Web/Browser

Sources

. )—(H ?? /H (H htermediate Nodes
LE)éA Aéﬁﬁ -

LDAP Web/Browser File System
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3 AppScan Source Workflow...

IBM Security AppScan Source for Analysis with
Developer plug-in and Remediation
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IBM Security AppScan Source Edition

Configuration
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.ﬁBroad Application Language Support

Out-of-the-Box

Android = PRP Import Eclipse a

Java = HTML Workspaces

5P . Perl Import .NET S

¢ = ColdFusion Build Management |

ot : : Ant

NET = Client-Side

| JavaScript Maven

c# _ Make

VB.NET " Server-Side Automated Wizards

ASP.NET JavaScript

Classic ASP = VBScript Scan Debug-Flagged Bytecode

(VB6) Java
NET
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IBM Security AppScan Source Edition
Vulnerability Matrix
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"'ilﬁ o -
i The Vulnerability Matrix

-Isolates confirmed vulnerabilities _
onfirmed

-Speeds security triage e
P yinagd Vulnerabilities

-Overcomes lack of security expertise

By separating findings by confidence level tradeoffs B Vuinerab... 2 | 4 My Asses...| [ Publishe... |E]
between false positive and false negative
reduction are greatly reduced

. Type I: may have validator

. Type Il: Unknown sink or no
confirmed dangerous source
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i Type | Findings

[y

(i)

el A code element or structure that can create a
vulnerability when used incorrectly. A Type |
Exception appears more likely to be vulnerable
based on the information available to the IBM
Security AppScan Source analytics.

‘Medium
Findings

. Gray boxes in the Trace Diagram indicate a ‘taint
propagator’

B vulnerab... & ] 7 My A‘:".SES| [# pliblshe... | Metrics
W T

Totals
¥Webgoat_0020Manual.lessons.SQLInjection.EditProfile_jsp 175
_jspService
P 42
a#""#
'ﬂ
=
javax.serylet.http,HtkpSession org.owasp.webgoat.session.Employee javax.serylet.jsp, JspWiker 162
, . . 379
getAttribute qetTitle pint
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ii:l:ii Type 11 Findings

ffof] There are two types of Type Il findings

. Findings without traces are dangerous sinks that
potentially do not have a dangerous trace that
reaches them

‘Lo
= Findings with traces are “lost sinks” that means Finding
that AppScan Source does not know what the risk

of the trace could be because

-The Trace ends in a Sink that has no rule in Bl Vuinerab... 53| & My Asses... [ Pubishe... [ Metric
the database LIRS

-The trace reaches the end of the call tree
without ever hitting a potential sink

tals

com.ibm.rational.appscan.altoromutual serviet. Account Viewserviet

75

doet

N

javax.serylet.servietRequest javalang.StringBuilder javalang.stringBuilder javax.serylet.servietRequest javan.serylet.httpHttpServiet

12

getParameter append koString getRequestDispatcher doizet

<external_caller=

com.ibm.rational.appscan.altoromutual.servlet. Account¥iewserviet

doGet

T T~ Nex t\g\NOVV!

javan.servlet.ServletRequest javalang.StringBuilder javalang.StringBuilder javax.servlet.ServletRequest

getParameter append toStrirg getRequestDispatcher
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Sources & Sinks View
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Sources & Sinks View

||||||||
i ]
Illlllll @) 16M Rational AppScan Source Edition for Security i [m] |
| (| File Edit Scan Tools Admin Wiew Perspective Help
| BT corfiguration |Eg Triage Bl analysis | #% (2) B | 7 ~ | Configuration:| default |
== Assessment SUmmary | ¥ Filter Editor w o | == | = | T =8
=
=] fH Sources (58) ServietRequest, ® m—F A Clear v
fH java.lang (5)
fn java.sg) (2) Package/Class/Method | Tatal | Remaining' | Require | Remaove | | W
. d = fH javax, servlet (39) E E .
T
FI n = fﬂ ServletRequest (39) 0 0
7B getattribute (4) . : —
Im p ortant com.ibm.rational. appscan. altoromukual servlet 25 10 ] ] &
71 getParameter (35) 0O 0O
SOUI’CES = %ax.servel. F java.lang 1 c ] ] H
d Sink = /8 Hrgsesson (12 T R S
an INKS /B getattribute (12) =+ ]avax servlet http . L] L] .
5 A Siks (53) Intermediate
ﬂ] java.io (1)
ﬂ] java.sql (17} Ca”S Table
ﬂ] javax servlet (7)
ﬂ] javax, servlet, hetp (6)
ﬂ] javax.serviet.jsp (21)
ﬂ] org.apache. jasper runtime {1 |_Trace | Severit | Classification I Yulnerability Tvpe AFT
= ﬂ}l Lost Sinks {5} = High Type 1 Validation. Required. JRL Redirect javax. servlet. http, HebpServletResy
ﬂ] <no_package (3) b= High Type 11 Yalidation, Required javax.servlet, ServletRequest. getP
ﬂ] jarvax.serviet, http (2) = High Type I AccessControl Bypass jawa, servlet. RequestDispatcher . f
e High Type II Validation, Required javax.servlet, ServletRequest. getP
e High Type II Yalidation, Required javax,servlet, ServletRequest, getP
e High Type II Yalidation, Required javax.servlet. ServletRequest. getP
b= High Type II Validation, Required javax servlet, ServletRequest, getP
e High Type 1 AccessControl. Bypass javax.servlet. RequestDispatcher . F

“ | »llx] 2
J =o ‘ ‘ & JOpen Assessment e J 5 I El




IBM Security AppScan Source Edition

Trace
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i Trace View

Iy
(W[
g I6M Rational AppScan Source Edition for Security - |EI|1|
File Edit Scan Tools Admin  Wiew Perspective Help
J Configuration  E5 Triage B analysis J = NON | | T - |'T-DHFiQLIFEItiUH:ICIEFE'UIt ﬂ
%8 Trace 33 | jjjy%-ay%@@@,q=a:
= ](:U corn.ibrn.Fational, appscan, alkoromutual serviet LoginServlet, doPost e e A el e T =
""" ﬂ ]‘javax.servlet.ServletRequest.getParameter ([
EIﬂ] com.ibm.rational . appscan. alkoromutual .okl DEUGL getUserInfo doPost: —
""" J{[ ) java lang.StringBuilder append . == v =
""" ﬂ } javalang StringBuider.append e eme=TT /
""" ﬂ ) java.lang StringBuilder kosString - P .
e java.sgl.Statement executeQuery avax.servlet.Servlel com.ibm.rational.appscan.altoromutual.util. =
) |.Stat 13 {18 let.ServletRequest b L 1 It tual.util. DBUH 3
gekParameter getlserInfo —
=
Line Context javalang.StringBuilder javalang.StringBuilder javalang.StringBuilder java.sql.Statement —
66 username = request . javax.servlet, ServletRequest, getParameter { "uid" ) =
24 user = camm.ibm.rational, appscan. altarorutual, util, DB getUserInfo { username ) S append append tastring executeQueny I3
\ J 4 @
o S 4 oo Sink 2

»Graphical representation of the data flow of a vulnerability from the entry point (Source) to
the exit point (Sink)
»Speeds understanding of a vulnerability by seeing all ‘touch-points’ within the codebase

=Quickly review the relevant source code by double clicking each node, to take you directly to
its location in the relevant source
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Trace View - Searching

com.ibm.rational.appscan.altoromutual.servlet. LoginServet

-

‘-__-.,-.-
-

i

/

com.ibm.rational.appscan.altoromutual util. DBU

/_

java.lang.StringBuilder java.la

append

¥ open in Internal Editar

Cpen in External Editar
v Mark as a Yalidation/Encoding routine
% Mark as not a Yalidation/Encading routine
<M [Mark as & taint propagator
B Mark as not susceptible bo baint

Mark as & sink

‘E;;:: Search for traces through this roukine

=Right click to on a node and click Search
sreturns all Traces with that node

»Example: Group all findings that pass through a node where validation should have occurred

»Example: Group all findings that go to a particular sink the customer is concerned about

T~

java.sql.star

executel

@) Search Findings

Search Skring:

o, ibm. Fational. appscan. albararmukual, okl DBUK, getlserInfa

—Search For

i all
i~ Bundle
* Code

[~ ap
[T source
[~ Root
[ Cortext
O CWE
i~ File
i Projeck
i Type

™ sink

¥ Trace Call
[ Method
™ Lost Sink

|7 Caze-sensikive

[ Return only findings that do nat makeh the criteria

| Ik I Zancel
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Remediation Assistance
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Remediation Assistance

Remediation .ﬂ.ssirs\tance &3 ‘

ADBC executefuery Injection.SQL  Injeckion Databas{ g3

- S50QL injection

Yulnerahility
JDBC executeQuery

mman |nterface to stored
d to execute dynamic
All three SOL
lepending on the use

The method java.sql.Statement. executeQuer‘y() is a
procedures, prepared statements, and dyn
SOL statements, executeduery() is vulne
statement types may also be vulnerable to
of the data.

CWE Link

T T =TT T =

SOL injection is the insertion of malicious See—corm smmands generated by
the application. Typically, an attacker uses SQL special characters to prematurely terminate the
intended command and execute another command that requests data from a completely
different column or table, or perhaps deletes or modifies such data.

The database behind a web application is a very rich target and SQL injection has been
developed into an art of sorts, If a web application accepts text field values from the client,
there is a strong likelihood that SQL injection attacks will be directed through it from time to
time.

An easier attack through executeguery) is to modify fields such as a user id to get access to
another user's account or a price to get a super deal on merchandise.

Example Ja

final 5tring custID = httpRequest.getParameter (" custId");

final 5tring sql = "Select * From Customer Where CustomerID = V'Y
final Statement statement = connection.createstatement();

final boolean rsReturned = statement.execute{sql);

while {true)

+ custId +"''";

if (rsReturned)

Resultset rs = s.getResultset();
A4 do something with result set
r=.closeld;

T
}'F {!s.getMoreResults())
A4 no more results so exit loop

break;

s.closel);
con.close(d;

Example Lser inn

ol

IBM Confidential

=|n Context Remediati
Assistance

=Available for ever
created by AppSc

Provides

sInformation about the
vulnerability

*Bad coding examples
*Good coding examples

*Links to the Common Weakness
Enumeration (CWE) database,
which is a third party maintained
database with additional detailed
information
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IBM Security AppScan Source Edition
Reporting
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.ﬁi Reporting Fundamentals
[y
TH
[lnu]]

IBM Security AppScan Source provides two distinct options for reporting
Built-In reporting allows high level reports from any single assessment

*Online reporting through the IBM AppScan Reporting Console allows reporting on all s
collaborative web-based environment.

-Reports built into AppScan Source
-DISA Application Security and Developerment STIG V2 R1
-DISA Application Security and Developerment STIG V2 R1 - Checklist
‘OWASP Top Ten
‘OWASP Top Ten 2007
-PCI Data Security Standard
-Software Security Profile (Our own deep audit report)

-Additional 40 reports, including trending reports, in Reporting Console
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Reportmg in IBM Security AppScan
Source — Report Example

{ -'3 Webgoat Manual - 0WASP Top Ten 2007 Report- - Mogzilla Firefox

File Edit iew History EBookmarks Tools  Help

Call Flow and

- @I X | m ||_| file: 1) fPrograme20Files/ IBMAppScan%:205ourcereports oW A SPe:

[ ] [ICF]

Source Code

,' Getting Started E_;.,,', Latest Headlings

Rational AppScan Source Edition Report
for the OWASP Top 10 2007

@

Wehgoat Manual - OWASP Top Ten 2007 Report

OWASP Top Ten Report Card

0)
I_

(58 21 Cross Site Seripting (435)

@ AZ - Injection Flaws \
O A3 - Malicious File Execution \

'@) Ad - Insecure Direct Object Reference \

@ AS- Cross Site Request Forgery (CERF)

About the OWASP Top Ten

The OWASPE Top Ten describes the most critical vulnerahilities that may |
the Open'Web Application Security Project (OWASE).

Detailed Findings by Category 1]

o 38 A1 - Cross Site Seripting (455)

5--ﬂ) javax.seret SenletRequest getParametervalues

Description: E--ﬂ}ljava lang. StringBuilder append

i"ﬂ}ljava.lang.SiringBui\dertUStrmg
-l java.lano. String split
:"ﬂ}java.sql.Slatement.executeQuew

X535 flaws occur whenhewer an application takes user suppl
validating or encoding that content. X33 allows attacker
hijack user zessions, deface webh sites, etc.

Report Generated: Feb 9, 2011 2:4T:

Class|Type File Line ﬁ race w

Injection. AL CWWebGoat-5. 1\projectdavaSourcelorglowaspiwebgoatilessons\BackDoors java

fIl0rg.Dwasp.webgDat.\essuns.BackDoors.concepH
§--fl]org.owasp.webguat.session.ParameterParser.getRawParameter
1) org.owaspavebgoat session ParameterParser. getRawParameter projectiavaSourceloryiowasptwehgoatisessiomParameterParser java - 613

Scan Date: Jan 19, 2011 10:37:57 PM

o P

108 89 W

statement  executelpdateiarrS0LIL]);

getLessonTracker (s).setdtage(Z);
= setMazsage ["Tou have succesdad in sxploiting the vulnerabls cuery and creataed

ancther 20L statement. Now mowe to stage Z to

earn how to create a backdoor or a DE worm");

}

EesultSet rz = statement.executeluery(arrSOLL0]);
if irs.nextil]

{
Takle t = new Table(0).setCellBSpacingi0).setCellPaddingi0) . setBorder(l);

TR tr = new TR();
_ g
Line|
Arg|

projectidavaSourcelorgiowaspiwebgoatiessons\BackDoors java 9z
projectlavaSourcelorgiowaspiwebgoatilessons\BackDoors java g2

projectilavaSourcelorgiowaspiwehgoansessioniParameterParser java 532

projectilavaSourcelorgiowaspiwabgoatilessonsiBackDoors java 85
projectiJavaSourcelorolowasptwebgoatilessong\BackDoors java a5
projectidavaSourcelorgiowaspiwebgoatiessons\BackDoors java Qg

108

projectlavaSourcelorglowaspiwebgoatiessons\BackDoors java

8 EThis applicatio

= @ 72 - Injectio

| Done

mitigation assistan

NOTE! Remediation Assistance is not included in these reports!
Link to CWE ID present in the result redirecting to the CWE website for

:6 Now!

ce.
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$8M AppScan Reporting Console — Aggrega

Ill
|||||| Reporting — aggregation & correlation of s
ol dynamic analysis assessment results

AppScan. Enterprise Edition

Jobs & Reports > Default Folder > Altoro Assessment > Altoro - security assessments > Security Issues

Security Issues

8 w9 |

.

Common ASE Service Account | Help | Support | About | Log Out

Training Jobs & Reports | Administration

bd Email » = &3

Last Updated: 3/3/2010 10:28:18 PM

Summary Group Show Search Layout 2
There are 299 issues of 64 different types across 6 URLs
All items
Ttems 26-50 of 299 . of 12
Acton: ez (W[« ]™]

|:| | H | Status | Issue | Issue Type Test URL Element Sou API | Type |

| & Open q0* Communications. Unencrypted efault.aspx.cs  System.Web.ULWe... Information Disclosure: Inf... Application

1 & Open 20% Cross-Site Scripting http: ffrevelationfacmehack. .. uid Client-side Attacks: Cross-s... Application

| & oOpen 30%* CrossSiteScripting \WebTest\Default. aspx.cs  System.Web.UL We... Client-side Attacks: Cross-s... Application 0

| & Open Ba* Cryptography.Insecuredlq. .. C:\WebTest\Default.aspx.cs  System.Web.ULWe... Application Privacy Tests Application

1 & Open 297% Denial-of-Service http: f{evelationfacmehack. .. uid Logical Attacks: Denial of 5... Application

| & open 222% ErrorHandling.RevealDetail. .. C:\WebTest\Default.aspx.cs  System.Web.UL.We... Information Disclosure: Inf... Application

| & Open 298* File Parameter Shell Comma... htip:/revelation/a Command Execution: 05 C... Application

1 & Open 169+ FileIncusion C:\WebTest\Default.aspx.cs  System.Web.UL.We... Logical Attacks: Abuse of F... Application

| & open 293* Format String Remote Com... http://revelation/acmehack. .. Command Execution: Form... Application

|:| 9 Open 11* Inadequate Account Lockout  http: ffrevelation/acmehack... uid Authentication: Brute Force  Application

Open 117# Injection : Abuse of F... Application ™
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