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Prolog: The Security Journey Continues
• Every year - New, More, Bigger, Better …

• SYSTEMS & ARCHITECTURE
• APPLICATIONS
• SERVICES

-> New Risks
-> New Vulnerabilities
-> New Hacking methods

•Viruses, Worms, RATS, Bots …
(Remote Access TROJANS = Spyware)

->GOVERNANCE & COMPLIANCE!
-> DATA PRIVACY, POLICIES AUDIT
-> MOBILITY
-> DATA LEAKAGE /LOSS
-> S.O.A., S.A.A.S. -> CLOUD COMPUTING

• APPLICATION AS A SERVICE

• PLATFORM AS A SERVICE

• SERVICE AS A SERVICE (?!)





The Wonders of Cloud Computing

PC         Laptop / Netbook Thin Client         Mobile Device

Client-server Architecture? <-> Private Cloud?     Virtualization?    <->  What’s Where?!  Thin Client?!

“The Network is the computer?!” “The Internet Is The Cloud” (or vice versa?!)



Globalization and Globally Available Resources

Access to streams of 
information in the Real 

Time

Billions of mobile 
devices accessing the 

Web

New 
Possibilities..

Welcome to THE SMARTER PLANET * Web 2.0

• SOA

• CLOUD

ITS ALL ABOUT SOFTWARE!



It Gets Worse
• WAP, GPRS, EDGE, 3G
• 802.1x
• Broadband

A hacker no longer needs a big machine



CLOUD COMPUTING SECURITY CONSIDERATIONS

• Confidentiality: Data exposure & leakage
• Integrity: Data compromise
• Availability: Reliability of service, business continuity

• Reduced Ability to Demonstrate Compliance:
• Reduced Ability to Manage the Security Environment:
• Storage and Backup, disaster recover

Can the provider segregate and protect individual groups of data within the remote, distributed 
shared environment?

• Firewalls & IPS etc to prevent network/infra hacking attacks
– Standard “perimeter defense” is still first and foremost!

• Viruses, worms, trojans, malware, bots …
• Identity and access management, user provisioning

– Authentication & Encryption

• Availability – prevent againt Denial of Service
• Vigilant monitoring, S.I.E.M.



We Use Network 
Vulnerability Scanners
Neglect the security of the 

software on the network/web 
server

We Use Network 
Vulnerability Scanners
Neglect the security of the 

software on the network/web 
server

The Myth: “Our Site Is Safe”
We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself

We Use SSL Encryption
Only protects data between 
site and user not the web 

application itself



SOMETHING IS STILL OUT THERE …





WORST CREDIT CARD IDENTITY THEFT CASE
- DONE BY A SOFTWARE ATTACK!
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Cloud Computing Security – The Soft Spot
- Application Security Issues

• Applications can be CRASHED to reveal 
source, logic, script or infrastructure 
information that can give a hacker 
intelligence

• Applications can be COMPROMISED to 
make it provide unauthorised entry access 
or unauthorised access to read, copy or 
manipulate data stores, or reveal 
information that it otherwise would not.

– Eg. Parameter tampering, cookie poisoning

• Applications can be HIJACKED to make it 
perform its tasks but for an authorised
user, or send data to an unauthorised
recipient, etc. 

– Eg. Cross-site Scripting, SQL Injection



These are real examples – hackers

Love these error message pages …



Why is your debug tool shown to the world?



More information to entice a would-be hacker?!





A File List in 
HTML session?!



International Service for Renewal of Paper-mailed Magazine Subscription





Real Example: Online Travel Reservation Portal

Change the reserID to 2001200



Real Example : Parameter Tampering
Reading another user’s transaction – insufficient authorization

Another customer’s transaction 
slip is revealed, including the 
email address



Parameter Tampering Reading another user’s invoice

The same customer invoice 
that reveals the address and 
contact number

Boolean Logic?!



Email SpoofingEmail SpoofingEmail Spoofing
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XPath XPath 

InjectionInjection

HTTP Response 
Splitting

HTTP Response HTTP Response 
SplittingSplitting

Backup FilesBackup FilesBackup Files

Insecure HTTP 
Methods

Insecure HTTP Insecure HTTP 
MethodsMethodsSOAP Web 

Services 
Issues

SOAP Web SOAP Web 
Services Services 
IssuesIssues

Path Traversal 
in Parameters

Path Traversal Path Traversal 
in Parametersin Parameters

Blind 
SQL 

Injection

Blind Blind 
SQL SQL 

InjectionInjection

SQL InjectionSQL InjectionSQL Injection

Format StringsFormat StringsFormat Strings

LDAP InjectionLDAP InjectionLDAP Injection

Phishing 
Through 

URL 
redirection

Phishing Phishing 
Through Through 

URL URL 
redirectionredirection

Debug files and 
Test pages

Debug files and Debug files and 
Test pagesTest pagesHTTP PUT 

Defacement
HTTP PUT HTTP PUT 

DefacementDefacement

Poison Null BytePoison Null BytePoison Null Byte
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Buffer OverflowsBuffer OverflowsBuffer Overflows

Directory 
Listing

Directory Directory 
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Administration 
Pages

Administration Administration 
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A Sample Of The ‘low hanging fruits’...

File UploadFile UploadFile Upload

Cross Site 
Scripting
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Credentials Credentials 
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DON’T TRY THIS AT HOME!



WHY DO HACKERS TODAY ATTACK 
APPLICATIONS?

• Because they know you have firewalls
– So its not very convenient to attack the network anymore
– But they still want to attack ‘cos they still want to steal data …

• Because firewalls do not protect against app attacks!
– So the hackers are having a field day!
– Very few people are actively aware of application security issues

• Because web sites have a large footprint
– No need to worry anymore about cumbersome IP addresses

• Because they can!
– It is difficult or impossible to write a comprehensively robust application

• Developers are yet to have secure coding as second nature
• Developers think differently from hackers
• Cheap, Fast, Good – choose two, you can’t have it all
• It is a nightmare to manually QA the application
• Many companies today still do not have a software security QA policy or resource



Software Application Development Pressures
Today I’m being asked to:
• Deliver product faster (a lot faster!)
• Increase product innovation
• Improve quality
• Reduce cost
• Deliver a secure product (?)

• Cheap
• Fast
• Good
-> Choose 2

Singapore

Mercedes



Top 10 OWASP Critical Web Application 
Security Issues ’09           www.owasp.org

1  Unvalidated Input

2  Broken Access Control
3 Broken Authentication and 

Session Management
4  Cross Site Scripting Flaws
5  Buffer Overflows

6  Injection Flaws
7  Improper Error Handling
8  Insecure Storage
9  Denial of Service
10 Insecure Configuration 

Management

2010

1  Injection
2  Cross-Site Scripting (XSS)
3 Broken Authentication and Session 

Management
4  Insecure Direct Object References
5  Cross-Site Request Forgery (CSRF)

6  Security Misconfiguration
7  Insecure Cryptographic Storage
8  Failure to Restrict URL Access
9  Insufficient Transport Layer 

Protection
10 Unvalidated Redirects and 

Forwards



WHY DO APPLICATION SECURITY PROBLEMS EXIST?

• IT security solutions and 
professionals are normally from the 
network /infrastructure /sysadmin
side

– They usually have little or no experience in application development
– And developers typically don’t know or don’t care about security or 

networking

• Most companies today still do not 
have an application security QA 
policy or resource

– IT security staff are focused on other things and are swarmed
• App Sec is their job but they don’t understand it and don’t want to deal with it
• Developers think its not their job or problem to have security in coding
• People who outsource expect the 3rd party to security-QA for them

It i lt l tl t t

Back then coding was 
done by engineers …
Then came Y2K …
Dotcom boom … etc



SECURITY TESTING IS PART OF SDLC QUALITY TESTING

TEAM SERVER

Manage
Test Lab

Create
Plan

Build
Tests

Report
Results

Collaborative Application Lifecycle Management

Functional
Testing Performance

Testing
Web Service

Quality
Code

Quality

Security and
Compliance

Test Management and Execution 

SDLC Quality Assurance
Quality Dashboard

Open Lifecycle Service Integrations

Defect
Management

Requirements
Management

Best Practice Processes

homegrown

Open Platform

Java
System z, iSAP

.NET



You need a professional solution to

Identify Vulnerabilities



With Rich Report Options
44 Regulatory Compliance Standards, for Executive, Security, Developers.



And Most Important :

Actionable Fix Recommendations
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Enterprise Software QA Solution – Dashboards and Metrics



Building security & compliance into the SDLC – further back

Build

Developers

Software Development Life CycleSoftware Development Life Cycle

Developers

Developers

Coding QA Security Production

Enable Security 
to effectively 
drive 
remediation into 
development

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production



Like Firewall, checks for "known" 
threats

Like IPS, checks for "unknown" 
threats

Can test for more than just HTTP 
/HTML code - eg. C, C++, C#, Perl, 
Codefusion, Javascript …

Tests for relation between App and 
other apps, O/S, middleware, 
network

Good for interim audit of half-written 
codeSimulates real-world exploit attack

Provides learning for developersDon't need to worry about code

Good for developers who are not 
experienced in security

Good for security folks who are not 
experienced in application 
development

State CODE AnalysisDynamic APPLICATION Analysis

WHITE BOX
IBM Rational Appscan Standard Edition

"BLACK BOX
IBM Rational Appscan Source Edition

Application Development Security Testing Domains



Conclusion: Application Develppment Quality 
for Security

• The Application Must Defend Itself
– “Traditional” FIREWALLS AND IPS WILL NOT STOP APPLICATION ATTACKS
– YOU CANNOT STOP AN APPLICATION ATTACK FROM HAPPENING
– The best way to protect against an application attack is to ensure the robustness of 

the application, that its written properly, if not defensively, that it’s Q.A’ed for bugs, 
vulnerabilities, logic errors etc

• Bridging the GAP between Software development and Information Security

• QA Testing for Security must now be integrated and strategic
– We need to move security QA testing back to earlier in the SDLC
– at production or pre-production stage is late and expensive to fix
– Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:

• Ensuring Security Quality in the Application up front

• Not having to do a lot of  rework after production

• Automated software security scanning & remediation solution 
backed by world class R&D
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