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I n n ovate The Rational Software Conference

Prolog: The Security Journey Continues

- Every year - New, More, Bigger, Better ... r ‘\1

« SYSTEMS & ARCHITECTURE
« APPLICATIONS

« SERVICES

-> New Risks
-> New Vulnerabilities

-> New Hacking methods
*Viruses, Worms, RATS, Bots ...

(Remote Access TROJANS = Spyware)

->GOVERNANCE & COMPLIANCE!

|
Jjn

-> DATA PRIVACY, POLICIES AUDIT
> MOBILITY S
-> DATA LEAKAGE /LOSS
- * APPLICATION AS A SERVICE
& 2 -> SOA, S.A.A.S. -> CLOUD compuUTING « PLATFORM AS A SERVICE

. o 1 ’ « SERVICE AS A SERVICE (?!)
-

Let's a smarter planet
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Cloud computing (o
replace traditional IT:
Asia survey

by Enterprise Innovation staff

While many are still apprehensive about

the cloud, the majority of attendees during

a4 recent \,'l!il]r.{‘rl.'lll;_'r_' an cloud computing

said they foresee a shift to cloud comput-
ing and away [rom traditional enterprise
I'T = over the next hive years.

Over two-thirds (68%) of the 100
delegates surveyed are even more op-
timistic regarding the uptake of cloud
technologies, expecting to see wide-
spread adoption of cloud comput-
ing services amongst Asian
enterprises within the next
three years. Furthermore,
66% of respondents say that
their company is planning
to implement a cloud-com-




The Wonders of Cloud Computing
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PC Laptop / Netbook Thin Client Mobile Device

“The Network is the computer?!” “The Internet Is The Cloud” (or vice versa?!)

Client-server Architecture? <-> Private Cloud? Virtualization? <-> What's Where?! Thin Client?!
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I n n OVate The Rational Software Conference
Welcome to THE SMARTER PLANET

Globalization and Globally Available Resources *Web 2.0
Billions of mobile e SOA
devices accessing the
Web
e CLOUD

&
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Access to streams of
information in the Real
Time

New
Possibilities

ITS ALL ABOUT SOFTWRIRE! & smarter planet

New Forms of Collaboration
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It Gets Worse

e WAP, GPRS, EDGE, 3G
e 802.1x
e Broadband

Ine
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CLOUD COMPUTING SECURITY CONSIDERATIONS

 Confidentiality: Data exposure & leakage
e Integrity: Data compromise

* Availability: Reliability of service, business continuity

 Reduced Ability to Demonstrate Compliance:
* Reduced Ability to Manage the Security Environment:
e Storage and Backup, disaster recover

shared environment?

 Firewalls & IPS etc to prevent network/infra hacking attacks
— Standard “perimeter defense” is still first and foremost!

* Viruses, worms, trojans, malware, bots ...

* Identity and access management, user provisioning
— Authentication & Encryption

* Availability — prevent againt Denial of Service

* Vigilant monitoring, S.l.E.M.

Can the provider segregate and protect individual groups of data within the remote, distributed

Let's

a smarter planet



Innovate
The Myth: “Our Site Is Safe”

The Rational Software Conference

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network

Vulnerability Scanners

Neglect the security of the
software on the network/web

server

il
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We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

We Use SSL Encryption

Only protects data between
site and user not the web
application itself

Let's a smarter planet



SOMETHING IS STILL OUT THERE
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Monster attack steals user data Asus Web site harbors threat

Posted by Joris Evers

us job website Monster.com
: has suffered an online attack
Americas  with the personal data of
Asia-Pacific hundreds of thousands of users
Europe Stolen, says a security firm.

Middle East
South Asia 2 computer program was used to
ug Sccess the emplﬂ',rers' section of
- the website using stolen log-in
Business  rodentials.

Africa

It iz not zuch a Good Friday for ASUStek Computsr.

My Monster | Find Jobs | Post Resume

The main VWeb =it of the Taiwaneze hardware maker, known for itz Azus branded PC= ¢
been rigged by hackers to 2erve up malicious sofiware that attemptz to explott a critical ¥
experts gaid Friday.

The attackers added an invizikle frame, a 2o-called iframe, to the front page of the Azus.
the =ite, a victim's browser will 2ilenthy connect to another Web site that tries to install a
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Many firms ‘forced to
allow Web 2.0 surfing’

Employees often breach security policies if

interactive content is blocked, pol
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Trojans target local online banking

Customers could be
tricked into revealing
their passwords
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DONE BY A SOFTWARE ATTACK!
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Hacker accused of stealing
130 million credit card numbers
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School website tests
show up security lapses
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and students are leaked
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Website flaw lets hackers access iPad user’s data

SAN FRANCISCO — A group of
hackers said on Wednesday that it
had obtained the email addresses
of 114.000 owners of 3G Apple
iPads, including those of military
personnel, business executives
and public figures, by exploiting
a security hole on the website of
American telecommunications
company AT&T.

The group, which calls itself
Goatse Security, also obtained the
identification number contained in
the SIM cards of the iPads used to
communicate over AT&T's network,
known as an ICC-1D.

AT&T acknowledged the
breach, but the company sought

to minimise its importance.

The hackers exploited an in-
secure way that AT&T's website
would prompt iPad users when
they tried to log into their AT&T
accounts through the devices.

The site would supply users’
email addresses, to make log-ins
easier, based on the [CC-1D.

The company said that it had
by Tuesday turned off the fea-
ture on its website that allowed
the group to {ind the email ad-
dresses. Apple did not respond
to a request for comment.

Fxperts said IDCC-1D
numbers could, in the nght
hands, be used to get other
information, like an iPad's
location. The breach “should be
worrying people a lot," said Mr
Nick DePetrillo, an independ-
ent security consultant.

1D numbers could be used to

pinpoint an iPad's location. »

Mr Michael Kleeman, a
communications network ex-
pert at the University of Cali-
fornia, said AT&T should never
have stored the information on
a publicly accessible website.
But he added that the damage
was likely to be limited.

“You could in theory find
out where the device 15"
he said. “But to do that, you
would have to gain access 1o
very secure databases that are
not generally connected to the
public Internet.” AGENLIES
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Cloud Computing Security — The Soft Spot
- Application Security Issues

Applications can be CRASHED to reveal

source, logic, script or infrastructure e
April §, 2010 3:32 PM PD

information that can give a hacker Exploits not needed to attack via PDF files
|nte|||gence by Elinr Hills & 5 con

77 [ 23

App”cations can be COMPROMISED to - PDF Worm Demo - No JavaScript Required g
i ; : = A ——
make it provide unauthorised entry access i€ R ——
or Unauthorlsed access to read, Copy or 3 . .. < VL EEaUnch PDF Feature to Infect Existing PDF F

manipulate data stores, or reveal
information that it otherwise would not.
— Eg. Parameter tampering, cookie poisoning

Javascript is Disabled in Acrobat Reader

. open “empty.pdf”, just a normal POF file.
- werify Javascript is Disabled

. open evil "ownit.pdf”
- prompted by aAcrobat Reader, we control displa
- Must click Through to work

. Reopen "empty.pdf”

- PDF has Eeen modified with Launch object dire
user to sudosecure.net

Applications can be HIJACKED to make it
perform its tasks but for an authorised
user, or send data to an unauthorised
recipient, etc.

— Eg. Cross-site Scripting, SQL Injection

ALL DONE!

Jeremy Conway created a video to =how how hiz POF hack works.

Let's a smarter planet



&} 500 Internal Server Error - Mazilla Firefox

Biz Edt Vew Go Scohmeks Jock  bep £
R R A TR T T —————————" | © o |Gl appeds pivippines
tam.. | “rsaw. | M. | M. | Moo | Mo | Mo, | Howe | B | Hme | Howe | Howe | Hewe | M | Hwee | Moo, | Hwee, | Hee | Hwe. L soo. | B

S00 Internal Server Error

java. lang.NullPointerException
at FleetWatch.fwvcontrol doGec (fucontiol . javar3&)
ar javax.gervlet.heoh. HeepServlet..service |[HoepServlet., Javas 7400
at jewvax.secvlet.http.HetpSecvrlet . service (HotpSecwlet . jara: 883 )
at com.evermind[Cracle Applleation Ferver Contalnera for JEZEE 109 [9.0.4%.2.00] .2ecver.htip.ServletRequeatDispatcher .. invoke (ServletRegqueatDiapatchet . Jaw
at com.evermind[COracle Application Serwver Contaimsrs for JZEE 10g (2.0.4.2.0) ] .=secver.http.SecvistBequesthi=patcher. forvacdInternal (ServiletBeque=stDisapa
st com.evermind[Oracle Applicetion Server Containers for JZEE 10g (9.0.4.2.0)] .secver.hicp.HitpRegueatHandler . procesaRegquest (HotpRequeatHand ler . Java: 79
at com.evermind[Orasle Application Server Containsrs for JEZEE 1049 [9.0.4.2.01] .2ecver.heep. WIPRequestHandler . cun ( AJPRequestHandler . jaarssi 208)
at com.evermind[Oracle Application Server Containsrs for J2ZEE 10g (9.0.4.2.0)] -server.htop. WPRequestHandler . cun (AJPRequestiandler. javraz 125)
at com.evermind[Cracle Application Server Contalneras for JZEE 10g [9.0.4.2.00].util.ReleasshleResourcePooledExecutor iHylorker . tun (ReleasakbleResonroePoo

at jsva, lsng. Thresd.run [Thresd. jaws: 532)

These are real examples — hackers

Love these error message pages ...

J L]

#5tart] | @ 500 Internal Serve.. B M5 DOS | ] Philippine Airlines -... SR B 912aM




f~ Rumtime Error - Windows Internet Explorer : : -iﬂlﬂ

El‘_yt’f - Ig_. h':lr:n:,rf:'«'a'-.'.'.m:rm_ferrnrsfﬂﬂ‘..aspx?aﬁpxerrurpa'.h-In'_?fehul‘:.aspx j |‘f_‘£||g| I |..ﬂ_|"|
Fie Edit View Favorites Tools Help Q- 3,0 minutes saved

w & | s | comeweee. | i . | @romeera x| [ B 8 [ Qoo - @R 0
=

Server Error in /' Application.

Runtime Error

Ce=cripbion: An aopheation emir oooumsd on Ine saner, Tie ourrend Susiom <rmir sflings Sor ks apolication prevend Bne Gelalls OF e apndicson: Srnor TRoen D27 viswea

Detalls: To 2oabie e sials orinls Spoolic Smormesiage 40 be viswaiie 00 B iods! soneer madilne, Bieass oreais S -shusiomBrndres- o witilh & "nel Soniy ™ soniiguration B odaed It e 100 Clretndn ol St Surel
AR 530 B "rEMMMEDA” TO iRl T GILENE 00 DEAMEETAE O AESNCRE IMOCAIEE PIERER LARTIREEE T O

+1-~ web, Config Configuration Fite --»

acpet i rat Ton
<z yEhem, ek
acustonErrors modes Remotednly” /=
< /EVSTET, welx
s/enTigurations

Naske=: Tre cusment #ra0r page o ane seeing can be nepiced by sicassoem emor page &y modiing Te el ERedlsect” aSrins of Be appiication’s <ousbmrmors:= confipuration g B pole o 2 cusiom ermor mace LS1L

<lem WEb Config Configuration Fila --x

agont igarat tonz
<5 YETaT, al» ; :
sosTOErrers mode="0n" Safaulthedirect="myCusTorpage. N /=
</system wabs
«/configuratime

Why is your debug tool shown to the world?

-
oo T i -




,f_:"' Procedure ‘car_Get_JobOpeningsKeyword” expects parameter "@type’, which was not supplied. - Windows Internet Explml:r I | |5|

@jf > Iﬁ, hitp:/resources, SRS
s /

File Edit View Fawvorites Toolk Help

p-zreer_job_opening.aspx j I‘f i ¥ | |Google s5P | £ =

* "-'ﬁ':’ g Procedure 'car_Get_JobOpeningsKeyword' expects p... | | ; ﬁ
. " Procedure 'car_Get_JobCOpeningsKeyword' expects parameter '@type', which was not supplied. d
http: ffresources.: .com/career fcareer_job_opening. aspx
Server Error in '/care urc

Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type’, which was not supplied.

Description: &n unhandled exception occurred during the execution of the current web request. Pleaze review the stack trace for mors information about the error and where it eriginated in the code.
Exception Details: System.Data.SqlClient.3gException: Procedure 'car_Get_JobOpeningzKeyword” expects parameter @type’, which was not =upplisd.
Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and
location of the exception can be didentified using the exception stack trace below.

Stack Trace:

[SqlException: Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type'. which was not supplied.]
Career.Career. Select_JobOpeningsByvword(5tring strDBConn, String strkeyword)
Career. careers_joh_opening. BindGrid()
Career. careers_job_opening. Page_Load(Object sender., Eventirgs &)
System.wWeb. UL.Control.OnLoad(Eventirgs &) +&7
System.wWeb. UL.Control. LoadRecursive() +35
System.wWeb. UL.Page. ProcessRequestMain() +750

Version Information: Microzoft MET Framework Version:1.1.4222 2300; £2P NET Version:1.1.4322 2300

More information to entice a would-be hacker?!

.o
[T T [ [ [ e mntemet [H100% - y

i

Let's a smarter planet
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/" Saya bean stall explosion injures six - Windows Internet Explorer

M
"'Q;ftj i LEI http: ffnews. asiaone, com Mews [Asia0ne % 2BMews [Singapore /Story /A 15tory 200906 25-150944, himl

Fle- Edit View Favorites Tools Help

<> Favorites Hgl ,.l 78 Asia... |

@ LG

“=s  \WIN ONE ARENA PHONE aDAY! ARENA
KMSoo

Sign up for RBS
Platinum Card

TERMS AND CONDITIONS APPLY

-
-_.._.._ _L.._-_.LL_. Bookmark us | About us | Advertise | Login | Register

'f.= A | ASIA | WORLD | BUSINESS | CRIME | SHOWBIZ | SPORTS | TECH | HEALTH

Message from webpage 1 _Xl

1 While attempting to load module "tom.mavenlab,sph.vbintegration. vBIntegration3”, property “user.agent” was set to the unexpected value
A i : : : ; ¥ gen 5

Allowed values: gecko,gecko 1_8,ie8,0pera,safari

Let's a smarter planet




T OADSERVER:~

-

Print Save As Find Search the web; ¥
Go | [ nitp: fiwww.bighank com/EDI-C /LW
Name Last modified Size Description
a Parent Directory -
Eﬂ 03012590228/ 27-Sep-2006 08:28 -
D 05201977 15-5ep-2006 04:09 -
O 240403/ 20-Sep-2006 17:25 -
O 10136100/ 93 Sep-2006 21:56 -
2 avrercssss 16-Sep-2006 11:59 -
=-'- § e html 02-0ct-2006 16:18 1.0K
O gparrs 25-8ep-2006 0%:37 =
i Je— 19-Sep-2006 14:44 -
=Y, 26-Sep-2006 15:16 -
G s 96-Sep-2006 15:21 -
9 g0/ 21-85ep-2006 17:31 -
0 Lowys 02-0ct-2006 05:17 -
O wakkyososos 14-50p-2006 22:18 -
O resavacusts 27-Sep-2006 08:36 -
SEDBP / 21-Sep-2006 11:28 -

O sssmos 27-Sep-2006 14:37 -
2 apabss 27-Sep-2006 16:13 -
B clouds1 26-Sep-2006 16:46 -
0 an 25-5ep-2006 10:37 -
B ars 21-Sep-2006 17:07 -
8 air 25-Sep-2006 14:21 -
E dmy 27-5ep-2006 09:40 -
m dmi/ 20-Sep-2006 10:54 -
E dmk 26-5ep-2006 09:26 -
EI sl 1/ 22-Sep-2006 09:59 -
[ — 14-5ep-2006 16:49 -
i ge— 20-5ep-2006 09:49 -
E shabc/ 02-0ct-2006 08:55 -
o p— 22-5ep-2006 16:38 -
‘Ea il 1. PR-Sen-2006 10:55 -
T BZETFB a4 3§ @ (Cmai-Label Bankers * | g Index of [Fa . |@ . +7LOADSERVER:~ ¥ 100% £531 °C @ £ Mon Oct 2, 16:18 4



Pt i L buyssdy, comErrar. jsofods mag_cods =NWORIH=127 10567 1115288mar =

CDS"-Gf!;Ea\I’ An error has occurred.

A Hearsi Company

Error Description:

java.lang.HullPointerException at
com.cds.nm.gemini.parsers.GiftsRequestParser.geiParameter|GiltsRequesiParser.javalCompiled Code)) at
com.cds.nm.gemini.serviets.GeminiBase ServieLbuildErrorURL[{GeminiBase ServietjavalCompiled Code)) at
com.cds.nm.gemini.serviets.GeminiBasze ServietprocessEmor[GeminiBase Serviet.javalCompiled Code)) at
com.cds.nm.gemini.serviets.GeminiBase Serviet.processErmror|GeminiBase Serviet.java|Compiled Code)) at
com.cds.nm.gemini.serviets. GiftCard Serviet.doPost{GiftCard Serviet.java: 160) at
com.cds.nm.gemini.servlets. GiftCard Serviet.doGetGitCard Serviet.java:68) at

javax.serviet.http.Hitp Servlet.service|Http Servlet.java|Compiled Code)) at
com.cds.nm.gemini.serviets.session. Hop Serviet.service[Hop Servlietjava[Compiled Codel) at
com.cds.nm.gemini.serviets.GeminiBase Serviet.service{GeminiBase Servietjava(Compiled Code)) at
javax.serviethitp. Hitp Servietservice|Http Serviet. java|Compiled Code)) at

com.ibmows.webcontainer.servlel. ServletWrapper.service( ServlietWrapper javalCompiled Code)) at

com.ibm.ows. webcontainer.servlet. ServletWrapper.service(ServletWrapper.java(Compiled Code)) at
com.ibm.ws.webcontainer.filker. WebAppFilterC hain.doFilterWebAppFilterChain.javalCompiled Code)) at
com.ibm.ws.webcontainer.filter. WebAppFilterChain._doFilter{WebAppFilterChain.javalCompiled Code)) at
com.ibm.ws, webcontainer.servlet. ServletWrapper.handleRequest| ServietWrapper java|Compiled Code)) at
com.ibmows.webcontainerservlet.Cache ServietWrapper.handle Request|Cache ServietWrapper javalCompiled
Code)) at com.ibm.ws. webcontainer.\WebContainer.handleRequest{WebContainer.java[Compiled Codea)) at
com.ibm.ws.webcontainer.channel.WCChannelLink.ready(WCChannelLink.java(Compiled Code]) at

com.ibm.ws. hitp.channel.inbound.impl.HitplnhoundLink.handleDiscrimination{HttpinboundLink.java|Compiled
Code)) at

com.ibm.ows. http.channelinbound.impl.HtplnboundLink.handleMewlnformation[HitpinboundLink java|Compiled
Code)) at

com.ibm.ws. hitp.channel.inbound.impl.HitplCLReadCallback.complete|HttplCLReadCallback.javalCompiled Code))
at

com.ibm.ws.ssl.channel.impl. 5§5LRead ServiceContext$ 5 SLReadCompletedCallback.complete(SSLRead ServiceContext.j:
Code)) at com.ibm.ws.tep.channalimpl.WorkQueueManager.requestComplete(WorkQueuelManager. java[Compiled
Code)) at com.ibm.ws.tcp.channel.impl. WorkQueuelManager.attemptiO{WorkQueuelManager.java(Compiled Codal)
at com.ibm.ws.tcp.channel.impl.WeorkQueueManager.workerRun{WorkueueManager.java{Compiled Code)) at
com.ibm.ws. tcp.channelimpl.WorkGQueneManagerfWorker.run(WorkQueuelManager.java|Compiled Code)) at
com.ibm.ws.util. ThreadPool§Worker.run(ThreadPool java(Compiled Codel)

a smarter planet




Attackers use directory traversal atts to read arbitrary files on web servers, such as SSL private keys and password files

Py

] hitp:/fweb.ebay.co.uk/ My T U SN N U I 0

™

- Buy Sell My eBay Communi
& LO.UK yyeicome! Sign in or register

- Advanced Search

Categories ¥ | Shops | eBay Motors g Safe

Home = Business Centre = Changes in 2008 = Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost 1 localhostd localdomainé locathosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164,17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDM 10.3.166.11 eby-pr-

whb1l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-
whb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-f
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-whl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-f
wb17 ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wbl8.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-
wh21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - et
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wh3
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wh3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.locs
localhost ::1 localhosts.localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-mz
Production database vip 10.3.164,17 PRODDB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDN 10.3.166.11 eby-pr-

whbll.ebaydevelopment.co.uk eby-pr-wb11l 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-¢
whb13.ebaydevelopment.co.uk eby-pr-wbl13 10.3.166.14 eby-pr-wbl4.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-;
wh15.ebaydevelopment.co.uk eby-pr-wh15 10.3.166.16 eby-pr-whbl16.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-;
wh17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-[
whb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-{
wh21l.ebaydevelopment.co.uk eby-pr-wbh21 10.3.166.22 eby-pr-wb22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
10.3. 155 31 eby-pr- wb31 ebaydevelopment.co.uk eby-pr-wb31 10.3. 156 32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wh:
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Real Example: Online Travel Reservation Portal

v

pLal KesE 2T10 L = = = by afw = = DIOTE L]
@ y - a v% Lol 4 0o |-
i - ; - | — o w
w |[5 Hotel Reservation Online = TTansacion ... | | - 8 mm v nrPage ¥ U Tooks ™
LY
Hotel Reservation Online Change the reserID to 2001200
Dear MRS am,
As aresult of your resenvation 200319549
atthe hotel Le Meridien / Jakarta / Indonesia
for 2 nights (from Jan 23 2007 to Jan 25 2007)
we processed a credit card transaction an Jan 15, 2007,
The credit card transaction was successful.
The details of your transaction are as follows:
Reservation number: 20031959
Card Holder Name: Sam |l
CreditDebit Card: x000-000-000-2196
Expiration Date: 06/2007
Amount: 240.00 SGD
Date: Jan 15, 2007
sitled as: [
You i '
ease note that this is not an invoice. An invoicewgll be issued 10 days after your check-out date.
You can get your invoice following this link.
We hope you will ave a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thanks,
W
Dione Ly & Internet F100% -




Real Example . Parameter Tampering

Reading another user’s transaction — insufficient authorization

ntal M 0 L) = 3 3 0 B L) L) ale = = are g .
é )+ | 8 https Yo S - o rese[ D= 20012008emal= 1 vi| & |4 X i
W & Hotel Réservation Orline - Transaction ... fh- B - & - [5Page ¥ G Tods ¥ .

L
Hotel Reservation Online Another customer’s transaction

slip is revealed, including the

Dear M, ||stin, I
ear ustin email address

As a result of your reservation 2001200

atthe hotel Nikko Resort And Spa/ Bali f Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006) I
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your fransaction are as follows:

Resenvation number: 2001200

Card Holder Mame: Justin fsmmm—m—ms
Credit'Debit Card: xoo-000-000-4688
Expiration Date; 082007

Amount: 506.61 USD

Date: Jan 03, 2006

Billed as: G
You can print this transaction slip

at this is not an invonCe:
You can get your invoice following this li

We hope you will have a nice stay at this hotel !
We are looking forward to making a new reservation for you !
With our thanks,

gvoice will be issued 10 days after your check-out date.

W

hittps: /A _’Inﬁoice.php?reserID:200120. emailz_a@hotmail..cor“ D] @@ nterret | % 100% e
- L] «l L] - [ HCITHE
|




nte Race - & () = 0] = LIL] LIL] a[e = = nilore g@’
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The same customer invoice

that reveals the address and
| contact number

To I .Justin

Company

Address 22 I - S tralia
FPhaone 1

]

RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006

Description Nights Rate Amount

Booking reference 2001200 at hotel ;
Mikko Resort And Spa / Bali/ Indonesia

Period :
From Jan 18 2006 to Jan 23 2006 (5 night(s))

Ocean View Room, Breakfast Included
2 adult(s), 0 child{ren), 0 infant(s)

)]

138 690.00 ALID

TOTAL AMOUNT 506.61 USD

The Payment, billed as HIIIINININIIIENEGEGEGEEEEEEEEEEEEEEEEEEEEEEEEEEEEE - =ccived by credit card, on Jan 03, 2008, to our account from
- = - vmrer—— :

Card Holder Mame
CreditDebit Card
Expiration Date

Justin IE——
H0-000-00n-4688
0812007

We hope you had a nice stay at this hotel !
We are looking fonward to making a new reservation for you ! Boolean Logic?!
With our thanks,
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A Sample Of The ‘low hanging fruits’...

Shell
Command
Execution

Server Sid
Includes

WebLogic
Issues

Cookie Poisoning
SQL Injection




Broadcast Yourself ™

Channels

DON'T TRY THIS AT HOME!

Home Videos Channels
application hacking | |Videgg [1][ Searcl
“application hacking™ video results 1 - 20 of about 1,490
Playlists 00 ance¥  mimey A

Hacking Internet Banking Applications

Source: hitptvideo hitb.org/Z20052.html The general public
sentiment is that the banks, having always been the guardians ...
{morej

How to hack pels facebook application

Click mare
hittp:rapidshare.comfiles/475686650/hackpetsfinal.wimyv Orignal
video, (much clearer and socunds normaly Easy ... (mare)

How 1o download Hacking Application

This videao is a part of http fwww youtube . comfwatch Pv=_cl-=zZ kxklo
this video and httpffasans youtube comfwatch?y ... (more)

How to Hack Facebook

Dietailed Instructions Below: Tool needed: Internet Browser (l used
firefox with google toolizar) Facebook Account Maod .. (mere)

Flayllst Hesults for application hacking

frienster. myspace_facebook hackers (15 Videos)

e
e

s e

hacking friendster
#PART 1

- ] [ ﬁéa
— . —— Flay all
—_— e
P g- videos
== = T =
hacking friendster Myspace Account
#HPART 2 Hacking

Hacking SQL Server

In this presentaticn at the Jacksanville 2CQL Server Users Group,
Baver White playz the pant of a developer protecting his ... (more)

Added: 8 months ago
From: pefilm
Wiews:5253
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Added:1 wear ago
From: lwvimeuptoe1 00
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01:48

Ldded: 3 months ago
From: utubevideo=s00
“iew =9 607
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Added:1 wear ago
From:tonylz=0%
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e e el

04:28

Updated: 3 day= ago
From: kizezha
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From:dbaguyijax
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WHY DO HACKERS TODAY ATTACK
APPLICATIONS?

« Because they know you have firewalls
— So its not very convenient to attack the network anymore
— But they still want to attack ‘cos they still want to steal data ...

 Because firewalls do not protect against app attacks!

— So the hackers are having a field day!
— Very few people are actively aware of application security issues

« Because web sites have a large footprint
— No need to worry anymore about cumbersome IP addresses

« Because they can!

— It is difficult or impossible to write a comprehensively robust application

* Developers are yet to have secure coding as second nature
» Developers think differently from hackers

 Cheap, Fast, Good — choose two, you can’t have it all

e Itis anightmare to manually QA the application

* Many companies today still do not have a software security QA policy or resource

Let's

a smarter planet




I n n OVate The Rational Software Conference
Software Application Development Pressures

Today I'm being asked to: Singapore
. Mercedes
* Deliver product faster (a lot faster!)

 Increase product innovation
« Improve quality * Cheap

« Reduce cost s
* Deliver a secure product (?) . Gg;gosez
->

OUR GCAL T35 TO WRITE
BOGFREE SOFTWARE.
T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FINX,

1 HOPE TM GONNA
THLS WRITE ME A
DRIVES NEW SUV
THE RIGHT ~ THIS AFTER-
BEHAVIOR. NOON!

5. AN s E-mall: SCOTTADAMS®AOL.COM

Ifi3 ® 1986 United Fosture Syndicate, Inc.(NYC)




Top 10 OWASP Critical Web Application

Security Issues '09

WWW.owasp.org

1 Unvalidated Input

2 Broken Access Control

3 Broken Authentication and
Session Management

4 Cross Site Scripting Flaws

5 Buffer Overflows

6 Injection Flaws

7 Improper Error Handling
8 Insecure Storage

9 Denial of Service

10 Insecure Configuration
Management

2010

1

g b

© 00 N O

Injection
Cross-Site Scripting (XSS)
Broken Authentication and Session
Management
Insecure Direct Object References
Cross-Site Request Forgery (CSRF)

Security Misconfiguration

Insecure Cryptographic Storage

Failure to Restrict URL Access

Insufficient Transport Layer
Protection

10 Unvalidated Redirects and

Forwards

Let's a smarter planet



I WHY DO APPLICATION SECURITY PROBLEMS EXIST? E

* IT security solutions and
professionals are normally from the
network /infrastructure /sysadmin
side
— They usually have little or no experience in application development

— And developers typically don’t know or don’t care about security or
networking

« Most companies today still do not
have an application security QA
policy or resource

— IT security staff are focused on other things and are swarmeetk then coding was
* App Sec is their job but they don’t understand it and don’t want to deal Wﬂ?ﬁ'e by engineers ...
« Developers think its not their job or problem to have security in coding Then came Y2K ...
’ « _BBBB|cwho outsource expect the 3 party to security-QA for them Dotcom boom ... etc
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I n novate The Rational Software Conference
SECURITY TESTING IS PART OF SDLC QUALITY TESTING

’Iv.r— Collaborative Application Lifecycle Management

SDLC Quality Assurance

[ Quality Dashboard j
4 N\
[ l
“

— Test Management and Execution ¥
Management Management

| —
‘ (Create) Bqu Manage Report
Plan Tests Test Lab Results
/ Uy K ﬂ ’ Open Platform

Best Practice Processes

i

System z, i

Open Lifecycle Service Integrations
C U V O .
Compliance

S homegrown

Let's a smarter planet



You need a professional solution to

|dentify Vulnerabilities

i, AppScan 7.5 Demo Scan lscan - Watchfire AppScan

File Edit View

Scan  Tools Help

D @ . EQ © 5can ~ O 5top EﬁManual Explore ﬁScan Configuration Scan Log p [il Report @ Update

View

a

Security Issues

9

Remediation Tasks

&

Application Data

{3} My Application (53)

=-9 http://demo testfire net/ (53)
. 1A/ (3
caiexe (1)
comment aspx ()
default aspx
disclaimer htm
feedback aspx (1)
search.aspx (1)

-] ervensmor.aspx
subscribe aspx [3)
subscribe swi
survey_guestions aspx

A-103) admin (1)

H-{C3) bank {40)

7-IC) images (1)

‘ i) Scanis Incomplete

Mare Information

Amanged By: Severty  Highest on top
ﬂ 53 Security Issues (368 variants) for "My Application’

= @ Blind SQL Injection (4]
http://dema testfire.net/bank /account .aspx (1)
http://dema testfire.net/bank Aogin.aspx (2]
http://dema testfire net/bank transaction aspx (1)

@ Cross-Site Scripting (5)

@ Fomat Sting Remote Command Execution (1)

@ HTTP Response Splitting (1)

@ SOL Injection (6]

@ ¥Path Injection (1)

S Cookie Poisoning SQL Injection (1)

| ..:1,.3 Mvisoryl ] HxRemmmmdation| 3}4 Request/Response |

Variant: < 1lof2 ~ | Original | a0k ,J

@) Show in Browser [ Report False Positive | Manual Test 3¢ Delete Variant ) Set as Non-vulnerable

Properties

POST /bank/account.aspx HTTP/1.0

Cookie: amCreditOffer=CardType=Gold&Limit=10000&Inter
Content-Length: 35

Accept: */*

Accept-Language: en-us

User-Agent: Mozi11a/4.0 (compatible; MSIE 6.0; Win3Z2]
Host: demo.testfire.net

Content-Type: application/x-www-Torm-urlencoded
Referer: http://demo.testfire.net/bank/main.aspx

list Accounts=0%2B0%2B1001160141%2B0

HTTP/1.1 200 OK

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
Server: Microsoft-IIS5/6.0
X-Powered-By: ASP.NET
X-AszpMet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Fvnires = -1

4 3

D

[ Variart Details | i@ Screenshot
ID: 5234

Difference:

The following changes were
applied to the original request:

» Set parameter Tist Accounts's
value to "0LZB0%
2B1001160141%2B0°

Reasoning:

This test uses several differant

HTTP requests in order to verify

the existence of a Blind SGL

Injection \.rl.lIr1E:|T:|I::|Irt'_.r The resulting D

[ U S

Enter additional comments forthis  »
variant.

I visited URLs 108/108

D Completed Tests 14194/14134

ﬂ 53 Security |ssues

D1 W4 S22 @9
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win RICN Report Options

F R i

mdusfry Standard Regdatc.:r_r Compliance

Report Type | La:,rgm|

Delta Analysis

Template: | BExecutive Summary M

Min. Severity: | Informational El Test Type: Al w

= [+] Report Cortent
Executive Summary (Entire Scan)
=[] Security lssues
=[] Variants
[ ] Request/Response
[ ] User Comments
[] Show Validation in Response
[] Screenshots
= [] Advisaories and Fix Recommendations
[].NET
[]J2EE
[ ] Remediation Tasks
= [] Application Data
] Application URLs
[] Script Parameters
[] Broken Links
[] Commerts
[]JavaScripts
[[]Cookies

[ Preview J[_§ave Report... ][ Close

44 Requlatory Compliance Standards, for Executive, Security, Developers.

Detailed Findings

Vulnerable URL: hitp://fake/fake.aspx

Total of 2 findings in this URL

c I

Severity: High Advisory & Fix Recommendation: See Appendix 1

Vulnerable URL: hitp./ifake/fake.aspx (parameter = fake)

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2416]

Thiz test variant was constructed from the original request by applying the following change(z):

s Sef parameter ‘uid's value to "="=<script=alert{'Appscan®20-%20C55%20attack%
20may%20be%20used ) =/script="

*  Set parameter 'uid's value to ='==script=alert Appscan%20-%20C55%20attack%
20may%20be%20used ) =/script="

Request:

GET /bank/login.aspxTuid=>"><scriptzalert{ Appscan¥Z0-¥20C55%20attackxzomays20bey
20used’ «/script=&passw=Demol234&x=8y= HTTR/1.0

Cookie: ASP.NET_SessionId=3kg3jsupvfrjfoisbphlorgl

Host: bern

Accept: /=

Accept-Language: en-us

Usgr—.ﬂ.gent: Mozilla 4.0 (compatible; MSIE E.E; Windows NT 5.0)

referer: http://harn/hank “Ingin.sspy

Variant 2 of 4 [ID=2418]

Thizs test variant was constructed from the original request by applying the following change{s):

s Sef parameter ‘uid's value to "="==script=alert{'Appscan®%20-%20C55%20attack%
20may%20be%20used ) </script="

*  Set parameter 'uid's value to ='==script=alert Appscan%20-%20C55%20attack%
20may%20be%20used ) =/script="

Request:

ZFT Jhank Mandie acavPodid-w"wrcrrintwalart £ ' Anncran® 3N nresaInattacrk e ima v Inhow

Let's a smarter planet




Actionable Fix Recommendations

And Most Important :

i AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan

File  Edit View

Scan Tools  Help

D é E @ °5car1 ~ g Stop EEManual Explore ﬁScan Configuration [Z] .Scan Log 9.) |ﬂ Report 6 Update

Wiew

a

Security Issues

V)

Remediation Tasks

.

Application Data

m My Application (53)

= hitp://demo testfire net/ (53)
. 7] /(3

coiexe (1)
comment.aspx [2)

- default aspx
disclaimer htm
feedback aspx (1)
search.aspx (1)
SEMVErETor asp
subscrbe aspx (3]
subscribe swi
survey_guestions.aspx
+-IC5) admin (1)

+1-I5) banlk (40)

+-IC7) images (1)

| .v.i' Scan is Incomplete Meore Information

Amanged By: Severty  Highest ontop
ﬂ 53 Security Issues (368 variants) for "My Application’

= @ Blind SGL Injection (4)
hitp://demo testfire net/bank /account aspx (1)
http://dema testfire net/bank.ogin.aspx (2)
http://demo testfire net/bank Aransaction.aspx (1)
@ Cross-Stte Scripting (%)
@ Fomat Sting Remote Command Execution (1)
@ HTTP Response Splitting (1)
B 5GL Injection (6)
B ¥Path Injection (1)
S Cookie Poisoning SQL Injection (1) -

Fiz Recommendation gﬂ Request/Response

\07 Blind SQL Injection

.-"’ 4

# Fix Recommendation

+ General
There are several issues whose remediation lies in sanitizing user input.
By verifying that user input does not contain hazardous characters, it is possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SCL queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
(111 (pipe sign)
[2] & (ampersand sign)
[3]; (semicolon sign)

ull |

Visited URLs 108/108 || Completed Tests 14194/14194

i 53Secuity lssues @18 W4 H 22
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Compliance Scan Results

T5unigue issues detected across 49 sections of the requlation:

Section No. of lssues

1. Implement Internet Protocol {IP) masquerading to prevent your internal address from 4
being translated and revealed on the Internet.

(Requirement 1.5)

2. Do not use vendor-supplied defaults for system passwords and other security 19
parameters.
(Requirement 2)

3. Always change the vendor-supplied defaults before you install a system on the networke. 13
(Requirement 2.1)

4. Develop configuration standards for all system components. Make sure these standards 16
address all known security vulnerabilities and industry best practices.

(Requirement 2.2)

5. Disable all unnecessary and insecure services and protocols. 13
(Requirement 2.2 2)

6. Configure system security parameters to prevent misuse. 13
(Requirement 2.2_3)

7. Remove all unnecessary functionality, such as scripts, drivers, features, subsystems, file 16
systems.

(Requirement 2.2 4)

8. Encrypt all non-console administrative access. Use technologies such as SSH, VPN, or 3
SSUTLS for web-based management and other non-console administrative access.
(Requirement 2 3)

9. This section applies to hosting providers only — Hosting providers must protect each 56
entity's hosted environment and data.

(Requirement 2.4)
10. This section applies to hosting providers only — Protect each entity's {that is a merchant, 17

service provider, or other entity) and ensure that each entity only has access to own
cardholder data environment
(Requirement A1.1)




Enterprise Software QA Solution —

Dashboards and Metrics

Jim (Analyst) | Help | Support | About | Log Out

AppScan. Enterprise Edition

Training Jobs & Reports | Administration

=] Acme Hackme

EI[:I Analysts
£ Frank Report Pack: |AII Report Packs 7| | Apply I

Jobs & Reports > Acme Hackme > Analysts
Folders @ | | Analysts - Graphical = @
I T IEdit I Do - Last Updated: 9/11/2007 12:56:50 PM
H | petails | | Graphical

Issue Management History

@ Security Issues (Investment Banking)

Repart Pack Summary {Investment Banl

@ Sarbanes-Oxley Act (SOX) (Investment

@ Activity Log {Test Admin])

1#| R eport Pack Summary (Test Admin) Movies
Personal Bank.!nq ]

L -

L@. Analysts - On-Demand Services
L¢' Applications Store

Main Website

Intranet

3 3im Issue Severity History
E—]g Developers
w1 Admin All Report Packs All Report Packs
5000 I High 8000 B Fixed
) [ Medium [ In Progress
(Z] Chris % Low 7000 = Reopened
; ; Infermation Open
----- 3 Jennifer §000 :IAEIIVQ
(5 Template
(@ Templates 5000
4000
Current
3000 Active:
2875
2000
1000
0
Jan24  Feb1?  Mar14  Apr07  May 02 Jan24  Feb17  Mar14  Apr07  May 02
Issue Severity by Report Pack WASC Threat Classification
rou [ | | All Report Packs
o 2000 4000 6000 200D 10000 12000
i J—'l information [ Low EMedium IR High
u -
Recently Viewed 9 Support

= Authentication [ Cammand Executian
[ Autharization I Infermation Disclosure
B Client-side Attacks [0 Logical Attacks
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I n novate The Rational Software Conference
Building security & compliance into the SDLC — further back

Software Development Life Cycle

Coding Build QA Security Production

I
i
M

085 iBanking

o

o —
b )]

Let's a smarter planet



Innovate
Application Development Security Testing Domains

The Rational Software Conference
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"BLACK BOX

IBM Rational Appscan Source Edition

WHITE BOX

IBM Rational Appscan Standard Edition

Dynamic APPLICATION Analysis

State CODE Analysis

Good for security folks who are not
experienced in application
development

Good for developers who are not
experienced in security

Don't need to worry about code

Provides learning for developers

Simulates real-world exploit attack

Good for interim audit of half-written
code

Tests for relation between App and
other apps, O/S, middleware,
network

Can test for more than just HTTP
/HTML code - eg. C, C++, C#, Perl,
Codefusion, Javascript ...

%e IPS, checks for "unknown"
threats

Like Firewall, checks for "known"
threats

Let's

a smarter planet
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for Security

 The Application Must Defend lItself

Bridging the GAP between Software development and Information Security

QA Testing for Security must now be integrated and strategic

“Traditional” FIREWALLS AND IPS WILL NOT STOP APPLICATION ATTACKS
YOU CANNOT STOP AN APPLICATION ATTACK FROM HAPPENING

The best way to protect against an application attack is to ensure the robustness of
the application, that its written properly, if not defensively, that it's Q.A’ed for bugs,

vulnerabilities, logic errors etc

We need to move security QA testing back to earlier in the SDLC
at production or pre-production stage is late and expensive to fix
Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:

* Ensuring Security Quality in the Application up front
* Not havingtodo alot of rework after production

’ » Automated softwar e security scanning & remediation solution

' . backed by world classR& D mgr planet
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FT'hank You

Anthony LIM

MBA CISSP CSSLP FCITIL
ISC2

CLOUD COMPUTING SECURITY — THE SOFT SPOT

WWW.ISCc2.0rg WWW.owasp.org
www.ibm.com/security

Let's a smarter planeto




