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Application Security - Understanding the Problem
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State of the Application Security Threat

Growing Threat

* Past customer spending focused on Network
security — yet 75% of attacks come through web
applications — market is now focusing on spending
on web application security

* Mitre group indicates that application issues (XSS
and SQL Injection ) are the top 2 hacks

Most websites are vulnerable (Watchfire/Gartner)

Analyst Views

“Gartner estimates that 90 percent of externally-
accessible applications today are web-enabled,
and that two-thirds of them have exploitable
vulnerabilities.

“64% of developers are not confident in their
ability to write secure applications”

Microsoft Developer Research

Cost of Application Security Breach

Security Breach

Every lost record costs $138 to the organization who lost it
Media Attention > Brand Damage > Sharp Decline in Stock Prices
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PCI Application Security Requirements

Build and Maintain a Secure Network

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect Cardholder Data

Requirement 2:

Requirement 3: Protect stored cardholder data

Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program

Requirement 5: Use and regulariy update anti-virus software

I Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures

Requirement 7:

Restrict access to cardholder data by business need-to-know
Requirement 8:

Assign a unique ID to each person with computer access

Restrict physical access to cardholder data

Regularly Monitor and Test Networks

Requirement 9:

Requirement 10: Track and monitor all access to network resources and cardholder data

IRequirement 1i: Regularly test security systems and processes

Maintain an Information Security Policy

Requirement 12:

Maintain a policy that addresses information security
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Motives Behind Application Hacking Incidents

Deceit Blackmail

LinkSpam Other
Unknown

Source: WASC 2007 Web Hacking Incident Annual Report
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Type:

Where Do These Problems Exist?

Customer facing services
Partner portals
]

Employee intranets

Source:

1. Applications you buy — e.g. COTS

2. Applications you build internally
3. Applications you outsource
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What's the Root Cause of this Problem?

1. Software developers were never trained (or mandated) on security

2. Existing defenses do not address application level threats
and overwhelmed

3. Security teams are focused on other issues (network, desktops, etc)

4. No defined policy, accountability or process to deal with this issue




Application Security Maturity Model

Maturity
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Coding

Security Testing Within the Software Lifecycle

SDLC

Build
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Security Production ‘

Developers

\I/
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Developers

Application Security Testing Maturity
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Phase 1
High

Application Security Adoption Within the SDLC
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IBM Security Framework

The IBM Security Framework

Security Governance, Risk Management
and Compliance

People and ldentity

Data and Information

Network, Server, and End-point

Physical Infrastructure

Common Policy, Event Handling and Reporting

External Representation

Security Governance, Risk & Compliance Solutions

Identity and Access Management Solutions

Information Security Solutions

Threat and Vulnerability Mgmt & Monitoring Solutions

Physical Security Solutions
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IBM is laying the foundation for end-to-end application security

. IBM Global Services — security risk assessments helping define policies and processes

. Rational — automated vulnerability testing for web applications/web services across the development cycle
. IBM Technology Services/ISS — managed services for network and application vulnerability assessment

. Tivoli — access control and security information and event management to web applications/web services
. DataPower — provides SOA security solutions

Application Security Management Lifecycle

Define application security
» standards and requirements

GEHID R software

Continuously monitor . I
y Build security into

applications for WebSphere S .

vulnerabilities and defend P apzllcatéolntﬂeSI?n

against attacks @Jﬂﬁ_ﬂl’{fﬁ%}:@ﬁ%m and model threats
~ LI LA E) 2] “II 1t

WL software

Configure infrastructure
for application policies;
deploy applications in
production

Build and test individual
and composite
applications
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Rational AppScan: Find and fix web application

security and compliance issues

Web application and web service security
testing

v Individual and enterprise scalable

solutions for assessing and remediating
security vulnerabilities

v Different solutions for developers, testers,
security professionals, and management

Identify security 3 Developfix
recommendation .

vulnerabilities

%
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Watchfire Application Security Testing Products

AppScan:
QuickScan

AppScan
Onbemand
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AppScan - Automated Application Security Testing

# Untitled - Watchfire AppScan
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Mew ©Open Sawe Print | Scan Stop Manual Explore | Scan Configuration  Scanlog  Find | Report  Update
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* Possible Causes
Sanitation of hazardous characters was not performed correctly on userinput

 Technical Description

Web applications often use databases atthe backend to interact with the enterprise data warehouse. The de-facto standard
language for querying databases is SOL (each major database vendor has its own dialect). Web applications often take user
input taken out of the HTTP request) and incorporate itin an SAL query, which is then sent to the backend database. The
query results are then processed by the application and sometimes displayed to the user.

This mode of cperation can be exploited by an attacker if the application is not careful enough with its treatment of user
(attacker} input. Ifthis is the case, an attacker can inject malicious data, which when incorporated into an SQL query, changes
the original syntax of the query inte something completely different. For example, if an application uses users input (such as
username and passwaord) fo query a database table of users’ accounts in order to authenticate the user, and the atiacker has
the ability ta inject malicious data into the username part of the guery (or the password pan, or both), the query can be
changed into a different data yanking query, a query that modifies the database, or a query that runs shell commands on the
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AppScan Enterprise — Dashboards and Metrics

AppScan. Enterprise Edition
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Integrated Computer Based Training
Key to adoptlon across the organlzatlon IS educatlon

rom AppScan Knowledge OnDemand - Microsoft In

AppScan Knowledge OnDemand

e Self-service — more convenient than traditional training
— Participants no longer have to schedule time “out of the office

e Self-paced — greater information retention

— With digestible content modules, participants no longer experience
information overload

e Just-in-time reference-ability

— Full access to searchable, online content for 12 months

e Structure

— Courses are individual modules
— Typically 15 minutes or less




IBM Services, Software and Hardware:
Only IBM has solutions to address all 12 PCI requirements
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Agentrics
Application Security

COMPANY SOLUTIONS SERVICES PARTNERS

INTHE NEWS How valuable is OPERATIONAL POS DATA to
your business?

® 211108 Agentrics Demand Signal 2
Agentrics Receives Two Readers’ Management l
Choice Awards in Consumer Goods Powered by" Rotail Solutions
Technology 2008 Rankings.

® 114108 .
SA2 Worldsync Launches as New Buemrssnoses
Leader in Giobal Data Synchrenization a PFI:“["CE I

i ‘cl ertification Program
Agentrics Named to Food Logistics
100 for Third Year Fobinunry 2626, 7008

Click here to register today!
More news...

= ntrics Receives
i ¢ ice Award for
2nd Straight Year

DaTENPOOL == SFL |
Powered by 4 ENTRIGS
UPCOMING EVENTS

Learn more about upcoming events with
Agentrics:

® Private Sourcing Events for Agentrics
Customers

Copyright 2006 - 2007 Agentrics, LLC. All rights reserved.

@®LOGIN @ COMMUNTY @ SUPPORT
@ SELECT LANGUAGE

NEWS & EVENTS LIBRARY

sramirs KING[FSHER

SA2 | WORLDSYNC

st Dara Servies o Global Commerce

Announcing - Agentrics and SINFOS
faunch joint venture in
global data synchronization

» Read press release
>SA2 Worldsync webste

LLEARN MORE

@® Download Agentrics’ latest white paper:
Buiding Consumer-Driven Supply Chains
with Operational Point-of-Sale Data

® Welcome to the new Agentrics Website:
ciick here to learn about the complete
Agentrics Solutions Platform — Bringing
together the largest and most adopied
Sourcing and Supply Chain collaboration
suites under one consolidated company

® ore.

Site Map | Privacy Policy| Usage Agreement

Challenge

» Agrentrics, a leading solution provider to
the world’s largest retailers and their
suppliers, leverages the latest web-based
technology and services for its clients

Solution

» In a competitive evaluation, AppScan was
better at finding vulnerabilities than any
other solution

Result

» increased confidence and safer

applications for their high-profile retail
clients
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Depository Trust and Clearance Corporation (DTCC)
Application Security

= Challenge:
» applications handle clearance and settlement of
more than $1 quadrillion in securities transactions
per year — security is imperative

Clearing

» need to implement security as part of the

application development process

.

E \ “ = Solution:

E= W D1cC IS Y - » educated 450 developers on testing security across
i DTCC's customers operate both dn't : ¢ 4 e e the SDLC

77777 C: January 15, 2008
EuroCCP Names Board of Directors...

e o » acquired AppScan for vulnerability scanning

NSCC Ratchets Up Real-Time Trade Submissions...

¥
Issues & Initiatives Did You Know? Thought Leadership
Cost-Basis Service Roster Grows DTCC Implements Largest-Ever Fee Cuts  DTCC's Mo More Paper Campaign
The Walt Disney Company, Johnson Fee reductions wil resuit in a net savings Paper certificates cost investors more than $250 milion a
Cantrois and Aflac naw offer AccuBasisto  of approximately 5198 million to the year —a n alone goes to cover the
their sharehalders. industry this year. cost of lo u R e S u I t .
Read More » Read More b Read More ¥
SR P I P — » Security is designed and built into more than 225

new applications per year

» Stabilized processes and practices leverage
AppScan for industrial-strength vulnerability
assessment and remediation for high risk and
complex applications
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IBM Rational AppScan - a Recognized Leader

= #1 World-wide market share revenue position (2006) according to Gartner

Source: Gartner Dataquest, “Market Share: Application Development and Project and Portfolio Management
Software, Worldwide, 2006,” Laurie F. Wurster, Asheesh Raina, Fabrizio Biscotti, 22 May, 2007.

= # 1 World-wide market share revenue position according to IDC

Source: Worldwide Security and Vulnerability Management Software 2006-2010 Forecast and Analysis: Managing
Security Knowledge and Control, IDC #204693, December 2006

= Winner of SC Magazine’s top Security Company 2007
= Winner SD Times 100 security category

= Winner of Dr. Dobb's Journal 17th annual Jolt Award for security

= Watchfire named one of the top 25 innovations by Financial IT Security Magazine
in its 2007 "Future Now" list
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For additional information

= IBM Security Defense

http://www-306.ibm.com/software/tivoli/governance/security/defend.htmi

= |IBM Rational AppScan

http://www-306.ibm.com/software/rational/offerings/testing/webapplicationsecurity/

= IBM Tivoli Access Manager for e-business
http://www-306.ibm.com/software/tivoli/products/access-mgr-e-bus/

= IBM Internet Security Solutions
http://www-935.ibm.com/services/us/index.wss/offerfamily/igs/al1025846
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Learn more at:

= |BM Rational software = Architecture management

= |IBM Rational Software Delivery Platform = Rational trial downloads

= Process and portfolio management = developerWorks Rational

= Change and release management = |BM Rational TV

= Quality management = |BM Rational Business Partners
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