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While most organizations have concentrated 
their network security initiatives on neutralizing 
outside hackers and intruders, the fact is that 
threats from inside may represent a more 
significant source of damage.

Even if it isn’t practical to deny privileged users access, monitoring 
their activities is critical — because both accidental and malicious 
violations by “insiders” can cause considerable harm to your enterprise. 
IBM Tivoli® Compliance Insight Manager includes powerful tools for 
fighting insider threats, including the top 10 best-practice reports for 
monitoring and auditing privileged user activity in your enterprise.

By providing acute visibility into insider threat activity, the Tivoli 
Compliance Insight Manager reporting engine for audit and 
compliance initiatives could be an invaluable asset in maintaining 
network security.
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Who is more likely to damage your 

network — an outside hacker, or an 

authorized employee, customer, partner 

or outsourcer? The answer is, perhaps 

surprisingly, the latter. Regulatory and 

auditing requirements make it clear that 

existing security technology’s emphasis 

on network-level, externally oriented 

threats is misplaced. The far more 

likely suspects are the privileged users 

inside your enterprise — who are on 

your network every day and may cause 

damage not only of a malicious nature 

but also accidentally.

In addition, Payment Card Industry 

Data Security Standard (PCI DSS), 

Sarbanes-Oxley (SOX), Gramm-Leach-

Bliley Act (GLBA) and Health Insurance 

Portability and Accountability Act 

(HIPAA) audits make it clear that the 

activities of privileged users (such as 

administrators and network managers) 

are a legitimate concern.

Regulations and auditors are both likely 

to raise these questions, for which you 

must have ready answers:

• What are administrators, database 

administrators and root users 

doing on your network?

• Were system changes authorized?

• Was privileged access used to 

violate separation of duties?

• Did a disgruntled administrator 

make an attempt at identity theft?

• Has confidential or regulated data 

been viewed by administrators?

Turn the page to see how the top 10 

reports for privileged user activity 

monitoring in Tivoli Compliance Insight 

Manager can help ensure that you have 

quick and suitable answers to all these 

questions — and more.
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The enterprise dashboard gives you insight into all activities on the system. In 
this case, someone classified as a manager is performing audit log actions 
and administrators are accessing data — both clear violations of acceptable 
use guidelines.

1. Enterprise dashboard
The Tivoli Compliance Insight Manager enterprise dashboard allows 
you to view all activities on the system, including people, activi-
ties and objects. The size of each circle correlates to the amount of 
activity it represents, while color indicates the level of compliance. 
Red circles indicate areas of particular risk — cases in which your 
acceptable use policy is being violated. The lower portion of the 
screen juxtaposes people and activities, highlighting potential  
violations.

2. User by event type
It’s important to be able to home in on all administrative activities 
across your enterprise and see who performed them. The user by 
event type report in Tivoli Compliance Insight Manager allows you to 
do just that, by showing each person who conducted an activity and 
the types of activities conducted. Greater detail on the activities in 
question is just a click away.

The user by event type report gives you a quick, comprehensive view of 
administrative activities across your enterprise and who is performing them. 
Here you can quickly ascertain if any nonadministrators made privileged 
changes on the system — a topic your auditor will surely be interested in.
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3. Overview of select users and their activities
The user audit report in Tivoli Compliance Insight Manager is the 
ideal report for use in a PCI, HIPAA or ISO compliance audit. This 
report allows you to select administrators, then select specific activi-
ties that are of the most concern.

4. Events by type
The Tivoli Compliance Insight Manager events by type report provides 
a focused view of activities on your network, and helps demonstrate 
to auditors that you have sufficient insight into them.

The user audit report shows who is conducting administrative activities and 
how often.

The events by type report lets you examine how many events have occurred, 
how many violated your security policies and how many sets of attention alerts 
and actions failed.

5. Detailed incident investigation
The event detail report in Tivoli Compliance Insight Manager provides 
all the documentation available on any incident, up to and including 
details such as the time and origin of the incident. In fact, the detailed 
incident investigation report provides all the details, at a field level 
and with the policy groups.

6. User investigation
When an incident occurs and a privileged user’s activities are suspect, 
it’s critical to be able to view the details of that user’s recent actions. 
The Tivoli Compliance Insight Manager user summary report gives 
you a close-up view into how many events that user created, when 
they occurred, how many were policy violations, attention alerts or 
failures and what groups the user belongs to.

The event detail report allows you to “zoom in” on every detail of an incident, 
escalate it to a workflow system through tracking and continue your 
investigation in even greater detail.

The user summary report allows you to “zoom in” to analyze a suspected user 
and his or her recent actions.
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7. Events by rule
Being able to sift quickly through complex information is an attribute 
of any good report. The Tivoli Compliance Insight Manager events 
by rule report facilitates a quick understanding of specific events, by 
letting you select only the groups you want to view.

8. All events with search filter
Tivoli Compliance Insight Manager includes this report to allow you 
to truly narrow your search while you investigate privileged user 
activities. The search filter in the all events report uses Boolean search 
capabilities to eliminate millions of events from your view, retaining 
only those you are concerned about.

With the events by rule report you can conduct investigations more efficiently, 
simply by selecting only the user groups you want to view. For example, to 
investigate a privileged user, you simply select the “Administrators” group  
and begin.

The all events report with search filter allows you to narrow your search for 
violations. Here, a search for administrators tampering with audit settings has 
uncovered an instance of the audit log being cleared — a clear policy violation.
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9. Sensitive data tampering
The suspect by object group report in Tivoli Compliance Insight 
Manager provides information on who may be tampering with 
protected data, such as the data associated with SOX, PCI, HIPAA 
or GLBA. Simply by selecting the data you want to investigate, then 
narrowing the search to privileged activities, you can uncover such 
activity occurring on financial, credit, patient or customer data.

10. Operational change management
Monitoring administrative changes is critical, and the operational 
change control report lets you get a handle on such changes. This part 
of Tivoli Compliance Insight Manager follows best-practice advice 
from ISO, providing an overview of changes made. It also allows you 
and the auditor to verify that those changes adhere to policy.

Who is tampering with your protected data? The suspect by object group 
report will answer that question and facilitate further investigation.

The operational change control report monitors administrative changes  
across platforms, reports on administrative activities and allows for  
“click-through” investigation.
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Use these 10 ways to achieve 
network security
Tivoli Compliance Insight Manager and 

its top 10 reports for privileged user 

activity monitoring provide a better 

view of what these users are doing on 

your enterprise network. By using Tivoli 

Compliance Insight Manager to monitor 

and neutralize insider threats to your 

network, you help significantly enhance 

network security, while confidently 

meeting auditor requirements.

For more information
To learn more about how Tivoli 

Compliance Insight Manager can help 

your organization monitor and audit 

privileged user activity, contact your 

IBM representative or IBM Business 

Partner, or visit ibm.com/tivoli

About Tivoli software from IBM
Tivoli software provides a set of offer-

ings and capabilities in support of 

IBM Service Management, a scal-

able, modular approach used to 

deliver more efficient and effective 

services to your business. Helping 

meet the needs of any size business, 

Tivoli software enables you to deliver 

service excellence in support of your 

business objectives through integra-

tion and automation of processes, 

workflows and tasks. The security-rich, 

open standards–based Tivoli service 

management platform is complemented 

by proactive operational management 

solutions that provide end-to-end visi-

bility and control. It is also backed by 

world-class IBM Services, IBM Support 

and an active ecosystem of IBM 

Business Partners. Tivoli customers and 

business partners can also leverage 

each other’s best practices by partici-

pating in independently run IBM Tivoli 

User Groups around the world — visit 

www.tivoli-ug.org
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