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DATAPOWER FIRST WEB SERVICE SECURITY VENDOR TO
UNDERGO COMMON CRITERIA 'EAL4 ASSURANCE LEVEL'
EVALUATION

Most Widely Deployed XML Security Appliance Further Illustrates Security Leadership
via Highest Global and U.S. Gover nment Requirements for Security in a Network Device

CAMBRIDGE, Mass.--November 2nd, 2004-- DataPower, the creator and leading
provider of intelligent XML-aware Networking (XAN) infrastructure, announced today
that its DataPower X S40 XML Security Gateway(tm) is under evaluation for Common
Criteria (CC) EALA4 Certification. The U.S. Government is one of fifteen countries that
recognize the Common Criteria as the official, unbiased third-party evaluation criteriafor
I'T security procedures. In evaluation with SAIC Labs since earlier this year, DataPower's
X$40 becomes the first XML Web services Security Gateway to undergo compliance
tests for these global requirements for security as set by Common Criteria. Detailed
information on the Common Criteria and DataPower's evaluation can be found at The
National Information Assurance Partnership (NIAP) Web site.

This EAL4 Common Criteria evaluation is the latest in DataPower's history of providing
purpose-built and tested security that has enabled DataPower to become the most widely
deployed and the security solution of choice for Global 1000 firms and government
agencies. To ensure its readiness for real-world deployments, before shipping the X $40
two years ago, DataPower was the only XML security vendor to undergo third-party
vulnerability testing. DataPower customers also benefit from the most experienced and
sophisticated technical and executive teams assembled at a private company including
Bret Hartman, co-creator of the famous NSA Orange Book that was the foundation of the
Common Criteriaframework; and Rich Salz, world-renown for his PK1, SOAP and XML
security achievements and the chief security architect for DataPower's X S40.

"SAIC Labsis aleading evaluation lab focused on the vast majority of EAL4 assurance
and above certifications. Evaluation for Common Criteria certification is the latest in
DataPower's significant market and technical achievementsto further demonstrate the
XSA0 XML Security Gateway as the most robust Web services security solution for real-
world deployments,” said Bret Hartman, VP of Technology Solutions at DataPower.

Shipping for two years, the XS40 XML Security Gateway is the most widely deployed
Web services security gateway and has protected billions of dollarsin real-world business
transactions to date at some of the largest, Global 1000 companies. The XS40 combines
hardened security, wirespeed performance and sophisticated, patented algorithms for

XML threat protection and XML access control, including XML firewall, XDoS
protection, SOAP filtering, SAML-based access control, XML schema validation, digital
signatures, field-level XML encryption, XML/SOAP routing and service virtualization.
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About DataPower

DataPower provides enterprises with intelligent XML-Aware network infrastructure to
ensure unparalleled performance, security and manageability of next-generation
applications and XML Web Services. DataPower’ s patented XML Generation Three
(XG3™) technology powers the industry’s first wire-speed XML -aware networking
devicesthat provide immediate return on technology investments while streamlining
application deployments. Founded in 1999, DataPower is privately held and based in
Cambridge, MA. For more information about DataPower Technology, please contact
617-864-0455 or visit www.datapower.com



http://www.datapower.com/

