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1. Acknowledgements

This lab guide is based in part on the IBM Integration Bus and IBM APl Management Lab written
for the 2015 IBM WebSphere Technical University by IIB Developer Simon Stone.

The appendix, which describes how to create the APl Management environment used here, is based
on an IBM internal document written by Mike Alley from the IBM WW Technical Pre Sales team

2. Introduction

This lab guide provides instructions on how control and use the REST API created in the lab
Developing a REST API Service from within IBM APl Management.

[IB Toolkit

API Management
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2.1 Tasks

In this lab, you will perform the following tasks, with the associated roles:

Within IIB

1) You will use the 1IB node TESTNODE _iibuser, that is automatically created by the 1I1B
Toolkit.

2) Import and deploy the REST API Service solution from the Developing a REST API Service
lab to TESTNODE_iibuser

3) Test the service using Swagger Ul (optional)

4) Push the deployed REST API to IBM APl Management

Within APl Management as the APl Manager

1) Complete configuration of the REST API, including using applications’ credentials* to access
REST API.

2) Addthe REST API to an APl Management use plan, including specification of a rate limit to
applications’ use of the REST API.

3) Testthe REST API

4) Publish the plan

Within APl Management as an APl Developer
1) Subscribe to the plan to use and publish the REST API within an application
2) Test the published REST API through the IBM DataPower Gateway, including
+ requesting REST API with invalid application credentials
» exceeding rate limit for application

As an APl user
1) Submit requests to the published REST API

In addition, you will run the load tests using SOAP Ul for the following:

1) Published REST API with (new) rate limit in the APl Management use plan, to demonstrate
limits enforced by the DataPower Gateway at the application level

2) Deployed REST API with rate limit enforced by WLM

*Applications’ Credentials
e (Client ID: identifies applications that are making API calls so that application-specific quotas
and statistics can be monitored, displayed, and enforced.
e (Client Secret: used, like a password, in conjunction with Client ID.
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3. Prepare IIB and APIM environments

3.1 Configure TESTNODE iibuser for REST applications

The 1B support for the REST API requires some special configuration for the |IB node and
server. If you have already done the REST API lab in this series of labs, you can proceed straight
to section 3.2, below.

Login to Windows as the user "iibuser", password = "passwO0rd".

Start the 1IB Toolkit from the Start menu.

1. Ensure that TESTNODE iibuser is started.

2. Enable Cross-Origin Resource Scripting for REST. This is required when testing with the
SwaggerUI test tool. See http://en.wikipedia.org/wiki/Cross-origin _resource sharing for
further information.

(Helpful hint - the VM keyboard is set to UK English. if you cannot find the "\" with your
keyboard, use "cd .." to move to a higher-level folder in a DOS window).

In an 1IB Command Console (shortcut on the Start menu), run the command:

mgsichangeproperties TESTNODE_iibuser —-e default
-o HTTPConnector
-n corsEnabled -v true

3.2 Open IIB Log Monitor

A useful tool for IIB development on Windows is the 1B Log Monitor. This tool continuously
monitors the Windows Event Log, and all messages from the 11B and WMB log are displayed
immediately.

From the Start menu, click 1B Event Log Monitor. The Monitor will open; it is useful to have this
always open in the background.

E']HBEwmﬂlngMnnﬁnr

BIP31321: ¢ IB1WNHODE_=zerverd > The HTTFP Listener has started listening on por
'78AA Y for "'http’'’ connections. [18-.3-.2814 3:17:23 PM]

BIP21541: ¢ IB1IANODE.serverd ? Execution group finished with Configuration me
ge. [18-3-2014 3:-17:-24 PM]

BIP21521:=: ¢ IB1WHODE._=zerverd ?» Configuration message received from broker.
#2014 5:87:36 PM]

BIP21531: ¢ IB1IANMODE.serverd 2> About to *'‘Change’’ an execution group. [18.-3-3
4 5:87:36 PM1

BIP21551: < IB1WNODE. aerueri > About to '‘create ' the deployved resource
oyeeService _JSONGClient”’ of type '’ _APPEIP’’ . [18-3-28014 5:87:37 PM]

BIP21551' ¢ IB1BNMODE.serverd > About to '‘create '' the deploved resource E
getEmployee Empluyeeﬁeru1ce _EmpServClient_JS0ON1'* of type ** _SUBFLOW' *. [18-3
14 5:-87:37 PM

BIP21551:= < IBiBNODE.oePueri > About to '‘create *' the deploved resource *"E
ervClient _JS0ON1’* of type "’ _MSEGFLOW"’_ [18-3-2814 5:A7:37 PHM]

BIP21541: ¢ IB1AMODE.serverd > Execution group finished with Configuration me
ge. [168-3-2014 5:-87:-43 PM]

BIP31321:= ¢ IB1WHODE_HTTPListener » The HTTP Listener has started listening o
ort "'VEBE’" for "'http'’ connections. [1B8-.3-.28014 5:87:47 PHM]

BIP21521: ¢ IB1IANMODE.serverd > Configuration message received from broker. [18
s28014 5:58:41 PM]

BIP21531:= ¢ IB1WNHODE_=zerverd > About to ' *Change’’ an execution group. [180.-3.-3
4 5:58:41 PHM1]

BIP21551: ¢ IB1ANODE.serverd 2» About to '‘delete *' the deployed resource *'E

This tool is not shipped as part of the IIB product; please contact us directly if you would like a
copy.

Page 5 of 61 Integration with IBM APl Management Version 10.0.0.3

Provided by IBM BetaWorks



IBM Integration Bus V10 Workshop January 2016

3.3 Configure TESTNODE iibuser to work with DB2

If you have already done Lab 1 in this series (create an Integration Service), you can
skip straight to Start IBM APl Management on the next page.

To run this lab, the Integration Bus node must be enabled to allow a JDBC connection to the
HRDB database.

1. Open an IIB Command Console (from the Start menu), and navigate to
c:\studentl0\Create HR database
2. Run the command
3_Create_JDBC_for_ HRDB

Accept the defaults presented in the script. This will create the required JDBC
configurable service for the HRDB database.

3. Run the command
4 Create_ HRDB_SecurityID

4. Stop and restart the node to enable the above definitions to be activated

mgsistop TESTNODE_iibuser

mgsistart TESTNODE_iibuser

This will create the necessary security credentials enabling TESTNODE_iibuser to connect to the
database.
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3.4 Start IBM APl Management environment

VMWare Virtual Networking

Note that all virtual machines in this lab, including the IIB Windows system, run on
the IP subnet 192.168.126.xxx. If you are not running this lab in the prepared IIB
workshop environment, you must make sure that the VMNet8 adapter is specified to
use NAT, and that it has a subnet IP of 192.168.126.0, and that the subnet mask is
255.255.255.0.

This is done by using the VMWare Virtual Network Editor.

If you are doing this lab in a BetaWorks workshop, then the IBM APl Management environment will
have been set up for you, comprising the following systems:

IBM DataPower Gateway Virtual Machine
VM: DPGW
IP address: 192.168.126.52 (hard-coded address)
Admin account:
UserlD=  admin
Password = passwOrd!

Note: you will not need to directly access this VM during this lab.

IBM APl Management Appliance Virtual Machine
VM: APIM-Appliance
IP address: 192.168.126.100 (hard-coded address)
Admin account:
UserID = admin
Password = In0r1t5@C
Cloud owner account:
Userid = admin
Password = passwOrd! (note the ‘I’ at the end)
AP| Manager user organization: My Organization
Developer organization: My Lab
Developer organization URL Path Segment: mylab

1. If you need to create the environment, follow the instructions in the Appendix before proceeding.

2. Ensure the IBM DataPower Gateway and IBM APl Management Appliance Virtual Machines are
powered on.

3. From the IIB Virtual Machine, ping the DataPower Gateway and API Management appliance to
check they are available.
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3.5 Check IBM APl Management environment (optional)

If you are doing this lab in a BetaWorks workshop, the environment will have been set up for you and
these steps should not be necessary. However, doing these steps may give you a better
understanding of the configuration that has been done.

1. Log on to the APl Management Appliance with the Admin account.
e UserlD = admin
e Password = In0r1t5@C (note, the | and @ characters may be on a different key on your
keyboard - check this first by typing into the userid field, so that you can see the typed
character).

Run the command net show all and note the IP address for eth0. For a BetaWorks workshop, it
should be as shown here:

ci-192-168-126-100-AP [Managenent> net show all
Hostname (DHCP from eth0): ci-192-168-126-100
Domain (DHCP from eth@): localdomain

Domain Search (S5tatic): [Nonel

Nameservers (Static): 192.168.126.2

Gateway (Static on eth0@): 192.160.126.2

NTPF (Static): 185.53.93.157

Carrier timeout: 30 seconds

Eth0 (00: 025+ hrrdariSi—Static
Address: |192.168.126.100, Netmask: 255.255.255.0, Broadcast: 192.168.126.255
MTU: 1500
Link Status is not available

Routes: [Honel

Again, note that the first three parts of the IP address (792.168.126) match the corresponding
parts of the IP address of the VMnet8 ethernet adapter.

2. Login to the Windows IIB VM:
e User =iibuser
e Password = passwOrd

From the Windows command prompt, run the ipconfig command. It is essential that the IPv4
Address and Subnet Mask entries for the VMnet8 ethernet adapter match those on which the
environment was originally prepared. For a BetaWorks workshop, they should be as shown here:

Ethernet adapter UMware Hetwork Adapter UMnet8:

Connection—specific DNS Suffix
Link-local IPuvt Address . . .
IPv4 Address. . . . . .

FafA: - FAAR :a24c 4B5f zafih+21
192 168 .126.1

Subnet Mask . . . . . » « - . . 255 .255 255 @
Default Gateway . . . . . . . .

Page 8 of 61 Integration with IBM APl Management Version 10.0.0.3

Provided by IBM BetaWorks



IBM Integration Bus V10 Workshop January 2016

4. Prepare the [IB REST Application
4.1 Import and deploy pre-requisite |IB projects
1. Login to the Windows IIB VM:

e User =iibuser
e Password = passwOrd

2. To ensure there are no conflicts with other components, switch to a new 1IB workspace in the 11B
Toolkit. For example name it

c:\users\iibuser\IBM\IIB 10\workspace APIM

3. Inthe lIB Toolkit, import the Project Interchange file:

c:\student10\REST_service\solution\EmployeeService_REST.10.0.0.3.zip

Import all the projects in the Pl file.

ﬁ Import Project Interchange Contents _ | I:Ilil
Import Projects
Import Projects from a zip file. I

== 4
From zip file: I Cil\student 10\REST _service 'l,SD|LIﬁEII‘|'I,EI‘I‘|p|D':.I'EE5EFViEj Browse. .. |
Project location root: | C:\Jsershibuser \IBMYLIET 10 \with ToolkitFix WPIM Browse... |

= EmployeeService
I=+EmployeeService REST
[=FEmployeeService_interface_and_maps
[=*HRDE

Select Al | Deselect All | | Select Referenced

?:I = Back Mext = | | Finish I Cancel

4. Deploy EmployeeService_interface_and_maps to server default on TESTNODE _iibuser.

5. Deploy EmployeeService_REST to server default on TESTNODE_iibuser.
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6. Inthe Integration Toolkit, navigate to the Integration Nodes view in the bottom left, click the
EmployeeService_ REST that has been deployed.

Copy the Base URL for remote invocations in the Properties. Copy this into a text document for
future reference (use Notepad to create a temporary txt file).

=
foln.. 32 g E Properties 33 ’E ¥ of
%% 8 Property | Value
Er@;g Integration MNodes = APT
-8 TESTNODE _iibuser Base URL for local invocations http://localhost: 7800, Test\WebApp/resources

B¢, default Base URL for remote invocations 169: 7800, TestWebApp/resources
. .52 EmployeeService_REST Local URL for the REST API definitions http:/flocalhost: 7800/ TestWebApp, resources [EmployeeService, json
& 'Eh” EmployeeService_interface_and_mar Remote URL for the REST API definitions http:/f192. 168, 126, 169: 7800, TestWebApp resources EmployeeSery
&l Info
Deployment Time Sat Jan 09 15:39:08 GMT 2015
Fuill Name FrnlnvesService RFST. annzin

7. Totestthe REST API, append employees/000010 to this URL, e.g.

http://192.168.126.180:7800/TestWebApp/resources/employees/000010

Paste this into a browser address. If the REST APl is working correctly, the details for employee
000010 should be returned:

| Q search

= 192, 168, 126.169: 7300, TestWebApp resourcesfemployees /000010 (&

|l IBNodes | | REST | [ SDS [ || WAS oDM APIM

{"EmployeeResponse": {"DERe=sp":

{"UzerReturnCode":0, "RowsRetrieved":1, "RowshAdded":0, "RowsUpdated":0, "RowsDeleted": 0, "5QLCode_ErrorCode™:0, "S5QLState SQLI
{"EMPNC":"000010", "FIRSTHME" : "CHRISTINE", "MIDINIT":"I", "LASTHNAME™ : "HAAS™, "WCRKDEPFT"™ : "A00", "PHONENO™ : "3278", "HIREDATE": "]
", "EDLEVEL":18, "SEX":"F", "BIRTHDATE":"1963-08-24" "SALARY":152750, "BCNUS":1000, "COMM™: 4220} }}
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4.2 Push deployed REST API to IBM API Management

1. Inthe Integration Toolkit, navigate to the Integration Nodes view in the bottom left and right
click the EmployeeService_ REST that has been deployed.

5’3 Integration Modes &3 E£ Integration Registries T Data Project Explorer

Ellgg Integration Modes
=8 TESTNODE iibuser
E-7%, default
E Ermip

loyeeService_RES

; £ Stop
¥ Delete
ﬂ Push to API Management

"'Eﬁﬂ EmployeeService_inter

2. The Push to APl Management wizard will appear. Provide the following details:

e Host: IP address of the IBM APl Management virtual appliance
o (Inthe 1IB workshop, 192.168.126.100)

e UserID: apim_owner@agrr.la

e Password: passwOrd! (note the ‘I’ at the end)

_ioix]

Push REST Interface to API Management

Create a connection to the API management system,

REST Interface Definition

Title | Emplayee Service
Description This is the Employes Service used by the 118 BetaWorks REST APT ;I
example

[

URL for API Definition | http: /192, 168, 126, 180: 7800, TestWebApp/resources EmployeeService, json

API Management Connection
—Management Cluster /Servel) Address

Host | 192. 168. 126.100 =]

FOrt i i 7 j
[ Authentication

User ID apim_owner @grr.la j

Password | TIITTITTIT]

@:I = Back I Mext = I Firisty Cancel
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3.  The wizard will confirm which Organization you wish to push the REST API to.
Ensure that My Organization is selected, and click Finish:

15l
Push REST Interface Option
Push this REST Interface to API management.

Organization |My Organization j

Push REST interface 'Employee Service' to API management
A new REST interface will be registered in the API Management system with the following identification:
REST Interface Title: Employee Service

@j < Back | Mt = | Finish I Cancel

4. The wizard will close, and the results of the operation will be displayed.

Note: at this point, the deployed REST API is now published to IBM APl Management,
but is not exposed to clients.

Defect warning - the Close button does not work. Click the Window cross to close this
window.

ﬁ Push to APTI Management

Connecting to API management ‘https: /192, 1658, 126, 100: 443
Success,

Pushing API
API Title : Employee Service

API Description ; This is the Employee Service used by the IIB BetaWorks REST API example
Success,

Close
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5. Configure REST APl in IBM API Management
5.1 Locate REST API

1. Ina browser, go to: hitps://< IP address of APl Management appliance >/apimanager
(e.g. 192.168.126.100/apimanager).
Log on with the APl Manager user account:
UserID = apim_owner@grr.la
Password = passwOrd! (note the ‘I’ at the end)
You are now logged on to the IBM APl Management Appliance as an APl manager.
2.  The Home page will be displayed.
Click on the APlIs button on the left.
/aplmanagemeﬂt B2 My Organization ~ | L apim_owner@grria | 9 |
Home {1 Home
Pans_ |2l Approvals = Usage
apls O Request to Plans Requested by Submitted ¥ Actions
Fore| There are no approvals in your queue Al
Management ‘J?'"_l 1372
Developers  [=] = Show statistics from| sandoox ~ Developers
wais @ | 5 Most Active APIs TS‘”“”E‘
Advanced Portal
Users 25 1300 0
1,200 -
User Registries L, ::agg Payload Logging
‘900 - 0
SSL Profiles  [=-] 800 -
700 -
3. The Employee Service API should be displayed. This is the API that you pushed into IBM API
Management. Click the arrow to show further details.
The click on Employee Service to navigate to the details of that API.
1 APlIs
= 1 AP @ API =
Oy l }mployee Service @
/;h Title Base Path Version ¥ Last Modified Actions
. 1.00
=] [ Employee Service l MestWebApplresources . 12 minutes ago
Lrevision
This is the Employee Service used by the 1B BetaWorks REST APl example
sl
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5.2 Enable enforcement by IBM APl Management Gateway

1. Remove the entry in Hosthame if present. By doing so, the API Management Gateway will be
used to access the published API.

o~ @
&  APIs
— Title Stagedin - l |_J
- E | S : Mo environments |' _ I_' LU., n
O mployee oervice Update Download Clone Delete
(l,h Description
El This is the Employee Service used by the [IB BetaWorks REST API example
@ Base Path [TestWebAppiresources
Hostnamy | 192.168.126.180:7800
o version 1.0.0 This APl isenforced. The hostname, if specifiedoverrides the APl Management
Gateway hostname.
Revision 1 &
Settings
=i Tane

2. Save the API:

APIs 521

Title Stagedin
C =y = B e
; Sandb _
Employee Service anaox Update Download Clone Delete
Description

This is the Employee Service used by the IIB BetaWorks REST AP| example

Base Path  [TestWebApp/resources

Hostname
version 1.0.0 This APl is enforced. The hostname, If specified, overrides the API Management
Gateway hostname.
Revision 1 &
Settings
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5.3 Add security settings

When the REST API is published, we will only accept requests submitted with a valid Client ID and

Client Secret. This requirement will now be added to the API security settings.

1. Expand the Settings folder.

e Select "Allow this API to be tested".

e This will automatically select "Gateway managed CORS".

Settings
Phase
Realized

Enfarce this API

Allgw this AP to be tested

Galeway' managed CORS

2. Expand API Security, click + Security Scheme.

Select API Key from the drop-down menu.

Settings

lags

,
API Security

@ Security Scheme

OAuth: Implicit Flow
DAuth2 Password Flow 3
OAuth2 Application Flow | (&)

QAuth2 Access Code Flow

ptication

Operations  Properties  Documentation Schemas
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3. Rename the scheme from API Key to Client ID.

Keep the default Parameter Name (X-/BM-Client-Id).

Settings
Tags
API Security

& Security Scheme

Client 1D
Mame Found In Parametar flam Description (optional)
Client 1D Header Query JX-1IBM-Clignt-Id

4. Add another APl Key Security Scheme (click + Security Scheme, select API Key from the menu).

AP Security

@ Security Scheme

Basic Authentication

APl Key

CAuth2 Implicit Flow
OAuthZ Password Flow
CAuth2 Application Flow
OAuthZ Access Code Flow

Name this scheme Client Secret, but change the Parameter Name to X-IBM-Client-Secret.

Settings
Tags
API Security

€ Security Scheme

Client Secret

Ilama Found In e i [a Priptign [gmigna”
Client Secret Header Query] |X-IBM-Client-Secret
Client ID
Name Found In ParameterName  Description (optional)
Client1D Header Query | X-IBM-Client-Id
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5. Expand Security Requirement and add these schemes in turn (click + Security Scheme).

rity Requirement

Client ID
Client Secret

Operations  Properties Documentation Schemas

&p Operation

Method Path & Summary

6. Confirm that the Security Requirement looks like this:

Secunty Requirement

Mo more security schemes can be added to the list of require
requirements.

Client 1D Client Secret =

7. Save the API.

A v L

Update Download Clene Delete
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5.4 Add proxy URL

1. IBM APl Management must be configured to proxy the requests for the REST API
into IBM Integration Bus.

2. Locate the Get /employees/{employeeNumber} operation (further down the current window) and
click on the Edit button (pencil) on the right.

The details of the operation are expanded.

lemployees Retrieve the details for
H{employeeNumber} an employee

3. Click on Implementation, and then click on Proxy.

GET lemployees/{employeeNL Retrieve the details for al @ x *

Description

Retrieve the details for an employee

Overview Implementation Test Tags: employees X &p

Proxy Assemble

PROXY URL

4. You must enter the full URL for the operation (not just the REST API) that is
deployed to IBM Integration Bus into the Proxy URL field.

Append “employees/{employeeNumber}” to the Base URL for remote invocations that you
noted earlier (section 4.1 on page 10).

In the IIB workshop system, the Proxy URL will be:

http://192.168.126.xxx:7800/TestWebApp/resources/employees/{employeeNumber}

Method Path & Summary ldentification  Authentication Deprecated Extensions  Actions
GET lemployees/{employeeNL Retrieve the details for ai ™ x

Description

Retrieve the details for an employee

Overview Implementation Test Tags: employees X &

Proxy Assemble

PROXY URL

http://192.168.126.180:7800/TestWebApp/resources/employees/{employeeNumber}

When you have set the proxy URL, go to the top of the page and click Save.
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6. Create and publish use plan for REST API
6.1 Add REST API to new APl Management plan

The REST API is now configured in IBM APl Management. In order to expose the REST API to
clients, it must be first put into a plan. Developers can then request access to the plan in order to use
the REST API.

1.

Page 19 of 61

Click on the Plans button on the left. The Plans page will be displayed.

/apimanagement B3 My Organisation = | L iiblabdemo@apim ~ | 9- ‘
&y Home o757]
= =
. Approvals n el = e
0:.'. Request to Plans Requested by Submitted ¥ Actions
There are no approvals in your queue. i saoe

(&) 16039
= Show statistics from| sandbox ~ FEREIOpEr

: Basic Portal
@ 5 Most Active APls

1

Click on the + button next to Plan to open the "Create a new plan” dialog.

Give the plan a name, for example My Plan, and click Add. The page for that plan will then
be displayed.

Create a new plan

Title
[

Restricted

Description

Plan description
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3. Atthe bottom of this page, you can see that there are no operations included in this plan.
You must add the operations from the REST API into this plan.

Click on the + button next to Operation in order to open the Add operations dialogue.

A
) Plans
— Title Revision Restricted Staged in
- No environments
Cr  MyPlan 17 W
G}) Description
Rate limit

B Unlimited

&» Operation

Method Path & Summary Description Rs
[ o]
pa

There are currently no operations included in this plan.

4. Select the GET /employees/{employeeNumber} and click Add:

Page 20 of 61

lemployees/{employeeNumber} Retrieve the details for an employee
o ,{gﬁlp;:::;n:;:tsf{deparlmentﬂumber} Retrieve the list of employees for a department
[ GET ;&zmaargzrenmf{dePanmEHNUMber} Retrieve the manager for a department
O K= ;;Tezlic;{;:ﬂgducationl'eve'] Retrieve the predicted salary for an employee
a /departments/{departmentNumber} Updates an existing department
[ FUT lemployees/{employeeNumber} Updates an existing employee
Add Cancel
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5. The operation is displayed at the bottom of the plan. Now you will apply a limit to the number
of requests per minute that will be accepted by the Gateway under this plan.

(In practice, you may want to create different plans with different limits that can be charged
accordingly, e.g. a free basic plan with a low limit and a chargeable plan with a high limit.)

(Note: it is also possible to apply rate limits to the individual operations within a plan. In this
case, there is just one operation and the limit is being defined at the plan level).

Click on the Edit symbol (pencil) for the rate limit, highlighted below.

Title Revision Restricted Staged in
R ® O
0 environments [ = -

M‘y’ P‘an 1V IEI Stage Delete

Description

Rate limit

Unlimited
&» Operation Find Q

Method Path & Summary Description Rate limit Actions

Employee Service (Revision 1) - ITestWebApp/resources

GET fempl{’yees Retrieve ihe details for Retrieve the details for an empl... Unlimited

{employeeNumber} an employee

6. Atthe prompt, set the Number of Requests to 5, and click Apply.

Make sure the box "Reject calls when limit is reached" is ticked.

Rate limit
Unlimited
Rate limit
9 Operatlon Humb§r of Requests Time Interval
5 = 1 = Minutes =
WMethod Path & Rate limit
. 1 Reje IL llz when limit is reached
Employee Service (Revis i = rmbE reas

GET lemployees Reirieve ine detalls for - rieve the details for an smpl._. Unlimited
H{employeeNumber} an employee
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7. The Rate limit has been changed. Save the plan by clicking on the Save button at the top of

the page.

Title Revision Restricted Stagedin
. 3 i

My Plan 1v g Mo environments Stage Delets
Description
Rate limit
5 requesis per minute

&% Operation Find Q
Method Path & Summary Description Rate limit Actions
Employee Service (Revision 1) - [TestWebApp/resources
GET !employees Retrieve e details for Retrieve the details for an empl... Limited atthe plan level

{employeeNumber} an employee
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6.2 Test REST API (as APl manager)

1. Click on the APlIs button at the left and navigate once more to the Get
/employees/{employeeNumber) operation in the Employee Service API (reminder -
expand EmployeeService, click Employee Service).

Click the Edit button (pencil).

lemployees Retrieve the details for
{employeeNumber} an employee

2. Click on the Test tab, and place a tick in the indentification column (it's the first column, as
highlighted below).

Click the Save button at the top. l
GET femployees/{employeeNL Retrieve the details for al @ X
Description

Retrieve the details for an employee

Overview Implementatign Test Tags: emplt

3. Enter a value of ‘000010’ for employeeNumber and click on the Invoke button (highlighted
below).

Environment Plan
<

Sandbox My Plan (Revision 1) Invoke

Parameters Name Description Required Value

employeeNumber 0ooo10
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4. The details of the employee should be returned:

Parameters

Response

200 OK

X-aglobal-Transaction-ID: 19848
Access-Control-Allow-Origin: *

Date: Sun, 18 Jan 2016 11:47:21 GMT
Transter-Encoding: chunked

X-Backside-Transport: OK OK

X-Ratelimit-Remaining: 4

X-Ratelimit-Limit: 5

APIm-Debug-Trans-Id: 55e789bae4b®7beladf593ee-57391ae2-51
APIm-Debug-Filename: temporary:///apimdebug851d9.json
Content-Type: application/json; charset=utf-8
Connection: Keep-Aliwve

server: Apache-Coyote/1.1

"EmployeeResponse™: {

"DBResp"™: {
"UserReturnCode": @,
"RowsRetrieved”: 1,
"RowsAdded™: @,
"RowsUpdated™: @,
"RowsDeleted": @,
"SQLCode ErrorCode™: @,
"SQLState_SQLState™: null,
"SQL_Error_Message™: null

}s

"EMPLOYEE": {
"EMPNO": “@08818",
"FIRSTMME": “CHRISTINE™,
"MIDINMIT": “I™,
"LASTMAME™: "HAAS™,
"WORKDEPT": "A@8",
"PHOMENO": "3978",

Page 24 of 61

Integration with IBM APl Management

Version 10.0.0.3

Provided by IBM BetaWorks



IBM Integration Bus V10 Workshop January 2016

5. Invoke this test a few more times. On the sixth try in one minute, the request should be
rejected. This is because the Gateway is enforcing the limit for this API (as defined in the
plan).

Debug
Parameters

Retry-After: 20

X-Backside-Transport: FAIL FAIL

Access-Control-Allow-Origin: *

X-RateLimit-Remaining: @

X-RateLimit-Limit: 3

APIm-Debug-Trans-Id: 55e789bae4b@7beladf593ee-ae2a6231-3558-444c-bbc6-85529c989f8a
APIm-Debug-Filename: temporary:///apimdebug82@88.json

X-RateLimit-Reset: 20

Connection: close

Content-Type: application/json

{
“httpCode™: “429",
"httpMessage”: "Too Many Requests”,
"moreInformation™: “"Rate Limit exceeded”
}

Note that the rate limit and number of remaining tries are returned by the plan. Also note the
time that you have to wait until sending the next request ("Retry-After).

If you send another request before this time interval, you will see the remainig time decrease
in the subsequent response.
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6.3 Stage and publish plan

The plan must now be staged into an environment, and then published into that environment. This
activity pushes configuration details onto the IBM DataPower Gateway appliance that will then proxy
requests to the deployed REST API on IBM Integration Bus.

1. Click the Plans icon to return to the page for the plan created in the previous step.

Click "My Plan".

Click on the Stage button:

Plans @
Title Revision Restricted Stagedin
| L .
M‘y’ Plan 1v & Stage Delete
Description

2. Click on the Sandbox environment:

Sandbox

Disconnected Cloud

anocther ¢loud

Export as a pac kage for staging in

Stage

Delete

3.  Once the plan has been staged, it must be published.

Click on the Management button on the left. The Management page will be displayed, and

should show the plan in Staged state:

G Management Sandbox - Plans APls
= 1 Plan =
— My Plan 0 subscribers 1 revision staged
f’;_t\ Title State Visible to Subscribable by Subscribers Actions
& | o ﬂ
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4. Click on the cog icon on the right and then click on Publish:
My Plan 0 subscribers 1 revision staged
Title State \isible to Subscribable by Subscribers Actions
My Plan Staged None None ]
Revision 1 a minute ago
Publish
TeTTaee an existing plan
Supersede an existing plan
Cpen draft
View approval history
Remove from environment
5.  The Edit visibility and subscribers dialogue will appear. Click Publish:
Edit visibility and subscribers
Wisible to: Subscribable by:
Public - Authenticated users -
Everyone will be able to see this plan Everyone signed in to an account will be able to
subscribe to this plan
[
6. The plan should now be shown as Published:
My Plan 0 subscribers 1 revision published
Title State Wisible to Subscribable by Subseribers Actions
My Plan Published All Authenticated users 0
Revision 1 a few seconds ago
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7. Publish REST API

7.1 Document application to use REST API
Now that the plan has been published, developers can associate the REST API with an application.
1. Inthe Firefox browser, open a new tab and login as an APIM Developer.
In the IIB workshop, use the shortcut in the APIM folder (APIM Developer).

This will be:
https://192.168.126.100/myorg/sb#/apis

Click "Sign in", and login with the APl Manager Developer account:

e UserlD: apim_dev@agrr.la
e Password: passwOrd! (note the ‘I’ at the end).

You are now logged on to the Basic Developer Portal as a developer.

2. When you have logged in, click the APIs button in the navigator. The Home page will be

displayed.
fappdevelopers B | mEwia- | Lapm de@n
Home b
roricaton [ Welcome to the My ,
. . ()
Organization Developer @
v B Center
Find Order by: Name | Updated 1
[E“lf'l:;):wlcyee Service
Jan 10, 2016
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3.  You can see your published REST API at the bottom of the page. In order to request access
to the REST API, you first need to create a record of the client application that will be
accessing this REST API.

Click on Applications on the left. The Applications page will be shown:

/appdevelopers

Welcome to the My
eis O Organization Developer
sears Center

4. Create a new application by clicking the + button next to Application. Give the application a
name, for example My Application, and click Add:

Application

Mame

Ny Application

Description (optional)
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5.  The application will now appear in the list of applications. Show and copy the Client Secret.

(Use Ctrl-A, then Ctrl-C).

Note: this will be the only opportunity to see the Client Secret, so for safe-keeping, store
(paste) this string into the txt file you created earlier.

) | @ Application
&

https:ifocalhost

6. Click on the APIs button on the left and then click on Employee Service (v1) at the bottom
of the page. The page for that REST API will be displayed, along with the GET operation:

™ Employee Service (v1)

o>

)

Identify your application using

||&| This is the Employee Senice used by the IIB BetaWaorks REST APl example

Client ID and secret - Use your application’s clientID and client secret to access this AP

7. Inthe list of operations at the bottom of the page, you can see which operations are available
in which plans. In order to request access to the REST API, click on the Select a plan link at
the top of the page. Click on the name of the plan you created earlier (My Plan).

| example

B | Buwie-

| A apim_dev@grrla -

Selectaplan «
Select a plan
My Plan (v1)
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8. The details of the plan then appear:

{.} My Plan (v1) Not restricted
This plan is available to use without approval

o=

3requests per minute shared across all operations

A APls included

Rate Limit

Employee Service
Verb Path Name Description Identification Authentication
GET MestWebAppiresources/emplo_ Refrieve the d . Retrieve the deta . None None

Shared across the plan

Use this plan

9. Click on "Use this plan". The Select application dialog then appears.

Click on the application you documented earlier, and then click on Use this plan.

Now that your application is configured to use the plan, it can invoke the REST API through

IBM APl Management.

Select application

Select the Fppeme el this plan
My Application

Use this plan Cancel
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7.2 Discover URL for published REST API

In associating the application with the REST API, the published REST API is now available for use.
This REST API will be subject to the restrictions (security and rate-limits) configured by the API
manager earlier on and enforced at the IBM DataPower Gateway.

1. Click on the APlIs button on the left and then click on Employee Service (v1) at the bottom
of the page.

/appdevelopers B | mwwas- | &

PN
Home {7}

wna @ Welcome to the My
: Organization Developer @
- & Center =

o

Find O, Order by, MName | Updated t

Employee Service Jeiarey
o (resT)

Jan 10, 2016

2. The page for that REST API will be displayed. Find the GET operation at the bottom of the
API.

Click on the + button in the Details column for that operation.

Operations Plans
Werb Path & Mame Identification Authentication Deprecated Details My Plan (v1)
[MestWebApplresourceslemployees/... Retrievethed... MNone Maone Mo =+ v
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3. Note the URL of the published API. The IP address is now that of the
Gateway.

The following variables are to be substituted when using this URL:
e Employee Number: {employeeNumber}
e (Client ID: <client_id>
e C(Client Secret: <client_secret>

IBM DataPower

Operations
Verb Path & Name Identification Authentication Deprecated Detailz
[MestWebApplresources/employees/... Retrievethed... ClientID an... MNone Mo —_

URL: https:/192.168.126.52/myorg/sb/TestWebAppiresourcesiemployeesiemployeeNumber}?client_id==client_id=&client_secret=
=client_secret=

Retrieve the details for an employee

Plans

My Plan (v1)

v

Type MName Description Required
i} employeeNumber Yes
Response Body
Test
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7.3 Test published REST API

Now that the REST API has been associated with the application, the IBM DataPower Gateway
appliance can be used to manage access for the API.

1.  First, we will test the published REST API using the facility provided. To do this, click on the
Test button, enter a valid employeeNumber (e.g. 000010), enter the Client Secret (Ctrl-V to
paste from the clipboard, or from the txt file), and then click on the Invoke button.

Note: there is no prompt for Client ID, as that is already known (from the documented
application).

TestWebAppiresources/employees/. Retrievethe d.. ClientiDan..  None No — v

URL: hitps:/M192.168.126. 52/myorg/sbiTestWebAppiresourcesfemployeesi{employeeMumber}?client_id==client_id=&client_secret=
=client_secret=

Retrieve the details for an employee

Application Client Secret Generate cURL
Parameters @®)
My Application

[T T Invoke

Response Body

Parameters
Test

Title Required Value

000010

employeeNumber

2. The details of the employee should be returned:

200 OK

Content-Type: application/json; charset=utf-8

{ "EmployeeResponse™: { "DBResp™ :

{"UszerBeturnCode":0, "RowsRetrieved":1, "RowsaAdded™ : 0, "RowsUpdated™:0, "R
{"EMENO" : "000010", "FIRSTHME" : "CHRISTINE", "MIDINIT":"1I", "LASTNAME"™ : "HAR
" "EDLEVEL":18, "SEX":"F", "BIRTHDATE":"1063-08-24", "SALARY":152750, "BON

1| | i
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3. Invoke this test a few more times. On the sixth try in one minute, the request should be
rejected. This is because the Gateway is enforcing the limit for this API (as defined in the
plan). Note the URL used includes the Client ID and Client Secret.

Response

429 Too Many Requests

Unable to load hitps:/192.168.126.52/myorg/sbiTestWebApp/resourcesiemployees
1000010%client_id=9f361d9e-9fff-4d4e-8ceB8-2cf0f583555a8&
client_secret=al 3wD6elfgS4bRTmY3cLIwCHoG2fY S TvC1cO1aMGol 1gvagl status: 429

Content-Type: application/xml

<!—-
?xml version="1.0" encoding="UTF-E"?
-
{EIICIIESPCDSE}
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8. Invoke the published REST API

In this section, you will make requests to the published REST API, firstly from a browser and then
from SOAPUI. (SOAPUI can be used to test REST APls as well as SOAP APIs).

8.1 Invoke from browser

1. To use the API outside of the APIM environment, obtain the URL. Do this by clicking
"Generate cURL".

—
Application Client Secret Generate cURL >
Parameters )

”' -’%pplicaticﬂ (LI XTI Y.L L] Y] ||1'-'CL'E
Response Body
Parameters
Title Required Value
000010

employeeMumber

Response

429 Too Many Requests

Unable to load hitps:4192 168126 52/myorg/sbTestWebAppl/resourcesiemployees
1000010%client_id=fce0cdB2-697e-4910-bcc8-2fd7 7113 df2ck
client_secret=pW4rE5iX3iL7sLB8kMBID4gK 1hF7 gB2rBOfFEIY 7wl DxK4qX5kl status: 429

2. Inthe cURL dialogue, select "Include client ID and secret.....".

Carefully select the URL (excliding quotation marks), then Copy to the clipboard (Ctrl-C).

Generate cURL

Verbose output

winsecure 3510 connections

Include clignt ID and secret in generated command

c.:trl —-—include ——quaest GET '11'1'p ://182.168.126.52/myox

I vU0xE4gX5

A

xF4

Cll!:nt .=_'-Ec:rEt=pIrHIEﬁi}{EiLT.=_'-LZEZ]r.l-IiEi112"1gI‘il'.lFTgZ.Zr_.'_ltFl-l.f

Cione
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3.  Open a new browser tab, paste the URL into the address and click return. The employee’s
details should be returned.

API Manager X  Portal b https: /192,168, .. 6IY 7vUOxK4qX skl *

& | @ | https://192, 168.126,52/myorg/sh/TestWebApp/resourcesfemployees 0000 107dient_id=fre0cd62-697e-49 10-boc-2fd77113df2calient_secret=p\

|l IMBNodes | | REST | [ SDS | WAS | | ODM |_| APIM

{"EnployeeResponse™: {"DBReap™:

{"UserReturnCode":0, "RowsRetrieved":1, "Rowshdded": 0, "RowsUpdated":0, "RowsDeleted":0, "5QLCode_Erm
{"EMPNC":"000010", "FIRSTHME" : "CHRISTINE", "MIDINIT":"I", "LASTNAME" : "HRAAS", "WORKDEFT" : "RA00", "PHCNE!
", "EDLEVEL":18, "SEX":"F",  "BIRTHDATE" :"1963-08-24" "SALARY":152750, "BONUS™ : 1000, "COMM™ : 4220} ¢ }

Again, if you exceed the rate limit (5 times in one minute), the threshold will be exceeded and
an error message will occur:

— <errorResponse=
<httpCode=>429</httpCode>
<httpMessage=Too Many Fequests<'httpMessage>
<morelnformation>Rate Limit exceeded</morelnformation>
<=/errorResponse>

4. Make a change to the Client Secret in the URL and submit the request. It should now be
rejected:

77113df2€Rdient_secret=p\W4E SD C

— <errorResponse>
<httpCode=>401</httpCode>
<httpMessage>Unauthorized=/'httpMessage>
<morelnformation=Invalid client 1d or secret.</morelnformation>
</errorResponse>

5.  Correct the client secret in the URL (or re-paste the original URL) and re-submit the request.
It should be accepted once more.

Keep the browser tab open — you will need it again.
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8.2 Request from SOAPUI

1. Locate and start SOAPUI from the Start Menu.

2. Click on File, then New REST Project.

3. The New REST Project dialogue will open. You must specify an example of the URL of the
operation in the published REST API. Use the URL you used when you tested the published
REST APl in a browser (last section). This includes the client-secret.

Click OK.
 New REST Project x|
New REST Project @
Creates a new REST Project in this workspace
URI: |https: /192, 168, 126. Ezfmynrg,.’sbﬁest';“reb.ﬁ.pp,.’resuurces,.’emplnyn|
| ok | cancel | | mmport wapL...
4. A new REST API project will be created and within it, a new request:
- B) REST Project 1
{ - X htips://192.168.126.52
= [0 000010 [bootcamp/sh/TestWebd
El,___GET Jutululutelul
{ .| %8 Request 1
SEE — T -
5.  The new request will appear as follows. Click on the play button (green arrow) on the
request.
uest 1 7 G e
i Method Endpoint Resource Parameters \
L E[G!:-r ']|1s:ff192‘168.126.52[']||,iTEstWEbApp,’rEsuur(Es,{Emp\uyEEstDDD10||-ad??—eDQEZ751FZl?&diEnt_sE\:rﬂ:u\"ﬂnM1yBEIDDidJ5IT4gE5\M4dPShX5[G3d11j\fthDnP5F]4hN|V +@®
T 0@ v e
5 MName: | Value | Style ‘ Lewel =
% client_id b871f035-2221-455d-... QUERY RESOURCE ﬁ
= |dient_secret uW20M1yB5I00kUSIT4, .. QUERY RESOURCE g
- I Tal g [l 3
Auth  Headers (0) Attachments {0) Representations (0) Headers (0) Attachments (0) SSLInfo  Representations (0) Schema
1:
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6. The results will be displayed on the right.

Click the JSON tab to make sure the data is shown in JSON format.

£ Request 1

5

Method

+e

Endpoint

Resource Parameters

-

= [eer

v] |:s:,f,f192. 168.126.52 [v] |,rmyorg,fsbrrestwebnpp;resourcesfemploy.| |?dient_id=fceucdsz-69?e-49 10-bec8-2fd77113df2cadient_secret=pW4rESiX

+_ o umg @

I

<

{"EmployeeResponse™: |

Name

"DEResp": {

dient_id

nav | moyusIL
| IERSH |

dient_secret

fceOcd62-69... QUERY

pPW4ESIX3IL... QUERY

"UserReturnCode™: 0,

=W R

gealides "RowsRetrieved": 1,

"Rowshdded": 0,
"RowsUpdated™: O,
"RowsDeleted": O,
"S0LCode ErrorCode™:

] "SQLState_S{LState™:

%
| Style | Level l

RESOURCE

o L

[ Raw | HTHLY| 150N =

10 "SQ0L_Error_Message™:

{
"oooolov,
5 "FIRSTNME™:
15 "MIDINIT™:
] "LASTHAME™
17 "WOREDEET™
18 " EHO

T

L%

: "DRES

Options:
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22 "SEX": "EF",

24 "SALRRY": 152750,
25 "BONUS™: 1000,
26 "COMM™: 4220
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8.3 View throughput for published REST APl in |IB Web Ul

The web user interface for an integration node can be used to view throughput information for a REST
API.

1. Inthe Integration Toolkit, navigate to the Integration Nodes view. Right click
TESTNODE _iibuser, and click on Start Web User Interface:

&5 Integration Nodes 57 | &5 Integration Registries ©= Dat:
EI\J_:EG Integration Modes

=&

E‘E default =" New Integration Server
E Employe &

---E';q,“ Employe
.;5-"3 Refresh

£ Change

#H Delete

B Start Web User Interface

A web browser will automatically open and open the web user interface.

2. Inthe web user interface, expand TESTNODE_iibuser to find the REST API that you have
deployed.

Click on the drop down arrow to the right of the EmployeeService_REST label.
(Do not click on the EmployeeService_ REST API!)

Click on Statistics on to enable statistics collection for this REST API:

IBM Integration

- qﬁl TESTMODE_iibuser
- §Sewers -

- s default -

(= Services
+ (= REST APIs

v 5= EmployeeSenvice REST |+

(& Applications £E| EmployeeService REST
(™ Libraries
v B Shared Libraries Stop

== Message Flows

Uelete

(22 Subflows

Statistics on
== Resources

» (B3 Operational Policy

Start flow monitoring

v (= Data
. Stop flow monitoring
v 2% Security
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3. A message will appear after a few seconds to confirm that flow statistics have been
successfully turned on. Statistics will now be collected for all requests made to the published

REST API.

In order to view these statistics, navigate to message flow gen.EmployeeService REST.

Click on the message flow, and then click on the Statistics tab at the right.

TIET OO .
=7= gen.EmployeeService_REST - Message Flow
~ (] TESTNODE iibuser ~ ) Overview | Statistics | Operational Policy
v (= Seners w
=

v g default -

¥l :gen EmployeeSenice_ REST

Commit Count

(&= Senices
~ (@ REST APIs 7 Quick View
- §& EmployeeService_REST + Message Flow Hame gen.EmployesService_REST
B AP Version
5 Libraries [1[1]1] GaBbb0ea-7163-4edc-bIes-ashl
h L el Service Trace Level none

1

» Additional Instances 3
b = Resources Start Mode Maintained
3 E-I References Coordinated Transaction no

& Application Commit Interval 0

4. The statistics view is updated every 20 seconds. Use SOAPUI to manually submit several
requests to the published REST API and you should see the statistics view in the web user

interface updated accordingly:

==l gen.EmployeeService_REST - Message Flow
) Oveniew | statistics #=) Operational Policy

Flow analysis

I ¥ Updates from 15:51:10 GMT Standard Time (2 minutes ago). Last updated at 15:53:50 GMT Standard Time

Message Rate (messages/s)
012
010
0.08
0.06
0.04
0.02
0.00

16:51:30 15:52:00 16:52:30 15:53:00 15:53:30

Averane Fl i Time/ ims)
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9. Load Test published REST API

A load test will be run to show how IBM APl Management can be used to control throughput (at the
application level) so that a backend system such as a database is not adversely affected by traffic
spikes.

Note: throughput is controlled by the IBM DataPower Gateway which can be placed at the edge of a
network.

In order to do this, the APl Management plan My Plan will be retired.

9.1 Change use plan rate limit
1.  First, in the APl Manager Appliance Ul, click on the Management icon at left.
Select plan My Plan, and click on the Actions icon (cog icon),

Select Retire from the menu, and click OK to confirm.

{2y | Management | Sandbox - Plans  APIs
= 1 Plan =
- My Plan 1 subscriber 1 revision published
'.‘?t.\ Title State Visible to Subscribable by Subscribers Actions
|_| My Plan Published All Authenticated users 1
: Revision 1 16 minutes ago
Deprecate
Wy Retire
(= Migrate subscriptions
Edit visibility and subscribers
3|
Open draft
- View approval history
De
Contact Support | @ibmapimat
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2. Then click on the Actions icon again, and select "Remove from environment", and confirm.

& = Management | Sandbox - Plans  APIs
1 Plan Fing a =
o= : - .

' My Plan 0 subscribers Mo revisions published or staged
(:}') Title State Visible to Subscribable by Subscribers Actions
@, My Plan Retired None Mone 0 I

Revision 1 afew seconds ago
Re-stage
@)\ Archive
& Open draft
E View approval histol
' l Remove from environmentl
| 1o
oe
Contact Support | @ibmapimgt

3. Select the Plans icon at the left and open plan My Plan.

Click the pencil icon to edit the rate limit.

7 Plans
Title Revision Restricted Stagedin
O. My Plan 1¥ & Sandbox
(:f) Description
@

Rate limit
& 5 requests per minute

& Operation
—
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4. Change the rate limit to 10 requests per second.
Ensure the Reject calls when limit is reached option is selected.
Click Apply.
My Plan 1v¥ 5 Sandbox
Description
Rate limit
5 requests per minute
Rate limit
9 Oper‘ation equests Time Intery
l 5 = 1 = Seconds «
Method Path & Rate limit
Employee SemiED (Revisi Reject calls when limit is reached
5. Save the plan.
Plans 1632}
Title Revision Restricted Staged in
v o
My F'Ian 1V IEI Sandbox Stage Delete
Description
Rate limit
Srequests per second
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9.1.1 Stage and republish the plan

1.  Click the Plans icon to return to the page for the plan.
Click "My Plan".
Click on the Stage button:
Plans 338
Title Revision Restricted Stagedin
(U 1| .
My Plan 1v &8 Sandbox Stage Delete
Description
2. Click on the Sandbox environment:
& Ly
Stage Delete -
Sandbox
Disconnected Cloud
Export as a pac kage for staging in
-
ancther ¢loud
3.  Once the plan has been staged, it must be published.
Click on the Management button on the left. The Management page will be displayed, and
should show the plan in Staged state:
W Management | Sandbox ~ Plans APls
& 1 Plan al =
Qo My Plan 0 subscribers 1 revision staged
(l}) Title State Visible to Subscribable by Subscribers Actions
My Plan Staged None None 0
lzl Revision 1 a minute ago
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4. Click on the cog icon on the right and then click on Publish:
My Plan 0 subscribers 1 revision staged
Title State \isible to Subscribable by Subscribers Actions
My Plan Staged None None ]
Revision 1 a minute ago
Publish
TeTTaee an existing plan
Supersede an existing plan
Cpen draft
View approval history
Remove from environment
5.  The Edit visibility and subscribers dialogue will appear. Click Publish:
Edit visibility and subscribers
Wisible to: Subscribable by:
Public - Authenticated users -
Everyone will be able to see this plan Everyone signed in to an account will be able to
subscribe to this plan
[
6. The plan should now be shown as Published:
My Plan 0 subscribers 1 revision published
Title State Wisible to Subscribable by Subseribers Actions
My Plan Published All Authenticated users 0
Revision 1 a few seconds ago
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9.1.2 Publish the REST API again from Developer Portal

By retiring the plan, the REST API needs to be published again from the API Developer Portal. You
did this earlier in section 7.1, but this is reproduced here for ease.

Switch to the APIM Developer Portal tab.

1. Click on the APIs button on the left and then click on Employee Service (v1) at the bottom
of the page. The page for that REST API will be displayed, along with the GET operation:

HA)

o~

=

Client ID and secret -

™ Employee Service (v1)

This is the Employee Service used by the IIB BetaWorks REST APl example

Identify your application using

Use your application's clientID and client secret to access this APl

2. Inthe list of operations at the bottom of the page, you can see which operations are available
in which plans. In order to request access to the REST API, click on the Select a plan link at

the top of the page.

Even though there is only one plan to select, and which has already been selected, this must

be selected again.

Page 47 of 61

n | BE My Lab - | A apim_dev@grrla -

Selectaplan -

Select a plan
My Plan (v1)

| example

Integration with IBM APl Management

Provided by IBM BetaWorks

Version 10.0.0.3



IBM Integration Bus V10 Workshop January 2016

3. The details of the plan then appear:

4 My Plan (v1) Not restricted Use this plan
This plan is available to use without approval
3requests per minute shared across all operations
O

A APls included

Employee Service =
Verb Path Name Description Identification Authentication Deprecated Rate Limit
GET MestWebAppiresources/emplo_ Refrieve the d . Retrieve the deta . None None No Shared across the plan

4. Click on "Use this plan". The Select application dialog then appears.
Click on the application you documented earlier, and then click on Use this plan.

Select application

Select the Fppeme wallly this plan

My Application

Use this plan C3

9.1.3 Test the published URL

Test the published URL in a browser once more, beyond the original rate limit (5 calls per minute) to
show that the limit has been raised.

€< a https: /{192, 168, 126, 52/myarg/sb/TestWebApp resources femployees 0000 107dient_id=4788ech4-7c52-455f-b31f-6 776221860 158dient_secret=D8al 1e\ ¢

API Manager * | Portal »

|_) MIBNodes |_J) REST | [ SD5S | WAS [ ) ODM || AFIM

{"EmployeeResponse™: {"DBResp™:

{"UserReturnCode™:0, "RowsRetrieved":1, "RowshAdded":0, "RowsUpdated™: 0, "RowsDeleted":0, "5QLCode ErrorCode™:0,
{"EMENC" :"000010™, "FIRSTHNME" : "CHRISTINE", "MIDINIT" :"I", "LASTHNAME™ : "HAAS"™ , "WCORKDEPT" : "A00", "PHCHNENC™ : "3978"
", "EDLEVEL":18, "SEX":"F", "BIRTHDATE™:"1963-08-24", "SALARY":152750, "BCHUS" : 1000, "COMM™ 14220} } }
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9.2 Create and run load test

The current rate limit (5 calls per minute) in the plan containing the REST API has been replaced with
a much higher one appropriate for a load test (10 calls per second). You will now create a LoadTest in

SOAPUI to demonstrate this.

1. Switch back to SoapUl and right click Request 1 in the project tree, and click on Add to

TestCase:

=Bl REST Project 1

=}-5ET 000010

= X https:/f192.165.126.52
= [0 000010 [bootcamp/sh/Testiveba

- E'IE' Req =t 1

Show Reguest Editor

Eniter

‘== Add to TestCase Cul+Ah-A

RE Add to REST mock service  Crl+ak-M

r Reqguest Properties r@
Property |

Clone Request =]
Rename F2
Delete Delete
Online Help Fi

hlarma Damzet 1

T AlT

2. The Create TestSuite dialogue opens. Click OK.

Create TestSuite

(5]

| TestSuite 1

0 Missing TestSuite in project, enter name to create

| ok

Cancel

-

3. The Create TestCase dialog opens. Click OK.

P

Create TestCase

o Specify name of TestCase

|TestCase1 |
|I 0K Cancel
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4. The Add Request to TestCase dialog opens. Click OK.
x|
Add Request to TestCase L
P

5. The new TestSuite and associated artefacts now appear in the project tree.

Right click Load Tests in the project tree, and click on New LoadTest.

Specify options for adding the request to a TestCase

Name: |nunn1u -Request 1

Close Request Window:

Shows TestCase Editor: {opens the TestCase editor for the target TestCase
Shows Request Editor: {opens the Request editor for the created TestStep)

Cance |

—

= B}) REST Project 1
= X https://192.168.126.52
- =[] 000010 [fbootcamp/sh/Testwe
=-8ET 000010
.. BE Request 1
= B TestSuite 1
= o TestCase 1
3= Test Steps (1)

. B Securit Mew LoadTest  CulN

6. The New LoadTest dialogue appears. Click OK.
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7. A new load test appears:

. LoadTest 1 :
P X EEH»2 aX® Limit: | 602 [Seconds - | |
Threads: | 5'%] Strategy [Sirnple v] Test Delay Random
Test Step | min | max| avg | Iast| it | tps |bytes| bps | err | rat |
000010 - Request 1 1] 1] 1] 1] 1] 1] 0 1] 0|~
TestCase: 0 0 0 0 0 0 0 a 0 0
[~
i 'y Show Types: [—AJI— V] Show Steps:
time 2 | type | step | message =
-
||
0 entries
LoadTestlog| LoadTest Assertions Setup Script  TearDown Script

8. Change the value of Threads to 50, and the value of Test Delay to 50 (ms):

| LoadTest 1

b N E e @ Limit: | 6[]'%] [Secorlds v] | |
Threads: Strategy Test Delay Random
Test Step | mir | Max | avg | last | ont | tps | I::ytesl bps | err | rat [@
000010 - Request 1 0 0 V] V] i] i] W] 0 1] 0~
TestCase: 0 0 i) i) i} i} o] 0 i) i)

9. Click on the play button on the load test. It will run for 60 seconds by default unless stopped
using the stop button.

You will see the results of the load test update in SoapUI.

& LoadTest1 :

P XEH» X0 tmit: [ 60f%]
Threads: Strategy Test Delay Random
Test Step | min | Mmax | avg | last | cnt | tps |bytes| bps | err | rat [E]
000010 - Request 1 17319 23591 23,0... 23586 50 207 5469 226 0 Of =
TestCase: 17319 23891 235,0... 23586 50 2,07 5409 226 u] a
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10. The statistics view in the web Ul will show that the message rate has been limited by the IBM
DataPower Gateway, as per the limit set by the API Management plan for the deployed
REST API.

Note the rate in 1IB may not reach the full limit controlled by APIM, if other factors such as
memory and processor provide additonal constraints.

Message Rate (messages/s)
4
Message Rate (messages/s] ~

3 Latest 0.00

5 Highest 3.21
Average 0.94

1 Lowest 0.00

]

15:00:00 15:00:30 15:01:00 15:01:30 15:02:00
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10. Load Test Deployed APl using 1B WLM

The throughput in the load test in the last section was throttled by rate limits enforced by the
DataPower Gateway, at the edge of the network, at the application level.

To control throughput for the deployed API overall, we will use a separate workload management

(WLM) policy within 1B, i.e. at the centre.

1. Open the web user interface for the integration node. Find WorkloadManagement in the
tree on the left under TESTNODE_iibuser -> Operational Policy.

On the drop-down arrow, select Create.

- (& TESTNODE_iibuser
b= Senvers
= ({5 Operational Policy
b % Configurable Services
+ #= MQEndpoint
» = MQTTPublish
v ®= MQTTSubscribe

» & Data
3 ,ﬂ; Security

-

F= Monitoring
» (B Business

#= WorkloadManagement [+

(

"~ WorkloadManagement

Create J

2. A new WorkloadManagement policy is created and displayed.

Give the policy a name (for example, myPolicy), and set the Maximum rate to 5 messages

per second and click the Save button.

Note - normally, the limit of the backend server, such as 1B, would be higher than the limit of
the front-end (APIM). For the purposes of this lab, the 1B limit will be lower than the APIM

limit.

Lf | Operational Policy - WorkloadManagement

L8 Overview

(5] save

¥ Revert

L1}

Sep 23, 2015, 5:54:32 PM

icy .
Policy name myPalicy

~ Targets and Limits

Notification threshald

messages per second

Maximum rate E 5

ULANEIL

‘ persecond

The WLM policy must be attached to a message flow in order to dynamically configure that
message flow to restrict the rate of requests to the REST API to 5 messages per second.

A WLM policy can be attached to multiple message flows. If the WLM policy is updated whilst
attached to message flows, all of those message flows are updated when you save the WLM

policy.
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3. To apply the WLM policy to the deployed message flow, navigate to message flow
gen.EmployeeService_REST and click on the Operational Policy tab:

FIET OPIoTTs""
=75 gen.EmployeeServi Flow
(Al TESTNODE fibuser  ~ ) Overview | statistics =) Operational Policy
v (= Severs
- 2 default
(= Senices
~ (= REST APIs ~ Quick View
e E EmployeeService REST  ~ Message Flow Name gen.EmployeeServic
E API Version
(® Libraries uuID Badbelea-7163-ded
- [ Service Trace Level none
ﬁbgen EmployeeSemnice_REST | Commit Count 1
v (22 SUDNOWS Additional Instances 2

4. Find the WLM policy you created, and select the radio button. Once the WLM policy is
selected, click on Apply to apply the WLM policy to the message flow. The changes take
effect immediately.

-5 gen.EmployeeService_REST - Message Flow

) Overview | Statistics = Operational Policy

~ Flow Policy 1+ Apply /7 Cancel

Available policies Attach policy

No attached policy [

el

~ Node Policies

To view any policies that are used in a subflow, first hover over the subflow node icon to see the subflow file name. Then
open the subflow using the navigator, and select the Operational Policy tab.

5. Run a new load test, repeating the steps in section 9.2 (Create and run load test).

6. The statistics view in the web Ul will show that the message rate has been limited as it was
before. In this case, though, the throughput has been controlled entirely within 11B by WLM.

== gen.EmployeeService_REST - Message Flow
) Oveniew | Statistics {#=] Operational Policy

Flow analysis

~ Updates from 12:47:11 GMT Standard Time (1 minute ago). Last updated at 12:48:32 GMT Standard Time Time range: Session

Message Rate (messages/s)

3 Message Rate (messages/s] ~

Latest 283
2 Highest 283
Average 187
1 Lowest 0.00
’ 124715 12:47:30 12:47:45 12:48:00 12:48:15 12:48:3(
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11. Appendix — Installation and Configuration of API
Management Environment

The following instructions show how to install and configure the APl Management environment for use
in this lab.

11.1 Preparation
1.  The following software is required:

e IBM APl Management V4.0.2 Multilingual for VMWare, Xen and IPAS (CN5IWML).
Note: this is the IBM APl Management appliance.

e |IBM WebSphere DataPower Service Gateway XG45 Virtual Edition for Non-
Production Environment V7.2.0 for VMware, English eAssembly (CRWD9EN)

e eachis a VM with code pre-installed in an OS.

e we are using the Basic Developer Portal provided with the the IBM APl Management
appliance and will not be installing the separate (Advanced) IBM APl Management
Developer software.

2.  Each VM will need 4 GB of memory. Check that your system has sufficient installed memory
to support these.

3. The following static IP addresses are used for the BetaWorks workshops:

e DataPower Gateway: 192.168.126.52
e API Management Appliance: 192.168.126.100

These are defined on VMware Network Adapter VMnet8 (for NAT). The following shows the
relevant output from the ipconfig command on the systems used to host the VMs:

Ethernet adapter UMware Hetwork Adapter UMnet8:

Connection—specific DNS Suffix . =
Link—-local IPve Address . . . . . : felA-:FfAAR-a?4c400f afihx2l

IPuv4 Address. . . . - - T 192 . 168.126.1
Subnet Mask . . . . . . . . . . . & 255 . 25852554
Default Gateway . . . =

If the VMnet8 network adaptor on your system has a different IPv4 address from that shown,
then replace the first 3 parts of the static IP addresses to match it.

11.2 Start DataPower Gateway

1. Open the DataPower GA .ova file in VMware Workstation.

2. Select a location for the virtual machine files (ideally in a new folder).

3. Accept the license and wait for the import to finish (this will take several minutes)

4. Change the configuration on each Network Adapter from bridged to NAT. Note you only
need to do this for ethO and eth1, but it's easier to do it for all 4 network adapters in case you

want to configure more interfaces in future.

5. Note that DataPower 7.0 sets the defaults for 8GB RAM and 8vCPUs, so reduce these to
4GB RAM and 4vCPUs for a “Small” installation.
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6. Power on the virtual machine (it will take a few minutes to boot, but you can continue with the
next steps while you wait)

11.3 Start APl Management Appliance
1. Open the API Management .ova file in VMware Workstation.
2. Change the configuration on the Network Adapter from bridged to NAT

3. According to the APl Management documentation, the minimum supported configuration is
4GB RAM and 1CPU.

4. Power on the virtual machine (it will take a few minutes to boot, but you can continue with the
next steps while you wait).

11.4 Configure Gateway Appliance — CLI section

1. Log into the DataPower virtual appliance with username admin and password admin.
2. Press any key to continue.

3. Enter n to enable disaster recovery mode

4. Enter n to disable common criteria compatibility mode

5. Enter and confirm your new admin password.

6. Entery to run the installation wizard.

7. Enter y to configure network interfaces.

8. Enter y to say you have all the information.

9. Entery to configure eth0.

10. Enter n to disable DHCP.

11. Enter the ethO0 IP address from the Static IP addresses section in CIDR notation, i.e. IP
address/routing prefix. (For a subnet mask of 255.255.255, the routing prefix is 24).

In the BetaWorks workshops, the address entered is 192.168.126.52/24.

12. Enter the IP address for the IPv4 gateway (7192.168.126.2 in the case of the BetaWorks
workshops).

13. Press enter to skip the IPv6 gateway address.
14. Enter n to skip the eth1 configuration.
15. Enter n to skip the eth2 configuration.
16. Enter n to skip the eth3 configuration.

17. Enter y to configure network services.
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18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

Enter y to configure DNS.

Enter y to say you have all the information.

Enter the IP address of the DNS server (same as the IPv4 gateway, e.g. 192.168.126.2).
Enter n to skip defining a unique system identifier for this appliance.
Enter y to configure remote management access.

Enter y to say you have all the information.

Enter y to enable ssh.

Press enter to accept the default IP address (all IP’s).

Press enter to accept the default port (22).

Enter y to enable the Web UlI.

Press enter to accept the default IP address (all IP’s).

Press enter to accept the default port (9090).

Enter n to skip configuring a user account that reset passwords.
Enter n to skip configuring a hard disk array.

Enter n to skip reviewing the current configuration.

Enter “y” to save the current configuration.

Enter “y” to overwrite the previous configuration.

Important: Do not log out of the console until you have logged in to the Web Ul and
accepted the license (detailed in the next section). Otherwise, you have to work through the
wizard again.

Note: to check the IP addresses you configured earlier, run the command show int.

11.5 Configure Gateway Appliance - accept gateway licence

Note: This may not work using the Chrome browser.

1.

Navigate to the following URL in a browser: https://<eth0 ip address of DataPower
Gateway>:9090 (e.g. https://192.168.126.52:9090).

Proceed through any security warnings about the self-signed certificate.

Log in with username admin, and use the new password you specified and the default
domain.

Click I agree to accept the license.

The appliance reloads. The next time you log into the console, the wizard is not displayed.

11.6 Configure Gateway Appliance - NTP & Time Zone
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It is necessary to configure NTP on every server to ensure the timestamps match and to avoid issues.
In the BetaWorks workshops, we use “81.168.77.149”. You will need to find one that is local to you. It
is also recommended to set every appliance to the same timezone to make it easier to compare logs.
We have used UTC which is the default for the management server virtual appliance.

1. Log back into the DataPower Gateway Web Ul with username admin, and the new password
you specified and the default domain.

2. Select Network > Interface > NTP Service from the menu on the left

3. Set Administrative State to enabled.

4. Enter NTP Server details (e.g. 81.168.77.149) and click Add.

5. Click Apply.

6. Check that the object status changes to up at the top of the page.

7. Select Administration > Device > Time Settings and select UTC.

8. Click Apply.

9. Select Status > Main > Date and Time and verify the correct time and zone is displayed.

10. Click the Save Configuration link at the top right.

11.7 Configure Gateway Appliance - enable XML management
interface port

The XML Management Interface port must be enabled to allow IBM APl Management to configure the
gateway server.

1. Select Network > Management > XML Management Interface
2. Set Administrative State to enabled.
3. Set Local Address to the ethO management IP address (e.g. 192.168.126.52).

4. Keep the default port (5550) and click the Apply button and the object status should change
to [up] at the top of the page.

5. Click the Save Configuration link at the top right.

11.8 Configure Gateway Appliance - enable statistics

The Statistics Service must be enabled in the Gateway Server to allow the Cloud Management
Console to display resource utilization information.

1. Select Administration > Device > Statistic Settings
2. Set Administrative State to enabled.
3. Click the Apply button and the object status should change to up at the top of the page.

4. Click the Save Configuration link at the top right.
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11.9 Configure APl Management Appliance

1.

11.10

Once the appliance is successfully started, you will get a login prompt. The first time you
power up the management server, it might reboot itself automatically. Once it comes up
again, you can log in.

Login with username admin and password /nOr1t5@C (on a UK keyboard in VMware
Workstation the @ symbol will be where the “ symbol is displayed).

Enter the following commands to configure the networking and NTP. Adjust the addresses as
appropriate:
e net set ethO address 192.168.126.100 mask 255.255.255.0
net set gateway static 192.168.126.2 eth0
net set nameserver static 192.168.126.2
net set nip static 81.168.77.149 (see earlier section on configuring NTP).
net set search none
net restart
net show all (if the old details are still displayed, wait a little longer for the networking
to restart fully and repeat this command until the correct details display)

Configure APl Management Cloud

At this point both appliances should be started.

1.

Log into the Cloud Management Console (e.g. https.//192.168.126.100/cmc/).

Note: Sometimes It takes roughly 3-5 minutes for the cmc to come up after all of the system
processes come up on the management server. If the cmc page comes up blank, wait a few
minutes and reload the page.

2. When the login screen pops up, log in with the default admin login & password:
(admin/ In0Or1t5@C)

3. Ifthe license is displayed, click Accept All Licenses, Terms and Notices.

4. You will be required to change the admin password on logging in for the first time. Be sure
to write it down.

Note: you should enter the old password in the first box, the new password in the next two
boxes, and your email address in the last one.

5.  Check the Management Cluster displays the correct IP address on the Home page. If the
correct IP address is not displayed the system was not configured correctly during the initial
boot.

If this is the case run the following commands from the CLI & then go back to step 1 of this
section:
system clean apiconfig, system restart
Note you must type yes not y to confirm the system clean apiconfig command and
afterwards the admin password will have been reset back to the default /n0r1t5@C.
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6. You will need to set up a connection to an existing email server. Click on the Settings button
and then fill in the information in the setup email box at the bottom of the page. The email
server is used to send emails, for example, when a new organization account is requested.
Example gmail settings are provided in brackets.

e Hostname: (e.g. smip.gmail.com)

e Port: (e.g. 465)

e Username: If your email server requires you to authenticate, enter the administrative
user name for the SMTP server. (e.g. your gmail email address)

e Password: If your email server requires you to authenticate, enter the administrative
password for the SMTP server (e.g. your gmail password)
Sender Address: (e.g. your gmail address)
Sender Descriptive Name: (e.g. My Sandbox Support)
Click Save

7. Define your Gateway Cluster Hostname

e From the side menu click on Home.

e Click the Gateway cluster settings link below the All Management Servers graph,
and you will be redirected to the Clusters page with the Gateway Cluster settings
opened.

e Enter in the Datapower ethO IP address or hostname in the Address field (e.g.
192.168.126.52).

e Since this is a demo system on your laptop, load balancing can be left disabled and
we will keep the default ports and SSL certificate.

e C(Click Save.

8. Add the Gateway server to the Cluster

e (Click on the +Server button in the Gateway Clusters section.

e Enterin the information for the gateway server. Use the details for the XML
Management Interface (e.g. Address 192.168.126.52, Port 5550, DataPower admin
username and password). The Network Interface field should be eth0. The Name
field is a free form text that will be visible in the Manage Servers Screen.

e C(Click Add when done.

It takes a few minutes to add the server to the cluster. E.g. it needs to create the domain
and the requisite DataPower assets. When it's done, you'll see the gateway server icon turn
green indicating that the process is complete.

9. Create your first Provider Organization

e Click on the Organizations button on the menu on the left hand side of the CMC.

e C(Click on the + Organization button. The Provider Organization typically represents a
department or project, having its own APl Manager and Developer Portal although
users can be members of multiple organizations.

e The organization is called My Organization in the lab guide, so use this name.

e Click the Select link under Owner, and the New User tab to add a new user for the
owner of the organization using your email address.

e Once you've entered all the details, click Add.

10. Click the link in your email to activate your user account.

Note: if you are having trouble getting the validation email, you can extract it from the logs
that are generated from the CMC:

e goto the CMC, and then to the management node and click on download logs.

e open the tar file and navigate to and open up the /var/log/cmc.out file.

e search on "email to" then pull out the body of the validation mail that was sent and

validate your user from there.

e.g. email to: somemail@gmail.com, URL:
https://10.91.25.19/cmc/?validate=true&authld=cmc%2F5527cc73e4b0b55fe4711add%2FI3
xA3rT40E2tW8jRONM8tVOpIemM7IW 3tX2xU2tS0e&token=m5QfcGr3KHZacaZoC3TcngffMG
sNqgJYefjHINuSTmf&username=someemail%40gmail.com
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11. Enter your user information and click Sign Up.

12. You will be automatically redirected to your organizations’s APl Manager, e.g.
https://192.168.126.100/apimanagetr’.

13. Your user name and organization will be displayed at the top with a dropdown to switch
between orgs if you have access to more than one.

Setup of the management node is now complete.

END OF LAB GUIDE
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