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Employee Servicing

Employee record 

on DB2

Retrieve Employee

record

Invoke using 

Service interface

Invoke from 

Mobile

Invoke from 

Client Application

Analytics tools

Business Rules

Change NFRs

Make secure - encrypt

Authentication and authorization

Retrieve Employee

from Cache
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The Employee Service Scenario

 Retrieve EMPLOYEE details from the SAMPLE DB2 database

 Build a variety of applications to retrieve employee data

• Foundation – schema and map in Shared Library

• Integration Service, RESTful API, JSON Client Application

 Extend to support Mobile client devices

 Extend to support Business Rules (check employee bonus - updated by business user)

 Extend to include Analytics – Salary Prediction using R Analytics engine

 Extend to load/retrieve data from Global Cache

 Add Security

• Message protection – WS-Security

• Authentication and authorization – LDAP and X.509 certs

 Change HTTP connectivity to MQ – with remote QMs

 Add MQ Policy – place queues on an MQAppliance

 Add Security

• MQ channel encryption from IIB
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Integration Service (SOAP)

EmployeeService

operation=getEmployee 

EmployeeService – core components

SAMPLE DB
EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE

SOAP/http

Application (JSON Client)

Flow=getEmployee 

Flow=getEmployee (async req) 

Flow=getEmployee (async resp)

SOAP/http

JSON/http
REST

JSON/http

Integration Service (REST API)

EmployeeService_REST

operation=getEmployee 

IIB Flow Exerciser – SOAPUI – Browser - SwaggerUI
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EmployeeService – Mobile

Integration Service (SOAP)

EmployeeService

operation=getEmployee 

Application (JSON Client)

Flow=getEmployee (3)

Flow=getEmployee (async req) 

Flow=getEmployee (async resp) 

SOAP/http

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

Integration Service (REST API)

EmployeeService_REST

operation=getEmployee 

IIB NODE

SOAP/http JSON/http

REST

JSON/http

MobileFirst runtime

EmployeeApp

EmployeeAdapter

MobileFirst Studio

EmployeeApp

EmployeeAdapter
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Integration Service (SOAP)

EmployeeService

operation=getEmployee

operation=loadCache

operation=getEmpFromCache 

Introducing caching

SAMPLE DB
EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE

IIB Flow Exerciser

SAMPLE DB

in WXS 

cache
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Integration Service (SOAP)

EmployeeService

operation=getEmployee 

operation=predictSalary

Application (JSON Client)

Flow=getEmployee (3)

Flow=getEmployee (async req) 

Flow=getEmployee (async resp) 

Flow=predictSalary

Introducing Analytics

REST

JSON/http

SOAP/http

Integration Service (REST API)

EmployeeService_REST

operation=getEmployee

operation=predictSalary

IIB NODE

SOAP/http JSON/http

IIB Flow Exerciser – SOAPUI – Browser - SwaggerUI

R Node
RServe
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Integration Service (SOAP)

EmployeeService

operation=getEmployee 

operation=checkBonus

Application (JSON Client)

Flow=getEmployee (3)

Flow=getEmployee (async req) 

Flow=getEmployee (async resp) 

Flow=checkBonus

Introducing Decision Services

SOAP/http

IIB NODE

SOAP/http JSON/http
Browser

Update new_bonus 

SAMPLE DB
EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

WAS/ODM 

Server

Ruleset: 

EmployeeBonus

Rule:      

new_bonus

Decision

Services

node

ODM DB
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Integration Service (SOAP)

EmployeeService

operation=getEmployee 

Application (JSON Client)

Flow=getEmployee 

Message Protection using WS-Security

SAMPLE DB

EMPLOYEE

SOAP/http

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE2

JSON/http

IIB Flow Exerciser – SOAPUI

IIB NODE

PKI DB

Trust/key

stores

• Certificate authentication

• Encryption

- Full message

- Partial message

• Transport-level security

Trust/key

stores

PKI DB
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Integration Service (SOAP)

EmployeeService

operation=getEmployee 

operation=checkBonus

Application (JSON Client)

Flow=getEmployee (3)

Flow=getEmployee (async req) 

Flow=getEmployee (async resp) 

Flow=checkBonus

Runtime Access Control- Message Flow Security

SOAP/http

IIB NODE

JSON/http Client

Username / password

X.509 certificate (auth+auth)

SAMPLE DB
EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IBM Security Directory Server
LDAP

Username/ password 

Authentication + authorization

Trust/key

stores

PKI DB

LDAP

LDAP/S

WAS / ODM
EmployeeBonus rule
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Integration Service (XML/MQ)

EmployeeService

operation=getEmployee     

Application (JSON Client_MQ_version)

Flow=getEmployee _MQ

Replacing HTTP with MQ

SAMPLE DB

EMPLOYEE

XML/MQ

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE

JSON/http
IIB Flow Exerciser – SOAPUI
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Integration Service (XML/MQ)

EmployeeService

operation=getEmployee     

Application (JSON Client_MQ_version

Flow=getEmployee _MQ

Replacing HTTP with MQ – separate QM

SAMPLE DB
EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE2

JSON/http
IIB Flow Exerciser – SOAPUI

QM2

IIB NODE
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Integration Service (XML/MQ)

EmployeeService

operation=getEmployee     

Application (JSON Client_MQ_version

Flow=getEmployee _MQ

Replacing HTTP with MQ – queues on MQAppliance (Policy switch)

SAMPLE DB

EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE2

JSON/http
IIB Flow Exerciser – SOAPUI

QM2

IIB NODE

QM3 on MQAppliance
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Integration Service (XML/MQ)

EmployeeService

operation=getEmployee     

Application (JSON Client_MQ_version)

Flow=getEmployee _MQ

Replacing HTTP with MQ – securing access to Queue Manager

SAMPLE DB
EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB NODE2

JSON/http
IIB Flow Exerciser – SOAPUI

QM2

IIB NODE

PKI DBTrust/key

stores

MQ

Client

MQ

Client
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Integration Service (SOAP)

EmployeeService

operation=getEmployee 

operation=checkBonus

Application (JSON Client)

Flow=getEmployee

Flow=getEmployee (async req) 

Flow=getEmployee (async resp) 

Flow=checkBonus

Administration and Statistics

SOAP/http

IIB NODE

JSON/http Client

SAMPLE DB

EMPLOYEE

Shared Library

EmployeeServiceInterface

XSD – SAMPLE_Employee

getEmp (Map)

IIB Web UI (HTTPS)

Administration

Deploy

Flow & resource stats

Access control

HTTPS
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Integration Service 

EmployeeService     

Application

Employee_App

The big picture !

SAMPLE DB

EMPLOYEE

Shared Library

EmployeeServiceInterface

IIB NODE2

QM2

IIB NODE

PKI for 

MQ

MQ Appliance

ODM

WAS

REST API Service 

EmployeeService     

MobileFirst

PKI for 

SOAP &

HTTP

Security

Directory

Server

Clients

RServe

IIB 

Admin

EMPLOYEE

in CACHE
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Additional lab scenarios !

1. Message Modelling with DFDL – 6 labs – Basic to Advanced

2. Integration using MQTT

1. IOT

2. MQ Telemetry and MessageSight

3. JavaScript API for IIB Integration Services


