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1. Introduction

Business Transaction Monitoring (BTM) enables the monitoring of a transaction through various
[IB flows deployed on an integration node, to track and report the lifecycle of a message as it is

processed by IIB.

A business transaction is a unit of function that can be seen as a unit from a business point of
view, like a purchase, a booking, an auction. It is not a transaction in technical sense, neither a
one nor a two-phase transaction, but more like a till transaction. A business transaction instance

is a specific order or booking, usually identified by a reference number or ID, such as
“order123456".

1.1 Scenario

This lab will create and use a business transaction based on the message flows contained within
a single application. Schematically, the business transaction can be illustrated as shown below,

and is based on a Trade Order scenario.

Each business transaction consists primarily of 5 message flows. The client type is either Gold,
Regular or Guest. TRD2 examines the message, determines the client type, and routes the
message accordingly. MQ queues are used to pass messages between each message flow.

If TRD1 detects a problem with the incoming message, it is routed directly to TRD6.

The message flows are very simple, and do not contain any significant logic. They do however
contain a number of event monitoring points, so that each stage of the overall business

transaction can be identified and tracked.
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2. Prepare the |IB Node

2.1 Open the Windows Log Monitor for |1B

A useful tool for IIB development on Windows is the 1IB Log Viewer. This tool continuously
monitors the Windows Event Log, and all messages from the log are displayed immediately.

From the Start menu, click IIB Event Log Monitor. The Monitor will open; it is useful to have this
always open in the background.

H IIB Event Log Monitor

BIP31321:= ¢ IB1BNODE.serverld > The HITP Listener has started listening on port *
‘7888° Y for “'http’® connections. [168-3-20014 3:-:17:23 PHM]

BIP21541: ¢ IB1BHODE.zerverl > Execution group finished with Configuration messa
ge. [18-3-2014 3:17:24 PM]

BIP21521: ¢ IB1BHODE.=zerverl > Configuration message received from broker. [18.-3
s2814 5:87:36 PM1]

BIP21531: ¢ IB1BNODE.zerverl > Ahout to *'‘Change’’ an execution group. [18./3./281
4 5:87:36 PM1

BIP21551: ¢ IB1BHODE.szerverl > About to '‘create ** the deployed resource **Empl
oyeeService JEONClient’* of type **_APPZIP'’. [18.-3-2814 5:87:37 PM]

BIP21551: ¢ IB1BHODE.=zerverl > About to *'‘create ** the deployed resource *'gen.
getEmplovee_EmployeeService_EmpServClient_JS0M1*' of type ** . SUBFLOW *. [18-3-28
14 5:87:37 PM]

BIP21551: ¢ IB1ANODE.zerverd > Ahout to '‘create *° the deployed resource *'EmpS
ervClient_JSOM1'* of type *°*.MEGFLOW' *. [18-3-20814 5:87:37 PM]

BIP21541: ¢ IB1BHODE.=zerverl > Execution group finished with Configuration messa
ge. [18-3-2014 5:87:43 PM]

BIP31321:= ¢ IB1BNODE.HTTPListener » The HTTP Listener has started listening on p
ort *'7A8A'" for ‘"http’® connections. [168-3-20014 5:87:47 PMI]

BIP21521: ¢ IB1BHODE.zerverl > Configuration message received from broker. [18.-3
#2814 5:58:41 PM1]

BIP21531: ¢ IB1AHODE.=zerverl > About to '’'Change’’ an execution group. [1A-3-281
4 5:58:41 PHM1

BIP21551:= ¢ IB1BNODE.szerverd > About to '‘delete '’ the deployed reszource **EmpS

This tool is not shipped as part of the 1IB product; please contact us directly if you would like a
copy.
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2.2 Configure the IIB node for Business Transaction Monitoring

2.2.1 Define an associated queue manager for the 1I1B node

The Business Transaction Monitoring function requires the 1IB node to have an associated queue
manager. Make sure that the 1IB node that you are using has a queue manager.

If you are using the TESTNODE_iibuser in the workshop environment, perform the following
steps.

1. Inthe Toolkit IIB node view, in the Integration Nodes pane, highlight TESTNODE_iibuser. In
the Properties of the node, you will see the property "Queue manager specified on the
integration node". If this is already set to a queue manager (eg. IB10NODE), then you are all
set.

for=|fe1 =D D0 = 0O =l Properties 22
A Property | Value

= - =] Integration Mode Information
E‘"‘gﬁ Integration Nodes Build level ib1000-.151118. 116 (S1000-L 151118, 10058)
P é— IB10NODE_MPS_C Name TESTNODE. jibuser
""" {; 1B 10NODE_MFS5_P Cperating system architecture AMDE4
E{El TESTNODE _ibuser Operating system name Windows 7 Enterprise
B¢ default COperating system version el 01 Service Pack 1
Port 4421
Queue manager spedfied on the integgtion noc IB10QMGR
Use runtime £ |ateskerpa ti
Version 10.0.0.3

2. If aqueue manager is not shown, right-click TESTNODE_iibuser and select Change.

&0 Integra., 52 o Integra.. ‘©5. DataPr.. [ DataSe.. = O
5]

11l

=44 Integration Nodes
bdk| IB10MODE_MF5S_C

------ 7% IB10MODE_MFS_P

SRl TESTNODE _iibus
E-47, default

=" Mew Integration Server

& Stop
r;.—éh Refresh

[ —

¥ Delete
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3. Specify IBIOQMGR as the queue manager name, and click Finish.

=

Change Integration Node

15, Changing the queus manager name will cause the selected integration node to be
restarted,

Queue manager name: | iB 10QMGR.

i Mote that the queue manager will be reset for the selected integration node if the queus
manager name is empty when you dick the 'Finish' button.

/4 Mote that if you plan to use any of the following nodes in message flows or subflows, you wil
need to run the iib_createqueues script that creates the necessary system queues:
AggregateControl, AggregateReply, AggregateRequest, Collector, Resequence, Sequence,
TimeoutControl, TimeoutMotification

@) Finish I Cancel

4. This will automatically stop and restart the IIB node. When complete, you will see the
following message.

x
The task completed successfully.

Details == |

Zancel Close
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2.2.2 Configure the BTM components

Two further items of configuration need to be done to enable BTM.

1. Activate BTM for the 1IB node.
Execute the following command in an 1IB Console:
mgsichangeproperties TESTNODE_iibuser
—o BrokerRegistry

—-n productFunctionality
—v BUSINESS_TRANSACTION_MONITORING

2. Authorise access the BTM database, BTMDB, for the |IB node.
Execute the following command:
mgsisetdbparms TESTNODE_iibuser
-n BTMDB
-u iibadmin
-p passwOrd
Stop and restart the 11B node:

mgsistop TESTNODE_iibuser

mgsistart TESTNODE_iibuser

2.2.3 Define the MQ resources

Finally, the provided application requires several MQ queues, as well as some system queues for IIB.
In a Windows DOS window (or 1IB Console window), run the command:

c:\student1l0\BTM Trades\commands\defineBTMqueues.cmd
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3. Prepare the Application

3.1 Import the application

1. To avoid naming clashes with earlier labs, this lab will be developed using a new workspace.

If you already have a workspace open, click File, Switch Workspace. Give the new

workspace the name

c:\users\iibuser\IBM\IIB 10\workspace_BTM

2. Import the Project Interchange file

c:\student1l0 \ BTM Trades \ application \ BTM_ Trades.zip

This Pl file contains one project. Ensure it is selected, and click Finish to import.

_Ini x|

Import Projects
Import Projects from a zip file. I

= 4

From zip file: Irades'ﬂpplicaﬁnn'ﬁTM_Trades.zip j Browse. .. |

Project location root: I'::'IJJSEFS'I,iitILISEF'I,IBM'I,IIETID'I,Wi'H‘ITDD" Browse... |

[=FBETM_Trades

Select All | Deselect All | | Select Referenced

@:l < Back Mexk = | Finish I Cancel
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3.2 Investigate the application
1.  The application contains a number of message flows. Each flow is quite simple, and is
designed to pass the incoming message on to the next flow in the sequence of the business
transaction.

Application Development MEwW, ..,

B[S Schema Definitions

Elf Flows

- BTM_TRD1_Validate. msgflow

--E1E BTM_TRDZ_Customer_Type. msaflow

- BTM_TRD3a_Gold_Trade.msgflow

- BTM_TRD3b_Reqular_Trade. msgflow

- BTM_TRD3c_Guest_Trade msaflow

- &l BTM_TRD4_Final_Recondliation. msgflow

-Gl BTM_TRDS_Trade_Complete. msgflow
-Gl BTM_TRDS_Failed_Trade_Workflow.msgflow

-2 EsqQLs

(= BARs

=T BARS

2. Most of the message flows have one or more monitoring events points associated with the
nodes in the flow.

Open the BTM_TRD1_Validate message flow.

o

Validation Failure

le
Receive Trade |]
ecde Customer Type
b
Compute
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3. Highlight the "Receive Trade" node, and look at the Properties of the node. Select the
Monitoring tab. You will see that a monitoring event point has been defined on this node.

BTM_TRD1_Validate.msgflow &3 =

4 oF Palette

INLE

L Favorites

[ WebSphere MQ

(& mgTT
ums IMS

[ Web Services

(3] SCA

g WebSphere Adapters

L+ Routing

[ -MET
Transformation
L7 Construction

J Flow Exerciser; [@] & J [CHCY

|

Validation Failure

. E:
@]

edde Customer Type

-

LI Compute

Graph | User Defined Properties |

E Properties 33 | [Zi Problems = Outline % Tasks [ Deployment Log Rl T

[2% MQ Input Node Properties - Receive Trade

Description

Configure monitoring events.

Basic

Events

MQ Connection

I Enabled I Event Source Event Source Address Add...

Input Message Parsing

%] Transaction start Receive Trade. transaction.Start

Parser Options

Advanced

Validation

Security

Instances

Palicy

Monitoring

4. Highlight the event, and then click the Edit button.

Events

Enabled

4]

Event Source
Transaction start

Event Source Address
Receive Trade. transaction. Start
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5. The first tab, Basic, will be displayed. This is where the basic details of the event are
configured. This event has been set on the start of the transaction, and has had the name of
the event set as a literal.

x
Basic |Corre|ah'or1 | Transaction |

Event Source
Select the source of the event.

ITransactiDn start j

Event Source Address

The integration node identifies an event source using an event source address, Use this value when you enable
and disable event sources using runtime commands.

| Receive Trade. transaction. Start

Event Name

Provide the name by which events emitted from this source are to be known. Specify either a literal name, or the
location of a character field in the message tree or elsewhere in the message assembly.

) Literal |Trau:|e instruction received

{0 Data location I Edit. ..

i

Event Filter

Provide an expression to control whether the eventis emitted, The expression must evaluate to true or false, and
can reference fields in the message tree or elsewhere in the message assembly,
If you do not specify a value, the value true() is used.

ItrueCl

m
=
o

Event Payload

Most events need to contain data taken from fields in the message tree or from elzewhere in the message
assembly, Data taken from simple fields or complex fields appears in the event in ¥ML character format. &n event
can also contain bitetream data, which appears in the event as hexadedmal bytes.

Data location I Add. ..

Edit .,

Delete

¥ Indude bitstream data in payload

Content I.-'-\II j Encoding |base&a4Binary j

@:I Ok I Cancel
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6. Click the Correlation tab. The most important correlator for Business Transaction Monitoring
is the Global Transaction Correlator. This value enables the BTM component in 1IB to

connect the events from different message flows, in order to provide a status of the business
transaction.

In this case, the global transaction correlator has been set to an element contained within the
message payload, the TradeOrderID element.

You can examine other monitoring options. When complete, click Cancel.

x|
‘Basic  Correlation |Transacﬁan|

Event Correlation

& monitoring application uses event correlators to match events emitted by the same, or related, business
transactions. A local transaction correlator links the events emitted by a single invocation of a message flow. A
parent transaction correlator links the events from a message flow to a parent message flow or an external
application. A global fransaction carrelator links events from a message flow to one or more related message flows
or external applications. An event must contain a local transaction correlator, but need not contain a parent
transaction correlator or global transaction correlator.

Local transaction correlator:
) automatic & Spedify location of correlator

~Description

The local correlator will be read from the specified location in the message tree. Ensure the spedified location
contains a correlator value unigue to this message flow invocation.

I SRootMMLNSC ftra: tradeOrder ftra: customerID Edit...

Parent transaction correlator:
) automatic {8 Spedify location of correlator

Description

The parent correlator will be read from the spedfied location in the message tree. Ensure the spedified
location contains a suitable parent correlator value,

I SRootMMLNSC ftra: tradeOrder ftra: tradeOrderID Edit....

Global transaction correlator:
) automatic (8 Spedify location of correlator

Description

The global correlator will be read from the specdified location in the message tree. Ensure the spedified
location contains a suitable global correlator value.

ISRDDt,.‘KMLNSC,.’h’a rtradeQrder tra: tradeQrderID Edit...

@:I Ok I Cancel
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7.

Applicatio

Deploy the application to the 1IB node (deploy the supplied barfile).

n Development Mew, ..

El--- BTM_Trades

BRE
o2

- esql
[

()

55 Integ...

-] BARs

Schema Definitions

Flows

EfEl BTM_TRD1_Validate.msgfiow

EFEl BTM_TRD2_Customer_Type.msgflow
EHEl BTM_TRD3a_Gold_Trade.msgflow

EHEl BTM_TRD3b_Reqular_Trade.msgflow
EHEl BTM_TRD3c_Guest_Trade.msgflow

EHEl BTM_TRD4_Final_Recondiliation. msgflow
EfEl BTM_TRDS_Trade_Complete.msgfiow
EiEl BTM_TRD&_Failed_Trade_Workflow.msgflow
ESOLs

BARs=

lel BTM_Trades.bar

{ o |

B2 fa

5. Data ...

8 Data ...

nteq...

Ellm

------ &

B
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4. Configure the Business Transaction Definition

4.1 Define the BTD

1. Open a web browser and connect to the |IB node. (In the workshop VM, connect to

betaworks-esb10 using the supplied shortcuts in Firefox. Depending on whether you have
performed the Web Admin lab, you may need to use http(4414) or https(4421).

Expand the Business folder, and click the context menu dropdown on the Business

Transactions item. Click Create.

~ /A TESTNODE_ iibuser

3 5 Senvers

¢ (2 Data
¥ 8% Security
» [ Monitoring

~ (B Business

¥ {5 Operational Policy

(B Business Transactions |~

[E Business Transactions

Create

IBEM Integration

Filter Options...

2. Provide a name, BTD_Trades, and click OK.

New Business Transaction Definition

Enter a new name for the business transaction definition.

Business Transaction Mame:

BTD _Trades

0K Cancel
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3. The BTD will be shown, but no message flows have been added yet. You will be on the
Define tab.
.E BTD_Trades - Business Transaction
) Define R= Configure B View
=l & H
| ¥ Business Transaction Add flow | Remove flow | Details |
Add individual message flows or whole applications by clicking on the Add flow button.
| ¥ Mo flow selected |
| ~ Business Transaction Event Definitions |
This section shows the monitoring events that are defined far the selected flow or for all flows in the business transaction. Select the
monitoring events that signify the start, end, and failure of your business transaction.
Message Flow - Monitor Event « | Event Source Address Flag as Global Transaction Correlator | Details
No message flows added to business transaction
4. Click "Add flow".
Select an application, and from the drop-down, select BTM_Trades.
Click Add.
BTD_Trades - Business Transaction
Define = Configure E Vi
TEUENEEE T Add message flows to BTD_Trades < fuie Do >
) select message flow
dd flow button.
Flow Mame -
(@ Select application:
Application Name | | | - |
BTM_Trades (from default)
O select senvice: .
Mo flow selg Service Name A
* Business T Mo integration services available to add
This section sho ",':'\" Select REST AFI Action. Select the monitoring even
end, and failure
REST APl Name =
Message Flow lobal Transaction Correlator
Mo REST APls available to add
Close
Page 15 of 32 Business Transaction Monitoring Version 10.0.0.4

Provided by IBM BetaWorks



IBM Integration Bus V10 Workshop

April 2016

5.
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The message flows will be added to the BTD, and the monitoring points that have been
defined on the message flows will be listed on the bottom of the window.

The BTD define process has examined the deployed message flows, and has extracted

details of the monitoring events points.

E BTD_Trades * - Business Transaction

) Define R= Configure B view

| ~ Business Transaction

Add flow | H

B+ v A

v v

BTM_TRD1_Validat BTM_TRD3b_Regula BTM_TRD6_Failed BTM_TRD4_Final BTM_TRD3c_Guest BTM_TRD3a_Gold BTM_TRDS5_Trade
e r_Trade _Trade_Workflow _Reconciliation _Trade

v v

_Trade _Complete

| ¥ No flow selected

| ¥ Business Transaction Event Definitions

end, and failure of your business transaction.

This section shows the monitoring events that are defined for the selected flow or for all flows in the business transaction. Selectthe monitoring events th

Message Flow - Monitor Event ~ | Event Source Address Flag as

Global Transaction Correlator

+ BTM_TRD1_Validate (BTM_Trades from
default)

+ BTM_TRD2_Customer_Type (BTM_Trades
from default)

+/BTM_TRD3a_Gold_Trade (BTM_Trades
from default)

+ BTM_TRD3b_Regular_Trade
(BTM_Trades from default)

+ BTM_TRD3c_Guest_Trade (BTM_Trades
from default)

+ BTM_TRD4_Final_Reconciliation
(BTM_Trades from default)

2 Monitoring Events

5 Manitaring Events

1 Monitoring Event

1 Manitaring Event

1 Monitoring Event

1 Monitoring Event

Expand the first message flow, BTM_TRD1_Validate. You will see that two monitoring

events have been defined on this flow.

Message Flow - Monitor Event ~ | Event Source Address Flag as Global Transaction Correlator Details
= BTM_T} alidate (BTM_Trades from 2 Monitoring Events
default)
. . . . | SRootXMLNSChratradeOrder .
struction received Receive Trade.fransaction Start Do notflag HratradeOrderiD More details
Data validation failure H Validation Failure terminal.in Donotflag - $R9OUXIv'!LNSCﬂra:tradeOrder Moare details
fra:tradeCrderlD

The first event for TRD1 will signify the start of the Business Transaction. In the "Flag As"
column, click the drop-down, and select "Start" as the flag for this event.

- BTM_TRD1_Validate (BTM_Trades from
default)

Trade instruction received

Data validation failure

= BTM_TRDZ_Customer_Type (BTM_Trades
from default)

2 Monitoring Events
Receive Trade.transaction.Start
H validation Failure terminalin

5 Monitoring Events

prm—

Donotflag -

Failure

Business Transaction Monitoring
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8. For the "Data validation failure" event, select Failure.
-|BTM_TRDA_Validate (BTM_Trades from 2 Monitoring Events
default)
Trade instruction received Receive Trade transaction.Start Start -
Data validation failure H ‘Validation Failure terminal.in Failure -
9. For all the events up to TRD5, set the flag to Progress.
- BTM_TRDOZ_Customer_Type (BTM_Trades o
from default) 5 Monitoring Events
Decision: Gold customer H GoldCustomerterminal.in Progress A
Decision: Guest customer H GuestCustomerterminal.in Progress A
10. For the TRD5 message flow, set the event flag to End.
- BTM_TRD5_Trade_Complete 1 Monitoring Event
(BTM_Trades from default) ! g
Trade processing: Complete Completion transaction Start End -
11. At the top of the window, click Save.
|| save /7 Cancel |l Help
12. You will see a warning message indicating that not all flows contain flagged monitoring
events. Close this warning message (click the cross).
Y 09:59
The business transaction definition includes flows that contain no flagged monitoring events. These flows will not be monitored in this business
transaction.
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4.2 Configure the BTM database

1. The BTM database needs to be specified to the 1IB node. Click the Configure tab.
You will see that the Data Source Name for the BTM database has not been set.

Click to specify the data source name.

| ~ Data source configuration

Data source name: Not set

Click here to specify a data source name

| ~ Message flow monitoring status

1. The business transaction definition does not include any message flows with flagged monitoring events. Mo
message flows will be monitored in this business transaction.

2. Inthe drop-down, select BTMDB. If BTMDB does not appear in the drop-down list, then
something has gone wrong in the BTM enablement steps earlier in the lab.

E Business Transactions
F& Configuration
=]
¥ Data source configuration
Data source name: | hd |
| BTMDB
Resume editing of business transaction BTD_Trades
Page 18 of 32 Business Transaction Monitoring Version 10.0.0.4
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3. Select BTMDB, and click Save.

E Business Transactions

() Configuration
[E] Save >

~ Data source configuration

Data source name: BTMDE | hd |
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5. Test the Business Transaction Definition
5.1 Activate Flow Monitoring for the Application

In order for any business event to emit monitoring data, flow monitoring must be enabled for each
message flow that will form part of the business transaction.

In this lab, this can be achieved by activating flow monitoring at the application level; this will activate
monitoring for all message flows contained within the application.

In the Web Ul navigator, expand the Applications folder, and on the BTM_Trades application, click the
drop-down arrow.

Click "Start flow monitoring".

- ﬁl TESTMODE_iibuser =
- ESewers -

v ;& default «
(= Semices
(= REST APIs
~ (& Applications
~ 55 BTM_Trades '~
B Libraries : 43 BTM_Trades

v [ZE Message Fl
2 Subflows | stop
¥ = Resources Delete

ﬁl References Statistics on

= - .
(= Libraries Statistics off

8 Shared Libraries
[Z& Message Flows

2= Subflows

Start flow maonitaring

Stop flow monitoring I—Tum d

Flow monitoring will be activated.

Q Flow monitoring successfully started for all message flows in application 'BTM_Trades'
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5.2 Execute the Business Transaction

Note - please follow the tests described in this guide. If you send messages with the same
TradeOrderlD more than once, you will see the status of the associated business event become
"Inconsistent”. This is not an error, but an indication that there is a problem with a particular business
transaction. For example, events for a particular business transaction have been received after the
business transaction status has been set to "End".

You will now send a number of messages to the application. These will result in different outcomes in
the BTD which you will examine.

1. Open an instance of RFHULil from the Start menu, and set the following values:
¢ Queue Manager Name = IB10QMGR
¢ Queue Name = TRADE.VALIDATE.IN
e File Name = c:\student10\BTM_Trades\data\TradeMessageGold_BNY347290.xml|
Click the Write Q button to send this message to the first message flow.

iBix

File Edit Search Read Write View Ids MQ Help

Main |Data |MOMD|PS | UsrProp| RFH | PubSub|pscr |jms |usr |other |CICS |IMS |DLQ |

Hueue Manager Mame [to connect ta] Queue Type  Queus depth

|iB100MGR [ | |D
Queus Name
j Move O |
Femaote Queue Manager Mame [remote queues anly] Save | Purge 0 |
I Load @ | Display @ |
Selector
Cloze Options
Fead O “frite 3 | Browse 0 | Start Browse | | Browse Mest | | Browse Frew || EndBrowse Cloze | * MNane
) " Delste
File Code Page ® [Fhae
237 User Props
_ _ % & Queus Cluster Open
File Mame Data Size el & Al
ong + Az Queus
IE:\studenH VB TM_Tradesidata'TradeteszageGold_BNY'347250.<ml |433 s " Bind Dpen
™ BFHZ " Mot Fixed
Open File Save File Clear Data Clear All | Load Mamez|  Set Conn |d " Compat " Group
COBOL Copy Book File Mame Put/Get Dptiar

[V New bsg Id [~ Mew Cormrel Id
[~ GetbyMsgld [ Logical Order
16.58.16 433 bytes read from file C:\student] O\BTH_TradeshdatahT radeMessa;l [T GetbyComelid [~ Complete Msg

[~ GethyGroupld T Al Al

[~ Setlden Context I Convert

[ SetallContent [ Altemnate User |d

Al | _’ILI Exit |
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2. Inthe Web Ul, on the View tab, click Refresh.
You will see that an instance of the BTD_Trades business transaction has appeared,
denoted by the ID BNY347290.
Note that the Status is Ended.
EE BTD_Trades - Bugineee=Ragsaction
r:‘ Define =1 Config
* All instances of BTD_Trades Fi\ter( | Refresh )
Total -1
Transaction ID Start Time Last Update Status
BMY347290 2015-12-29 17.01:02.018 2015-12-29 17:01:02.079 Ended
3. Click on the line showing the business transaction. The line will highlight in blue, and all the
individual events that comprise the business transaction will be shown.
Observe that the business transaction ID is represented by the Trade ID (the Global
Transaction Correlator). For each event, you can click "More details" to see the details of the
individual event.
| ¥ Allinstances of BTD_Trades Filter... | Refresh
Total - 1
m Start Time Last Update Status
EBNYB#—TEQU ) ‘ 2015-12-29 17:01:02.018 2015-12-29 17:01:02.079 Ended
¥ Evenis of BTD_Trades instance BNY347290 Refresh
Total . 5
Event Name Local Correlation 1D Flow Name Timestamp BitStream Exception ).mr—\
Trade instruction received CG1234580 BTM_TRD1_Validate 2015-12-2917:01:02.018 E‘} More details
Decision: Gold customer  CG123490 STM—TRD2—C”5t°mer—T"° 2015-12-29 17:01:02.047 1ore details
ﬁ:{;‘lwsmmewmcessmg CG123490 BTM_TRD3a_Gold_Trade  2015-12-29 17:01:02.054 More details
Trade reconciliation CG123490 ggﬁmm—ﬁ”a'—mm“” 2015-12-29 17:01:02.057 More details
Erj'r‘:fm‘g‘;cess"‘g: CG123490 SE”‘—TRDS—TFBGQ—C””D‘ 2015-12-29 17:01:02.078 More details
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4. Stop the message flow BTM_TRD4_Final_Reconciliation. In the Toolkit, right-click TRD4 and
select Stop.

|—;|...‘§| TESTMODE _jibuser

E‘GE default

=&l BTM_Trades

..... FE BTM_TRD1_Validate
..... HE BTM_TRDZ_Customer_Type
..... FE BTM_TRD3a_Gold_Trade
..... HE BTM_TRD3b_Regular_Trade
..... R BTM_TRD3c_Guest_Trade
..... EREIETM_TRD4_Final_Recondliatio

----- #El BTM_TRDS_Trade_Complete |

----- &El BTM_TRD&_Failed_Trade_Workflow

5. Now send several messages through to the message flow.
In a DOS window (or IIB Console), change directory to c:\student10\BTM_Trades\test.

Run the command :
testBTM.cmd

This will send a further 10 messages to the application, each of which has a different Trade
ID.

10 messages to be written to queue TRADE.VALIDATE.IN on queue
manager IB10QMGR

minimum queue depth 3 max 15 batchsize 2

initial sleep time 20 tune = 0

connecting to queue manager IB10QMGR

opening queue TRADE.VALIDATE.IN for output

First message written at Tue Dec 29 17:10:26 2015
MQ Timestamp of first message written at 17:10:26
number on queue after sleep - min 0, max O

Last message written at Tue Dec 29 17:10:26 2015
MQ timestamp of last message written at 17:10:26

Total messages written 10 out of 10
Total elapsed time in seconds 0.006891
Total bytes written 4330

Total memory used 8180

closing the queue

closing the inquiry queue
disconnecting from the queue manager
MQPUT2 program ended
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6. Back in the Web UlI, click Refresh.

You will see a number of instances of BTD_Trades. They will have a status of "In progress".
This means that they have all been started (have executed TRD1), but have not yet reached
the final message flow (TRD5) where the end of the business transaction is defined. This is

because TRD4 is stopped.

¥ Allinstances of BTD_Trades

Tatal : 11
Transaction ID Start Time Last Update Status
BMY347300 2015-12-30 08:37:47.823 2015-12-30 08:37:47 949 In progress
BNY347298 2015-12-30 08:37:47.832 2015-12-30 08:37:47 912 In progress
BMNY347298 2015-12-30 08:37:47.821 2015-12-30 08:37.47.908 In progress
BNY347297 2015-12-30 08:37:47.828 2015-12-30 08:37:47 896 In progress
BMNY347296 2015-12-30 08:37:47.827 2015-12-30 08:37:47 894 In progress
BMY347295 2015-12-30 08:37:47.826 2015-12-30 08:37:47 889 In progress
BNY347294 2015-12-30 08:37:47.821 2015-12-30 08:37.47.886 In progress
BNY347293 2015-12-30 08:37:47.813 2015-12-30 08:37.47 873 In progress
BMNY347292 2015-12-30 08:37:47.804 2015-12-30 08:37:47 860 In progress
BMY347291 2015-12-30 08:37:47.799 2015-12-30 08:37:47 837 In progress

| ¥ Events

7. You can click on any of the transaction instances to see the individual events that have been
received for that instance.

| ~ Events of BTD_Trades instance BNY347300

Refresl

Total : 3

Event Name

Local Correlation ID

Flow Name

Timestamp

BitStream Exception | Details

Trade instruction received
Decision: Gold customer

Gold customer: Processing CG123500

trade

CG123500
CG123500

BTM_TRD1_Validate

BTM_TRDZ_Customer_Type

BTM_TRD3a_Gold_Trade

8. Now restart the TRD4 message flow.
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E-£ TESTNODE _iibuser
E¢g, default
El@ BTM_Trades

.....

2015-12-30 08:37:47.833

2015-12-30 08:37:47 944

2015-12-30 08:37:47 940

..... ETM_TRD1_Validate
..... ETM_TRD2_Customer_Type
..... ETM_TRD3a_Gold_Trade

..... BTM_TRO3b_Regular_Trade
..... ETM_TRD3c_Guest_Trade
BETM_TRD4 _Final_Recondli
..... ETM_TRDS_Trade_Comple
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9. Back in the Web Ul BTD_Trades view, click Refresh again.

You will see the transaction instances have been updated. All should have a status of

Ended.

i) Define = Configure

I:E BTD_Trades - Business Transaction

E View

‘ ~ Allinstances of BTD_Trades

¢ >
\/

Total - 11
Transaction ID Start Time Last Update Status
BNY347300 2015-12-29 17:10:27.047 2015-12-29 17:10:27.070 Ended
BNY347299 2015-12-29 17:10:27.031 2015-12-29 17:10:27.066 Ended
BNY347298 2015-12-29 17:10:26.980 2015-12-29 17:10:27.063 Ended
BNY347297 2015-12-29 17:10:26.976 2015-12-29 17:10:27.056 Ended
BNY347296 2015-12-29 17:10:26.920 2015-12-29 17:10:27.049 Ended
BNY347295 2015-12-29 17:10:26.901 2015-12-29 17:10:27.034 Ended
BNY347294 2015-12-29 17:10:26.874 2015-12-29 17:10:27.002 Ended
BNY347293 2015-12-29 17:10:26.857 2015-12-29 17:10:26.976 Ended
BNY347292 2015-12-29 17:10:26.850 2015-12-29 17:10:26.957 Ended
BMNY347291 2015-12-29 17:10:26.644 2015-12-29 17:10:26.900 Ended

‘ ~ Events Refresh

10 Experiment with the Filter options. For example, set the Filter to Transaction ID contains 296,

and click OK.

Filter

Specify some filtering criteria

v Transaction D containg -~ 296

|:| Status equals In progress  ~

oK Cancel

The display will be reduced to the matching transaction.

T Filtered instances of BTD_Trades

Total : 1
Transaction ID Start Time Last Update Status
BMY347296 2015-12-29 17:10:26.920 2015-12-29 17:10:27.049 Ended
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11 Clear the filter, then set the filter to "Transaction ID ends with 94", click OK.

When finished, clear the Filter.

Filter

Specify some filtering criteria

w'| Transaction D ends with -

[] status equals

94

In progress =

0K Cancel

12 Send a message that is malformed. In RFHULil, open the file TradeMessage Malformed.xml.

This message has a missing closing XML tag, and will fail validation on the input node in the

TRD1_Validate message flow.

In RFHUMil, click Write Q to send this message.

13 In the Web UlI, click Refresh. You will see a new transaction has appeared at the top of the

list, with the status Failed.

BTD_Trades - Business Transaction

) Define = configure = View

| ¥ Allinstances of BTD_Trades

Total : 13
Transaction ID Start Time Last Update Status
BNY590012 2015-12-2917:19:21.537 2015-12-2917:19:21.538 Failed
BNY809092 2015-12-2917:18:52.435 2015-12-28 17:18:52.481 Ended
BMNY347300 2015-12-2917:10:27.047 2015-12-2917:10:27.070 Ended
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14 Highlight the business transaction, and you will see the individual events.

You will see that the second event name is "Data validation failure".

| ~ Events of BTD_Trades instance BNY590012 Refrg
Total : 2
Event Name Local Correlation 1D Flow Hame Timestamp BitStream Exception Details
Trade instruction received  CG123456 BTM_TRD1_Validate 2015-12-29 17:19:21.537 Eh Maore details
Data validation failure CG123456 BTM_TRD1_Validate 2015-12-29 17:19:21.538 Eh Maore details

15 Click "More details". You will see the full details of the event. Note that the Correlation IDs
are shown correctly. This is because |IB was able to parse the incoming message at least as
far as the field that is used for the Global Correlation ID (TradeOrderID). The XML error that
caused the validation failure was after this particular element. In cases where 1IB is not able
to fully parse the message and obtain the value for the Global Correlation ID, it will not be
possible to record this data, and a more generic failure will be recorded.

View Event Details

View the details of the Data validation failure' event of 'BTD_Trades' instance 'BNYsooo12'

Event Mame: Data validation failure

Event Source Address: Validation Failure. terminal.in
Integration Mode Mame: | TESTMNODE_iibuser
Integration Server Mame:| default

Message Flow Mame: BTM_TRD1_Validate

Mode Mame: Validation Failure

Mode Type: ComlpmMQCutputMode
Mode Terminal Name: in

Local Correlation 1D: CG123456

Parent Carrelation 1D: BRY520012

Global Carrelation 1D: BRY520012

Cancel
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6. Add Security Roles for Web Users

So far in this lab, the IIB node has permitted all users to login. This means that users who are
only interested in looking at BTM events have also had access to the IIB node, server and
applications. You will now introduce administration security, which will provide more granular
control of access to these functions.

This is discussed in more detail in the Admin Security lab.

1. First, activate administration security for the 1IB node. In an 1IB Console, execute the
following commands:

mgsistop TESTNODE_iibuser
mgsichangeauthmode TESTNODE_iibuser -s active -m file

mgsistart TESTNODE_iibuser

2. Define role permissions for various classes of users. In the 1IB Console, run the following
commands:

cd c:\studentl0\BTD Trades\webadmin

set_BTM users_ACL_using FileAuth.cmd

This cmd file will issue a number of mgsi commands similar to these shown here:
mgsichangefileauth IBNODE -r iibAdmin2 -p read+

mgsichangefileauth IBNODE -r iibAdmin2 -e default -p read+,write+,execute+
mgsichangefileauth IBNODE -r iibAdmin2 -o DataCapture -p read-

For example, these commands define a profile (role) called iibAdmin2 which permits full

read/write/execute access to the IIB node, full access to the server (default), but no access
to the BTM functions (the DataCapture object).

3. Define the Web Ul users who will use these permissions.
From the same directory, run the following command:
Create_BTM users.cmd
This cmd file will run a number of mgsi commands similar to this:
mgsiwebuseradmin [IBNODE -c -u admin2 -a passwOrd -r iibAdmin2

This example command will define a new user, admin2, with the associated role of
iibAdmin2.
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In the Web browser, first make sure you are fully logged out of the node.

4.
The, login with the user admin2, password = admin2.
This user has full (update) access to the 1IB node, server and applications, but no access the
any BTM events.
Vs IBM Integration
- User ID:
\ |admin2|
Fassword:
Il-ll-l-l-l
Log In |
Licensed Materials - Property of IBM Corp, Copyright by IBM Corp. and other{s) 2001, 2016,
IBM, and the IBM logo are trademarks of International Business Machines Cerpaoration,
registered in many jurisdictions worldwide, Java and all Java-based marks and logos are
trademarks or registered trademarks of Oracle and/or its affiliates, Other product or service
names may be trademarks of IBM or other companies. Microsoft is a trademark of Microsoft
Corporation in the United States, other countries, or both,
5. In the navigator, you can expand all items, and have full access to control resources.
+ A& TESTNODE_ iibuser =
v (= Servers «
v s default -
(& Services
(= REST APls
= & Applications
~ F& BTM_Trades
(™ Libraries
- Message Flows
BTM_TRD1_Validate;
FE BTM_TRD2_Customer_Type -
FE BTM_TRD3a_Gold_Trade -
EHEl mred TOorTe Cieoiadee Teodda
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6. Expand the Business folder, and select the BTD_Trades definition. You will see that you are
able to see the definition of the BTD, and indeed make changes to the BTD. This is because
admin3 (iilbAdmin3) has update access to the |IB node and the server, which controls the
definition and saving of BTDs.

IBM Integration

Filter Options... = . .
BTD_Trades - Business Transaction
- ¢ TESTNODE iibuser Q Define = Configure = View

- (S Servers =

b2 default
+ 5 Operational Palicy | ~ Business Transaction
+ (7 Data
» 22 Security v

& 8 v 8 v i 8 v 8 v
3 Monitoring =+ =H3l =3 =HE =3
- (B Business BTM_TRDA_Validat BTM_TRD3b_Regula BTM_TRDG_Failed BTM_TRD4_Final BTM_TRD3c_Guest

] r_Trade _Trade_Workflow _Reconciliation _Trade
~ (B Business Transactions +

[EBTD_Trades ~

7. Click the View tab, and then click Refresh. You will see the message "Business transaction
results could not be accessed".

ﬁ Business transaction resull'a/cmmn\ot be accessed BIFZa52 14:28

Fa Define #=] Configure £ View

* Allinstances of BTD _Trades FiItel‘. | Refresh

Total: 0

Transaction ID = Start Time Last Update Status

Failed to load business transaction results for the defintion BTD_Trades

8. Clicking on the message will provide more details. Insufficient authority is available for users
with role "iibAdmin2". iibAdmin2 does not have "read access" to the DataCapture object.

€3 Business transaction results could not be accessed BIP22s2 14:28

BIPZ2852E: The user iibAdminZ’ is not authorized to perform the requested operation wiew” against the object
‘DataCapture’ of type ‘DataCapture’. The useriibAdmin2’ needs to have ‘Read permission on the object

‘DataCapture’ of type ‘DataCapture”. The userinitiated a request to the integration node to complete an action
on an object. The request was rejected by the integration node because the user does not have the required
authorization. Set up authorizations for this object to grantthe required authority to this user ID. J

Page 30 of 32 Business Transaction Monitoring Version 10.0.0.4

Provided by IBM BetaWorks



IBM Integration Bus V10 Workshop April 2016

9. Logout admin2, and login with btm1 (password = btm1).

In the navigator, this user cannot see any IIB resources.

~ (& TESTNODE_ iibuser
* (= Servers
7, default
~ [R5 Operational Policy
b & Configurable Services
#= MQEndpoint

10 Expand the Business folder and select BTD_Trades.
This user will not be able to create a new BTD, or make changes to the existing BTD.
Note, you may see a message indicating that the flows that comprise the BTD are not

available. Answer No when asked whether to delete these flows. This message appears
because this user does not have access to view deployed resources.

ﬂ The following flows were not found:

BTM_TRD1_Validate,
BTM_TRD3a_Gold_Trade,
BTM_TRD3b_Regular_Trade,
BTM_TRD3c_Guest_Trade,
BTM_TRD4_Final_Reconciliation,
BTM_TRDS _Trade_Complete,
BTM_TROEG_Failed_Trade_Workflow,
BTM_TRDZ_Customer_Type.

Do you want to delete the flows?

Ye
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11

~ & TESTNODE_ iibuser +

-

-

-

-

72, default

=
(= Senvers

= Data
}}3 Security
Manitaring

- (B Business

+ (B Business Transactions

[ BTD_Trades

) Define R Configure & view

| ¥ Business Transaction

BV v % v A

(=] =M=l =M=
BTM_TRD1_Validat BTM_TRD3b_Regula BTM_TRDG_Failed
e r_Trade _Trade_Workflow

BTM_TRD4_Final
_Reconciliation

12 Click the View tab, and then click the Refresh button. You will see all the transaction

END OF LAB GUIDE

) Define
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instances that were created earlier.

#= Configure

B View

E BTD_Trades - Business Transaction

You will be able to perform all the actions that were described earlier, such as filtering, and
viewing the individual events.

| * All instances of BTD_Trades

Filter... | Refresh

Transaction ID

Total : 12

Start Time

Last Update Status

BMNY590012
BMNY347300
BMNY347299
BHY347208
BMNY347297
BMNY347296

Business Transaction Monitoring

2015-12-30 08:44:56.084
2015-12-30 08:37:47 833
2015-12-30 08:37:47 832
2015-12-30 08:37:47.821
2015-12-20 08:37:47 828

2015-12-30 08:37:47 827

2015-12-30 08:44:56.085  Failed
2015-12-30 08:43:17.704  Ended
2015-12-30 08:4317.702  Ended
2015-12-30 08:43:17.698  Ended
2015-12-30 08:43:17.694  Ended

2015-12-30 08:43:17.691  Ended
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