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1. Part 1 — Asynchronous REST Request node

1.1 Outline of integration

The first part of this lab session provides a technique for an IIB REST API to receive a
REST request that contains a multipart message payload in MIME format. The scenario
was constructed to address the requirement to process a REST message that contained
a binary image, as well as the standard JSON payload.

In this case, the REST message contains a standard JSON-formatted message, but also
includes an attachment. The REST message contains “new employee” data, and the 11B
REST API will take this information and add a new row to the EMPLOYEE and
EMPLOYEE_SUPPLEMENTARY tables. The attached file (an image of the new
employee) is included in the data written to the database.

Any updates made to the HRDB database are then sent to the local Kafka server, using
the KafkaProducer node in the IIB operation.

Request —

Multipart REST message
Client JSON data

File attachment (image)
request

+——— Response
Standard REST message
JSON data

Kafka server

Topic=employee

HRDB DB
EMPLOYEE
EMPLOYEE_SUPP

Publish Insert new _
employee employee Write message
updates into DB to file if Kafka
not available
HR_Service REST API Async Operation=
Operation=createMultioartEmployee -
Send immediate response 10%01/ addNewEmploveelntoDB
Invoke RESTRequestAsync
End 1
RESTAsyncResponse
Write success message

to file

y
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This integration scenario shows you how to use the REST Request node to invoke a
REST API operation. The REST Request node can be used synchronously or
asynchronously. This scenario will demonstrate the use of the asynchronous flavour of
this node.

The scenario implements a REST API, HR_Service, that processes a REST request that
has an attachment. HR_Service performs some initial processing, and then sends an
immediate response back to the client. HR_Service then uses the RESTAsyncRequest
node to invoke a further REST operation, where the main processing logic is performed.

The requesting client sends a REST request that contains two parts:
e A standard REST message in JSON format
e A binary part, in the form of a jpg image, attached to the REST request as a file.

In detail, the request message contains:

Part 1 - employeeData

{
"EMPLOYEE": {
"EMPNQ": "000003",
"FIRSTNME": "Albert",
"MIDINIT": "J",
"LASTNAME": "Einstein",
"WORKDEPT": "A00",
"PHONENQO": "0101",
"HIREDATE": "1912-07-27",
"JOB": "Manager",
"EDLEVEL": 9,
"SEX": "M",
"BIRTHDATE": "1879-03-14",
"SALARY": 9990,
"BONUS": 4440,
"COMM":6660 }
“EMPLOYEE_SUPPLEMENTARY”: {
“EMAIL”: userid@domain.com,
“MOBILEPHONE”: “447878123456”,
“TWITTERID”: “@davidh”,
“BOXID”: username@domain.com,
“IMAGE”: “Used only for the embedded image version of this app”}

}

Part 2 - employeelmage
Image of employee in binary format — used with the File Attachment version of this

app
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1.1.1 Tasks
In this part of the lab, you will perform the following tasks:

e Import and explore a partially completed REST API and IIB Application

e Complete the REST API and Application by adding the RESTAsyncRequest and
Response nodes, and the KafkaProducer node.

e Deploy the completed applications, and test with the Chrome Postman tool

e (Optionally) — rerun the tests using the debug feature of 1IB.

1.1.2 Preparation

This scenario is based on the solution of the REST API HR_Service. The scenario uses
an 11B node called TESTNODE _iibuser. This has already been created and configured
to support this scenario.

This scenario does not ask you to build the solution from scratch. A complete solution is
provided, and you will investigate various aspects of the solution, and perform a test of
the provided solution.

1.1.3 The Chrome Postman plugin

Because this scenario needs to send a REST request with a mixed format message
payload, you will need to use a test tool that is capable of generating such a request. In
the development of this scenario, we have used Chrome Postman for this. This is already
installed on your system.

Note that when Postman executes, this app does not actually run under Chrome; it
executes as a stand-alone application.
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1.1.4 Model Definitions

The following JSON message models are used by this version of the HR_Service REST
API.

e DBRESP - contains database response information
e EMPLOYEE - defines columns in the EMPLOYEE table

e EMPLOYEE_SUPPLEMENTARY — defines columns in the
EMPLOYEE_SUPPLEMENTARY table

e DEPARTMENT — defines columns in the DEPARTMENT table

e EmployeeResponse
o DBResp (type = DBRESP)
o Employee (Array, type = EMPLOYEE)

e DepartmentResponse
o DBResp (type = DBRESP)
o Department (Array, type = DEPARTMENT)

e CompleteResponse

o DBResp_employee (type = DBRESP)
Employee (type = EMPLOYEE, single object, not array)
DBResp_department (type = DBRESP)
Department (type = DEPARTMENT, single object, not array)
DBResp_employee_supplementary (type = DBRESP)
Employee_supplementary (type = EMPLOYEE_SUPPLEMENTARY)

O O O O O

e EmployeeSupplementaryResponse used when only accessing
EMPLOYEE_SUPPLEMENTARY)
o DBResp
o Employee_supplementary

e EmployeeAddUpdateCompleteRequest (input message, used when adding a
complete new employee)
o Employee
o EmployeeSupplementary
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1.2 Explore the HR_Service REST API

In this section of the lab exercise, you will import and explore the partial solution provided
for this scenario.

1.2.1 Import the 1IB REST API

1.| Ensure you are logged in to Windows as the user "iibuser", password = "passwOrd".
(You may already be logged in).

If it's not started already, start the IIB Toolkit from the Start menu.

2.| To avoid naming clashes, this scenario will be developed using a new workspace.

In the Integration Toolkit, click File, Switch Workspace. Give the new workspace the
name "RESTRequest", or similar.

3.| Right-click in the Application Development pane and click ‘Import’:

Application Development &3 l E“'::'_, Patterns Explorer = 0
=3 -
=
Application Development Mew. ..
Mew Application. .. MNew »
MNew Integration Service.. Copy
Mew REST APL... Paste
[eleh
Mew Library... S
[Mave. ..
Rename. o
;; Import...
[y Export...
Refresh

In the IBM Integration folder, select Project Interchange, and click Next.

[E? Decision Services
F-= EIB
El[E? IEM Integration

o @‘ Project Interchange
- g WebSphere ESE Project Interchange
[E: Install

H-Z=> Java EE
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4.| Import the following Project Interchange (P1) zip file:
C:\student1l0\REST_Request_Async_ICl17\PI_files\
HR_Service_ RESTRequestlLab_startingPoint.IC17.zip
Note: Make sure that all four projects in this Pl file are selected for import. The PI
includes the HRDB shared library and database project.
_lnix]
Import Projects l 3
mport Projects from a zip file. = |
Import Projects p \'r‘j.‘
From zip file: IC:'»,sb.ldentID\REST_Request_Async_ICl?ﬁPI_ﬁIes'IHR_Service_RESTRequestLab_starﬁngPoint.IC1?.zi|:- j Browse...l
Project location root: |C:'|,I_Isers\jibuser'l,IBM'|,IIETID'|,w0rkspacez Browse. .. |
[=HRDB
[=*HRDB_project
I=+HR_Service
I=FHR_Service_AsyncBackend
@eseled All | Seleck Referenced
@j < Back ek = | Finish I Cancel
Page 9 of 96

IBM InterConnect



Session 2166, 1IB RESTAsyncRequest node and Callable Flows

the HRDB shared library th

operation.

at is referenced by the REST API.

When imported, you should have in your workspace the HR_Service REST API and

The application HR_Service_AsyncBackend contains the message flow where you
will add theRESTAsyncResponse node, that will be invoked by the HR_Service

Applicatio

NS
E !"h

..
£ 28

-1
o

E:’E

[5G Application Develop... 52 & Patterns Explorer

{

E

&

n Development

HR._Service
=/ REST AFI Description

Resources
8,8
|~ Flows

452 subflows

(S

,E} Maps

[

4 EsqLs

-

™ BARg

-

[~ REST API Catalog

[

'E Referenced Libraries

[ Other Resources

HR._Service_AsyncBackend

Flows
2l HR_Service_AsyncResponse_insertDB.msaflow
Referenced Libraries

HRDE

Other Resources

-1z HRDB_project
=-[F BARs

Mew...

8

=
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1.2.2 Explore HR_Service

In this section, you will explore the imported REST API.

1.| Expand the HR_Service REST API and double-click “REST API Description”.

[5G Application Develop... 52 & Patterns Explorer = &
EBE ¥
Application Development Mew, ..

Flows
Subflows

=24 EsQLs
F-( BARs
(=5 REST API Catalog
'E Referenced Libraries
E Other Resources
=1-[A] HR_Service_AsyncBackend
E.f' Flows
B HR._Service_AsyncResponse_insertDE. msgflow
'E Referenced Libraries
=gl HRDB
EE Other Resources

-leg HRDB_project
- T BARs
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2.| In the main editor view, scroll down to the Model Definitions section. Expand Model
Definitions, and expand some of the models.

The EmployeeAddUpdateCompleteRequest model is used in this lab. It comprises two
element types, EMPLOYEE and EMPLOYEE_SUPPLEMENTARY, each of which have
their own model definitions, shown in the list.

When you have finished here, collapse the Model Definitions section.

~ Model Definitions
Mame I Array I Type
IE:I-) <Enter a unique name to create & new model =
(-} EMPLOYEE ] object
{-} DEPARTMENT ] object
{.) DBRESP I object
{-} EmployeeRespaonse : object
{.--} DepartmentRespanse : object
{.-} CompleteResponse : object
El {-} EMPLOYEE_SUPPLEMENTARY ] object
EMPNC_SUPP I string
EMAILL ] string
MOBILEPHOMNE : siring
TWITTERID ] string
BOXID I string
IMAGE I string
{.-} EmployeeSupplementaryResponse : object
mployeeAddUpdateCompleteRequest [ object
Employes I EMPLOYEE
EmployeeSupplementary : EMPLOYEE_SUPPLEMEMTARY
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3.| Move up to the Resources section, and expand the employees/complete/multipart
resource.

Look at the createEmployeeFromMultipart POST operation.
Note that the Request body has a schema type of

EmployeeAddUpdateCompleteRequest, and the Response body has a schema
type of CompleteResponse.

~ Resources

» /departments

» /departments/department
» Jemployees

» Jemployees/complete

» Jemployees/complete/backend

+ jemploy /complete

~ /employees/complete/multipart

POST createEmployeeFromMultipart Create a new employee record from a multipart request

Name Parameter type Data type Format Required Description
Request body Schema type ull
V4
| The request body for the operation |deaheCamplEbeRequEstj |l
Response status Description AWIUW nul

7
I 200 IThE operation was successful. KademREmﬂse 'I [ ]

4.| Scroll to the right, and open the subflow implementation of this operation.

E. The <b>EMPNO</b > that you specify must be unigue. The el
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5.| This opens the implementation subflow. Each node will be investigated in detail over
the next few pages.

At a high level, the subflow performs the following actions:

a. Because the applicationis a REST API, the default parser has been set to JSON.
Therefore, initially, the subflow will not be able to properly parse the incoming
message (which is a MIME multipart message). To handle this, the first
processing node in the subflow is a “Reset Content Descriptor” node, which will
reparse the message using the MIME domain. When this happens, the multipart
message is parsed into its two constituent parts, Part1 (the JSON data, but still
held in binary format at this stage) and Part2 (the binary image).

b. The ReparseAndSavelmage node is an ESQL Compute node which further
processes these two parts.
e Part 2 (the image) is stored in the 1IB Environment tree, and then converted
to Base64 encoded and stored back in the message tree.
e Part 1 is reparsed using the JSON parser, and the resulting parsed data is
stored in the message tree, now in JSON format.

c. The “Request received OK” mapping node constructs a simple response
message to acknowledge receipt of the message for the client.

The empty space below is where you will later add a new RESTAsyncRequest node.

I 2p H

Output
Input parseAndsavelmage P

=y Ly
E]~ =

Reset Content Descriptar MIME domain Request received OK
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1.2.3 Explore the REST API in detail

1. Select (click on) the Reset Content Descriptor node, and highlight the node Properties.

On the Basic tab, the following properties have been set:

¢ Message domain = MIME: for MIME wrapped data including multipart
¢ Reset message domain = ticked

This means that the incoming message, which is initially in MIME format, will be
reparsed as a MIME multipart message (the default parser for a REST API is JSON).
When this is done, the message tree will consist of several message parts, as many
parts as exist in the incoming message. In this example, you will see two message parts
(because the REST message is assumed to have just one attachment in this scenario).

Note that subsequent nodes in the flow can address different parts of the message only
by using the MIME parser, unless the message is again reparsed.

El Properties 57 |

ptDescriptor Node Properties - Reset Content Descriptor to MIME domain

Description

Basic Message domain I MIME : For MIME wrapped data induding multipart
Parser Options

Validation

Reset message domain Il

——— | Message model |
Monitoring

Reset message model [

Message

Reset message

Physical format

|
-
|
-

Reset physical format
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2. | Open the ESQL Compute node ReparseAndSavelmage.

At this point in the flow, the message tree has been parsed by the MIME parser and
split into MIME “Parts”. Each part is referenced by the element name “Part[n]”, so is
referenced like this:

OutputRoot .MIME.Parts.Part[n]

The raw data (BLOB) is referenced by the value
OutputRoot .MIME.Data.BLOB.BLOB

So, the following statement adds a new element called “Data”, under the “Part[1]”
element, and populates the contents of “Data” by using the PARSE option with the
input as shown here. Note that 546 represents the Encoding of the data and 1208
represents the CCSID.

CREATE LASTCHILD OF OutputRoot.MIME.Parts.Part[1l].Data
DOMAIN ('JSON')
PARSE (OutputRoot .MIME.Parts.Part[1l] .Data.BLOB.BLOB, 546,
1208);

The next statement sets the “Data.BLOB” portion of the Part[1] output message to Null.
This is required because we no longer need the BLOB form of the message.

SET OutputRoot .MIME.Parts.Part[l].Data.BLOB = NULL;

This statement saves the entire contents of Part[2] (the binary image) to the
Environment tree (in a folder called Variables).

set Environment.Variables.Image =
OutputRoot .MIME.Parts.Part[2] .Data.BLOB.BLOB;

Page 16 of 96
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The next two statements manipulate the Employee and EmployeeSupplementary parts
of the message, in JSON format. The OutputRoot.JSON.* parts of the message are
constructed, by extracting them from the MIME part of the message.

—— Set the Message Tree - Employee element
set OutputRoot.JSON.Data.Employee =

OutputRoot .MIME.Parts.Part[1l] .Data.JSON.Data.Employee;

—— Set the Message Tree - EmployeeSupplementary element
set OutputRoot.JSON.Data.EmployeeSupplementary =

OutputRoot .MIME.Parts.Part[l] .Data.JSON.Data.EmployeeSupplementary;

This statements converts the IMAGE (previously stored in the Environment.Variables
tree) into a Base64 encoded version, and stores the converted element into the
OutputRoot tree, now fully parsed and held in the JSON domain.

-- Make special arrangements for the binary image, which we want to
store in the database as Base64 encoded.
Set OutputRoot.JSON.Data.EmployeeSupplementary.IMAGE =

BASE64ENCODE (Environment.Variables.Image);

This statement saves the value of EMPNO in the Environment.Variables tree, so that
an appropriate response can be returned to the client.

-- Save EMPNO in Env, so that the later map can send an appropriate
message back to the client.

Set Environment.Variables.EMPNO = OutputRoot.JSON.Data.Employee.EMPNO;

And finally this statement set the value of the MIME part of the message tree to null.

set OutputRoot.MIME = null

Close the Compute node.
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3. | The “Request received OK” mapping node builds a simple text message that is
returned to the client. This is done by building a JSON object message, and using an
XPath “concat” statement to include the EMPNO element into the response message.

E— create_Multipart_Request_received_OK
wcreate_Multipart_Request_received 0K PR | o e | | & | @ T h | E &2 &= & & |
= &%Enwmnmant _EnvironmentType et = L“g;“EnwmnmEnt _EnvironmentType
B <Click to fiter...> 2o <Click to filter... >
= [€] variables [0..1] _EnvironmentvariablesType ® [€] variables [0..1] _EnvironmentvariablesType
= o choice of castitems  [0..%] @any [0..%]
Hony = M Assembl 50N
essage Asseml
T empro [1.1] string £ Custom XPath ~ .Lﬁ i Y
" f-% <Click to fiter...>
Aany [0..%] 4 L] Properties [0..1] PropertiesType
= E JSON [1.1] 1SONMsgType
[€] Padding [0..1] string
= a7 choice of castitems [1.1]
5 pata [L.1] anyType
= Tg Data [1..1] IJSONObject
=l 4% choice of castitems  [0..%]
It%an\f [1.1]
ﬂﬁraspunse [1..1] string
4
[ Properties 52
Transform - Custom XPath
]
General fniconcat{"our request to add employee ', SEMPNO, ' has been accepted, Updates will be performed within 2 hours.")
Namespaces
Cardinality
iarizh]

Close the map.
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1.2.4 Explore the asynchronous REST operation

1. | In the HR_Service Resources folder, expand /employees/complete/backend, and
look at the addNewEmployeelntoDB operation.

-~ Resources

» |departments
b [departments/department
» [employees

» [employees/complete

POST addNewEmployeelntoDB Insert employee into DB
Name Parameter type Data type Format Required Description
Request body Schema type Allow null
|The request body for the operation |deabeComplebeRequest ;I -
Response status Description Array Schema type

I 200 IThe operation was successful, r ICcmpIeteREsDcnse -

2. | As above, scroll to the right to open the subflow implementation of this operation.

I N\ = .-
Input ® /a/\-'eInEnvirnnm nt /
Insert new Employee into database ¢*|'3 /9/
= preparekafkaMessage

Checdk success, duprec, or,DB failure

aeahesuccessR? Output
O_H__—___' /

createDupRecResponse
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3. | Open the map “Insert new Employee into database”.

[ create_insertiewEmployeeIntoHRDB

DEPARTMENT table.

for routing later in the flow.

this situation.

Close the map.

The map performs three database functions:
¢ Retrieves the DEPARTMENT row for the requested EMPNO from the

This map has an input assembly in JSON format, which contains a full
EmployeeAddUpdateCompleteRequest assembly. Elements from this input message
are used in the various database functions in this map.

|- create_inserthewEmployeelntoHRDB P | B e |+ & 28 Bk E&aa B 2
= Pef Message Assembly 50N q [ Task = ['ef Message Assembly JSON
b <Ciick to filter, > o <Click to filter... >
& & Properties [0..1] PropertiesType EMove ‘@ (lProperties [0..1] PropertiesType
® (#l LocaErnvironment  [0..1] _LocalEnvironmentType = ofl J_SON [L..1] ISONMsgType
=l 350N [L.1] JSOMMsgType [€] Padding [..1] string
Elradsg et = [ Data [1.1] CompleteRespol
® [€] DBResp_employee [0..1] DBRESP
Ensert - 4 % (€] Employes [0..1] EMPLOYEE
fRetum - ¥  [€] DBResp_department [0..1] DERESP
ElFaiure - 4 # [€] Department [0..1] DEPARTMENT
& ffg Data [1.1] EmployeeAddupdateCompleteRequest % [€] DBResp_employee_supplementary [0..1] DERESP
£l Insert ~ i % [€] Employes_supplementary [0..1] EMPLOYEE_SUP
FRen ~
i Faiure ~ 9 12 B Insert into HRDB/IEADMIN EMPLOYEE
= b <Click to filter... >
= ] Select from HRDE *| © %5 Insert into HRDB/TIBADMIN /EMPLOYEE_SUPPLEMENTARY
e <Click to filter...> e <Click to filter... >
# O Resultset [0..] ResultSetRow : Bsdect~ ZEEmpro_sUPP [1..1] CHAR
8 EMAL [1.1] VARCHAR
B MOBILEPHONE [1.1] VARCHAR
g TWITTERID [1.1] CHAR
B BOXID [1.1] VARCHAR
g MAGE [1.1 cLoe

¢ Inserts the EMPLOYEE data into the HRDB/EMPLOYEE table (using the
DEPARTMENT details just retrieved).

¢ Inserts the EmployeeSupplementary data into the
EMPLOYEE_SUPPLEMENTARY table.

In the “Return” transforms of each insert, the user return code, and number of rows
added, is set on the appropriate output message assembly. This information is used

Failure scenarios such as “duplicate record” are handled by saving database
returned data such as SQLSTATE in the output message.

The Failure transform of the EMPLOYEE insert is also configured to pass the
EMPNO to the output assembly. This is to enable a database failure to be reported
properly, but note that the full employee data is not recorded in the event of failure
(eg. a duplicate record). An appropriate mechanism would normally be provided for
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4. | Open the savelnEnvironment mapping node.

The map performs a simple copy (Move) of the CompleteResponse input to the
Environment tree.

= create_saveInEnvironment
wcreate_saveInEnvironment il » | | X % | T | E = ™ & 41| B2
= EEnwmnment _EnvironmentType Updztes = E%“Envirnnment _EnvironmentType
b <Click to filter... > & <Click to filter. .. >
@ [€] Variables [0..1] _EnvironmentvariablesType = [€] variables [0..1] _EnvironmentVariablesType
fﬂ any [0..7 B 42, choice of cast items [0..7]
any [1.1]
= o8 Message Assembly 150N R;
- = f@rCumpletEREsDDnsa [1..1] CompleteResponse
i =Click to filter...>
# [€] DBResp_employee [0..1] DBRESP
# Ll Properties [0..1] PropertiesType 2 el od oo
+ mployee o
= @ JSON [1.1] IS0NMsgType
® [e] DBResp_department [0..1] DBRESP
[€] Padding [0..1] string
® [€] Department [0..1] DEPARTMENT
ove v
z E‘@Data [1..1] CompletzResponse ® [] DBResp_employee_supplementary  [0..1] DBRESP
# [€] Employee_supplementary [0..1] EMPLOYEE SUPPLEMEMTARY
Bjany 0.4

Close the map.

5. | Highlight the Route node (Check success, duprec, or DB failure) and review the node
properties.

e The Match terminal is used when the database insert was successful (when the
number of rows added was not zero for both tables).

e The dupRec terminal is used when the SQLSTATE value is 23505 (SQL duplicate
row) for the EMPLOYEE table only. You can extend the flow yourself if you want to
check for other specific returns.

You will see a message suggesting that the Data element in the Filter pattern was not
found in the XML schema. This is because the XPath Expression builder does not
support the JSON form of messages, so XPath evaluation expressions (including filter
patterns) must be manually built.

[ Properties 57 | % Problems 0F Outline % Tasks [ Deployment Log = Progress

= Route Node Properties - Check success, duprec, or DB failure

@' I, Filter table: Filter pattern: The Data element in XPath SRoot/JSON/Data/DBResp_employes RowsAdded=1 and SRoot/JSON/Data/DEResp_employee_supplementaryRowsAdded=1
Basic Filter table™ | Filter pattern | Routing output terminal
Manitoring SRoot/IS0N,/Data/DBResp_employee/RowsAdded=1 and SRoot/1S0N /Data /DEResp_employee_supplementary RowsAdded =1 Match

£Root/IS0N/Data/DEResp_employee /SQLSTATE_SQLState=23505 dupRec
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6. | Open the createDupRecResponse map node.

Review the various mappings that are provided. In particular, the SQL_Error_Message
is set with a Custom XPath transform, setting the message to a more readable form of
the SQL error message. Note that the input EMPLOYEE/EMPNO element is
connected to the Custom XPath transform, and referenced in the fn:concat Xpath
statement.

Close the map.

E— create_prepareDupRecResponse
rcreate_prepareDupRecResponse Frog=Y | (3 l[D‘ b4 | & | % % ﬁ | =R G El
= ?'LEMEssage Assembly JSON = E@Message Assembly Json
£ <Click to filter.... > £ <Click to filter.... >
# & Properties [0..1] PropertiesType 7 §F ] Properties [0.1] Prop
= 4l Json [1..1] ISONMsgType =) o J50N [L.1 Jsor
[€] Padding [0..1] sting 2] Padding 0..4] strinc
Overides = ﬂgData [1.1] Comp
= [€] DBResp_employee [0..1] DBRE
= Data [1..1] CompleteResponse -
e 4 Custom XPath ~ ; [E] UserReturnCade [0.1 <int
[€] RowsRetrieved [0..1] <int
# [€] DBResp_employee [0..1] DBRESP [€] RowsAdded 0.1 <nte
e [€] Employee Bl ErAIBEE [€] RowsUpdated [0.1] <inte
& [€] DBResp_department [0..1] DERESP ] RowmDdend 0.0 <t
D tment 0..1] DEPARTMENT
 [€] Departmen 0.1 [€] SQLCODE Errorcode [0..1] «<inte
® [e] DBResp_employee_supplementar 0..1] DBRESP
&l PEmploves._sLpp v [ [€] SQLSTATE_SQLState [0.1] <stri
Empl l 't 0..1] EMPLOYEE_SUPPLEMENTARY
i (€] Employee_supplementary 0.1 = [€] SQL_Error_Message [0..1] =<stri
= [€] Employee [0..1] EMPL
4| | |
] Properties 52 | T =

Transform - Custom XPath
R

e T
General fn:concat{Duplicate record -' ,SEMPNO, ', Please resubmit with a new EMPNO. Employee data has not been stored' ) :I Edit...
Namespa
Cardinality
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7. | Open the prepareKafkaMessage mapping node.

Only one element, EMPNO, is actually published to Kafka, so the output assembly was
created dynamically by adding the employeeAdded element, using the “Add-User
Defined” context menu item in the map editor.

1= create_prepareKafkaMessage

vcreate_prepareKafkaMessage

= E Message Assembly
o <Click to filter,.. >
# of Properties
= &£l J50N
[&] Padding
= Tg Data
% [€] DEResp_employee
= [€] Employee
[e] EmPNO
[&] FIRSTHNME
[&] MIDINIT
[&] LASTNAME
[&] WORKDEPT
[e] PHONENO

=
FER]

[Pl X & S| TT0| E B DG B

150N =| ['g5 Message Assembly
% <Click to filter.... >

PropertiesType | @ &l Properties

— [
J50NMsgType of] 150N
string (8] Padding
CompleteResponse 2 5% choice of cast items
DERESP 8 Data
EMPLOYEE = g Data
2 =l &% choice of castitems
5"‘% any
<string > =
= Hﬁ‘employee»\dded
<string >
<string>
<string =
<string >

]
]
]
]
]
]
-7
]
]

Js0l

Prop

Js01

strin

any

3501

strin

Close the map.

1.3 Extend the HR_Service implementation

In this section, you will complete the implementation of the various operations and flows.

You will

e Add a KafkaProducer node to the REST API operation addNewEmployeelntoDB.
e Add a RESTAsyncRequest node to the createEmployeeFromMultipart operation.

e Complete the implementation of the asynchronous REST operation by adding a
corresponding RESTAsyncResponse node in a separate application.
e Deploy and test the completed applications.
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operation

1.3.1 Add the KafkaProducer node to the addNewEmployeelntoDB

Return to the addNewEmployeelntoDB subflow.

From the Kafka folder in the node palette, drop a KafkaProducer node onto the flow,

in the open area as shown.

%] KafkaProdUCe” m—

LA = :
("1 Favorites ] =
(e WebSphere MQ :raateGenEraIDatabasaFa\\ureREspnnse
r;::i: I"DUt avelnEnvironment

o 2 H
| KafkaConsumer \ UJ

Lins M5

E-E_JWEb Services
[2lsca
[ -NET

(| Construction

[ HTTR

| REST

[ WebSphere Adapters

L3 Routing

@'3] Transformation

base
bl / preparekafkaMessage
N

Check success, duprec, or DB failure ™+ P>

createDupRecRespaonse

Write file record |FKk§
duce

createSuccessResponse.

Output

2. | Add three connectors to the KafkaProducer node, as shown below.
When connecting to the input of the FileOutput node, make sure you select the “In”
terminal.
=]
/@ﬁ —_
preparekafkaMessage H
DE failure

createDupRecResponse

Qutput
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3. | Select the KafkaProducer node to highlight the node properties.

Set the following properties:
e Topic name : employee
e Bootstrap servers: localhost:9092
e Acks: 1

= Properties &3 5:_ Problems EE Outline | Tasks [ Deployment Log &5 Progress

%/ KafkaProducer Node Properties - KafkaProducer

Description

Basic Topic name™ I employee
Security Bootstrap servers® |localhost:9092
validation

&.0. hootsirap.server.com: 9092 (multiple servers can be specified and delimited using 2 )
Client ID |
Add 1IB suffix to dientID W
Acks® J1

Monitoring

Timeout {sec)™ | &0

Save the subflow (Ctrl-S).

1.3.2 Add a RESTAsyncRequest node to the
createEmployeeFromMultipart subflow

1. | Switch to the createEmployeeFromMultipart subflow.

| 8 !
Input
ReparseAndSavelmage Cutput
B[ =
B

Request received OK

Reset Content Descriptor MIME domain
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2. | From the node palette, in the REST folder, drop a RESTAsyncRequest node onto
the flow editor, in the position as shown.

q 5FPalette J Flow Exerciser: J @ &
FE =
[ Favarites
[ne, WebSphere MQ H
Loweihaed b
L MQTT Input
-~ RepéarseAndSavelmage Qutput
3 Kafka
L5 M5 By =
Iz HTTR. Request received OK

- Reset Content Descriptor MIME domain
= REST Frop
*9 RESTRequest

Ui> RESTAsyncRequest

4?:(5_J RESTAsyncResponse —

i;f Web Services.

3. | When the node is dropped on to the editor, a new window will open. The new node
can be configured using information from a variety of sources. In this lab, you will
use the Swagger document that represents the local HR_Service REST API, so
leave the default selection and click Next.

_njx

Invoke an operation in a REST API
Use a REST request node to invoke an operation in a REST APL.

The REST request node requires a Swagger document that describes the REST APT
you wish to invoke. Select one of the following options to locate a Swagger
document:

% Select a Swagaer document from a referenced project or from a file system

" Retrieve a Swagger document from a URL using HTTP or HTTPS

¢ Configure the REST request node manually

@:I = Back I Mext = I Firiish Cancel
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4. | At the next window, you can choose the location of the Swagger document.
Choose the “Select from all referenced projects”, and highlight
HR_Employee_and_Department_Services.json.

Click Next.

_lnix]

Select a Swagger document from a referenced project or fi

If the Swagger document is not in a referenced project, then that
Swagger document will be imported into the current project.

Import a Swagger 2.0 document from one of the following locations:
" Select from a file system

Locatian: | Erowise |

+(select from all referenced pmjects>

EE HR_Service
E:’T_', Resources
E|\E, Other Resources
HR._Employee_and_Department_Services. json

@:l < Back I Mext = I Finiski Cancel
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5. | At the next window, select the required REST operation. The

addNewEmployeelntoDB operation should be at the bottom of the list, so scroll
down and select this operation.

Click Finish.
=Ioix|

Select an operation to invoke in the REST API

Select which operation you want to invoke in the REST APL The REST request node will then be
configured with the selected operation.

Title: HR Employee and Department Services

Description: This is the HR. Swagger document for the Employee and Department Services used by the II6 BetaWorks
REST labs. It contains resource definitions and J50M model definitions.

Base URL: http: flocalhost: 7800/HR._Services/resources

Version: 4.0.0
Operation | Method | Resource | Description |i|
getSupplementary GET femployees fsupplementary Retrieve supplementary
postSupplementary POST femployees fsupplementary Insert a supplementary
getComplete GET femployees fcomplete Retrieve complete
getEmployee GET femployees femployes Retrieve employee
postEmployee POST femployees femployee Insert a employee
deleteEmployes DELETE femployees femployee Remove from employee
getDepartment GET fdepartments /department Retrieve department
createEmployesFromMu. .. | POST femployees fcomplete fmultipart  Create a new employee reco...
createEmployeefromiE... | POST femployees fcompletefembed...  Insert a embeddedimage
addMewEmployeeIntoDE femployeesfcompletebackend  Insert employee into DB

@:l < Back Mexk = | Finish I Cancel
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6. | The new node will have been added to the flow. Connect the node as shown.

Select the node, and review the node properties. No properties need to be changed,
but note in particular the “Unique identifier”, which has been set to a value generated

by the 1IB Toolkit. You can specify your own value here, but in this case, accept the
generated value.

[y v B p=a

[ Favorites

|mg WebSphere MQ [}
iR b
(8 MgTT - Input
~ ReparseAndSavelmage Cutput
L Katka
LJ|ﬁ'5 ImMs Eb / =
[ HTTP e} + received OK
Ll Reset Content Descriptor MIME domain e gkt
=l W p

= ResT @
** RESTRequest
U:> RESTAsyncRequest

Graph | User Defined Properh’es|

El Properties 3 |

&% REST Async Request Node Properties - addewEmployeeIntoDB

Description

Basic Unigue identifier*

| 7fb38c8 1-ec7F-4857-5b71-da3db3fob 573
HTTF Settings Operation

S5L Spedfy 3 Swagger 2.0 fie containing the definitons for the REST AFT that you wish to invoke, and an operation within that REST AFLL

w Definitions file® | HR_Employee_and_Department_Services,json
Response
P Operation® IaddNewEmponeeIanB

POST  /employees/complete /backend

Save the subflow (Ctrl-S).
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1.3.3 Add a RESTAsyncResponse node to the receiving application

1. | Finally, complete the application that will handle the RESTAsyncResponse.

Expand the HR_Service_AsyncBackend application, and open the
HR_Service_AsyncResponse_insertDB message flow.

At the moment, this just has one node, a FileOutput node, which is used to record
database updates.

E)

2. | From the node palette, drop a RESTAsyncResponse node onto the flow, and connect
the Out terminal to both the In terminal and the Finish terminal of the FileOutput node.

4 Kafka

(s M5 29 - Eﬁ
| | HTTP —

{5 REST - RESThsync Respaonse
'JH} RESTRequest

% pESTAzyncRequest

4.};':5;:' RESTAsyncRespaonse

|~ Web Services
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Highlight the RESTAsyncResponse node, and view the Properties of the node.

No changes need to be made, because the IIB Toolkit has automatically generated
the same Unique identifier for the response node. As above, this can be changed to

a value of your own choosing, and if the node was located in a different workspace,
then this would need to be manually set.

In this case, leave the value unchanged (assuming you made no changes to the
corresponding RESTAsyncRequest node).

=l Properties 57 |

£ REST Async Response Node Properties - REST Async Response

Description
Basic

Unigue identifier* | Fh38ca 1-ecf-4857-9b 7 1-da3dbafobs e

Response Message Parsing
Parser Options

Validation

Monitoring

Save the message flow.
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1.4 Explore and start the Kafka servers

The supplied VM system that is provided for this lab is supplied with a local installation
of the Apache Kafka system.

1.4.1 Kafka configuration for [IB workshop

Kafka is installed in c:\tools\kafka_2.11-0.10.1.0. In the \bin\windows folder, there are
a number of “.bat” files that control various aspects of the Kafka system. For ease of use,

some of these have been copied into the folder c:\student10\kafka\commands.

On this system, Kafka has been configured to use a single Zookeeper server and three
Kafka servers. This enables a topic Replication Factor of three.

The Kafka servers are shown schematically below. Note that all the servers are defined
locally, so all have a unique listener port.

Zookeeper server

clientPort=2181

/

N\

Kafka server

broker.id=0
listener=9092

Kafka server1

broker.id=1
listener=9093

Kafka server2

broker.id=2
listener=9094
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1.4.2 Explore the Kafka Configuration

1.

In Windows Explorer, navigate to the folder c:\student10\kafka\config.

2.

Open the file zookeeper.properties (right-click and open with Notepad++).

Review the properties, but do not make any changes.

#dataDir=/tmp/zookeeper

dataDir=c://kafka/zookeeper

# the port at which the clients will connect

clientPort=2181

# disable the per-ip limit on the number of connections since this is a non-
production config

maxClientCnxns=0

Close the file when complete.

Open the file server.properties.

Most properties have been left at the default values. The following properties have
been set as follows:

Delete.topic.enable=true (allows topics to be removed at server restart)
Broker.id=0  (unique number for each Kafka server)
Listeners=PLAINTEXT://:9092 (unique port for each Kafka server)
Log.dirs=c:/kafka/kafka-logs (location of kafka log files)

# Topic deletion properties
delete.topic.enable=true

HHHHHHHHHE A Server Basics ####HHHHH
# The id of the broker. This must be set to a unique integer for each broker.
broker.id=0

HHHHHAHHHEHEHEHE Socket Server Settings ###H#HEHHEHEHEHEHE
listeners=PLAINTEXT://:9092

HEHHHH S Log Basics #####H#H###HHIHH#
# A comma separated list of directories under which to store log files
log.dirs=c:/kafka/kafka-logs

Close the file when complete.
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4. | The server-1.properties and server-2.properties are configured similarly, as follows:

server-1.properties
e Delete.topic.enable=true
e Broker.id=1
e Listeners=PLAINTEXT://:9093
e Log.dirs=c:/kafka/kafka-logs-1

server-2.properties
e Delete.topic.enable=true
e Broker.id=2
e Listeners=PLAINTEXT://:9094
e Log.dirs=c:/kafka/kafka-logs-2

1.4.3 Start the Kafka servers

Windows shortcuts have been provided for the Kafka commands that are required to
start the various servers.

1. | From the Windows Start menu (or from the desktop), open the folder “Kafka
commands)

Kafka commands

4 All Programs

I Search programs and files E]J

The following shortcuts will be available:

[Aklstartkafka, cmd
[Aklstartkafka-server 1.omd
[Fhlstartkafka-server2.omd
[FElstartZookeeper, cmd
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2. | Open (run) startZookeeper.cmd. A Windows DOS command window will open and
the zookeeper server will be started. A significant amount of log output will be
produced.

When started this way, the “startZookeeper.cmd” name will be shown in the title line
of the DOS window.

[z+] startZookeeper.cmd

rq.apache .zookeeper.server.ZooKeeperServer)

[2B1h—12-14 13:01:56.977]1 INFO Server environment:java.io.tmpdir=C:s\Userssiibuse
“ Corg.apache.zookeeper.zerver.ZooKeeperServer)

[2016—12—-14 13:01:56.9771 INFO Server enuvironment:java.compiler=j?jitZ26 Corg.apa
.ZooKeeperServer)

[2816—12-14 13:01:56,.977]1 INFO Server environment:os.name=Windows 7 <org.apache.
KeeperServer)

[2316 12—14 13:81:56.9771 INFO Server environment:os.arch=amd64 (org.apache.=zook

3. | Open (run) startKafka.cmd.

As above, the server will produce some log output.

startKafka.cmd

[2016—12-14 13:083:27.633]1 INFO [ExpirationReaper-#@]1, Starting (kafka.seruer.Dell!
1y$Exp11&d0pe:at1nnRea

»I
[2816—12-14 13:83:27. 633] INFO Mew leader iz B (kafka.server.ZookeeperLeaderElec

ener)

[2816—12-14 13:83:27.6331 INF0O [ExpirationReaper—-@A1, Starting <(kafka.zerver.Del
rySExpiredOperationReaper)

[2016—12-14 13:83:27.664]1 INFO [GroupCoordinator B1: Starting up. (kafka.coordin
1

4. | Repeat with startKafka-server1i.cmd and startKafka-server2.cmd.

5. | At this point, all Kafka servers are running, so now create a new topic.
Open a new DOS window, and change directory to

c:\studentl0\kafka\commands
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6. | Run the createTopic.cmd file.

Provide the following values:
e Topic: employee
¢ Replication factor: 3
e Partitions 2

C:wztudentid@sKaf kascommands >createTopic.cmd

C:sstudenti@~Kaf kascommands >echo off
Enter topic to create Cdefault iz employeel: employee

Enter Replication Factor for employee (default iz 1>:- 3
Enter numher of partitions to create Cdefault is 1>: 2
Created topic “emplowee'.

7. | Run the command file 1istTopics.cmd.
The command will return “employee”.

C:sstudentl@ Kaf kascommands>cmd ~c "kafka—-topics.bat —1list ——=ookeeper localhost:=2181"
employee

8. | Run the command file describeTopic.cmd.

Provide “employee” as the topic name. The command will return information about
the replication factor and partitions of the “employee” topic. If you have followed the
instructions above, you will see output similar to that below.

C:sstudentliB~Kaf ka~commands >describheTopic.cnd

C:sstudentliByKaf ka*.commands >echo off
Enter topic to describe {default is employeel: employee
Topic-employee PartitionCount:2 ReplicationFactor:3
Topic: employee Partition: @ Leader: 2 Replicas: 2.
Topic: employee Partition: 1 Leader: 8 Replicas: 8.

9. | Runthe command consumeMessages . cmd.

Specify the “employee” topic, and connect to the Kafka server with port 9092.

C:sstudentiBsKaf kascommands >consumeMessages .cmd

C:sstudent1iB~Kafka“commands>echo off

Enter topic that you want to consume from (default iz employee): employvee
Enter port that you want to connect to {server=79892, zerverl=90%93, server2=9094, default iz 9@92>:
B22
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10.| Open a further DOS window, and navigate to c:\student10\kafka\commands.
Run the command produceMessage . cmd.
Specify the “employee” topic, and connect to Kafka with port 9092.
Type some text message input, as shown below. Each message is terminated with
the Return key.
C:wstudentlB~Kaf kascommands >produceMessage .cmd
C:vstudentlB\Kaf kascommands >echo off
Enter topic you want to produce messages to C(default iz employee): employee
5312:81' port that you want to connect to (server=78%2. serverl=?8%73. server2=98%4, default is 28%2>: 9
test message 1
test message 2
final message
11.

Back in the consumeMessages window, observe that the text messages you just
produced have been consumed by the consumeMessages client application.

C:wstudentid@sKaf kascommands >consumeMessages .cmd

C:sstudentid@~Kaf ka.commands *>echo off
Enter topic that you want to consume from (default iz employeel: e
Enter port that you want to connect to (seprver=7872, serverli=78973,

a9z

test message 1
test message 2
final mezzage

You have now verified that the local Kafka system is configured correctly, and can
be used by the 1B applications.
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1.5 Test the REST API

1.5.1 Deploy HR_Service and the HRDB shared library

1.

55 Integration...

Deploy the following resources:
HRDB shared library
HR_Service

HR_Service_AsyncBackend

Note — the HR_Service AsyncBackend must be deployed at this time. This is

because 1B will check for the existence of the REST asynchronous unique identifier
when the RESTAsyncRequest node is executed.

Application Development 52 | £, Patterns Explorer

Application Development

75 REST ART Description
EI:’:', Resourdes
B2 (22 o
B2 sub
E Map
B4 Esqls
- BAR
.;; REST| API Catalog
'a Refefenced Libraries
fi-, Othef Resources
El'" HR_Sarvice_fsyncBackend

WS

P ZENHR_SErvice_AsyncResponse_insertDB.msgflow
#-1A] refkrencdd Libraries

EERC .
-\ Othdr Redources

Indspendgent

ES0Urces

E5E Y= O

Mew...

1
m O

E||m

(=28 Integratio es
Eqﬁ TESTH Pibuser
E-&5, defallt
E HR_Service
E HR_Service_aAsyncBackend
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1.5.2 Test HR_Service

1.

From the Start menu, start the Postman tool (type Postman into the Start Search
menu).

After the progress message...

Distorting space-time continuum...

... you will see the Postman main menu.

The required Postman project should already be available. You may need to click on
the ‘Complete’ tab so they are shown.

Highlight the second POST request, Add(Complete) using multipart image.

e
O Builder sgnin B £ @

Runner Import D_

Ne Environment
Add (Complete) - usin

Collections . . -
Add (Complete) - using multipart image
All
POST http:/flocalhost:7800/HR_Services/resources/employeesfcomplet  Params
Complete i
2 requests

Autherization [ ]

Add (Complete) - using embedded image

POST  Add (Complete) - using multipart image Type No Auth
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operation.

On the right pane, note that the URL is set to the required URL for the HR_Service

Add (Complete) - usin

Add (Complete) - using multipart image

POST htrp://localhost:7800/HR_Services/resources/employees/complete/multipart Params

Authorization L]

No Environment

Save

4. | Click the “Body” tab.

Note that the message has two parts:
[ ]

payload representing a new EMPLOYEE.

will attach a jpg image of the new employee.

part of the message elements sent to the REST API.

Add (Complete) - usin

Note the format of the message is “form-data”. Selecting this option means that you
can construct the payload of the message using a multipart format.

employeeData — the JSON part of the multipart message, with a message

employeelmage — the binary part of the multipart message. In this example, you

Note that the names employeeData and employeelmage do not need to match any

Add (Complete) - using multipart image

POST http:/flocalhost:7800/HR_Services/resources/employees/complete/multipart Params

Body @

form-data x-www-form-urlencoded

employeeData { "Employee™: { "EMPNO""

: 000009, "FIRS1
employeelmage | Choose Files | No file chosen

No Environment
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5. | Click “Bulk Edit” (above) to see the input message JSON data in its entirety.

Click Key-Value-Edit to return to the earlier display.

POST http:/flocalhost:7800/HR_Services/resources/employees/complete/multipart Params Send v Save
Body @
® form-data x-www-form-urlencoded raw binary

employeeData:{ "Employee": { "EMPNO": "088869", "FIRSTNME": "David", "MIDINIT": "D",
"LASTNAME": "Hudson", "WORKDEPT": "AB@", "PHONENQ": "5812", "HIREDATE": "2016-11-21", "JoB":
"MGR", "EDLEVEL": 9, "SEX": "M", "BIRTHDATE": "2616-11-21", "SALARY": @, "BONUS": @,
"COMM": @ }, "EmployeeSupplementary": { "EMAIL": "david.hardcastle@ibm.com", "MOBILEPHONE" :
"447802737464", "TWITTERID": "@davidh", "BOXID": "david.hardcastleg@box.com", "IMAGE": "" }}

1.5.3 Test with Postman

1. | Specify the name of the employeelmage file. Using the Choose Files button, set this
to

c:\studentl0\REST Request_Async_ICl7\data\employee. jpg

Set the employee number (EMPNO) to one that is known not to already exist (eg.
000001).

Click Send.

No Environment

Add (Complete) - using multipart image

POST http:/flocalhost:7800/HR_Services/resources/employees/complete/multipart  Params Send v Save
Body @
® form-data *x-www-form-urlencoded raw binary

employeeData

employeelmage
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2. | An immediate response will be received, as shown below.

ody (4} status: 200 O

"response”: "Your request to add

b

3. | Switch to the DOS window that has subscribed to the “employee” topic.

Note that employee 000001 has been published to the Kafka server.

C:sstudentld@~Kaf ka~commands >echo off

Enter topic that you want to consume from {(default iz employeel:

Enter port that you want to connect to (server=70%2, serverd=9893,. server2=7074,
test message 1

test message 2
final meszage
{"enployeefdded" : "BABAE1 ">

4. | In Windows Explorer, open the file
c:\studentl0\REST Request_Async_ICl7\output\
async_response.txt

Note that the employee update has been recorded in the text output file.

Close the file.

u async.response.bxt - Hotepad

Fille Edit Format View Help

{"DBResp_employee”: {"UserReturnCode":0, "RowsAdded"” :1}, "EmpTloyee” : {"EMPNO" : "000001", "FIRSTNME": "David"”, "MIDINIT":"D", "LASTNAME " :"Hudson"

5. | In Postman, click Send again (without changing the employee number).

employse 888081 has been accepted. Updates will be performed within 2 hours.”

POST http://localhost:7800/HR_Services/resources/employees/complete/multipart ~ Params Save

Body @
employeeData { "Employee™: { "EMPNO": "000001",
employeelmage Choose Files | employee JPG
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6. | You will again see the successful response message:

Body 4 Status: 200 OK Time: 70 ms
Pretty J50OM 5 Save Response
2 "response”: "Your request to add employee 8@88@1 has been accepted. Updates will be performed within 2 hours.”
3 B

7. | Reopen the file async.response.txt. Note that a new line has been added that
indicates that EMPNO=000001 was a duplicate record, and has not been added to
the database.

In the integration as designed, for a duplicate row, the input data was not recorded
elsewhere. It would be possible to do this, and include a retry option with a different
employee number. This is left as an exercise for the reader.

Close the file.

.'I async.response.bct - Notepad

File Edit Format View Help

{"DBEResp_employee" :{"UserrReturncode” :0, "RowsAadded” :1}, "Employee” : {"EMPNO™ : "000001" , "FIRSTNME " : "David",
{"DBResp_employee":{"SQL_Error_Message":"Duplicate record - D00001l. Please resubmit with a new EMPNO.
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1.6 Investigate in more detail using debug mode (optional

extension)

In this section, you will perform the test again, whilst having the 1IB REST API in debug mode. Using this

1. | First, activate the debugger on your IIB node/server.

tool, you will see the message tree at various stages in the flow, and see the multipart, MIME and JSON
messages as they are manipulated by the IIB flow.

the debugger to use, use the configure button to specify a suitable port.
&5 Integrati.. 52 55 Integrati.. ©5. Data Proj.. [ Data Sou...

E&g Integration Nodes

Right-click the IIB server, and select Launch Debugger. If you have not already configured a port for

Bl

= O
B

E=1-¢§l TESTNODE _iibuser
-
‘iﬁ HE 5 DEF"ID}' i
f E"h* HEF

%, Stop
« Refresh

[rr—

[ IK’_"\I Debugger will be launched using port 14040,
.

To use another port, dick "Configure...”

Configure. .. | K I Cancel

Page 44 of 96
IBM InterConnect



Session 2166, 1IB RESTAsyncRequest node and Callable Flows

2. | In the createEmployeeFromMultipart subflow (should still be open from above), add a breakpoint
after the Input node (right-click, Add Breakpoints....”.

}]l E\Epar_se par_t l_as _JSON _
<! Undo Move Cirl+2Z

( Il"i Redo el

Create Connection
Zreate Claned Made, .,

og’ Cut Ctrl+x
|i=| Copy Ctrl+C
¥ Delete Delete
Snap b GErid
Reset Rotate 3
Rename. ..

Add Breakpoints After Mode

Stark Recording

The flow will show the blue breakpoint on the connector.

i \ & ]

Input
\ ReparseAndSavelmage Qutput
ED Q-:!:—

addMewEmployeelntoDB Request received OK

Reset Content Descriptor MIME domain

3. | Invoke the test again. In Postman, provide a new value for EMPNO (eg. 000011), and click Send.

You may need to use the slide bar to move to the top of the Postman window to see the input data.

POST http://localhosz7800/HR_Services/resources/employees/complete/multipart  Params Save

Body @
® form-data w-www-form-urlencoded raw binary
employeeData { "Emplr_-'_-;c'e' Text Bulk E
employeelmage Choose Files | employemie File
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4. | The flow will start, and execution will stop at the first breakpoint. (Respond Yes to switch to the Debug
perspective).

2aN eh
s

Reset Content Descriptor MIME domain

ReparseAndsavelmage

5. | Highlight the debugger Variables view, and expand the incoming message.

Note that no user data is visible, and JSON parsing errors have occurred. This is because the REST
API is configured to expect JSON data, but the message payload is not JSON. It is a multipart
message with a JSON component, and a binary component, so the message has failed to be parsed.

()= Variables 2 | ©g Breakpoints k= |

Mame | Value
F % Message

@ Properties

@ HTTPInputHeader

B 4 150N

@ paddng = 4 NCHrxBlv
- 150N parsing errors have occurred
@ LocalEnvironment

@ Environment
% ExceptionList

6. | Click the Step Over icon in the debugger control view.

(e | pl .2 B || Y= 8
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7. | The debugger will pause after the Reset Content Descriptor node.

[} I}
AN b
Input Z \
:a-\ RE"'@ rseAndsavelmange
sk

Reset Content Descriptor MIME domain

In the Variables view, expand the Message. Note that the message has been parsed by the MIME
parser.

Fully expand the MIME message, and note that there are two parts to the message.

e The JSON part of the message. (The data has not yet been parsed by the JSON parser, so
the data is a BLOB and is not yet readable. However, the Debug perspective in the Toolkit
renders the data in a readable hexadecimal format, as shown below).

e Part 2 is the binary data, containing the attached jpg image. Note the Content-Disposition

contains the filename, and the Content-Type contains the type of data. Selecting the BLOB
item shows the raw data of the binary part of the message.

9= Variables &% | ©g Breakpoints +H [F | (]
Mame | Value |
[ % Message

& Properties

& HTTPInputHeader

E & MIME
@ Content-Type multipart/form-data; boundary =-—WebKitFormBoundarynxl ¥leZoC...
Fl % Parts
E @ Part
@ Content-Disposition form-data; name="employeeData”™
El @ Data
E % BLOE
@ BLOB Th202022456d706c6f 7965652238 2070 20 202020224544 50424223, .
E % Part
@ Content-Disposition form-data; name ="employeeImage”; filename="employee. JPG"
@ Content-Type image fipeg
El % Data
El % BLOB
€ BLOB ffda3ffe000 1042464946000 10 101006000600000ffe 1108245786966, ..

@ LocalEnvironment
@ Environment
@ ExceptonList

ffdaffeppaledadndli600010101006800600008Tf2l10845786006080004d4d00220000000 5008481 3HBBE2AH
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8. | The debugger is currently paused just before the ReparseAndSavelmage compute node. It is
instructive to observe the ESQL, and how the message tree is manipulated, so click the green down-
arrow, as shown on the debug control line, to enter the ESQL node in debug mode.

[} b}
B
Input \ Z \
6‘-\ RE"'@ rseAndSavelmage
o F/

Reset Content Descriptor MIME domain

e | = & | & %

T Y=

9. | Click the Step Over icon a few times, until the next line to be executed (the highlighted line) is the
line starting

SET OutputRoot.MIME.Parts ..

OB 2 L AL T
This means that the line starting CREATE LASTCHILD .. has just been executed.
EZ HR_Service Elz createEmployeeFromMultipa... [ HR_Service_AsyncResponse_i. Elg addMewEmployeelntoDB.subfl...
CALL Ccpyfﬁ%i’eﬂegsage()5 o
& CREATE LASTCHILD OF OutputReoot.MIME.Parts.Part[1].Data DOMAIN('JSON"} PARSE(OutputRoot.MIME.Par

SET OutputRoot.MIME.Parts.Part[1l].Data.BLOB = NULL;

- Save the Image in Environment for further processing a few lines further down here (we're go

& set Environment.Variables.Image = QutputRoot.MIME.Parts.Part[2].Data.BLOB.BLOB;
- Set the Message Tree - Employee element
i) set OutputReoot.J]SON.Data.Employee = OutputReoot.MIME.Parts.Part[1].Data.J]S0N.Data.Employee;

The “Create LASTCHILD” statement does two things:
1) Creates a new element called “JSON” in the array OutputRoot.MIME.Parts.Part[1].Data

2) Parses the BLOB part of the message and uses this to populate the new element
Parts.Part[1].Data.JSON.

Because the BLOB data was a JSON message, this results in the EMPLOYEE message
being recreated in the new output element.

You will see this on the next page.
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10.| In the Variables view, expand OutputRoot. You will see that MIME section now has a new Data
element under Parts.Part[1]. This Data element has been created in the JSON domain, so you are
now able to see the Employee data in its fully parsed state (even though it is currently held under
the MIME part of the message).

()= Variables 7  ©g Breakpoints £ B | (]

MName | Value
& Message
% LocalEnvironment
% Environment
& ExceptionList
B % OutputRoot
% Properties
@ HTTPInputHeader
=l @ MIME
% Content-Type multipart/form-data; boundary =-—WebKitFormBoundarynxLXleZolC. .
E % Parts
El & Part
% Content-Disposition form-data; name="employeeData”
El % Data
& BLOB

> 000011
& FIRSAIME Diavid
st D
% LASTNAME Hudson
% WORKDEPT A0D
% PHONENO 5012
% HIREDATE 2016-11-21
¥ OB MGR.
% EDLEVEL 9
@ SEX M
% BIRTHDATE 2016-11-21
& SALARY 0
@ BONUS 0
& COMM 0
% EmployeeSupplementary
E % Part
@ Content-Disposition form-data; name="employeeImage"; filename="employee,PG"
& Content-Type imagefipeg
E % Data
E % BLOB
& Rl MR FAHRF=NNN 1N4=45 4045000 10 10 1ANENNNENNNNNF= 1 1MRcACTREOSES
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11.| In the debugger, step over once more.

The line above the highlighted line shown below will have been executed.

e

CREATE LASTCHILD OF QutputRoot.MIME.Parts.Part[1].Data DOMAIN('JISON') PARSE(QutputReoot.MIME.Parts.t
SET OutputRoot.MIME.Parts.Part[1].Data.BLOBE = NULL;

-- Save the Image in Environment for further processing a few lines further down here (we're going

set Environment.Variables.Image = OutputRoot.MIME.Parts.Part[2].Data.BLOB.EBLOB;

12.| In VarianI'es': note that the Out_pu’ERoot, under the MIME section, does not now contain a BLOB folder
(the last line just set it to Null).

)= Variables &% | ©g Breakpoints =5 | | (]
Mame | Value

& Message

@ LocalEnvironment

Environment

ExceptionList
OutputRoot
@ Properties
@ HTTPInputHeader
& MIME
& Content-Type
E % Parts
[ @ Part
@ Content-Disposition form-data; name="employeeData”
[l % Data
& J50M
= @ Part
@ Content-Disposition form-data; name="employeelmage™; flename="employee.JFG"
@ Content-Type image/jpeg
[l @ Data
% BLOB

OEH ¢ ¢ ¢

multipart/form-data; boundary =-—WebkitFormBoundarynxLXleZoC.

13.| Inthe debugger, step over once more.

SET OutputRoot.MIME.Parts.Part[1].Data.BLOB = NULL;

-- Save the Image in Environment for further processing a few lines further down here (we're
set Environment.Variables.Image = OutputRoot.MIME.Parts.Part[2].Data.BLOB.BLOB;

-- Set the Message Tree - Employee element

set QutputRoot.J]SON.Data.Employee = OutputRoot.MIME.Parts.Part[1].Data.J)50N.Data.Employee;
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14.| In variables, expand Environment.

Note that the Environment folder now has a folder called Variables, with an element called Image.

(<= Variables %  ©g Breakpoints s

Mame | Value I
& Message

% LocalEnvironment
El % Environment
E % Variables
ffdaffe000104a46494600010 101006000600000fe 110845 785696¢
& ExceptionList
& OutputRoot
@ OutputLocalEnvironment
& OutputExceptionList

Image:BLOB: [BE6712ad73

15.| Step over twice more.

Two ESQI statements have been executed, to set the OutputRoot.JSON.Data.Employee and
EmployeeSupplementary elements.

-- Set the Message Tree - Employee element
set OutputReot.lSON.Data.Employee = OutputRect.MIME.Parts.Part[1].Data.]S0N.Data.Employee;

-- Set the Message Tree - EmployeeSupplementary element
set OutputReot.]SON.Data.EmployeeSupplementary = OutputRoot.MIME.Parts.Part[1].Data.lS0ON.Data.EmployeesSuppld

-- Make special arrangements for the binary image, which we want to store in the database as Basefd encoded)

utRoot.JS0N.Data.EmployeeSupplementary . IMAGE = AENCODE (Envircnment.Variables.Ima

-- Save EMPNO in Env, so that the later map can send an appropriate message back to the client.

set Envircnment.Variables.EMPNO = QutputRoot.JSON.Data.Employee.EMPNO;
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16.| The OutputRoot message now has a JSON folder as a primary folder in the JSON domain. It contains
the full data of the EMPLOYEE and EMPLOYEE_SUPPLEMENTARY elements.

Note that the IMAGE element is not yet populated.

(9= Variables 1 | ®g Breakpoints

Mame | Value
& Message
% LocalEnvironment
% Environment
& ExceptionList
E % OutputRoot
% Properties
& HTTPInputHeader
& MIME
B @ 150N
El % Data

& Employes
E % EmployeeSupplementary

& EMAIL david.hardcastle @ibm. com
& MOBILEPHOME 447802737464

& TWITTERID @davidh

& BOXID david.hardcastle @box. com
& IMAGE

& OutputlocalEnvironment
@ OutputExceptionlist

17.| Step over once more.

- Make special arrangements for the binary image, which we want to store in the database as Base64 encod
Set OutputRoot.J]SON.Data.EmployeeSupplementary.IMAGE = BASEG4ENCODE(Environment.Variables.Image);

- Save EMPNOQ in Env, so that the later map can send an appropriate message back to the client.
set Environment.Variables.EMPMNO = OutputRoot.JSON.Data.Employee.EMPNO;
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18.| Inspecting the Variables once more will show that the IMAGE element has been populated, and in
fact has been converted to a Base64 encoded version of the binary image.

()= Variables 7  ©g Breakpoints = 5 | m ¥
Mame | Value |
% Message
@ LocalEnvironment

Environment

ExceptionList

OutputRoot

Properties

HTTPInputHeader

MIME

JS0M

@ Data
% Employee

= % EmployeeSupplementary

@ EMAIL david.hardcastie @ibm.com
% MOBILEPHONE 4478027374964
& TWITTERID @davidh
& BOXID david.hardcastie @box,com
i/4AAQSKZ IRABAQEAYABGAAD [ARCORXhpZgAATUDAKDAAAAG. ..
@ OutputlocalEnvironment
@ OutputExceptionList

=]

]
0= E e ¢ ¢

o¢ ¢ ¢4

TMAGE : CHARACTER: /97 /4AAQSKI IREABAQEAYABZAAD/ARCORXhp I gAATUBAK EAAAASABAETAATAAAAJAAAT Sodp ARQAALY

19.| Step over once more.

- Sa-_).e
set Envi

1om

MPNO in Env, so that the later map can send an appropriate message back to the client.
onment.Variables.EMPNO = OutputRoot.J]SON.Data.Employee.EMPNO;

set OutputRoot.MIME = null;

RETURN TRUE;

The Variables now show that the Environment contains a new variable EMPNO.

)= Variables 3  ©g Breakpoints

Mame | Value
& Message

% LocalEnvironment
E % Environment

E % Variables
L] Image ffdaffe00n 1042464546000 1010 1006000600000ffe 11084
& EMPMNO oooo11

# Exceptionist |
& OutputRoot

@ OutputLocalEnvironment

& OutputExceptionList
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20.| Step over once more.

-- Save

MPNO in Env, so that the later map can send an appropriate message
set Envi

onment.Variables.EMPNO = OutputRoot.]S0N.Data.Employee. EMPNO;

1 m

set QutputRoot.MIME = null;

ND;

The message tree is now in the format that is required for normal JSON processing. The message
body is in the JSON domain, and no other domains (eg. MIME) are present in the message.

()= Variables % | ©g Breakpoints

Mame

Message
LocalEnvironment
Environment
ExceptionList
OutputRoot
% Properties
@ HTTPInputHeader
@ 50N
El % Data
% Employee
% EmployeeSupplementary
QutputlocalEnvironment
OutputExceptionList

=

e RE AL SE AAR AR o

LR E

21.| Step over once more. The ESQL compute node will complete, and flow execution will resume. The
flow will stop at the next node breakpoint.

I b
Input \ \
2 ReparseAndsavelmage =]
ot £

addMewEmployeeIntoDE

Reset Content Descriptor MIME domain
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22.| In the Variables view, you will see that the flow has now extracted the JSON part of the message,
and this is now held in the message tree, directly under the JSON folder.

Additionally, the attached JPG image has been extracted, and is located in the Environment tree,
under Variables/Image, in binary format.

So, we now have the incoming message split into its two parts. The JSON part now represents the
complete message. Additionally, the IMAGE has been converted from a binary attachment to a
Base64 encoded element, contained in the main message body.

()= Variables I | ®g Breakpoints <k

Mame | Value
E 4% Message

@ Properties

@ HTTPInputHeader

= 4 150N
=l % Data
= 4% Employee
& EMPNO 000011
@ FIRSTNME David
& MIDINIT D
@ LASTNAME Hudson
@ WORKDEPT AQD
& PHONENOD 5012
& HIREDATE 2016-11-21
& OB MGR
& EDLEVEL 9
& SEX M
& BIRTHDATE 2016-11-21
@ SALARY a
@ BONUS 0
& COMM a
= % EmployeeSupplementary
& EMAIL david. hardcaste @ibm. com
& MOBILEPHOME 447802737464
@ TWITTERID @davidh
@& BOXID david. hardcastie @box. com
% IMAGE [9i/4AAQSKZ IRgABAQEAY ABQAAD 4RCORXhpZaAATUOAKDAAAAG.
@ LocalEnvironment
El @ Environment
El @ variables
& Image fdaffedi0 1042464946000 1010 1006000600000 1108457363966, .
& EMPNO 000011

@ ExceptionList
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1.6.1 Execute the remainder of the flow

The remainder of this lab guide will not explicitly show the execution of every ESQL statement, although

you are welcome to do so in your own testing.

1.

Step over the node after the addNewEmployeelntoDB node.

I t\
npu °

5}

Reset Content Descriptor MIME domain

\ Ry rse.-'-\nl:ISa\c'eNA
D @

addNewEmployeeIntoDE

Request received OK

]

Output

The Variables now show that there is no message body (OutputRoot) at this point.

Mame

()= Variables % | ®g Breakpoints

| Value

E % Message

& Properties
@ LocalEnvironment
El % Environment

@ Variables

% ExceptionList
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3. | Step over once more.

Hmput \@ b P

addMewEmployeeIntoDB R t ived QK
Reset Content Descriptor MIME domain FauestrecEre

\ ReparseAndsavelmage /@ Cutput
B Q-:I:— i >

The output message now contains a simple text message built by the map node.

% LocalEnvironment
El % Environment

& Variables

@ ExcephionList

)= Variables 5% | 9g Breakpoints -k E|| T
Mame I Value
El % Message
El @ 150N
El % Data
@ response Your request to add employee 000011 has been accepted. Updates will be performed within 2 hours,

this flow, the debugger will probably terminate. Click the debugger terminate buttons.

4. | Click Step Over to complete execution of the flow. If you have taken more than 180 seconds to execute
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5. | The same process can be used to debug the addNewEmployeelntoDB subflow.
Note that when setting breakpoints, it is only necessary to set a breakpoint at the start of the flow.

However, when a node that has multiple output terminals is used, explicit breakpoints should be set
after each such node, as shown by right-clicking the “Check success, duprec or DB failure” Route node:

In|:n_|t \ /AEInEnurnnm nt

Insert new Employee into database

createGeneralDaty

T P
Unda Chtl+-Z —

aPro
Check success, dupt u:Iu I Redn ZErlH-Y

Create Connection
Create Claned Mode, .,
Add Output Terminal
Remove Output Terminal
Rename Qutput Terminal

of Cut Cirl+x
=| Copy Ctrl+C
¥ Delete Delete

{ =

Snap b GErid

Rotate 3
Rename. ..

Promote Property...

Add Breakpoints After Mode

Add Breakpoints Before Mode
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2. Part 2 — Distributing Workload using Callable Flows

The Callable Flows feature enables the ability to split message flow processing
between locations in a call/return (blocked wait) programming model.

The CallableFlowlnvoke node in a calling flow calls the Callablelnput node of a callable
flow. For example, a REST API running on |IB on Cloud can use a CallableFlowInvoke
node to call a message flow (contained in an Application) running locally on premises.
The message flow running locally uses a Callablelnput node to receive input data and
a CallableReply node to return data to the REST API on IIB on Cloud.

2.1 Scenario Overview

In this part of the lab you will explore the Callable Flows feature by configuring a REST
API called HR_Service with an operation that uses a CallableFlowlnvoke node to access
a remote message flow.

The REST API (HR_Service) will be deployed in two remote locations:

a) Scenario 1: an IIB environment running in a Docker Container.

Integration Bus ’3r0wser ‘ On-premise
V10 Integration Bus
Running in Docker v1i0
IIB_Container 1B Windows
Secure
Connection

TESTNODE_Docker * TESTNODE _iibuser

HR_Service REST API

| CallableFlowinvoke || ey
h

HR_Service CallableFlows

| getEmployseCallable |

+ |
K

~MongoDB
Employee

__Collection
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b) Scenario 2: the IBM service managed |IB on Cloud environment.

1B on Cloud

HR_Service REST API

CallableFlowlnvoke

B On-premise

Secure Integration Bus

Connection v10
Windows

TESTNODE_iibuser

HR_Service_CallableFlows

getEmployeeCallable

¥

Employee
Collection

In each scenario the callable flow (known as HR_Service_CallableFlow) is running

locally in your Windows environment and will return information from a NoSQL database
using the 1B LoopBackRequest node.

2.2 Import Resources

The REST API and Callable Flow Application are provided for you. These are contained
in a project interchange file which you will import into the Integration Toolkit.
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The majority of tasks in this part of the lab are concerned with the configuration of the
various components that will enable the REST API and Callable Flow to execute in
different locations, and to access the MongoDB database.

1. | The version of HR_Service that is used in this part of the lab is slightly different
from that used earlier, so you will create a new workspace in which to import the
solution files.

In the Integration Toolkit, click File, Switch Workspace. Give the new workspace
the name "CallableFlows", or similar.

2. | Right-click in the Application Development window and click ‘Import’.

Select Project Interchange, then click Next. Use the Browse button to navigate to
c:\studentl0\CallableFlowsICl7\PIfiles.
Select callableFlowsSolutionICl7.Solution.zip
Select All, then Finish:
_lolx]
Import Projects —
Import Projects from a zip file. \L_J 4
-
From zip file: GC:'»,studentID'n,CaIIabIeﬂnwsIC1?"n,PIﬁIes'n,CaIIabIeFInwsIC1?.50Iutiu:un.z1’|:| )j Browse... |
Project location root: I C:\workspaces\CallableFlows Browse... |
F Y
[=FHR _Service
l=FHR._Service_CallableFlows
Select all | Deselect all | Select Referenced |
@j < Back | fexk = " Finish l Cancel |
\‘-—-/

3. | HR_Service REST API and HR_Service_CallableFlows will now appear in your
Application Development window:

[5 Application D... 22 | &2 Patterns Explo.. = O

=
Application Development New...
..... X é—-——'_
_CalableFlows
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2.3 Review the Solution

In this next section you will review the REST APl HR_Service and
HR_Service CallableFlows.

In this scenario the REST API HR_Service uses a CallableFlowInvoke node to call a
callable flow running on the integration node in the Windows environment.

2.3.1 Review the getEmployeeCallable message flow

1. | Inthe Integration Toolkit, expand HR_Service_CallableFlows and then open
getEmployeeCallable in the message flow editor:

IS Application ... 22 | B PattensExp.. = 0
EgE -
Application Development New...

== HR_Service
E' HR_Service_CallableFlows /
E-22 Flgys
'.:513?getEmpInyeeCaIlable.msgﬁn'D

L E-2MNesg

AEW BARs

e e e Ty e

2. | Click the Callablelnput node and review the node properties:

i getEmployeeCallable.msgflow 23

[ J Flow Exerciser: J @ S
ry
allableInput] CallableReply
B =
Set LoopBack Filter string LoopBack Request
e
LoopBackError
Graph | User Defined Properties
E Properties &3
[ callableInput Node Properties - CallableInput
Description —
Basic Endpoint Name® | CALLABLE Input )
Monitoring
b AT T T =T WN—RF\_J

Note the Endpoint Name is set to CALLABLE_Input. This value is also specified
on the Target Endpoint Name in the CallableFlowlnvoke node in the calling
message flow (see below).
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3. | Open the ESQL node “Set LoopBack Filter string” :

[EE getEmployeeCallable.msgflow &2
[>J Flow Exerciser: % J ® &

I

CallableInput allablerepl

\ ;
Set LoopBack Filter string LoopBack Request
e .
LoopBackError
Graph | User Defined Properties |

u—un.—ﬁ.r"‘vx.w.m/—\j

4. | The purpose of the ESQL node is to set the filter string used by the

LoopBackRequest node to include the employeeNumber passed in the URL
when the REST APl HR_Service is called. This ensures that only documents
relevant to the request are returned by the LoopBackRequest node:

ey e e A e

[ getEmployeeCallable.msgflow st SetFilterString.esql 53

CREATE COMPUTE MODULE SetFilterString
CREATE FUNCTION Main() RETURNS BOOLEAN
BEGIN

set QutputLocalEnvirenment.Destination.Lloopback.Request.filterString =
"{"where"™: {"EMPNO":"'
|| InputLecalEnvironment.REST.Input.Parameters.employeeNumber

[ "3rs

RETURN TRUE;
END;
END MODULE;

N

B N Y. T WS e

Close the ESQL editor without saving any changes.
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5. | Click the LoopBackRequest node and review the node properties tab:

EE getEmployeeCallable.msgflow &5

[ J Flows Exerciser: 1 J & 3

|= 2
Callablelnp& CallableReply
b
Set LoopBack Filter string
118
LoopBackError

Graph | User Defined Properties b
=l Properties (3 el

= LoopBackRequest Node Properties - LoopBack Request

Description ~~ {

Basic Data source name™ | localmongodb 1

Request LoopBack object™ [EmpLoveE ¢

Result

= Operation IRetrieve
Response Message Parsing
B Security identity |
@eout (milliseconds) I 1200 _)

i i Tt W L TE I P e M W P T e e e e —\/--—\F‘\J

The data source name “localmongodb” is configured in datasources.json in
C:\ProgramData\IBM\MQSI\connectors\loopback\. The file enables the
message flow to access the local mongoDB environment (no further
configuration of this file is required).

The LoopBack Object field is set to EMPLOYEE. The HRDB database in
mongodb has been pre-loaded with employee documents in json message
format.

Note the Loopback operation is set to Retrieve.
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6. | The CallableReply node passes control back to the CallableFlowlnvoke node

getEmployeeCallable.msgflow 23 ;

[ J Flow Exerciser: k J (CC]

allablerepl

|-
Callablelnp&
b

k'
Set LoopBadk Filter string LoopBack Request
i
LoopBackError
Graph | User Defined Properties ‘ 3

2.3.2 Review the getEmployeeUsingCallableFlowlnvoke operation

1. | Open the HR_Service REST API Description.

Expand Resources and note the getEmployeeUsingCallableFlowlnvoke
operation in /employees/{employeeNumber}/CallableFlowsExample resource:

= HR_Service 52 getEmployeeUsing CallableFlowlnveke subflow getEmployeeCallable.msgflow

v Header

-~ Resources / |

+ [employees/{employeeNumber}/CallableFlowsExample

GET getEmployeelsingCallableFlowlnvoke Retrieve Employee using CallableFlow i
Name Parameter type Data type Format Required Description
employeeMumber path | string j | I~ I
Response status Description ArraJ
I 200 The operation was successful, r j

e A e A i T A R e e AR A, e S e )T A e e i SRR T iy, TR L, o
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2. | Scroll to the right and click the open the subflow for the operation:

[opkn the subfiow for the operation |

(.

i,

3. | The getEmployeeUsingCallableFlowInvoke subflow will open:

EZ HR_Service Elz getEmployeelsingCallableFlowInvoke.subflow &3
[ J Flows Exerciser: 1 J @& &

Input \ / Output
= —_— [ _8

getEmployeeNumber CallableFlowInvoke

e e

B i

U

4. | The getEmployeeNumber mapping node stores the employeeNumber passed in
the REST APl URL in the message tree, ready to be passed to the
CallableFlowInvoke node.
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5. | Click the CallableFlowInvoke node and select the node properties tab:

EZ HR_Service Elz getEmployeeUsingCallableFlowlnvokesubflow E3 = =
[>J Flow Exerciser: J ® &
I Ll
Input \ Output
getEmployeehiumber allableFlowInvoke

Graph | User Defined Properties |

£ Properties i3 =y Jutline ] Progre |
~

£3 CallableFlowInvoke Node Properties - CallableFlowInvoke

Description /
Basic Target Application™ | HR,_Service_CallableFlows K [=
Monitori

~OMBH8 | Target Endpoint Name™ | CALLABLE Input |

Request timeout {sec) I 120

Call Preference IPref‘er local calls j

T P S S

Note: the Target Application is set to HR_Service_CallableFlows (the application
you importeq).

The Target Endpoint Name is set to “CALLABLE_Input®.

6. | Close the HR_Service REST API and the getEmployeeCallable message flow.
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2.4 The NoSQL database

The function of getEmployeeCallable is to provide information from a local noSQL
Database. In this scenario the database is MongoDB. In this next section you will
prepare the MongoDB environment ready to be used in this scenario. The MongoDB
environment has already been pre-configured for you in this lab environment. The
MongoDB loopback connector has been installed into the |IB environment you are
using. For more information on configuring 1B to use the LoopBack node refer to the

online Knowledge Center.

2.4.1 Start MongoDB

please close them all now.

1. | If there are Windows command prompts open from the previous part of this lab

2. | InaWindows Command Prompt, navigate to :

c:\studentl0\Loopback\mongodb\commands

Run the command:

startMongoDB
For info, this will run the MongoDB command:
This command will start the MongoDB server.

client listener on port 27017.

window is closed the MongoDB server will terminate.

[z+] C:\Windows\system32\cmd.exe - startmongodb

mongod.exe —--dbpath c:\studentl0\Loopback\mongodb\data\db

No defaults have been changed, so the MongoDB server will start with the

The command window will be held open. Do not close this window, if the

=1olx]|

017-02-04T23:35:47.546+880@ I CONTROL [initandlistenl

8
917-82-B4T23:35:47.547+0088 I CONTROL [initandlisten] db version v3
A17-82-04T23:35:47.547+0088 1

8dc49h25

A17-82-A4T23:35:47.547+00@A I CONTROL [initandlisten] allocator: tcmalloc
A17-82-94T23:35:47.547+8880 I CONTROL [initandlisten] modules: none
817-82-04T23:35:47.547+0088 [ CONTROL [initandlisten] build environment:
817-02-04T23:35:47.547+8088 I CONTROL [initandlisten] distarch: x86_64
917-02-04T23:35:47.546+00880 I CONTROL [initandlistenl target_arch: xB6_64

loopbacksnongodhsdatasdb™ 3 3

‘wiredT iger’

-log_size=2GB).statistics_log=<{wait=8>,

ization worker
917-82-84T23:35:47.852+0080 1 FIDC
e with directory ’‘c:/studentiB/loopback/nongodb-datasdb-diagnostic.data’
A17-A2-A4T23:35:47_856+A0AA 1 NETWORK [initandlisten] waiting for connections on port 27817

targetMin08: Windows UistasWindows Server ZE_J

CONTROL [initandlisten] git wversion: 35552h562c7aEh3143a729aaaBB3895

B17-82-B4T23:35:47.548+0880 I CONTROL [initandlisten] options: { storage: { dbPath: “c:xstudentiB:

917-A2-84T23:35:47.548+0000 | - [initandlisten] Detected data files in c::studentiB\loopback
nongodh\data\dh created by the ‘wiredTiger’' storage engine, so setting the active storage engine to

a17-82- B4T23-35 :47.558+A088 1 STORAGE [initandlisten] wiredtiger_open config: create.cache_size=10G
-session_nax=20000,.eviction=C(threads_nax=4>,config_hase=false,statistics=(fast),log=C(enabhled=true,. ar
hive=true . path=journal.compressor=snappy?.file_manager=Cclose_idle_time=18800A) checkpoint=Cvait=68
A17-A2-A4T23:35:47_.851+80A@ 1 NETWORK [HostnameCanonicalizationWorker] Starting hostname canonical

[initandlisten] Initializing full-time diagnostic data captu
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3. | Start a Mongo client shell. Open a new Windows Command Prompt, and
execute the command "mongo".

This will use the default port of 27017, and connect to the started server.

Note: that the mongo client will initially connect to the server, and will connect to
the test database.

4. | To verify the MongoDB server is working correctly enter the following
commands.

To switch to the HRDB database:
use HRDB
To list all documents in the EMPLOYEE collection:

db .EMPLOYEE . find ()

Windows Command Processor - mongo - |EI |

icrosoft WYindows [Uersion 6.1.76H11
opyright (c> 208? Microsoft Corporation. All rights reserved.

sWindowss\8ystem32 mongo

2A17-92—A4T23:43:00_355+0008 I COMTROL [mainl Hotfix KB2731284 or later update
11 zero—out data files

ungoDB shell version: 3.2.6

: to: gest

—

switched fto dbh _HEB

dh. EHPLOTEE flnd()

3915da5h4?h3ce?f4c6866h"), "EMPNO'" : "@8@818",. "FIRSTHME"

_ 10 )
H "I", "LHSTNHHE" : "HAAS',. "WORKDEPT' : "A@AY,. "PHOMENO' := "3978'., "HIREDA
: “PRES ", “EDLEUEL"™ : 18, "SE®' : “F". “BIRTHDATE" : "1963-8B8-24",. "“SA
1888, “COMM'" : 4228 >

= ObjectId({'"58721fda5bh47?h3ce?f4c6866c">,. "EMFNO" : "@0002A', “FIRSTHME"

"LASTHAME" : "THOMPSON',. "WORKDEPT' : "BA1", "PHOMENO" : "347:", “"HIRE

= "MAMAGER "'. "“EDLEUEL" : 18, "SEX' := "M',. "“BIRTHDATE"™ : '1978-82-82", "

= 888, "COMM" : 3388 >

'_id" = Objectld<'"5891fda5h47h3ce?f4c6866d">,. "EMPNO" : "BBAG20", “"FIRSTHME"

= L', “LASTHAME' : "THOMPSON'. "WORKDEFT' : "BA1". "“PHONENO' : “3476', "HIRE
: "MANAGER . “EDLEUEL" : 18, "SEX" := "M'. “BIRTHDATE" : '1978-82-82", "

: 888, "'COMM" : 33BB >

_3dVz Obiectld< 5891£da5bd?hlcedf4chitbe . "EMPNO" ;. AAAA3AY, “FIRSINME!
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2.5 Deploy HR_Service CallableFlows

In this scenario the REST API HR_Service uses a CallableFlowInvoke node to call a
callable flow running on the integration node in the Windows environment.

1. | In the Integration Nodes view, right click on the default integration server and
select Delete > All Flows and Resources to avoid conflicts with earlier scenarios.
E@I... =3 Eél T D... HED B CallableInput
= g Graph | User Defined Propert’es‘
Eth Integration Modes
E-¢8 TESTMODE iibuser 5 Proper.. 52
e o L
E HE =B DEDIO‘;' l /
[ TESTMODE & Stop |
%% Launch Debugger (Portis 2323) r* Integration Server |
2. | In the Integration Toolkit drag and drop the HR_Service_CallableFlows

application onto the default server in TESTNODE _iibuser:

[55 Application Devel... 52

Application Development

B @ Independent Resources
1= GeneratedBarFiles

o Inte... 12

LI
m O

-2 Integration Nofles
e TEsTHOREsibuser
| BN defdlit
[l £ HR_Service_CallableFlows

o] TESTIORE Dockan /482 368,98, 100:4414) s
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2.6 Scenario:1 Running CallableFlowinvoke in an |IB Docker
Container

Integration Bus Euwser On-premise

V10 Integration Bus
Running in Docker v1i0
IIB_Container 1B Windows
Secure
Connection
TESTNODE_Docker * B TESTNODE _iibuser
HR_Service RESTAPI SN“S;C“ e
e ervice CallableFlows
I CallableFlowlnvoke I S — —
P | getEmployseCallable |

t |
| v

~MongoDB
Employee
__ Collection
A Docker container with 1IB V10.0.0.7 is provided for you on the Windows system you
are using. The Docker container runs in an Ubuntu Linux environment (hosted in the

Windows system using Oracle VirtualBox). In this next section you will start the Ubuntu

Linux image and the IIB Docker Container in preparation for deploying the calling
REST API.

The Docker container is configured with an 1IB integration node TESTNODE_Docker.

For information purposes (do not execute these commands) the container was
created using the following method:

e Obtain a docker file and scripts from https://github.com/ot4i/iib-docker

e Build a Docker image called iibv10007image using:

docker build -t i1ibv10007image .

Page 71 of 96
IBM InterConnect



Session 2166, 1IB RESTAsyncRequest node and Callable Flows

e The iibv10007image is then used to create a Docker container called
IIB_Container an integration node name of TESTNODE_Docker and default
[IB port values exposed using:

docker run -—-name IIB_Container
—e LICENSE=accept
—e NODENAME=TESTNODE_Docker
-p 7800:7800
-p 4414:4414
-h BETAWORKS-ESB10-DOCKER
iibv10007image

The Docker build and run comands can take some time to complete. In order to use the
[IB environment running in Docker, the Docker start command is used to start
[IB_Container.

2.6.1 Start the IIB Docker container

1. | Open a Docker command prompt by double-clicking on the Docker Quickstart
Terminal icon

When you open the Docker Quickstart Terminal a terminal window will open.
If the default Ubuntu Linux VM image managed and controlled by Oracle VM
VirtualBox is not started, it will be started automatically.

The Docker technology is not the focus in this lab, for more information on
Docker is available at hitps://www.docker.com.
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2. | When the terminal opens, you will see the details of the default Ubuntu VM. In
this example, the name of the VM is “default” and the IP address is
192.168.99.100.

To see the list of docker images type: docker images

= MINGW6&4:/c/Users fiibuser _IEllil
i ) -
O BH =2 -l
HE B OBE HE BH —— J
wrine ¢ Bare sonenns. sevete savonons b T2 eanene
Y o s
NEEEN ;

docker iz configured to use thachine with(iP 192_168.99.168 )
For help getting started, check oo docs at https? . "

Btart interactive shell

iihuserEBETHHORKS—EBIB MINGUG4 ™

docker images
REPOSITORY TAG IMAGE 1D CREATED

ihuiBBB?image latest 6bh533£7a7878 38 hours ago
1y a5
buntu 14.684 h?62ah?f22%h 2 weeks ago

iibuserEBETAWORKS-ESBL@ MINGWed ™

3. | List the current Docker container using:
docker ps —-a

The —-a will show the container if it is not started.

4. | Start the docker container with IIB installed by entering the command:

docker start IIB_Container

5. | Verify the docker container is running by entering the command:

docker ps

docker start IIB_Container
[IB_Container

iibuser@BETAWQRKS—ESE - Sasd

docker ps
ONTAINER ID IMAGE COMMAND GREATED
TATUS PORIS NHHES

ccca?fdfbh43 iibhvlBBA7?image iib_manage.sh" G0

p 9 seconds 0.9.0.A:4414— >4414/tcp. 0.0.0.0:7800— >'?BBB/tcp
»

iibuserBBETAVORKS-ESB1@ MINGWG4 ~

- [ |
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2.6.2 Deploy HR_Service in TESTNODE_Docker

TESTNODE_Docker will now be running in the IIB_Container in the hosted Linux
environment. In this next section you will use the 1B Web Admin interface to deploy the
HR_Service REST APl on TESTNODE_Docker.

1. | Open a Firefox browser and select the “IIB Docker” link (in the 11B folder). This
will direct the browser to the Web Admin interface for the IIB node
TESTNODE_Docker that is running in the Docker container:

\,1-5) TESTMODE_Docker - IBM Inte... %

4, Searct

rd \
[ € ) (| 192.168.99.100:4414/#broker /0 a |
N

| oDM WAS | | SDS | | REST | | IOT | | Healthcare | | Registration Cloud Build | | Mobie | Compl

Filter Options...

; TESTNODE_Docker - Integration Node
@ UESIEEE 158 v) F&l Overview | Statistics

» @ Operational Policy
v (2 Data i
» &% Security - Quick View
» [ Monitoring
. Node N TESTNODE_Dock
» (B Business ame _Docker
Version 10007
— S Oor , . .., 4
R T E R .
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2. | On the left navigation bar, expand Servers. Click the triangle next to the “default”
server and select Deploy:

IBM Integration

Filter Options...

; TESTNODE_Docker - Integration Node

~ (8 TESTNODE_Docker 75 Overview I Statistics

=
~ (= Seners

~ £ default < /
[ Seni( % default
(= REST il s

(L ApPlit  start All Application Types
(B Libral giap oy Message Flows

TESTNODE_Docker

= 10007
B shar¢ o burity .
2 Mess -
i Stop All Application Types .
5 Sybfll running
Stop All Message Flows e
= Reso
Delete All Content =ription
v @5 Operational . L l
i Deploy
r 3% Security
ierties
+ [ Monitoring
+ (- Business Statistics on lame Linux
<
NPT Sy iy S SR (17 T U 7 SR e Sy £ LY

3. | In the Deploy Bar file window, use the Browse button to navigate to
c:\studentl0\CallableflowsICl7\barfiles and select
HR_Service.bar.
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4. | In the Deploy preview window, note the details of the targetApplication
and targetEndpointName in the CallableFlowlnvoke node.

Click Deploy:

Deploy BAR File

Select a BAR file to deploy. Optionally, provide an overrides file.

Deploy preview:

Content Value
* HR_Service. appzip
startMode =unset=

javalsolation <unset=

¥ getEmployeeUsingCallableFlowlinvoke

T CalableFlowinvoke

targetapplication HR_Service_CalableFlows
targetEndpointName CALLABLE_Input
requestTimecut <unset-

¥ gen.HR_Service

Overrides -

> (o) s

5. | After a few seconds a green message will appear detailing that the deploy was
successful. Reload the page using the browser refresh button.

6. | Select the HR_Service REST APl in the left navigation window. In the right
window, click the API tab and copy the REST APl Base URL:

IBM Integration Welcome, Default

Filter Options... (= £
=S| HR_Service - REST API

- ‘_C'/SENEFS hd

Expandall  Collapse all
- 5, default - ? P ¢

(& Senvices REST APl Base URL hittp:/i192.168.99.100:7800/HR_Senvicesiresources > 1
- ‘_,_ REST APls REST API Definitions hitp:/i192.168.99.100:7800/HR_Servicesiresources

URL IHR_Employee_and_Department_Senices json
+ &5 HR_Senice —-mployee_and_bep - !

(= Applications

= ~ lemployeesi{employ jiCallableFlowsExample d
B Libraries ¢
B Shared Libraries “ getEmployeelsingCallableFlowlnvoke Retrieve Employee using CallableFlow Implemented
Message Flows

e A - . 8 S A s B A A
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7. | Open a Firefox tab and paste the REST API Base URL into the browser.

Append “/employees/000010/CallableFlowsExample” onto the URL and
press enter.

IBM Integration Bus Cl

— e |8 © & & =
-
Registration Cloud Build Mobile Complete - 10.0.0.7

500 Internal Server Error /
BIP2230E: Error detected whilst processing a message in node 'gen HR_ Service getEmployeeUsingCallableFlowInvoke

(Implementation). getEmployeeNumber'.

BIP2230E: Error detected whilst processing a message in node 'gen HR_ Service getEmployeeUsingCallableFlowInvoke

(Implementation). CallableFlowlnvoke'.

BIP64068S: No callable flow with application "HR._Service_CallableApplication" and endpoint name "CALLABLE_Input" is available. and no remote callable
flow agent has been configured. The flow cannot be called.

ey
(€) ( 192, 168.99. 100: 7800 /HR_Servicesjresources/emp
e, e

ODM | | OB | | WAS _ SDS | | REST | | IOT

IBM Integration Bus vI10.0.0.7

e TP VT - PR ST VSR S L U S ST DT R P S PR TP

The CallableFlowlnvoke node running on TESTNODE_Docker cannot locate the
getEmployeeCallable message flow running in the Windows environment
(BETAWORKS-ESB10). In order for the CallableFlowInvoke node to establish a
connection with the getEmployeeCallable message flow (in
HR_Service CallableFlows), a secure trusted connection must be configured on
both sides.

In the next section you will configure a callable flow agent to enable the
communication between the two flows.

Leave this Browser window open. You will re-test the URL when the IIB
Switch configuration is complete.

2.6.3 Create and configure 1IB Switch on the Windows environment

In this part of the lab you will create an IIB Switch on the Windows 1B environment. This
will enable a secure connection between the integration node running in your hosted
Docker environment (TESTNODE_Docker) and the integration node running in
Windows (TESTNODE _iibuser).

The Switch can be created on either of the 1IB installations. In this scenario you will create
the 1IB Switch on the Windows environment.

The files generated will be stored in the folder c:\temp.
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1. | Open an Integration Console and run the command:

iibcreateswitchcfg /hostname BETAWORKS-ESB10 /output c:\temp
The command will respond with the following messages:

Generated self signed certificate file
'c:\temp\adminClient.pl2'

Generated switch configuration file 'c:\temp\switch. json'
Generated agentx configuration file 'c:\temp\agentx. json'

2. | The command creates two JSON configuration files, and a certificate.

e adminClient.pl2:is a certificate used to store a private keys and
certificate chain for the connection between the IIB Docker container and the
‘On-premises’ Integration Node.

e switch. json:is used to create the Switch server.

e agentx.json:is used by the mgsichangeproperties command to
configure secure connectivity for the integration servers where your flows
are deployed. The file is used to configure both 11B environments — |IB
running on Windows and IIB running in the Docker container.

The flag /hostname in the command above ensures that the above configuration
files contain the hostname where the Switch has been created.

3. | Run the iibswitch command to create the Switch server by using the configuration
file (switch. json) that you created in the previous step.

iibswitch create switch /config c:\temp\switch. json

You will see the following response:

Creating iibswitch component 'switch', please wait...
iibswitch created and started.

If you receive the response "iivswitch already created, cannot create’, ferun the
command and replace create with update.

4. | To test that the Switch server is created and running, run the command

mgsilist ITBSWITCH_NODE

The response will read:

BIP1286I: Integration server 'IIBSWITCH_SERVER' on integration node 'IIBSWITCH_NODE' is
running

BIP8071I: Successful command completion.
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5. | You will need to ensure that the integration server where you have deployed your
Callable Application has the correct certificate to communicate securely with the

Switch server.

This requires you to run the mqgsichangeproperties command for each integration
server where you have deployed callable message flows. The command uses the
integration server configuration file (agentx. json) that you created in step 1.

In an Integration Console, navigate to
c:\studentl0\CallableflowsICl7\commands\ and run the file:

ConfigureTESTNODE_iibuserDockerAgentX.cmd
Ensure the Command, Comple’[es with B1p80711: Successful command completion.

For information the comand that this file runs is:

mgsichangeproperties TESTNODE_iibuser
—e default
-0 ComIbmIIBSwitchManager
-n agentXConfigFile
-p c:\temp\agentx.json

6. | Stop and restart the TESTNODE _iibuser on the Windows environment to make
the changes effective:

mgsistop TESTNODE_iibuser

mgsistart TESTNODE_iibuser

2.6.4 Configure TESTNODE_Docker to use IIB Switch

In this part of the lab, you will configure TESTNODE_Docker running in the Docker
container to access TESTNODE _iibuser in the Windows environment through a secure

connection.

Now that you have the [IB Switch running on the Windows environment, the same
agentx.json configuration file is required on TESTNODE_Docker. When this
configuration is complete, both IIB nodes will be able access callable flows running on
each other’s environment, through a secure connection.

Page 79 of 96
IBM InterConnect



Session 2166, 1IB RESTAsyncRequest node and Callable Flows

2.6.4.1 Copy agentx.json to the 1IB Docker Linux File System

1.

Docker provides a command (docker cp) which will copy a file from a host to the
Docker image (or vice versa).

The configuration file agentx. json is in the c: \temp folder, which is a local
folder on the VM. You will copy that file to the directory /opt /ibm in the Linux file
system used by the Docker container lIB_Container.

In the Docker Quickstart terminal, run the command (Note the forward slashes in
all parts of this command):

docker cp c:/temp/agentx.json IIB_Container:/opt/ibm

= MINGW64:/c/Users fiibuser

iibuserEBETAWORKS-ESE1B MINGUWG&4 ™
docker cp c:/temprsagentx.json IIB_Container:soptsibm

iibuser@BETAWORKS-ESB1A MINGU64 ™

L P B L i e

You will verify the copy in the following steps.

2.6.4.2 Configure Docker Quickstart Terminal for MQSI commands

In this section you will set up the Docker Quickstart terminal to run commands directly in
the 1IB_Container running in the hosted Ubuntu Linux environment.

1.

In the Docker Quickstart terminal, attach a bash session to the 1I1B_Container by
running the command:

docker exec -it IIB Container /bin/bash

=« MINGW6&4:/c/Users/iibuser

iibuser@BETAWORKS-ESB1iA MINGUW64 ™

% docker exec —it IIB_Container ~hin~hash
CIIB_18:>iibuser@BETAWORKS-ESB1G-DOCKER: /% _

T e o

Commands you type in this terminal will now be executed in 1I1B_Container.
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2. | Verify that the earlier copy of the agentx. json file was successful and is
available in the container.

If you followed the instructions the file should be in the /opt /ibm directory. Go to
that directory to view its content. In the command prompt, run the command below.

cd /opt/ibm

3. | List the /opt/ibm contents, by running the command: 1s -al

& MmMGW64:/c/Users fibuser

1ibuser@BBETAWORKS-ESB1A MINGUed ™

docker exec —it IIB_Container ~bin-hash
CIIB_1@:>iibuser@BETAWORKS-ESB1@-DOCKER: /% cd /opt/ibm
(IIBil?é)iibuserEBETﬂHORRS—ESBiB—DOCHER:/upt/ihm 1= -al
tota
drwxr—xr—x 3 root root 4896 Febh 4 208:28 .
druxr—xr—x 41 root root 4896 Febh 4 20:28 _.
—ruxpr—xr—x 1 root root 4864 Feh 4 19:22
druxpuxr—x ? root root 4896 Febh 2 17:39 iibh-18.08.08.7
CIIB_1@:>iibuserBBETAWORKS-ESB1A-DOCKER: opt/ibm5 rvj

ey

B e WAL M S——

R e L i N

You will see that the agentx.json file has been copied successfully and you should
see the current date.

4. | Verify that IIB_Container can communicate with the Windows system using the
hostname BETAWORKS-ESB10. Type:

Ping BETAWORKS-ESB10

If you receive a successful response from the ping command, proceed with the
next steps.

If the hostname cannot be resolved, Refer to the Appendix at the back of this guide
to add a host entry for BETAWORKS-ESB10 to /etc/hosts, then come back to the
next instruction in this lab.

khkkkkhkhkkkkkhkhkhkhkhkhkkhkhkhkhkhhhkhkhkhkkkhhhkhhkkkhhhhhhhkhkkkhkhhhhkhhkhkhkhhhhhkkhkhhhhhhkkhkkkhhhkhkhkhkkkkhkhkhkkkkxkk
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5. | When you start an [IB runtime component on Linux and UNIX systems, the runtime

component will inherit the environment from where you issue the mgqsistart
command.

You must therefore initialize the environment before you start a component; the
command mqsiprofile performs this initialization

The mgsiprofile command is located in the |IB directory
/opt/ibm/iib-10.0.0.8/server/bin.

In the Docker command prompt, run the command below (note the dot at the
beginning).

/opt/ibm/iib-10.0.0.8/server/bin/mgsiprofile

If the command is successful you will see no response.

6. | The Docker Quickstart terminal will now be capable of running mqgsi commands.
Run the command :

mgsilist

You will see that the command return confirmation that TESTNODE_Docker is up and
running.

=0l x|
CIIB_16@:>i serBBETAWORKS-ESB18-DOCKER: /upt/lhm§ soptsibmsiib—18.8.8. 7/seruer_J

him.m 3 ila

C11B_16: >iibuser@BETAVORKS—ESB1B-DOCKER: /opt/ibn$ mgsilist @J

BIP13251 Integration node 'TESTNODE_DockeP' with administration URI ‘http:- B
EHORKS —ESBE18-DOCKER:4414" is running.

JLEA ) AR

(IIB_18: >iibuserBBETAYORKS—ESB18— DOCRER soptsibn%

L o e R e Ry ey R

P N N S S W S Gl
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2.6.4.3 Configure TESTNODE_Docker to connect to IIB Switch

1. | In order to configure TESTNODE_Docker to connect to the 11B Switch on the IIB in
your Windows environment, run the mqsichangeproperties command using the
generated agentx.json configuration file.

Run the command (all on one line)
mgsichangeproperties TESTNODE_Docker
—-e default
—o ComIbmIIBSwitchManager
-n agentXConfigFile
-p /opt/ibm/agentx. json
The command will complete successfully with the response:

BIP8071I: Successful command completion.

2. | Stop and restart the TESTNODE_Docker:

mgsistop TESTNODE_Docker
and
mgsistart TESTNODE_Docker

3. | If you need access to the IIB syslog messages for TESTNODE_Docker.

Run the command: tail -f /var/log/syslog

2.6.5 Re-test HR_Service running in TESTNODE_Docker

1. | In the Firefox browser you left open, press refresh on the URL (the URL you
copied from the 1IB Web Administration tool). The HR_Service REST APl is now
able to call getEmployeeCallable. The Callable Flow then uses the
LoopBackRequest node to obtain data from the NoSQL database for the employee
with EMPNO=000010.

IBM Integration Bus on Cloud ¥ | https://su7ih23g..

( 192.168.99.100: 7800/HR._Services /resources /femp
=

ODM 1B WAS SDS REST 10T Healthcare Registration Cloud Build Mabile Complete - 10.0.0.7

[{"id":"5891fda5b4Tb3cedf4c6E66bL™, "EMPNC": "000010", "FIRSTNHME" : "CHRISTINE", "MIDINIT":"I", "LASTNAME" : "HAAS", "WORKDEPT": "A
oo™, "PHCNENO™: "3978", "HIREDATE": "1995-01-01", "JOB": "PRES
", "EDLEVEL": 18, "SEX":"F", "BIRTHDATE": "1963-08-24", "SALARY":152750, "BCNUS": 1000, "CCMM":42201}]
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2.7 Scenario:2 Running CallableFlowlnvoke in IIB on Cloud

HR_Service REST API

CallableFlowlnvoke

1B on Cloud

B On-premise

Secure Integration Bus

Connection v10
Windows

TESTNODE_iibuser

HR_Service_CallableFlows

getEmployeeCallable

¥

Employee
Collection

In this section of the lab you will deploy HR_Service to the IBM Managed Service |IB on
Cloud environment. You will then configure the REST API running on 1IB on Cloud to
enable communication to your “on premises” |IB integration node TESTNODE _iibuser.
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2.7.1 Deploy HR_Service to 11B on Cloud

1. | Open a new browser tab and in the Bookmarks Toolbar click “Cloud” and then
the "lIB on Cloud" bookmark.

For reference the URL is:

https://ibm-cloud-ui.ibmintegrationbus.ibmcloud.com/

2. | Enter your ‘IBMid’ and password and click ‘Sign in’.

Swagger LI «2% [BMid - Sig..

C, (@) @ | htip -947.bm.com/accountjus - EJ | & HO\ Search ‘ e N =] 3+ A & =
|/ ODM | | IIB | | WAS | | SDS _REST | |IOT _ | Healthcare | | Regist | | Cloud | Buld | | Mobile »
[ @ My IBM Products and Services e
arketplace IBM Bluemix " —
@ 118 on Cloud
«Zx[BM App Connect
@) Login | Salesforce
’ : “QEmail
Sign in to IBM e
Enter your IBMid Forgot IBMid?
Password Forgot password?
NS o=

New? Create an IBMid. Help and FAQ
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The IIB on Cloud default integration space is opened.

You will now upload a BAR file containing the REST APl HR_Service.
Click ‘Add Integration’.

IBM Integration Bus on Cloud

#  Add integration 2?2 ~ n
default ==
I Integrations

Callable Flows

Endpoint Connectivity

Let's set up your first integration

An integration is a collection of resources that run together to solve a
particular business integration problem. These resources are packaged
together in a BAR file.

‘ Explore sample integrations H Upload your own BAR file

Click ‘Upload your BAR file'.

Let's upload your BAR file
—

=y

In the File Upload window, navigate to

“C:\studentl0\CallableflowsICl7\barfiles” and select
HR_Service.bar. Click Open.
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6. | [IB on Cloud will verify the contents of the bar file and present the contents as an
Integration.

Scroll down to the Basic Authentication section and turn off basic authentication
by clicking the OFF button.

Click Save.

HR Service

Contents N
HR_Service.bar

> HR_Service

Public Endpoints N
View how to invoke this integration

Basic Authentication

Cancel e ,___J

F N ERC L Y L B s,

7. | The Web user interface will show that the integration is ‘Preparing’. This may
take a minute or two to complete.

+  Add integration

* HR_Service Preparing...
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8. | Refresh the browser session to see the status. After a few minutes the status will
turn to stopped:

Add integration /

HR_Service Stopped

EETI I )

2.7.2 Connect IIB on Cloud to TESTNODE _iibuser

In this part of the lab, you will create a ‘switch’” which will connect your [IB on Cloud
system to your local I[IB environment. The switch will run on 1IB on Cloud. You will
configure TESTNODE _iibuser to use the IIB on Cloud Switch configuration. This will
allow HR_Service running on |IB on Cloud to connect via a secure connection to
HR_Service_CallableFlows that is running locally on your Windows environment.
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2.7.2.1 Set up an agent

1. | Click on the Callable Flows tab. If you receive a message saying that the callable
flow connectivity is being restarted, refresh the page.

Click Set up an agent.

IBM Integration Bus on Cloud # Setup an agent

default

Integrations

| callable Flows

Endpoint Connectivity

2. | A window will pop-up to show the steps required for setting up the agent.
You already have a local installation of 1IB, so the first step is not required.

Click ‘Download Configuration’.

Let's set up an agent

Install the on-premises agent in your network

The agent, which enables secure network connectivity, is included in IBM Integration Bus
v10.0.0.4 or later. Install Integration Bus if you do net already have it installed.
A4 ;

Download agent configuration  What's this?
You'll need to make the agent configuration available on the Download Genfiguration ‘

machine where you installed Integration Bus.

Get It Here j

Start agent in an existing integration server What's this? !
The agent needs to run in the integration server where you've deployed your spilt flow. Start a command
envirenment and run the following command:

mgsichangeproperties <NODE_NAME> -e <SERVER_NAME> -o ComIbmIIBSwitchManager -n
agentXConfigFile -p filepath/agentx.json (Linux)

mgsichangeproperties <NODE_NAME> -e <SERVER_NAME» -o ComIbmIIBSwitchManager -n
agentXConfigFile -p filepath\agentx.json (Windows) E

Test agent connection i
. Test Agent i
Check that your agent is connected.

e AP e AP i)
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Select to Save the file and then click ‘OK’.

Save the file in the default location (C:\Users\iibuser\Downloads)

To configure TESTNODE_iibuser to use this configuration a command file has be
supplied. In an Integration Console, navigate to:

“C:\studentl0\CallableflowsICl7\commands”

Enter the command
“‘ConfigureTESTNODE_iibuserIIBonCloudAgentX.cmd”.

Make sure the command responds with: BIP8071I: Successful command
completion

For information, the batch file executes this command:

mgsichangeproperties TESTNODE_iibuser
—e default
-0 ComIbmIIBSwitchManager
-n agentXConfigFile
-p C:\Users\iibuser\Downloads\agentx. json

Now that you have configured TESTNODE_ iibuser to use the |IB on Cloud agent,

test the agentx configuration, by clicking on Test Agent in the IIB on Cloud browser
window.

4 Test agent connection
Check that your agent is connected.

Do this later
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You will see the message ‘1 agent connected’ in a green box:

Test agent connection -
4 . (v) 1agent connected
Check that your agent is connected. =

Click Finish.

The browser window will now show the Callable Flows that I1IB on Cloud has
access to on your local Windows environment:

IBM Integration Bus on Cloud # Setup an agent 2 . n v
Providers | Callers | Al
default Eg
HR_Service_CallableFlows.CALLABLE Input 2017-02-06T21:30:58 2447 TESTNODE_iibuser-default
Integrations
[§
| callable Flows :
£
Endpoint Connectivity
PRy APSPNVSEY.

2.7.3 Start your IIB on Cloud integration

1.

In the 1IB on Cloud Web Ul, click Integrations, then click the start button for the
HR_Service integration:

3
IBM Integration Bus on Cloud ®  Add integration PO n .
default HR_Service Stopped (O] ® :
| Integrations
Callable Flows
Endpoint Connectivity
i e S ot
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2. | Confirm that the integration will be started:

Start '"HR_Service'

Starting this integration will enable it to accept inbound calls.
During your trial, running integrations that do not receive input
messages are stopped after three hours of inactivity.

3. | The 1IB on Cloud Web Ul will show that the integration is starting.

It may take a minute or two for the integration to start completely and you can
check its status by click on ‘Refresh Listing’:

#  Add integration

Y Ny

* HR_Service Starting

- - SRR

4. | When the Integration has started, the status will change to Running:

#  Add integration

+ HR_Service Running
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2.7.4 Test HR_Service running in 1IB on Cloud

In this part of the lab you will test your 11B on Cloud Integration. The REST API
HR_Service will call the message flow getEmployeeCallable in
HR_Service_CallableFlows through the 1IB Secure connection.

getEmployeeCallable will retrieve Employee data from the EMPLOYEE collection in the
MongoDB database and return the response to 11B on Cloud.

1.

When HR_Service is running, click on HR_Service name.
The view shows you more details about the integration.

Click ‘Public Endpoints’:

HR Service

Contents
HR_Service.bar

Public Endpoin‘ts / ) ‘

View how to invoke this integration

History and Logs . —
View the runtime log LI AT Log j

o — e e s A i

Click HR_Service in the “Service URLs” section, then click “Show full URL”

Service URLs

Host: https://64jaafb].ibmintegrationbus.ibmeloud.com

[
~ B HR_Service € J

/HR_Services/resources/employees/{employeeMumber}/CallableFlowsExample
Show full URL

B R e L L S A e, et ,MJ
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3. | The full URL will automatically be highlighted, copy the URL (ctrl ¢) and paste the
URL into a new browser tab:
e HR_Service
.n"HH_Servioeaf'rescuroes.f'emplc\,reeaf'{emplc\,reeNumb-er}a"CaIIabIeFIDwsExamp/
Hide full URL
hitps://64jaafb].ibmintegrationbus.ibmcloud.com/HB_Services/resources/employees/{employeeMum]
4. | In the browser window replace {employeeNumber} with 000010 and press
enter:
"ation Bus on Cloud hth:ls:ﬂﬁ“rjaafﬁj...ablei
5 :,.'resourcesfempcwen%,.'[l[)[l[)JD@IIableFlowsExample
mw
5. | After a few seconds, the browser will show a response, indicating that the

HR_Service running on 1IB on Cloud can communicate successfully with the
Callable Flow getEmployeeCallable running in your local Windows environment

M [=]k3
IBM Integration Bus on Cloud https: //&64jaaft]...ableFlowsExample *

P

|._6 | G :,’resources,’employees,’UDUD:lDfCaIIabIeFIowsExample| Z ||[1\ Search | ﬁ E ; ﬁ =
-

| ODM | | IIB | | WAS | |SDS | | REST | | IOT | | Healthcare | | Registration | | Cloud | | Build | | Mobile

[{"id":"5891fda5b4Tb3cedf4ce8a6b", "EMPNO" : "000010", "FIRSTNME" : "CHRISTINE", "MIDINIT":"1I", "LA
STHAME™ : "HAAS™, "WORKDEPT": "AQOQ"™, "PHONENC™ : "3978", "HIREDATE": "15995-01-01", "JOB" : "PRES

", "EDLEVEL":18&, "5EX":"F", "BIRTHDATE":"1363-08-24", "SALARY" 152750 _"BONUS" : 1000, "COMM™ : 4220}
1

T L T ¥ T P T g B T ST UL QI LAIND Gy SR N
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3. Appendix

3.1 Instructions if your Docker Container cannot communicate with
Windows

For scenario 1 of the Callable Flows part of this lab to work correctly, IIB_Container
needs to be able to successfully communicate with the Windows host BETAWORKS-
ESB10.

In the lab environment you are using there is a possibility that without intervention this
will not work. The following section outlines the tasks necessary to enable successful
network communication between the 1IB_Container running in Linux and the Windows
system (where TESTNODE _iibuser is running).

1. | You will need the IP address of the Windows environment where
TESTNODE_iibuser is running. The host name is BETAWORKS-ESB10.

Obtain the IP address for the Windows environment by running ipconfig ina
Windows command prompt, for example:

Windows Command Processor o |£‘
opyright <c> 20A%? Microsoft Corporation.

WindowssSystem3d2

indows IP Configuration et

A1l rights reserved.

thernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . = Media disconnected
Connection—sgpecific DNS Suffix . :

[Ethernet adapter Local Area GConnection:

Connection—specific DNE Suffix . : localdomain
== = Byb Address . . . . . :_EsBAsl H

IPud Address- )k - - . - - - - . . 192.168.246.1363

Default Gateway - . . - - - - . . t 192.168.246.2

[Ethernet adapter UirtualBox Host—0Only Network:

Connection—specific DNS Suffix

Link—-local IPvé6 Address . . . . . : feBB::8e2:elb3:2046:7a63x21
L -lPud Address. . - o ceecotoons s G 192168561 e A A

2. | In the Docker Quickstart terminal (you will be in the bash shell prompt), enter:

cd /etc
then
sudo vi hosts
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Follow the next steps very carefully:

the cursor at the bottom of the hosts file.

“insert” mode, anything you now type appear in the file.
e Type’192.168.xxx.xxx BETAWORKS-ESB10’
where xxx . xxx is the last part of the exact IP address of the

192.168.246.130)

& MmMGWeA:/c/Users/iibuser

27 .8.8.1 localhost
s | localhost ipb—localhost ip6—loopback
fedA: :@ ipb—localnet

FfAA: :@ iph-mcastprefix
ff@2::1 ipb—allnodes
ffA2::2 ipb—-allrouters

172.17.8.2 BETAYORKS-ESB1A-DQCKER
192.168.246 .13 BETAWORKE-ESBE1@

b

T T e e P Rt T T A e T e e T e

e Press the ‘Esc’ape key on your keyboard

to discard your changes and start again.

e Type o’ to add a blank line to the file - this will also put you in to

e Type ' ':wqg!’ andthen press the Enter key — note if you need to
start again because you have misspelled anything, type ’: q!’

3. | You will now be editing the Linux system hosts file as the administrator using vi.

e Type ‘<shift> g'(upper case G) on your keyboard, this will place

Windows VM. For example in the screen capture the ip address is

4. | If changes have been made correctly, you should now be able to ping the
Windows host name (BETAWORKS-ESB10) from the 1IB_Container bash
command session.

es o

1 hy a-
.4 bytes from BETAWORKS- ESB10 <192 .168_246._ 133) icmp seq =1 tt1l=126]
b4 hytes from BETAWORKS-ESB18 <192 .168.246.130>: icmp_seqg=2 ttl=126
.3 bytes from BETRHOgRS—ESBiB 5192.163.246.133)- }cnp_seq—3 ttl=12¢

commands on page 81.

Return to step 4. In the section Configure Docker Quickstart Terminal for MQSI

End of Lab Guide

Note: More lab guides in this series can be found at:
https://ibm.biz/betaworks-iib
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