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WebSphere Business Connection Version 1.1 Release Notes

Welcome to the IBM® WebSphere® Business Connection Version 1.1 family of
offerings.

Overview of WebSphere Business Connection

The WebSphere Business Connection offerings enable business-to-business process
integration and data sharing among trading partners of all types and sizes. A
typical use of WebSphere Business Connection is shown in the following
illustration, in which Trading Partner B registers with Trading Partner A, discovers
services it can use, and subscribes to those services.

Figure: Overview of how trading partners communicate

WebSphere Business Connection is composed of the following three editions, which
are designed to meet a wide range of needs:

* Business Connection Enterprise Edition
* Business Connection
* Business Connection Express Edition

See the WebSphere Business Connection documents, located on the same site from
which you viewed or downloaded these Release Notes, for information on how to
install and use WebSphere Business Connection.

How this document is organized

The remainder of this document contains information to supplement the
WebSphere Business Connection documents. Included is information on required
software levels as well as known limitations and restrictions.

This document is divided into two sections.

 Part I lists software limitations and technical restrictions that apply to all
editions of WebSphere Business Connection, including the Express Edition.

 Part II covers additional restrictions that apply only to the Business Connection
and Business Connection Enterprise Editions.
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Part | - All editions

This section applies to all editions of WebSphere Business Connection.

Required software

The entire set of required software is listed in the Installation and Configuration
Guide. The following is a list of key points you should be aware of before you
begin installation:

Supported browser: Only Internet Explorer 5.5 or higher is supported. There is
no support for Netscape.

Supported database: Only IBM DB/2® is supported.
HTTP Server: Problems occur when Business Connection is run with IBM

HTTP Server v1.3.19.3. The Installation and Configuration Guide suggests installing
v1.3.19.2 instead.

Web Services Gateway restrictions

The following list documents some restrictions in using the Web Services
Gateway. Be aware that some of these restrictions discuss components (such as
Document Exchange) that are not available on WebSphere Business Connection
Express Edition.
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RPC-style and document-style messaging: The Web Services Gateway supports
only RPC-style messages, while CrossWorlds®™® generated Web services use
document-style messaging. When you use CrossWorlds with Web Services
Gateway, CrossWorlds-generated SOAP messages have to be structured such
that they satisfy the RPC model. A solution provided by WebSphere Business
Connection describes how to use the SOAP connector to produce a message
with an RPC structure that can pass through the Web Services Gateway. Please
refer to|WebSphere Business Connection Web Services Advanced Topics|and
[WebSphere Business Connection Web Services Technical Reference]
documentation for information and a documented solution.

Top-level elements: The Body of a SOAP request message sent to the Web
Services Gateway contains one or more top-level elements that correspond to
parameters that will be used to invoke a Web service. The Web Services
Gateway requires that all of these top-level elements be filled in with data that is
of the appropriate type as described for the message (in the WSDL file for the
Web service). If any of these elements is missing or not filled in, the Web
Services Gateway cannot process the message. WebSphere Business Connection
provides a utility program (CWGenUgtility) to produce business-object definitions
and maps so that you can wrap your generic business objects in such a way that
only one top-level element (the wrapper field) is visible to the Web Services
Gateway.

Web Services Gateway support: Web Services Gateway does not support SOAP
messages with attachments.

Service calls: If you are using the Document Exchange service, be aware that
you should activate security only on messages coming into an enterprise. This
limitation is necessary because the Web Services Gateway does not distinguish
between outbound calls from a service and inbound calls to a service, and the
Document Exchange service uses the same name on both enterprises. If you
check the secure box in the Document Exchange service in the gateway, a



security challenge is presented when a message is sent (outbound) from one
enterprise to the other. The security challenge should be active only on messages
coming into the enterprise.

Company Identifier and Exchange Password: The Web Services Gateway
supplies the company identifier and exchange password in a single parameter
for each registered trading partner. It does not supply unique credentials for
each partner. A security restriction therefore exists when a company wants to
perform Document Exchange with multiple trading partners. In this case, and
because of the restriction, the company must provide the same user identifier
and exchange password to all its trading partners. This represents a security
compromise because the company identifier and exchange password are known
by all trading partners.

Miscellaneous restrictions
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* Routing filter works with SOAP channel only: The routing filter packaged in

bctwsroutingfiltersoap.ear works with messages received into the SOAP channel.
It is possible that it works with messages received into other channels, but these
configurations have not been tested.

Changing IP address and Host name: WebSphere Business Connection will not
work if you change the IP address or host name after WebSphere Business
Connection is installed and configured. You would have to re-install WebSphere
Business Connection.

Installation: You must manually uninstall pieces of manually-configured code
because the program used to uninstall WebSphere Business Connection removes
only unmodified files that it installed.



Part Il

- Business Connection and Business Connection
Enterprise Editions

This section applies to WebSphere Business Connection and Business Connection
Enterprise Editions only. For information on Business Connection Express Edition,
see Part I.

The limitations and restrictions listed in this section are in addition to those in Part

L

Registration and Provisioning

Registration: Do not use the organization name as the administrator’s user ID
for the exchange. For example, if the Organization name is IBM, do not use IBM
as the user ID for the person administering the IBM exchange.

De-registration: De-registration of users is not supported for WebSphere
Business Connection 1.1. This could be done as a service engagement with a
customer-specific workflow solution.

Update Profile not supported: Profile update is not supported for WebSphere
Business Connection 1.1. This could be done as a service engagement with a
customer-specific workflow solution.

Federating Data Interchange partner profile: For the WebSphere Business
Connection Enterprise Edition, there is no federation of partner-profile
information from WebSphere Data Interchange.

Security

Passwords in the clear: Be aware that passwords are left in the clear in some
WebSphere Business Connection properties files. These files are:

— BCT.properties file (used by Registration and Provisioning).
— whbcui.out file (used by Registration and Provisioning).
— BCT_SRAconsol.property file (used by System Resource Administration).

— configurationList.properties file (used only during installation and
configuration); you can delete this file after the system is installed and
configured.

Client Certificates: Client certificates are not available in WebSphere Business
Connection 1.1.

Document Exchange with Large File Transfer: A company that uses WebSphere
Business Connection and performs Document Exchange over the Large File
Transfer (LFT) channel with multiple trading partners has to use the same
company identifier and exchange password with all trading partners involved.
This represents a security compromise, since the company identifier and
exchange password are known amongst all trading partners.

CrossWorlds restrictions

© Copyright IBM Corp. 2002

The following list describes CrossWorlds-related restrictions:

* Namespace support: The CrossWorlds SOAP connector can only produce a

message that contains a single namespace for all its parts. This means that you
cannot call a Web service with multiple namespaces from the SOAP connector..



RPC-style messages: You can simulate RPC-style messages to non-CrossWorlds
services with the following restrictions:

— Only a single namespace is allowed in the SOAP message.

— Only the data types that are available to CrossWorlds can appear in the
interface to the service. The available data types are those that can be defined
in a business object.

Primitive data types: CrossWorlds does not support arrays of primitive data
types. Arrays of business objects are supported.

SOAP connector: The CrossWorlds SOAP connector does not provide security
credentials in the http SOAP message.

Password in the clear in CrossWorlds configuration file: The WSGenUtility in
this release of CrossWorlds produces the user ID and password in clear text in
the .cfg file. This is a Java™ properties file used by the proxy class that
WsGenUltility also generates. At this time, the information cannot be encrypted.

Business Object Designer: Using the CrossWorlds Business Object Designer, you
cannot create business objects that contain periods in their names. A solution is
to create the business object with an underscore in its name, export it to a file,
edit the file, replacing the underscore with a period, and then import the
modified file. This process is described in [Web Services Technical Referencel

Miscellaneous
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Non-repudiation: A non-repudiation log sufficient for legal purposes is not
supported in WebSphere Business Connection 1.1. Non-repudiation is proof that
a transaction occurred, or that you sent or received a message.

Correlation-ID design issue: WebSphere Business Connection business objects
do not have a correlation-ID field. This is needed for logging purposes and for
maintaining the context between CrossWorlds and WebSphere Gateway.



Notices

IBM may not offer the products, services, or features discussed in this document in
all countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user’s responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or program(s) described in this publication
at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

WebSphere Business Connection Lab Director
IBM RTP Laboratory

3039 Cornwallis Road

P.O. BOX 12195

© Copyright IBM Corp. 2002 7



Raleigh, NC 27709-2195
US.A

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement, or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples may include
the names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

All statements regarding IBM’s future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which
illustrates programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM for the purposes of developing, using, marketing, or distributing application
programs conforming to IBM’s application programming interfaces.

Programming interface information
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Programming interface information is intended to help you create application
software using this program.

General-use programming interfaces allow you to write application software that
obtain the services of this program’s tools.



However, this information may also contain diagnosis, modification, and tuning
information. Diagnosis, modification and tuning information is provided to help
you debug your application software.

Warning: Do not use this diagnosis, modification, and tuning information as a
programming interface because it is subject to change.

Trademarks and service marks

The following terms are trademarks of International Business Machines
Corporation in the United States, other countries, or both:

IBM

alphaWorks

AIX

CrossWorlds

DB2

DB2 OLAP Server
DB2 Universal Database
DeveloperWorks
MQSeries
SecureWay
WebSphere

Lotus is a trademark of International Business Machines Corporation and Lotus
Development Corporation in the United States, other countries, or both.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

MMX, Pentium and ProShare are trademarks of Intel Corporation in the United
States, other countries, or both.

Other company, product or service names may be trademarks or service marks of
others.
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