MQSeries SSL 5.3 Functional Demo on AIX and Linux

About this paper

This paper describes 

· installation MQSeries 5.3 on AIX and Linux

· installation Openssl software on AIX, software is used for obtaining certificates

· connection between two queue managers using SSL

· client connection using modified program amqscnxc.c from MQ samples, there were added lines for SSL support

This paper vas written by Vaclav Danhelka IBM Czech Republic.

Version 1.0
Introduction

I tested SSL between two queue managers, QMS with receiver server channel and QMC with sender client channel on servers wastests and wastestc with AIX 4.3.3. Client connection was tested from AIX and Linux to wastests server. I wanted to describe minimal configuration, therefore in the beginning without client authentication. I generated certificates using openssl software because it was easier for me then to use certificates from big certification companies (Verisign, Thawte…) I generated all data using openssl and imported it into key repository, although it was possible to use openssl in same method as with real certification authority.(generate CSR, sign it using CA, receive into key repository see 3.17). The best description of SSL support in MQSeries 5.3 is book WebSphere MQ Security, from MQ software distribution.

1. Software installation

1.1 MQSeries 5.3 on AIX

MQSeries 5.3 was installed using smitty install_latest. I installed software packages mqm.Client.Bnd, mqm.Server.Bnd, mqm.base.runtime, mqm.base.samples, mqm.base.sdk               , mqm.client.rte, mqm.java.rte, mqm.keyman.rte,  mqm.man.en_US.data, mqm.msg.en_US, mqm.server.rte. There is problem on AIX 4.3.3, that gsk6ikm program needs C++ Runtime version 5.0.2 and on newly installed AIX 4.3.3 there is lower version. With lower version  gsk6ikm writes error message The Java native library was not correctly loaded.  You can work only with a pure Java based key database but not a CMS key database. Therefore I  downloaded  ftp://techsupport.services.ibm.com/aix/fixes/v4/xlc/xlC.rte.5.0.2.1.bff  and ftp://techsupport.services.ibm.com/aix/fixes/v4/xlc/xlC.aix43.rte.5.0.2.7.bff and upgraded C++ Runtime using smitty update_latest to the higher version.

1.2 MQSeries 5.3 on Linux
I downloaded beta version on MQSeries 5.3 for Linux from http://www‑3.ibm.com/software/ts/mqseries/beta/WebSphereMQ53Beta.html. I use Linux distribution Redhat 7.3. MQSeries 5.3 (gsk6bas) requires dependences gcc3-3.0.4-1.i386.rpm, libgcc-3.0.4-1.i386.rpm, libstdc++3-3.0.4-1.i386.rpm, this software was downloaded from ftp server

updates.redhat.com directory /7.2/en/os/i386. All software was installed using rpm –i command. List of installed MQ software on my computer: 

MQSeriesRuntime-5.3.0-1

MQSeriesServer-5.3.0-1

MQSeriesMan-5.3.0-1

MQSeriesClient-5.3.0-1

MQSeriesSDK-5.3.0-1

MQSeriesKeyMan-5.3.0-1

MQSeriesSamples-5.3.0-1.

gsk6bas-6.0-3.15

I installed also MQSeries on Linux distribution Redhat 8.0. There was problem with gsk6bas package (SSL). Libraries and programs were not properly linked after installation, probably due to bug in rpm package manager, I fixed it by creating link ln ‑s /usr/local/ibm /ibm. gsk6bas package also requires libstdc++.so.3 library, therefore I downloaded libstdc++3-3.0.4-1.i386.rpm package from ftp server updates.redhat.com from directory /7.2/en/os/i386 and upgraded Redhat 8.0 libstdc++ package using  rpm –U command to the required package.

1.2 Openssl for AIX

Software was downloaded from http://www6.software.ibm.com/dl/aixtbx/aixtbx-p. Software is installed as rpm, therefore you need ftp://ftp.software.ibm.com/aix/freeSoftware/aixtoolbox/INSTALLP/ppc/rpm.rte. First of all install rpm command using smitty install_latest. Be patient, installation takes more time then usually. After it install openssl software using rpm –i openssl* from directory, containing openssl software. I installed openssl-0.9.6e-2 and openssl-doc-0.9.6e-2.

2 MQSeries configuration

Minimal SSL configuration needs 

on server – key repository with queue manager certificate and its signers certificate

on client – key repository with signers certificate same as for server (without client authentication).

Client authentication needs client certificate on client (+signer certificate if different signer)

All configuration was done as user mqm. 

2.1 Create queue managers QMS on server using  crtmqm QMS and QMC on client using

crtmqm QMC.
2.2 Start both queue managers using strmqm QMS and strmqm QMS
2.3 Create local queue on QMS
runmqsc QMS 

define ql(INPUTQ)

end 

2.4 Create receiver channel SSLCHAN on QMS without client authentication
runmqsc QMS 

define channel(SSLCHAN) chltype(RCVR) SSLCAUTH(OPTIONAL)+ SSLCIPH(TRIPLE_DES_SHA_US)

end
2.5 Create transmition queue on QMC  

runmqsc QMC 

define ql(TRQ) usage(XMITQ)

end
2.6 Create sender channel SSLCHAN on QMC, wastests is name of my server defined  in /etc/hosts

runmqsc QMC 

define channel(SSLCHAN) chltype(SDR) XMITQ(TRQ) +

CONNAME(wastests) TRPTYPE(TCP) +

SSLCIPH(TRIPLE_DES_SHA_US)

end
2.7 Define TCP connection on server

- add line into /etc/services

mqseries        1414/tcp
- add line into /etc/inetd.conf

mqseries stream tcp nowait  mqm /usr/mqm/bin/amqcrsta   amqcrsta -m QMS
- refresh inetd daemon

refresh –s inetd
3. Openssl, key repository configuration
you can find questions about openssl software on http://www.openssl.org/
All configuration was done as user mqm

3.1 Create random file for openssl using netstat -a >$HOME/.rnd
3.2 Add directory with openssl binary into PATH using 

export PATH=/opt/freeware/bin:$PATH
3.3 Create directory for Certification authority files 

mkdir /home/mqm/CA and 

cd /home/mqm/CA
3.4 Create certification authority  files, command output follows

$ /var/ssl/misc/CA.pl -newca
CA certificate filename (or enter to create)

Making CA certificate ...

Using configuration from /var/ssl/openssl.cnf

Generating a 1024 bit RSA private key

...............................++++++

....++++++

writing new private key to './demoCA/private/cakey.pem'

Enter PEM pass phrase: pwca
Verifying password - Enter PEM pass phrase: pwca
-----

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

-----

Country Name (2 letter code) [AU]:CZ
State or Province Name (full name) [Some-State]:Czech
Locality Name (eg, city) []:Praha
Organization Name (eg, company) [Internet Widgits Pty Ltd]:IBM
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:VeraCA
Email Address []:

3.5 Extend validity of CA certificate, without it issued certificates are not valid, because all certificates including CA certificates are valid for 365 days and CA validity doesn’t contain validity for issued certificates. Openssl asks for CA password in my case pwca.

cd /home/mqm/CA/demoCA

openssl x509 -in cacert.pem -days 1024 \

-out newca.pem -signkey private/cakey.pem

mv newca.pem cacert.pem
3.6 Generate private key+CSR for QMS

cd /home/mqm/CA/
/var/ssl/misc/CA.pl -newreq
Using configuration from /var/ssl/openssl.cnf

Generating a 1024 bit RSA private key

..++++++

.++++++

writing new private key to 'newreq.pem'

Enter PEM pass phrase: pwcert
Verifying password - Enter PEM pass phrase: pwcert
-----

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

-----

Country Name (2 letter code) [AU]:CZ
State or Province Name (full name) [Some-State]:Czech
Locality Name (eg, city) []:Praha
Organization Name (eg, company) [Internet Widgits Pty Ltd]:IBM
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:ibmwebspheremqQMS
Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem

3.7 Sign CSR
/var/ssl/misc/CA.pl -signreq
Using configuration from /var/ssl/openssl.cnf

Enter PEM pass phrase: pwca
Check that the request matches the signature

Signature ok

The Subjects Distinguished Name is as follows

countryName           :PRINTABLE:'CZ'

stateOrProvinceName   :PRINTABLE:'Czech'

localityName          :PRINTABLE:'Praha'

organizationName      :PRINTABLE:'IBM'

commonName            :PRINTABLE:'ibmwebspheremqQMS'

Certificate is to be certified until Sep 23 10:28:12 2003 GMT (365 days)

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem 

3.8 Convert certificate+key into p12 format

/var/ssl/misc/CA.pl -pkcs12 ibmwebspheremqQMS
Enter PEM pass phrase: pwcert
Enter Export Password: pwcert
Verifying password - Enter Export Password: pwexport
3.9 Create directories for key repository 

mkdir /home/mqm/CA/MQS

mkdir /home/mqm/CA/MQC
3.10 Start gsk6ikm for administering key repository snakeegg is my computer with X server

export JAVA_HOME=/usr/mqm/ssl/jre

export DISPLAY=snakeegg:0

gsk6ikm

3.11 Generate key repository for QMS, export created certificate into key repository

gsk6ikm
Key->New->Key database type->CMS

Location->/home/mqm/CA/MQS ...->OK

Password->pwkey

Stash to key (set) ...->OK

Personal Certificates->Import->Key file type->pkcs12

File name: newcert.p12

Location: /home/mqm/CA ...->OK

Password: pwexport

Warnig ->New trusted Signers certificate have been added ...->OK

Key->exit

3.12 Generate key repository for QMC, only import CA certificate
gsk6ikm
Key->New->Key database type->CMS

Location->/home/mqm/CA/MQC ...->OK

Password->pwkey

Signers Certificates->Add->Data type Base64-encoded ASCII data

Certificate file name: cacert.pem

Location: /home/mqm/CA/demoCA/ ...->OK

Enter a label: VeraCA

Key->exit

3.13 Copy key repository
cp /home/mqm/CA/MQC/* /var/mqm/qmgrs/QMC/ssl/
copy /home/mqm/CA/MQS/* to server computer to the directory /var/mqm/qmgrs/QMS/ssl/
using ftp

3.14 Restart queue managers, start channel, check errors 

(/var/mqm/qmgrs/QMC/errors, /var/mqm/qmgrs/QMS/errors)

(server computer)

endmqm –I QMS

strmqm QMS
(client computer)

endmqm –I QMC

strmqm QMC

runmqsc QMC

start channel(SSLCHAN)

display chstatus(SSLCHAN)
->   CHANNEL(SSLCHAN)                        XMITQ(TRQ)

->   CONNAME(WASTESTS)                       CURRENT

->   CHLTYPE(SDR)                            STATUS(RUNNING)
->   RQMNAME(QMS)

end

3.15 For client authentication change SSLCHAN channel on MQS to use client authentication (default value)

runmqsc QMS 

alter channel(SSLCHAN) chltype(RCVR) SSLCAUTH(REQUIRED)

end 

After channel restart on MQC, you can see errors in /var/mqm/qmgrs/QMC/errors/AMQERR01.LOG now, because client certificate was not used

09/23/02  15:34:46

AMQ9002: Channel program started.

EXPLANATION:

Channel program 'SSLCHAN' started.

ACTION:

None.

-------------------------------------------------------------------------------

09/23/02  15:34:51

AMQ9642: No SSL certificate for channel 'SSLCHAN'.

EXPLANATION:

The channel 'SSLCHAN' did not supply a certificate to use during SSL

handshaking, but a certificate is required by the remote queue manager. The

channel did not start.

ACTION:

Ensure that the key repository of the local queue manager has an SSL

certificate associated with it. Alternatively, if appropriate, change the

remote channel definition so that its SSLCAUTH attribute is set to OPTIONAL.

----- amqrfpta.c : 334 --------------------------------------------------------

09/23/02  15:34:51

AMQ9999: Channel program ended abnormally.

3.16 Generate client certificate, sign, import into key repository, same as 3.6-3.14
$ cd /home/mqm/CA
$ mv newcert* MQS/  # Save certificates for MQS

$ /var/ssl/misc/CA.pl -newreq
Using configuration from /var/ssl/openssl.cnf

Generating a 1024 bit RSA private key

.........++++++

................++++++

writing new private key to 'newreq.pem'

Enter PEM pass phrase: pwcert
Verifying password - Enter PEM pass phrase: pwcert
-----

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

-----

Country Name (2 letter code) [AU]:CZ
State or Province Name (full name) [Some-State]:Czech
Locality Name (eg, city) []:Praha
Organization Name (eg, company) [Internet Widgits Pty Ltd]:IBM
Organizational Unit Name (eg, section) []:Test 123
Common Name (eg, YOUR name) []:ibmwebspheremqQMC
Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem

$ /var/ssl/misc/CA.pl -signreq
Using configuration from /var/ssl/openssl.cnf

Enter PEM pass phrase: pwca
Check that the request matches the signature

Signature ok

The Subjects Distinguished Name is as follows

countryName           :PRINTABLE:'CZ'

stateOrProvinceName   :PRINTABLE:'Czech'

localityName          :PRINTABLE:'Praha'

organizationName      :PRINTABLE:'IBM'

organizationalUnitName:PRINTABLE:'Test 123'

commonName            :PRINTABLE:'ibmwebspheremqQMC'

Certificate is to be certified until Sep 23 13:43:28 2003 GMT (365 days)

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

$ /var/ssl/misc/CA.pl -signreq
$ /var/ssl/misc/CA.pl -pkcs12 ibmwebspheremqQMC
Enter PEM pass phrase: pwcert
Enter Export Password: pwexport
Verifying password - Enter Export Password: pwexport
Now certificate was imported into using gsk6ikm, restarted QMC queue manager and channel was started

runmqsc QMC

start channel(SSLCHAN)

display chstatus(SSLCHAN)
->   CHANNEL(SSLCHAN)                        XMITQ(TRQ)

->   CONNAME(WASTESTS)                       CURRENT

->   CHLTYPE(SDR)                            STATUS(RUNNING)
->   RQMNAME(QMS)

It is also possible to try SSLPEER field on server channel for client authentication, because field OU=Test 123 was entered in client certificate.

runmqsc QMS

alter channel(SSLCHAN) chltype(rcvr) SSLPEER('OU=Test*')  OK

alter channel(SSLCHAN) chltype(rcvr) SSLPEER('OU=Test')   Error on MQC

3.17 Using openssl only for signing certificate.

gsk6ikm
Key->New->Key database type->CMS

Location->/home/mqm/CA/test ...->OK

Password->pwkey

Personal Certificates Requests->New

Key Label->ibmwebspheremqtest

Common Name->ibmwebspheremqtest

Organization->IBM

Loality->Praha

State->Czech

Country->CZ

Enter the name of file in which to store the certification request:

/home/mqm/CA/test/certreq.arm

...->OK

exit

Sign certificate with openssl

$ cd /home/mqm/CA/test
$ cp certreq.arm /home/mqm/CA
$ cd /home/mqm/CA
$ /var/ssl/misc/CA.pl -signreq
Using configuration from /var/ssl/openssl.cnf

Enter PEM pass phrase: pwca
Check that the request matches the signature

Signature ok

The Subjects Distinguished Name is as follows

countryName           :PRINTABLE:'CZ'

stateOrProvinceName   :PRINTABLE:'Czech'

localityName          :PRINTABLE:'Praha'

organizationName      :PRINTABLE:'IBM'

commonName            :PRINTABLE:'ibmwebspheremqtest'

Certificate is to be certified until Sep 24 10:31:16 2003 GMT (365 days)

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

$ openssl x509 -outform PEM -in newcert.pem -out newcert.arm
gsk6ikm
Key->Open->Key database type->CMS

Location->/home/mqm/CA/test ...->OK

Password->pwkey ...->OK

Signers Certificates->Add->Data type Base64-encoded ASCII data

Certificate file name: cacert.pem

Location: /home/mqm/CA/demoCA/ ...->OK

Enter a label: VeraCA

Personal certificates->Receive

Base64-encoded ASCII data

Certification file name: newcert.arm

Location: /home/mqm/CA/ ...->OK

Exit

4. Client connection

4.1 I modified and compiled example program amqscnxc.c to use SSL authentication.

Program was compiled on AIX with command

cc -lmqic -o amqscnxc amqscnxc.c
and on Linux with 

cc -lmqic_r -o amqscnxc amqscnxc.c
 4.2 New server connection channel with SSL was defined on QMS
runmqsc QMS 

define channel(SRVSSL) chltype(SVRCONN) SSLCIPH(TRIPLE_DES_SHA_US)

end
4.3 New client certificate was created, signed and imported into new key repository, key repository was copied into directory /var/mqm/ssl

$ mkdir user
$ mv newcert* MQC/
$ /var/ssl/misc/CA.pl -newreq
Using configuration from /var/ssl/openssl.cnf

Generating a 1024 bit RSA private key

.................................................++++++

.................................................................................++++++

writing new private key to 'newreq.pem'

Enter PEM pass phrase: pwcert
Verifying password - Enter PEM pass phrase: pwcert
-----

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

-----

Country Name (2 letter code) [AU]:CZ
State or Province Name (full name) [Some-State]:Czech
Locality Name (eg, city) []:Praha
Organization Name (eg, company) [Internet Widgits Pty Ltd]:IBM
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:ibmwebspheremqmqm
Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem

$ /var/ssl/misc/CA.pl -signreq
Using configuration from /var/ssl/openssl.cnf

Enter PEM pass phrase: pwca
Check that the request matches the signature

Signature ok

The Subjects Distinguished Name is as follows

countryName           :PRINTABLE:'CZ'

stateOrProvinceName   :PRINTABLE:'Czech'

localityName          :PRINTABLE:'Praha'

organizationName      :PRINTABLE:'IBM'

commonName            :PRINTABLE:'ibmwebspheremqmqm'

Certificate is to be certified until Sep 23 14:37:11 2003 GMT (365 days)

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

$ /var/ssl/misc/CA.pl -pkcs12 ibmwebspheremqmqm
Enter PEM pass phrase: pwcert
Enter Export Password: pwcert
Verifying password - Enter Export Password: pwexport
$

4.4 Program was run …
$ ./amqscnxc -x wastests -c SRVSSL QMS
Sample AMQSCNXC start

Connecting to queue manager QMS

using the server connection channel SRVSSL

on connection name wastests.

Connection established to queue manager QMS                                     

Sample AMQSCNXC end

$

