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Who are Codan & TryggHansa

Our history with Consul - until now

Platforms and setup

Sarbanes Oxley demands

Daily business

Creating new reports

Future
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« Codan is the 3rd. largest insurancecompany in Denmark

* TryggHansa is also the 3rd. largest in Sweden

« Total of 6400 employees.
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1998 - Codan bought the first Consul product.
1999 - Codan started with Consul Enterprice.
End 1999 - Starting to monitor Windows and AlX.
During 2004 and 2005 - More platforms.

2005 - Sabanes Oxley Module / Sox reports.
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Windows

g1,

SQL AS400

SAP1

Remote Eventsource

Backup Server

Platforms and Setup

Consul Server—- PCEAO01

Agents installed

Lotus Notes TAM DMz

Unix1
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* Do you have a policy ?

« Doyouuseit?

« Can you prove it ?
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* Daily control and reports
e Policies and sensitive data
e Alerts.

* Investigation.




Mail from the server.
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excerpts@codan._dk Ti

JezperJohanzenixnesCodan/DF@Codan,

baw_IT-SikkerhediCadan/DK@Cadan

03-05-2007 06:44 i

Besvar venligst til

box_|T-SecuritfCodaniDK@EC
odan Emne |Excerptof SELFAUDIT@EFPRORADE

start 1\ 1ew

General Event Model Databases
Daiahase Status Loading date

AGCGRDE

ADDON AT (41 Database loaded successfully ti maj 08 2007 00:30:00 GLIT+HIZ:00

ADFILESERYER (41 Database loaded successfully ma muag 07 2007 17:30:00 GLITHZ:00

Conient

WIYEA (0EF300), MVEE (0532390, SETHCIV]
(O3/400), SETHMOT] (087400,
SRVO01DADKEPFI0] (Windows),
SRVO01DASEVI01DS (Windows),
SREVO01DASEVI01DE (Windows),
Sumunatized From Where Location (054400,
37400, Oi3F390, O3/390, 035400, O3/400),
26308 (AL, 000 (3AF RA3)
ADEPOINDESPDCO] (Windows),
ADEPOINDESPDCO2 (Windows),
ADFPOINSESPDCOL (Windowrs),
ADEPOINSESPDCOZ (Windows)
SRVO01DAV (Windowrs),
SRVO01DADESPFI0] (Windows),
SEVO01DADESPFI02 (Windows),
SREVO01DAPFILOL (Windows),
SEVONIDASEVI01DH (Windows),
SEVONIDASEVIOIDE (Windows),
SEVO01DASEVI0IDA (Windows),
SEVO0IDASEVI0IDS (Windows),
SRVO0IDASEVI01DE (Windowrs),
SRVO0IDASEVI01DT (Windows),
SRVO0IDASEVI01DE (Windows)

-
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InSight server <pceall@codan.dk> Til | box_T-Sikkerhed/CodanDE@Cadan
07-05-2007 09:06 -
beo
Emne [S0x repors for ADDomain

14-Faled logn atternpts (Top 257 (ADDOIATR

See attached file report0.pdf

12 and 11-Detection of atterapt to delete, modify or amend audit tradls (ADDORATED

See attached file report].pdf

Creation of administrater, root or super user account CADDON AT

See attached file report2 pdf

15-Tse of privileged users and Administrators (ADDORATH

See attached file report3 pdf

16-Swstematic atterapts to breach password secunty. (CADDORIATH

See attached file reportd pdf

ERERENERENE

iepoitl pdf repoit] pdl repon2 pdl epot3 pdf repoitd pdl reponS pdi
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Dashboard  Trend Repg List-:\FF!.c:II:Irlgs Groups  Seltings Regulations Log off
_ 1
EPRURADE » ADdoman » Reports

ik

|

My reports = Add custom report Export custom reports

¥ Codan Sox Reports
Title Degcription Action
2-Pezzword reset on Windows Who has resetted s pesswoed. Z 3
10-Login out of office howrs: S0K: 8953 Shows allogn attempis oulzide office hours .-_-f ]
11-Chanees to securityfaudt andio loaging SO §12,9.2.4,9.2 7 This reports showes al madification 1o the sudipelicy by loeation and uid 48
1 2Detection of attespd to delete or smend sudt trellz 0% §10.4.3. This reports shows al attempts to delete the audt tral by locstion smd uld. i ] —
13-Creationienabing of user accounts outside normal praclice SOK 592437 This reports shows all attempis to cresteienable wser accourts by time, looation snd uid. 28
1d-Failed login altempls - voing SCcess 1o sensilive resources S0¥ E95.3, Fejlved logan 28
15:Liza of privieged w2ers and Administrators S0X 5353 Priviigarace brugara og adminiztratorer. el ]
16-Systematic sttempiz bo breach password securty, SOX §3.5.3. Showes stizmpts to obfen pazswords outside the normal sutharizetion AR, 248
17 Detection of usersystemactivity incl, Falled access bo sensfive dals | 00 508, 96 2. Faliee access pd lodrolie dats 28
;rﬁw[ﬁfﬂ:&zf N L o £9.53. Shawes al falled login attesnpes of the sdministrators or privieged users ld el ]
19-Changes to spachied files SO¥ £36 962, Forseg pd ot sencre i Fortrolge data - Succezzfaiure Ef ]
20-Creation of adminsirater, root or super user accourt SOM §9.2.4, 9.7, Creaton or deleion of adminisirator accounts =@
21 -Hwike rapporter & der blevel sel pd 7 Wirker kun pd databssen SELFALIDT i ]
9g-Report on sanztive data in RACFLonly success) Supccesstul access to senstive defa in RACF =3
99-Fortraige data - rapparl SOW 596,962, Forsea pi adgang §il forfrolige data ='W




ROYAL & b~

IVleW - COdan SOX RepOrtS — 7\ SUNALLIANCE
L i @ & W e 4 A consul

Dashboard Sun;llnarj,r Reports  Policies  Groups  Seitings Regulations Log off

EPRORADE » ADdomain » Regulstions Resource Certer » Sarhanes Oxley

Sarbanes Oxley Regulation Reports

Sarbanes Oxley
Title

Zarhanes Oxley (02 Pazzword reset on windovws
Sarhanes Oxley (100 Fireswall Logons
Sarbanes COxley (12112 and 11-Detection of attempt to delete, modify or amend audit trails
Sarbanes Cxley (14) 14-Failed login sttempts (Top 25)
Sarhanes Oxley (13) 15-Use of privileged uzers and Administratars
Sarhanes Cxley (16) 16-Systematic sttempts to breach password security.
Sarbanes Cxley (17 Detection of uzetfzystemactivity incl. Access to zenstive data
Sarhanes Cxley (200 Creation of administrator, root or super uzer account
Sarhanes Cxley (22) Use of root account on Unix platforms.

Sarbanes Cxdey (1000 Modifications made to the alert rules

Zarhanes Cxley (101) Modifications made to the policies rules
Sarbanes Oxley (FFIEC 1.1.1.4) Security Palicy repart
Sarbanes Oxley (FFIEC 1.3.1.1) Clazsification

Description
S0X & 7 Pazzword reset on windows
Connection to the Codan Intranet through the Fireswall
S0¥ §10.4 3. Thiz reports shows all sttempt= to delete or modify the audit trail.
S0OX 8953 Fejl ved logon
S0X §9.5 3. Priviigerede brugere ag administratorer.
S0X §9.5 3. Shows attempts to obtain passvwords outzide the normal autharization AP
SOM 896, 962 Access to senstive data
S0x 8824 9.7 Crestion or deletion of administrator accounts
Privilege User Monitoring on Unix platforms.
Detection of alert modifications and deletion.
Detection of policies modifications and deletion.
Currert, active security palicy.

Azzetz defined to the system.
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|(P) Elle EAIt Wiew =yee Datsbase Policy Grouping fviec Tools User wandow Help

J o C }J o e Raste I gtk Find E Eroperties o xDelete Wer Lindo 00w Bedo | 0 Fefreen
"_Z.ji" _. [ MevrGroups.,, =g New Condition =% Mew Reoinemens J AR R = G (=
%% rauping ntnk_group: F-nlml:
- [=1-TP} 20 september 200 18:17:28
ﬁ: [+ BCCEEEMIATSgE]
] ﬁ Adrinidrstoms [S0] [+ i
E = W not Spstemn acoounks E BCComtrodS A,
#F-= % not Systemn accounts [+ cea
(#]-= Din=Admins rat Syskem sccaunts [+ darmmo_5
=l-= Erntaipise Sdimed nol Syatem accourils [+ - Fiiehwfall-1
F-=  Doman Admiees ol Sestam accoet: I+ it
[E= MetaFrameddmin nat Spzhem accounts E it
=¥ Machine accounts [10) I+ MSSOL
+-= % B nk
POEe= ANOMYMOUS Py K3 _arouse
| Ee= AMOMYTMOUS = n_group
= ﬂ Syabern accountz [10] E arasle
| Ee= ADEPDTNWAELITADMW I+ as390
== ADEFINYI1ADMAET I+ o:400
=l-= ADEPISE_NT_TrOL + apid
o= ADEFIYSMSSERVICE E sphink
E= HT AUTHORITYWSYSTEM E spslag
=4 Abdmirdstrabors [90) 02y global_group
== %W nol Spdem accourds
#-= W' nol Spstem acoounhs
El= Dnafdming ok Syaten accounts
#= Ertesprse Admie not System acoouts
=l-= Doman &dmins not Spstem aooounts
(== MelsFramaddmn nol Seslem accounls
= @ et
@ wren
=l Where
= @ O hat
Ay Fules
l__ﬁ “who [2 vha [& when |l whes | Bl Onwhat | =1 whesFiom | [5> wheeTo | [l Description |

*




Sensitive data

InSight Management Console - [Z0. september Z006 18:17:Z28 (Read only)]
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@ Eile Edit Wiew Zvsiermn CDatabase Policy Grouping Hules Tools User Window Help - 8 Xx
% cut By copy g Baste | I g Eind 7 Broperties... < Delete &) Undo w Bedo 27 Refresh
_] II (2 Mew Group.., =5 ey Condition 2. MHew Bequirement | J 2. Mew Rule B2 Hidden I
i, IGrouping ntAE3 groups: Folicy:
EI--% k.3 _groups |E= EI@I 20. zeptember 2006 18:17:28
% =R o - accessmanager
; AfdD 4éktuar (10) i
3 AFJDEE «tregn [10] BrCContralSa,
AfdDE0koled (10) cea
AfdDER evizion [10] darmino_5
Q afdd85kadekons [10] Firehw/all-1
Fr— AppDGhinfde (10) iz
® Appdiwinfde [10] e
——— FrkPCadmin (10) Jleoect MESEL
@; GGDepMordicCareS T (10) nt
GGDepkardicCGALC [10)] % K.3_groups
= GGDepMardicDirRizk S oxdudit (10] % nt_group
ﬁ GGDepkardicHR Stilvurd [10] aracle
GGDepMardicHRStvurdRO [10] os330
GGEDepM ordich ordiskOlko [10] ozd00
GGDepMardicOkoFPAafdeling [10)] saprl
GGEDepM ordicOkoFPaledelze (10] =phnt
GGDepMordicOkolmpairment [10] zpslog
GGDepM ordicOkoPhA0 [10] % global_group
GGDepMordicPrgstens (10)]
GGDepM ordicPritMonaco [10]
GGDepPriCarezkade [10)]
GGDepPriGRM [10]
GGDepPrilronH awk [10]
GGDepPrl TMFTeam35 (10)
GGDepPrikvalitetzzikring [10]
pridSa.gt2499 (10)
Prid&szhama [10)
PridSBprpers [10]
PridSBprulyk. [10]
pridSEMEA, [(10] _ﬂ
Folicy Rules:
I ﬁ Who I ? i hat I @ When I E Where I Orafhat I -] WhereFrom I QD WhereTo I @ D escriphion I =
| @ Suicham arcn 14 SERTEMRE ;Il
Palicy I Attention I

| Feady

igstart”J [

g I"_:,.E] |J Q.My Compuker Illr:ﬁ InSight Management ...

|PCEADT [CEARDOT [31-10-2006 [12:47

ERL R 24
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| Myt mermo || svar + || svar il alle = || videresend = || Stet || Mappe = || kopier til my = || chat = || verkte) ~

INSIGHT@CODAN.DK Til box_IT-SikkerhediCodan/DECodan

0§-05-2007 07:40 o3

Besvarwvenligzt til
INSIGHT@ECODARN.DE,

beo
Ernne |60 InSight &lerts occurred. Paximum Severity: 90

Information abhout the events:
The following event is & Policy Exception [90]:
When: UTC+0/CE3IT Z007-5-7 Z1:36:38
PeriodGroups=[Week Ewvenings:10]
What: Read:File/3uccess
EventGroups=[User Actions - File:1l0O]
Where: HMV3A
PlatformGroups=[0other FPlatforms:10]
Who: DMGINIE (DMGINIE)
SourceGroups=[Users:10]
Fromwm Where: MNV3L
On What: DATASET:PROOGS/PRO.3IMICIC.OPEALD
ChijectGroups=[2ensitive Data:90]

The following ewvent is & Policy Exception [90]:
When: UTC+0/CEIT 2007-5-7 Z1:36:38
PeriodGroups=[Week Ewvenings:10]
What: Read:File/3uccess
EventGroups=[User Actions - File:10]
There: MWV3A
FlatformGroups=[0ther Platforms:10]
Who: DMGINIE (DHGINIE)
FourceGsroups=[Users: 10]
Frow Where: MWV3A
On What: DATASET:PROOGS/PRO,ZMICIC,OPELLD
Chijecteroups=[3ensitive Data:20]
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[Nm Mmema ] [ Svar '] [ Svar il alle '] [Uideresend '] [ Slet] [ flappe 'l [ kapier il ny '] [ Chat '] [Ueerktﬁj ']

INSIGHT@CODAN.DK Til | box_[T-SikkethediCodanDEECodan
07-05-2007 19:06 o
Besvarvenligst til i
IMEIGHT@RCODAN. D
Emne |4 InSight Alerts occurred. Maximum Severity: 80,

Information asbout the events:
The following event is a Policy Exception [90]:
When: UTC+Z/Romsnce Daylight Time 2007-5-7 16:54:58

PeriodGroups=[0ffice Hours:10]

What: Open:File/Success

EventGroups=[Modifylecess: 50, Readleces:10, User letions - File:l10]
Where: SEVOO1DEY, SRVOO1DS

FlatformGroups=[{0Other Platforms:10]

Who: ADEPO1YVIPSE (Salling, Per)

JourceGroups=[Go-Adm-LA11Employees: 10, GG-Adm-WirelessUsers: 10, oG-Dep-NordicCarefaellesGemensam: 10,
GG-Dep-NordicErhwervCMi10, GG-Dep-NordicErhvervEksempler:10, GG-Los-D7-Howe:10, Prj dS Sprogprojekt:l10, WampyrSamilWiTsers
prj di Ass lister:10, prj db Erh-kundelev:10, prj d5 Erbwervialg:10, prj d5 ErbvervUW:10, prj d5 Kundekowo: 10,
pri di Salgl:10]

From Where: SRVOO01DSY3RVOO1DS

On What: FILE:%srvO01d5he)nordich pritasterixh ledningsgruppamétens *
OhjectGroups=[Priisterix:90, Zensitive Data:90]

Eventoount=13

-




ROYAL & b~

Investigation - on request A SUNALLIANCE

* \What to look for ?

* |s the data online available ?

* Look at the reports - pdf-files.
 Make data available, at the server.
* Run at new load to a free database.
» Use lview to see data - in details.




How to create new reports in lview 2245
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/23 Custom Report for Database Motes on Server EPRORADE - Microsoft Internet Explorer

] 3 B

|.'#'r ﬁ

Filer  Rediger Vis Foretrukne  Funktioner  Hjzelp

@Tilbage - -J - \ﬂ @ _:] /__) SEig “:;n'\'( Foretrukne €‘3| < - :ﬁ W - _J ﬂ 3

Adresse I@ hktp: f{pceand fiview minet, dilf? LI [et:] | Links **

1 1 £ 4 s . !

| » ; i G =
© & & 7 = A 2 consul €
Dashboard Trends Reports Policies Groups Settings Regulations Log off

EPRORADE » Motes = Custom Report

Custom Report for Database Notes on Server EPRORADB

Step 2 of 5: Select Columns

4+ Previous MNext »

Select the column name=s and the order of the columns. Click the right arrow to move to the next step.

IE\rent time zone LI
Columni Columni Columnz Columni Column4 Columns Columné
IWhen tirme =l IWhat triplet =l IWhere field =l IWhD logonid =l IWhD group =l IWherefrom field | IonWhat triplet =] J
YWhen gquarter
Wwhen group

YWherefrom field
YWherefrom group
YWhereto field
YWhereto group
YWhere type
Wherefrom type
YWhereto type
Maone -

4] | v
[&] udFart I_ ’_ ’_ I_ ’_ [&3 Local intranet i
”ngningvl[%G}|nutgﬁgurerv\ - ] ‘|&vévév_ E.el

[ Dias 9 af 15 [ Mordisk DK, pat [EE

iﬁstartl | @ 32 ¥ (B | @ cop... | @ wordi... | @ierian ... | fow Enter... | 38 Micro... | B Micro... | [ Micra... [[&] custo.. Eyen.. | 20a-c.. | | |E§%Q1%-&@€§pﬂ 13:21

CJum|d

-
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File Edit Format Help

[pearl]
colunhs = "sybzet avents, Y
detail who, "
detail what, "
detail where, i
count events (Z5)"
conditions = "condition{eventtypesLogon Failures, Pemote Logon Failures)"

requlation=sarbox

paragraph = 14
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L

Dashboard Summary Reporis Policies  Groups  Settings Regulations Log off
EPRORADE » ADfieserver » Requiations Resource Center » Sarbanes Oxley » 14-Failed login attempts (Top 25)

» Online Help

14-Failed login attempts (Top 25) EMu e
Database ADfileserver on Server EPRORADB
ot ¥ Usage Help
up:
) Possible attempts to
Month Day Year Hour  Min. crack passwords
Starttime |oktober = 31 =] {2006 =] |17 =] |30 =] ¥ Detail Help
Endtime [noverber =) [1 x| [2006 =] [17 =] [0 = Paragraph 14
- ; Reset ¥ Data Selection
iecute ese
This report is based on
following groups:
Time zone: | Event time zone j Logon Fires
Who (detail) = What (detall) = Where (detail " | Events Rl FR‘?l'“me Logan
glilres
Ya_nt_tival Logon ; User ! Failure SRYOM DSDKSPFS0 MAindoves) 7459

Ekman, Fatima Logon ; User ! Failure SRYO0 DSDKSPFS02 MAindoves) 12
Shrbacken, Fredrik Logon: User fFailure SRYO01 DSIDKSPES02 (Wincdowes) 12

Heszelkilde, Kirsten Logon : User fFailure SRYO01 DSDKSPES02 (Wincdowes) 12
¢ el v

-
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L | @ %5 W % | A consul

Dashboard Sun;ﬁmry Reports  Policies  Groups  Setlings Regulaﬁuns Log off

EPRORADE » aDfileserver » Regulstions Resource Center » Sarbanes Oxley » 14-Failed login sttempts (Top 23) » Bvents (SEAVO01DSDKSPES02 (Windows), EKman, Fatima, Logon : User | Failure)

14-Failed login attempts (Top 25) : Events (SRV001D5\DKSPFS02 (Windows), » Online Help
Ekman, Fatima, Logon : User / Failure) & 4 eE
Database ADfileserver on Server EPRORADB ¥ Usage Help

Possible attempts to
crack passwords

Setup:
Month Day Year Hour  Min. ¥ Detail Help
starttime | oktober v {31 x| [2006 ~| [17 =] [30 =] Paragraph 14
End time Inwemher j |1 j IQDDE j |1‘;' j ||] j ¥ Data Selection
This report is based on th
Execute Reset following groups:
Logon Faiures,
Time zone: |Event time zane j Wwhat Remaote Logon
AT av| aF | AT AT T /Y where | AT AT AT Failures
T Date ! 8 What Where Who from On what Where to
Time (detail} (detail) (detail} ) (detail) (detail)
(detail)
on noy 01 2006 . SRYOOTDS SENMOO1DS . SRENMOO1DS
3 07 47:01 1 ;‘;ﬂfg Ul pksprs: Ekman, Fatina  \SEWO3055 ESESPEM o DKSPFS02
GhT+01:00 MAvindowes) MAinComes) vindoves)
on noy 01 2006 . SREYOO DS SENMOOTDS . SREYOO1DS
3 07:47:02 1 ;‘;ﬂfg Ul pksprs Ekman, Fatima  \SEWD3055 ESESPTDEM o DKSPFS02
GhiT+01:00 Mindowes) MAindomes)) Cindowes)
on noy 01 2006 . SRYOOT DS SENVOOTDS . SRENVOO1DS
3 07-47:02 1 #;Eﬁg “Userd hksprson Ekman, Fatima  1SEWO3055 ESESPTDEM el DHSPFS02
GMWT+01:00 (vincoves) (incioses) (vincoves)
on nov 01 2006 SRVO01D5 SRYO01D5 . SRVO01D5

3 07-47:02 1 Logon:Users .\ cprano Ekman, Fatima  1SEWD305S =T=lt DHSPFS02
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» Get log-data from Balta
 Install new version of lview




