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Codan & TryggHansa. R

« (Codan is the 3rd. largest insurancecompany in Denmark

« TryggHansa is also the 3rd. largest in Sweden

« Total of 6000 employees.




History with Consul. e

1998 - Codan bought the first Consul product.

1999 - Codan started with Consul Enterprice.
End 1999 - Starting to monitor Windows and AlX.
During 2004 and 2005 - More platforms.

2005 - Sabanes Oxley Module / Sox reports.




Platforms and Setup

Remote Eventsource

Backup Server

Consul Server — PCEAO1

!

Agents installed

RACF

Unix1

SAP1

(&
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Sarbanes Oxley. B TG

* Do you have a policy ?

« Doyouuseit?

« Can you prove it ?




Daily business. R T

» Daily control and reports
e Policies and sensitive data
» Alerts.

* Investigation.
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Mail - Codan Sox Reports SOATTANGE

[Nvt mermo ] [ Svar v] [ Svar til alle '][videresend '] [ Mappe v] [ kopier til n\,r"] [ Chat'][VEerktﬁj v]

InSight server <pceall@codan.dk> Til | bow_IT-SikkerhediCodan/DK&Codan
07-05-2007 09:06 P
bieo
Emne |50 repors for aDDomain

14-Failed logn atterapts (Top 230 (ADDORATI

Zee attached file report0 pdf

12 and 11-Dretection of atternpt to delete, modify or amend audit trals (ADDONATH

See attached file report] pdf

Creation of administrator, root or super user account (ADDOR AT

Zee attached file report2 pdf

15-TTse of privileged users and Administrators (ADD ORI AT

Zee attached file report3 pdf

16-Systematic attempts to breach password security, (ADDORLATID

See attached file reportd pdf

reportl.pdf repont] pdf report? pdl repon3pdf repoitd pdl  repontS, pdi
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Dashboard Trends me Groups  Seltings Reguiations Log off

E LiEansn » Haprts
£
M',l' repnns Add cuslom report Export custom reports il
¥ Cordan Sox Reports
Tvpe Title D iption Rition
E 02Pe=zveord resst on VWindows Wiho has resetted & pacgword 'R
Ej A0-Login oot of office hours 20N §8.5.3 Shows allogn atbernplz ouiewle office howrs 'a
E 11-Change o securitysudt andior 10G0ing SOW 512,924 827 Ths repons shiws &l modifcation 1o e sudBpoicy by locabon and wid '
E 12Dwtection of atbempl to debade or emend audt treie S0K 510.4.5. The regorts showe ol altempls to delete the sudk tresl by location and wd i | -
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E 18-Changes to specied files B0K 586, 962, Foreeg pd at eencre | Forroige dats - Successitiure '?
E 20-Creation of admirstrator, oot or super user scoourt S0X 8824 97 Cresion or delefion of acminisirator sccounts '®
E 21 ik rappoter & er biavel 2ol pd 7 ikt ki ph databasen SELFALIDIT .
E 9B-Faport on senztve dete in RACF (only success) Suceessl accozs o sensbve dete in RACF & |
5 '8

99-Fortrolge data - rappor SOK 886, 96.2 Forseg pb adgang il forfrolige data
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Dashboard Summary Reports Policies Groups  Setlings Regulations Log off

EFRORADE & ADdomain » Regulstion: Resource Center » Sarhanes Oxley

Sarbanes Oxley Regulation Reports

Sarbanes Oxley
Title

Zarbanes Oxley (02) Pazsword resat on windows
Sarbanes Oxley (107 Firewall Logons
Sarbanes Oxley (12112 and 11-Detection of sttempt to delete, modify or amend audit trails
Sarbanes Oxley (14) 14-Failed login attempts (Top 25)
Sarbanes Oxley (13) 15-Use of privieged users and Administrators
Sarbanes Oxley (16) 16-Systematic attempts to breach passward security.
Sarbanes Oxley (17) Detection of userizystemactivity incl, Access to sensitive data
Sarbanes Oxley (207 Creation of administrator, rodt o super user account
Sarbanes Oxley (22) Use of roat accourt on Unix platfarms

Sarbanes Ouxley (100 Modificstions made to the alert rules

Zarbanes Cxley (101) Modifications made to the policies rules
Sarbanes Oxley (FRIEC 1.1.1 4) Security Policy repart
Sarbanes Oxley (FFIEC 1.3.1 1) Classification

Description
S0 & 7 Pazeword resat on windows
Connection to the Codan Intranet through the Firesseall
SOX 8104.3, Thiz reports shows all aftempts 1o delete or modify the audit trail.
SOX 8953 Fajl ved logan
S0 9.5 3 Priviligerade brugere of administratorer .
S0X §9.5.3. Shows attempts to obtain passeaards autside the normal authorization AP
SOX. €98 962 Access fo sensilive data
SOX 8324 97 Creation or deletion of administrator accounts
Privilege User Maonitoring on Unix phetfarms
Detection of alert modifications and deletion.
Detection of palicies modifications and deletion.
Current, active security policy,
Azzets defined to the system
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nSight Management Console - [Z0. september Z006 18:17:28 (Read only)]
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Alerts
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INSIGHT@CODAN_DK

03-05-2007 0740

Bezvarwenligst til
IMSIGHT@ECODAN. D,

Til
oo
beco

Emne

box_IT-SikkerhediCodan/DEE Codan

B0 InSight Alerts occurred. Maxirmurm Severity: 90,

Information about the events:
The following event is & Folicy Exception [20]:
When: UTC+0/CEST Z2007-5-7 21:36:38
PeriodGroups=[Week Evenings:10]
What: Read:File/3Iuccess
Eventsroups=[User Actions - File:10]
WThere: MJV3A4A
Platformzroups=[0ther Flatforms:10]
Who: DMGINIE (DMGIMNIE)
SourceGroups=[Users:10]
Fromwm Where: MWVSL
On What: DATASET:PROOGS/PRO.IMICIC.OPEALLD
ChijectGroups=[23ensitive Data:290]

The following event is & Policy Exception [20]:
When: UTC+0/CEST 2007-5-7 21:36:38
PeriodGroups=[Week Evenings:10]
What: FRead:File/3uccess
EventGroups=[User Actions - File:10]
There: MV3L
FlatformGroups=[Other FPlatforms:10]
Who: DMGINIE (DHGINIE)
Jourcesroups=[Users: 10]
From Where: MNV3A
On What: DATASET:PROOGS/PRO.ZMICIC.OPELLD
Chijecteroups=[3ensitive Data:20]
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e v~ o - sersen [ -t s -

INSIGHT@CODAN DK Ti | box |T-BikkerhedCodan/DE@Codan
07-05-2007 19:06 o
Besvar venligst bl "
INSIGHT@CODAN. DK, -
Ernne |3 InSight Alerts occurred Maximum Seventy, 30

Informat ion about the events:
The following e=vent 12 & Policy Exception [90]:
When: UTC4+2/Rowence Daylight Time 2007-5-7 16:54:58

PericdGroups=[0ffice Hours:10]

What: Open:File/Success

EveatGroupa=[ModifyAccess:50, Readlicces:10, User lctions - File:l0]
Fiere: SPO ... aa

PlatformGroups=[Other Placforma:10]

Who: ADEPO1\XPSE (Salling, Per)

SourceGroups=[ GG- Ldw-A41 1Emp loyees: 10, GG-iddw~-WirelessUsers:10, GG-Dep-lordicCarefaellesGemenssm: 10,
GG-Dep-NordicErhvervCM: 10, GG-Dep-NordicErhvervEksempler:ll, GG-Los-D7-Home:10, Prj_d5 Sprogprojekt:10, WampyrSamiViillsers
pri_d5_hes lister:10, prj_d5 Erh-kundelev:l0, prj_dS ErhwvervSalg:10, prj_dS EchvervUi:10, prj _dS Kundekowm: 10,
pr) d5 Salgl:10]

From There; 3RVO. ... 7. . .
On What: FILE:\sevli_.., ., cee.__ ;.. \Bsterix) ledningsgruppsmbten/ *

thjectGroups=[Prjksterin:50, Jensitive Data:90]
Cventoount=13




Investigation - on request s

* What to look for ?

* |s the data online available ?

 Look at the reports - pdf-files.

» Make data available, at the server.
* Run at new load to a free database.
» Use lview to see data - in detalils.




How to create new reports in lview
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2} Custom Report for Database Motes on Server EPRORADE - Microsoft Internet Explorer = 0] 2§ B
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Dashboard Trends Reports Policies Groups Settings Regulations Log off
Motes = Custorm Repart
Custom Report for Database Notes on Server EPRORADB
Step 2 of 5: Select Columns
+ Previous Mext »
Select the column names and the order of the columns. Click the right arrow to mowve to the next step.
|Event time zone LI
Columni Columnt Column2 Columnd Columnd Columns Columng
|When time ﬂ |what triplet ;I i\p"u"here field :I | Who logonid :I |Wh0 group ﬂ |wherefrom field :I InnWhat triplet ﬂ
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When guarter
When group
Wherefram field
Wherefraom group
Whereto field
Whereto group
Where type
Wherefrom type
Whereto type =
Mo ne b
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Teaning ~ | [; Bitghigrer + ., w L1 OO 2 4l D 2-A == B @
Dias & af 15 Mardisk DK pot O
@istat| | & = 3% ¥ (3 g con.., | (Cimordi., | (Tierien ... | B Enter.. | 3% Miero... | B¥Micre... | Eimico... |[£] custe. Eitwen.. | 20a-c... | AN D™ 13
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Pearl reports R T

File Edit Format Help

[pearl]
colunts = "subzet ewvents, !
detail whao, !
detail what, !
detail where, y
count ewvents(Z5)"
conditions = "condition{eventtypes=Logon Failures, Pemote Logon Failures)"

requlation=sarbox
paragraph = 14




Pearl report - in lview R T

L 1: 7 . ‘, ¥ A g consul

Dashboard Surﬁrrmr,r Reports Poliies Gooups  Setlings Re-aulatmms Log off

EPRORADE » ADfiegsrver » Ragulstions Resouce Center » Sarbanss Criey » 14-Failled login attempts (Top 25)

14-Failed login attempts (Top 29) g o i
Database ADfileserver on Server EPRORADB

» Online Help

¥ Uzage Help
Setux
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Starttime |aktober x| [31 =] [2008 =] [17 =] [30 2] * Detail Help

End time [nm-emhaf j [I :] Fgu,}] j m I[I _:] Paragraph 14

¥ Data Selaction
Execute Resat
This repart is based on
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¥ ' r Wt i
Who (detsllj  What{detal]  Where (detsil fvents FF“‘“ ofe Logon
ARRES
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Eteman, Falima Logon : Lisar [Falure oocosses o S0 el Winsows ) 12
Shroacken, Fradek Logon  Ussr /Fafare 2700 00000000000 (Windows ) 12

Hessebdde, Mirsten Looon ; Ltser ¢ Falure 57075 : (Wlrdows) 12




Investigate - in lview
" IR A S

Dashboard Summary Reports Pollices Groups (Sellings Regulations Log off

Fusl s (SF

14-Failed login attempts (Top 23) : Events (SR 2 (Windows),

Ekman, Fatima, Logon : User / Failure)
Database ADfileserver on Server EPRORADB
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» Get log-data from Balta
 Install new version of lview




