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IT Policy Compliance Group Study

= 75% delle aziende ha piu di 3 incidenti di Incidenti in 1 anno
sicurezza in un anno riguardanti l'accesso
a dati ritenuti importanti

= “Cosa abbiamo trovato attraverso questo
studio tuttavia € che le aziende che
hanno avuto i risultati migliori sono
quelle che hanno investito di piu sulla
sicurezza e la conformita alle policy

» “Le aziende migliori sono quelle che non
solo hanno raggiunto la conformita a
regolamentazioni o standard, ma che
effettivamente verificano e controllano
quanto stabilito almeno una volta alla
settimana

3-22

Source: “Taking Action to Protect Sensitive Data,” IT Policy Compliance Group, March 2007
http.//www.itpolicycompliance.com/research_reports/data_protection/read.asp?ID=9
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Aumento del numero di standard di Sicurezza

— Le normative sono una decina (Basilea Il, ISO17799,
Dlg. 196/2003, SOX...)

— Le iniziative di compliance aumentano in ogni
settore di industria

— Migliorare monitoring e controllo, al fine di gestire |

rischi e quindi evitare penali e perdita di business " 43% dei CFO
= Aumento della complessita pensano che
— Diversita di tecnologie e di infrastrutture complicano il migliorare la
processo di compliance governance, i
— Evoluzione tecnologica (Web 2.0) che trasformano per controlli e il risk
complessita la compliance in una sfida management
= Aumento dei costi siano 'obiettivo
— Difficile sapere a priori il costo di unattivita di audit prioritario
sulle moderne infrastrutture, eterogenee e
distribuite

— Non risultare compliance e non prevenire gli incidenti
di security incide fortemente sui costi aziendali

© 2007 IBM Corporation
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January 29, 2007 03:00 PM

TJX Stored Customer Data, Violated Bacs system failure hits 400,000 salary payments Up
Visa Payment Rules The company held on to 400,000 people will receive their salary three days late because
too long Inf . B H ﬁ I the Bacs payment processing system - used by every bank in the
to cardholder data. .. Orl ' EII UK - experienced a failure on Wednecdav_ Rwv \Will Hadfiald Friday

By Larry Greenemeier Cllmllll‘lel‘WBEI(Ichmn

FBI loses 3-4 laptops a month, auditor says
AP Associated Press February 12, 2007

ERENESIEEY Sidestepping Disaster; Raynor argues

for a governance structure that will allow for CIO elstigaati M Nebw o IRS

in Trouble February 14, 2007 — CIO —

safer growth by Dean Foust March 19, 2007 Australian telecommunications giant Telstra is
_struggling to successfully upgrade its IT
IT glitch 'could hit elections’ T L2

Burnley Council says problems could be nationwide
IT problems could cause disruption for more than
100 councils at May's local electigns the

learned.

March 27, 2007, BBC Staff Writd THE WALL STREET JOURNAL.
Head Of Nuclear Agency Leaving Under
February 15, 2007 Pressure Over Security Lapses
Massive Insider Breach At DuPont £USA

A research chemist who worked for DuPont for 10 AAFElE s ke JeEAS 200 m

years before accepting a job with a competitor
downloaded 22,000 sensitive documents and
viewed 16,706 more in tt onne *ONIC

irary. EETIMES

By: Larry Greeenemeier

© 2007 IBM Corporation
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InformationWeek

BUSINESS INNOYATION POWERED BY TECHNOLOGY

Massive Insider Breach at
DuPont

February 15, 2007 — A research chemist who
worked for DuPont for 10 years before
accepting a job with a competitor downloaded
22,000 sensitive documents and viewed 16,706

more LN ]

Source: InformationWeek, Feb. 15, 2007

© 2007 IBM Corporation
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Gli attacchi interni sono quasi sempre dipendenti dai privilegi

* |l numero di attacchi provenienti
dall’interno rispetto all’esterno e
approssimativamente uguale
(CSI/FBI Survey 2005)

» 87% degli attacchi interni
possono essere attribuiti ad
utenti privilegiati (USSS/CERT
Insider Threat Survey 2005)

43.5% of ALL « 43.5% del numero globale di

Incidents incidenti di sicurezza possono
1Si narpetrs essere dipendenti dai privilegi
. $|de ~ C ‘ _,._‘_._._.__‘ | ‘.-, _.. 1o}

5 utente.
sSecurity y « 1l gruppo di utenti privilegiati

events Privileged rappresentano <5% di una
users azienda

© 2007 IBM Corporation
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Cosa vi chiedera un auditor

= Violazione di privacy: \
— Esistono DBA che accedono ad informazioni riservate?
— Esistono usi impropri delle applicazioni HR?

— Si verificano usi non leggittimi di identita? Ma la domanda a cui
= Violazione delle policy di sicurezza: dovrete rispondere:
o uarifi . ,- , o
Si verificano delle modifiche all’'infrastruttura non autorizzate” Sono in possesso di
— Ci sono utenti root che hanno disattivato il tracciamento delle tutti gli strumenti per
i collezionare i dati
operaziont: necessari per i report
— Quando sono stati cancellati i log di sistema? che possano
. . . . . . o evidenziare violazione
— Chi ha eseguito uno stop di uno o pit processi del sistema’ di policy?

= Amministratori che violano la segregation of duties:
— Esistono transazioni che vengono inizializzate ed approvate
dalla stessa utenza?
— Esistono amministratori che creano ed approvano identita ed

autorizzazioni sul sistema? _/

© 2007 IBM Corporation
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http://www.cio.com/article/8097/ The Top_ Five IT Control Weaknesses

] [ . -
Cl1O e Omissione della segregate duties
The Top Five I.T. Control Weaknesses all’interno delle applicazioni, ed
Auditors saw the same problems over and over. Here they are, in order of . . 5 N " .
i omissione della gestione del ciclo di vita

delle utenze con cancellazione dei vecchi

account, in tempo reale.

\ 4

1. Failure to segregate dutie: Advertisers
within applications, and
failure to set up new

accpunts and terminate old Your d__a‘a iS the rUiEf
ones in a timely manner, This nf [he ;“d Brwnrld.

RgL=3u)afe]=mm o)1y

companies didn't have -

processes in place to make : 3 |

sure that when people e A d' d t HPH H

switched divisions, their S ssenza I a egua a superVIS|one SU'

access to aoplications. We're inspired by the . . .

o A Nl 21 i 0f Gt processi di change del sistema.

interviewed for this article all oﬂlhcﬁmm_ﬂl ‘ —
rted establishil |

e [

problem for the first audit. Ingpire the Next
Even Microsoft.

I 2. Lack of [H‘UDQI’ mfersught for making application changﬁm
Lgonizatinne o oys jal saroeponsih 2k chdnges to an

application. But in order to pass the IT audit, CI0s had to appoint a person to make

a change and another to perform guality assurance on it. And it had fo be DiffiCOIté ne",identificare transaZioni

demonstrated that this procedure was being followed.

LizlsdeqPéterev1ewnfaud logs. Mast.CI0s assigned someone th review anomale in tempo reale

Lloge fo make cyre thyt systems were running smoothly. But with
Sarbanes-Oxley, just performing the check no longer cuts it; you have to prove tha
it was done. In other words, you have to create an audit log of your audit log.

Inadeguati processi per I'analisi dei logs

\4

I 4. Failure 1o identifv dhrmrmdl lrdnmu‘nrm in a timely . Thisisaclassic ]l

e SRR Difficolta nel comprendere la

notlﬂes vou when there is a transaction that doesnt conform to preestablish

configurazione del sistema
I 5. Lack of understanding of key system configurationg® any IT g
departments weren't as smart as they thought they were. The solution to this
weakness is simple: better training.

© 2007 IBM Corporation
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Cosa e rilevante ?

Categoria

Descrizione

Eventi di autenticazione

Eventi di logon / logoff

Eventi di gestione

Start di server, stop, back-up, restore

Change management

Modifiche di configurazione, modifiche sui processi di auditing,
modifiche sulla struttura dei database, attivita di manutenzione

Gestione utenze

cambio password

Creazione di nuove utenze, modifica dei privilegi utente, attivita di

Diritti di accesso

(Database Console Command), call a stored procedure

Comportamento di tutti i DBA includendo gli accessi ai dati, DBCC

Accesso ai dati sensibili

quindi operazioni di: select, insert, update, delete

IBM Governance & Risk Management Roadshow — Italy, 2007

Tutti gli accessi ai dati sensibili immagazzinati nei database e ‘_.,..f T e >
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La soluzione: la gestione degli utenti

Le difficolta

* Syslog non sono sufficienti

» Ogni sorgente ha la sua sintassi Privileged

access

* Non basta archiviare ma bisonga

poter effettuare interrogazioni Monitor
Effectiveness

* Enorme quantita di dati

© 2007 IBM Corporation
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Consul InSight "Suite Consul zSecure "Suite

Security
Manager

3

=m
c 2
=3
¥
o=
(&)

Amministrazione completa
dei log, Monitoring degli
accessi ai sistemi e
Reporting per la compliance

\ ﬁ%mmw_
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Introduzione... IBM Tivoli Security and Compliance Insight

TCIM

Manage Log‘ Monitor, Audit & Report

\ User Activity i Compliance
Collect Monitoring Dashoard
& Store

Log Contit
Report™

Real Time Security Event Security
Collection Correlation Operations
Dashboard

© 2007 IBM Corporation
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TCIM: | problemi che aiutiamo a risolvere

A\

N

“Ho bisogno di produrre \ “Ho bisogno di dimostrare di

report per i miei auditor” ’ W possedere una struttura di IT
m N\

security controls”

“Il mio staf non possiede
tempo ed esperienza ma
necessita di eseguire la
scansione dei logs”

“Sono interessato ad
individuare i privilegi che
permettono determinate

azioni”
“Ho bisogno di “Non ho idea di quale log
storicizzare i log per collezionare e come -
analisi forense” farlo” |

© 2007 IBM Corporation
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Enterprise Log Management

Funzionalita:

= Sicuro, affidabile accentratore di log da
qualunque piattaforma

» Cattura in automatico i syslogs

» Pieno supporto su attivita di collect di
eventi da log nativi
Collect

3 Store 1B * |mmagazzina in modo efficiente e
compresso i dati in un depot

» Accesso ai dati quando necessario
= Ricerca su tuttii log
» Reports sui dati raccolti

Benefici:

= Riduzione dei costi grazie _
aII’automatlzz_aZ|o_ne e centralizzazione
del collect dei dati

= Essere sempre “audit ready”l”

"C‘_aptu re

© 2007 IBM Corporation
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Log Continuity Report

p < oy — 9 x
Q9 - E R E| . # © - & B . . "
— Prova istantanea per auditors e -
2 B B < idenzia che i o
= ) | V. o o regulators che evidenzia che |l consul
Dashboard  History Continuity Activity  Investigate Retrieval t d I
L: portal = Log Manager * Continuity Report VOS ro processo I Og Fortal
t € completo e
Log Continuity Report g p
per—r continuo. elp ]
- E Actions =
-
< June 24, 2005 = < Export to PDF
-_,% CRMOOF | | | | | 'E_I)lExpurttu Excel
= Fublic Website | | Retrieve selected Logfiles
B T T T T
Wieb Server Fublic If I|‘ | J ] | I| | ,E‘]F‘.egenerate Report
Internet Banking Public I It | =) &diust Schedule
cRMO1E—| | | | |
Frivate Banking Sernvar [ It It | | | | View -
S [ W f— T
FPrivate Banking Website :Il . | @HideTimezune (GMT +1}
CRMB1S—| | |
HR [ata Senrer =2 By Audited Timezone
CRMO1S | | & By Browser Timezone
FTF server Partners (E¥ By Other Timezone
CRMOZS | | | | |
Fartner ebserrer r I It | Filters =
T T T r
IS Partner Site | | I | Sorting -
CRMOZS | | | | | zll Start Date s
EMEA mail It £ | | | | A i &
s T T T 3 zll start Time +
aloo oo shoo 120 16k00 felulun] £1 Audited Machine i
day
. Legend *
- List of Logfiles .
2 . a a a - 2 2 | Continuity Logfile
L - o 2 4 o 74 e s L [E] Missing Logfile
1=l |3 |33 kb |June 25, 2005 10000 June 25, 2005 (12:00 (GNT +1}|1S Public website CRMOO7 = Mis=ing Sub Logfile
Fl 5 |21 kb |June 25 2005 11:00 June 25 2005 |12:00 (GMT +1}| Windows Server Web Server Public CRMDOT Failed collect, not collected yet
1 |z |12 me|iune 25, 2005 |12:00 June 25, 2005 | 13:00 (GMT +1)|SAP Internet Banking Public | CRMOO7 L E0EE BT EE TTEE D T
Tt Archived Logfile
[JI=l |3 |5kb  |June 25, 2005 13:00 June 25, 2005 (13:17 (GNT +1)}|Windows Server Private Banking Server CRMO13 .il] Comupt Logiile
El |2 |212 kb|dune 25, 2005 |14:00 June 25, 2008 [16:30 (GMT +1}|IS Private Banking Website |CRMO13
[[1[=] [1 |94 kb [June 25 2005  [15:00 June 25, 2005 | 15:00 (GMT +1}| Windows Server HR Data Server CRMO14 Report information & ~
#&] Done

_é My Computer
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Cosa stanno facendo gli utenti sulla mia rete?

privileged users

87% degli incidenti interni sono causati da utenti privilegiati.

Comprehend
53

17 © 2007 IBM Corporation
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F,‘,’., AUDIT_200503.AUDIT {C:Documents and Settings'ross'Desktop) - G¥IM2 ¥ oy [ 4
Elle Edit Tools Synkax Buffers ‘Window Help File Edit Tools Syntax Buffers ‘Window Help

AIPE 9 {En|RRNAD|AIA|TAC(?2 2 AHRE (96 | 4 onRRAD AIA T

“FE"ATR"TR"KE; "R R CTETA R R R E R @ L "R F "@RSECURITY L @2 @SH ' "z Au"G[Security audit (SECURITY) on APPLES, system id: 2674

|»

“H*@="BBATCH_440"H @/ "R D R AA“H & W Apijji "H @} nuditah:_[e event: Batch process login

‘@‘H‘@“Z‘H“@"@‘@“@ Event time: 1-HAR-2005 @0:082:09 _84
“@" G EAPPLES. @ S EDSAO:[SYS1.SYSCOMMON. J[SYSEXEJLOGINOUT .EXE"F @ E"e 1" [PID: ) AL
"8 LG GSECURITY ypay yeernane: SYSTER
RIS ?Egg*zaﬁu Process owner: [SYSTEH]
A A Image name: DSAB:[SYS1.3YSCOHMON. J[SYSESEJLOGINOUT .EXE
T LT LT E Posix UID: -2
“@"G"RCYGHUS . "R"S"@DSAB:[SYSH.SYSCOMHON. ] [SYSEXE]LOGINOUT -EXE"F @™ A"@"T |pgoix GID: 2 (ZXFFFEFFFE)
“E"L R F"BSECURITY L @2 B$cknz A% "R H"R) "EulE* $ @8 RSYSTEH

e/ e@" Security audit (SECURITY) on CYGHUS, fystem id: 2873

H'@ Auditable event: Hetwork logln

(M E] Event time: 1-HAR-20@5| 08:82:16 .11

L3 PID: 20210460

B PEaEess—H P2 _BGJ64

Pl ? A ~ SERUER

~@~L~[Apr 5 17:28:38 syslog su(p 9]: authenticatiop failure; logname=|Image name: DSAB:[SYSA ZYSCOMMON. J[SYSESE]JLOGINOUT .EXE

- tty= ruser=acristal rhost= Remote node id

L Apr 5 17:22:083 syslog sshd u B351]: session closed for user acrist|gRemote node fu
- Apr 5 18:81:81 syslog crond{pam_§nix)[18436]: session closed for user HOM |pomote username: QK
Apr 5 19:81:081 syslog crond{pam_gnix)[18438]: session closed for user HQH . 2
Apr 5 28:81:81 syslog crond{pam_gnix)[18448]: session closed for user HQH - -2 (%¥FFFFFFFE)
Apr 5 21:81:81 syslog crond{pam_gni 1844271: session closed for user HQM
Apr 5 22:81:01 syslog crond{pam_unix){18444]: session closed for user HQH . . 90 -
n::r 5 23:m1:Mm sﬂslog crond(::am_unix) 1811116}: session closed for user HQH SECI:Il‘lty au SN (SEEUR TR0 NRCECHISE system.ld. 2848
Apr 6 B88:81:81 syslog crond{pam_unix)[10448]: session closed for user HMQHM I’Iudltah]..e event: Batch process login
apr 6 B1:81:81 syslog : session closed for user hQn ([Event time: 1-1AR-208085 86:02:32.61
Apr 6 B82:81:81 syslog closed for user Mgu [PID: 20219477
Apr 6 83:81:01 syslog closed for user MQH |PFOCESS name: BATCH_443
Apr 6 B3:33:29 syslog closed for user HQH |Username: SYSTEH
Apr 6 B4:81:82 syslog closed for user HQM |Process owner: [SYSTEM]
Apr 6 B4:83:46 syslog closed for user HQH
Apr 6 B4:38:82 syslog closed for user HQM
Apr 6 B85:81:81 syslog closed for user HQH
Apr 6 B6:81:01 syslog n | = closed for user HQM
Apr 6 B7:81:81 syslog crond{pam_| T session closed for user HQH
Apr 6 B88:81:81 syslog crond{pam_unix)}[11837]: session closed for user HMQH
Apr 6 B88:42:11 syslog sshd{pam_unix)[11841]: session opened for user ebarrios by {uid=8)
Apr 6 B8:42:43 syslog sshd{pam_unix)[11871]: authentication failure; logname= uid=0 euid=8 tty=ssh
ruser= rhost=18.181.1.154 user=ebarrios
Apr 6 B88:42:49 syslog sshd{pam_unix)[11877]: session opened for user ebarrios by {uid=8) ;I
22,45 Top

Comprehend
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Exchange| s Solaris
| |

‘Windows 2/0S AIX  Oracle = SAP H ISS -FireWaII-1|
1 !

A A A A A A A A A A

AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT AUDIT

Windows z/OS AIX Oracle SAP ISS FireWall-1 Exchange s Solaris
expert expert expert expert expert expert expert expert expert expert

all al) Al o] ) AT AT A

Comprehend

19 © 2007 IBM Corporation

IBM Governance & Risk Management Roadshow — Italy, 2007



“ IBM Governance and Risk Management

Ora tutti i log della vostra azienda in un unico linguaggio

Exchange| s ‘ Solaris I

Windows z/0S ‘ AIX ‘ Oracle [ SAP H ISS |FireWaII-1|

A A A A T 4 A A A

<4 Tradurre | logs in “Inglese”

La Suite TCIM

|
r

Consul InSight storicizza le vostre informazioni di security e compliance
risparmiando tempo e soldi attraverso I'automatizzazione di processi di
monitoring sull’azienda.

Comprehend
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Tradurre i Log in Inglese — con la metodologia Consul W7

*Who |'ha fatto What tipo di azione on What?
sWhen 'ha fatto e Where, From Where e Where To?

Comprehend

21 © 2007 IBM Corporation
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Q- q R G|/ € - = B

¥
"  — %o 4 N L -
‘ o {7  F A /
\ . P~ M ol y. L,

Seitings Reg'l_:llgltions

Dashboard Trends Reporis Puolicies Groups

Log off

L Dashboard

Compliance Dashboard

Enterprise Overview Setting=s

Ewvents by top event count by "on What™ and ™Who" for Oct 1, 2005 till Nov. 28, 2005.

on What ()
Finance high p o o £ e ¥
Finance low p & » . e & &
Client data p o & o J
HR data & . ) ¥ . o
System data p o F J
Other p o o & " e J o
& & & P R B
= 3 = ) < B o
& P F P T O &
L R <&
w il
» Database Overview
- — _— - Name:
i Status:
Loading Date:
- Content

AggrDb SOx Finance Baselll HR Banking Temp

Compliance Dashboard
| log dopo W7 — Bilioni di log
files riassunti in un unico grafico!

Trend graphic Settings

Percentage of Exceptions for Oct 1, 2005 til Nov 28, 2005
)
100+

a0+
B0
40+

20+

] T T T T T T T T T T T

AggrDb

Loaded & Selected

Now 25, 2005

Aggregation of all collected material for the last 90 days.
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Contact us -

In the US:
contactzalesi@consul.com

Direct Line: +1 703 675 2022

Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzalezi@conzul. com
Direct Line: +31 15 251 3333
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Full Audit and Compliance Reporting

Capabilities:
T ; » Centinaia di reports
. . :
odul & ©ompliance
= Alert di Special attention
Analysis Engine Report Center

PUMA™ » Reports Custom

Collect normalize|}\ Custom
& Store © Who " Best Practices Benefits:

4

the

Consul InSigh

@ what Compliance : )
Investigate @ on What | soi s » Riduce I'impegno
sEe ¢ il Basel Il richiesto per I'audit
) Where sas7o 7, . .
og Continuity © Where from | HIPAA » Reports istantanei, salva
Report™ = © Whereto |/ tempo
/ » Riduce i rischi di minacce
a dati sensibili:

— Protezione dei da"g_';,l

— Controllo sui cha
— User manager

i

B

Communicate

© 2007 IBM Corporation
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@A @ |/ € -

L- _i 7 Tk ] Ay

Dashboard Sum Reports Policies Groups

Settings

Regulations

:
S

ula Log off

L+ pashboard = Regulations = Sarbanes Oxley Regulation Reports

Sarbanes Oxley Regulation Reports

Title

di audit

Moduli di compliance predisposti
— con riduzione dei tempi del
proprio staff e riduzione dei costi

Description

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy report
Sarbanes Oxley (FFIEC 1.3.1.1) Clas=ification report
Sarbanes Oxley (6.3, 8.1.3) Security alert

Sarbanes Oxley (8.1.2) Operational change control

Sarbanes Oxley (&.1.8) External contractors

Sarbanes Oxley (8.3} Malicious attacks

Sarbanes Oxley (8.4 2) Operator log

Sarbanes Oxley (8.5) Network management

Sarbanes Oxley (8.7.4.1) Mail server

Sarbanes Oxley (8.7.6) Publicly available systems

Sarbanes Oxley (9.2 4, 9.7} Review of user acces=s rights
Sarbanes Oxley (9.2.4.c, 5.7} Sy=stem access and use
Sarbanes Oxley (9.3} User rezponzibilitiez and password use

Sarbanes Oxley (9.4) Network acceszs control

Sarbanes Oxley (9.4 4) Node authentication

Sarbanes Oxley (9.4 5) Remote diagnostic port access
Sarbanes Oxley (9.5.3) User identification and authentication
Sarbanes Oxley (9.5.5) Sy=stem utilties

Sarbanes Oxley (9.6) Application access control

Sarbanes Oxley (9.6.1) Information access restrictions

Sarbanes Oxley (9.6.2) Sensitive sy=stem isclation

Sarbanes Oxley (9.7.2 3) Logging and reviewing events
9.8.1) Mobile worker

Sarbanes Oxl

Mo de=cription given
Mo description =upplied

Alertz 2ent in response to policy exceptions or special attention
exceplions.

Changes to the operating environment such ag system updates, DBA
activity etc.

Exceptlions and failures caused by External Contractors.
Exceptions and failures due to Malicious attacks.

Actions performed by the IT Admin staff.

Actions and events caused by users on MNetwork Services.
Exceptlions and failures for the Mail Server assets.

Actions and exceptions on Publicly Publizhed Data.
Actions performed by administrators on users.

Successes and failures against key assels

Logon failures and successes ether localy or remotehy.

Actionz performed on and events and exceptions generated by
MNetwork or Router.

Authentication of connections to remote computer systems
Detection of accesses to the diagnostic ports on 2ervers.
Logon/Logoff successes and failures.

Uzage of system utilities

Actions, Exceptions and eventz on HR Data, Sensitive Data, User
Sensitive Data, System, Financial Data, Proprietary Data and General
Data.

Who accessed sensitive or private data successfully or
unsuccessfulhy.

Exceptlions and failures against sensitive systems data in as=et groups
U=er, HR Data, Source Code, and Financial Data

Exceptlions and failures recorded by the InSlght system.

Exceptions and failures for mobile workers.

IBM Governance & Risk Management Roadshow — Italy, 2007

Help e

Pleas login into the Consul InSight Suite.
Thiz wil give you access to all the
products available with this specific
UEErname.

If you forgot vour username and/or
password please contact your
administrator.

Contact us b

In the US:
contactzales@coensul.com

Direct Line: +1 703 675 2022

Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzalez@consul.com
Direct Line: +31 15 251 3333
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Q- BE : & - [ - i ':# s 5 X
4 ™ -
1 i ey Ra 4 it 3 Gl : -
] | i e +# o : r
YL i & & W ¥ A consul €Q
Dashboard Sum Reports Puolicies Groups Settings Regulations Log off
L Dashbeard » Reports =+ User by Event type
User by Event type Pyl Ak | £
Help =
~ Parameter Setup BT 3
In the US:

What [event type)

Add : Priviiege ! Success

I:l Awthenticate : User / Failure
Clear : Auditiog / Success

D Complete : Process / Success
Grant : Privilege / Failure
Grant : Privilege / Success

Submit

» Summary report

[ Load : Module / Success
I:l Logoff : User / Success
D Logon : User /! Failure

D Legon : User ! Success
[ Read : Access / Success
D Read : Config / Success

Reset

[ read : File / Success

D Receive : Mezzage / Success
D Restart : System / Success
Start : Process [ Success

[ start : Service / Success
Start : System ! Success

D Stop : Service / Success
El Update : Parameter / Failure
El Use : Service / Success
[Juse : Service / Success
Write : Config / Success
El Write : Log f Success

contactzales@consul.com
Direct Line: +1 703 675 2022
Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzalesi@conzul com
Direct Line: +31 15 251 3333

Who (Hame) - Logonname == |What (Event type) o | #Events S

Adminiztrator WINDOWS_NTO1\Administrator Add: Priviege / Success 204
Administrator WINDOWS_NTO1\Administrator Clear: Auditiog / Success 1150
Administrator WINDOWS_NTO1\Administrator Grant: Privilege / Success 334
Adminiztrator WINDOWS_NTO1\Administrator Start: Sy=tem ! Success T
ROOT LIN_SERVWROOT Add: Priviege / Success 5
ROOT LIN_SERVWROOT Grant: Privilege / Success T
ROOT LIN_SERVAROOT Start: Process | Success 42
ROOT LIN_SERVAROOT Start: Sy=tem ! Success 306 -
ROOT LIN_SERVWROOT Write: Config / Success 4z
Sy=tem NT AUTHORIMANSY STEM Start: Process / Success 454 '_.}%‘_‘I‘__ %,
System NT AUTHORIM\SY STEM Start: Sy=tem ! Success 178 f L A
Michael Myers WINDOWS_NTO\Managerz\Michael078 Clear: Auditiog / Success 2
Michael Myers WINDOWS_NTO1\Managers\Michasl075 Grant: Privilege / Failure 1 o
Eric Sanders WINDOWS_NTO1\Sales\Eric337 Start: Process | Success 18
¢ « 123 % | -
:@i'l ¢ My Computer c
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Dashboard Sum Reports Policies Groups Settings R julations

2

rd

Log off

consul €

L pashboard = Reports = Events by Type

Events by Type

a

crnem | 4

Event type =~ | #Ewvents -~ | #Pol Excp. -~ |#5pec.Att - | #Fail. -~
Accept | IMAP4Connection / Success 1565 145 0 0
Accept . NNTPInterface / Success 5646 421 0 0
Accept . POP3Connection / Success 45541 4563 0 0
Accept . SMTPConnection / Success 51556 455 0
Add : Priviege / Success 85 0 50 0
Authenticate : User / Failure 61 61 0 61
Clear . Auditlog / Success 4 4 4
Cloze : IMAP4Connection / Success 12656 564 0 0
Close : POP3Connection / Failure 16 16 0 16
Close : POP3Connection / Success 4685 1855 0 0
Complete : Process / Success 156478 0 0
Configure : S5 Connectivity / Failure a7 a7 87 87
Connection : Syzlog / Success 16861 1857 0 0
Connection : Telnet / Success 1566 0 0 0
Deliver : Mezsage / Failure 15 0 0 15
Deliver : Mezzage / Success 5679 0 0 0
Execute : IMAP4Request / Success 1576 1576 0 0
Execute : POP3Request / Success 4147 4147 0 0
Execute : UnauthenticatedReque / Success 14575 14575 0 0
Grant : Priviege / Failure 16 0 0 16
Grant : Priviege / Success 114 0 0 0
Inbound : ICMP / Failure 20 20 0 20
Inkound : Sy=log / Failure 175 s 0 175
Initialize : IMAP4Interface / Success 156 156 0 0
¢ €12 |
€&l
O
B ance & R anage oadsho > 00

£
2

Help

Contact us

In the US:
contactzales@consul.com

Direct Line: +1 703 675 2022
Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzalez@conzul com
Direct Line: +31 15 251 3333
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Dashboard Summary  Reports Policy Groups

i, :

Settings FRegulations Portal

F @ Drill down

L Portal = Dashboard = Regulations = Sarbanes Oxley » Operational Change Report » Eventlist * Event-detail

Event Detail

= Ewvent information

Field
Severity 2101=)
VWhen Fri Cct 31, 2006 08:05:01 GMT +02:00
What Grant : Priviege / Success
Where SRV _DC_034 (Windows)
Who Jim Hofferman
From Where XPWKSTO03 (Windows)
On What USER : Chin055 / Chin055
Where To SRV _DC_034 (Windows)

+ Incident Tracking
+ Additional information
-~ |Investigate

Time: Fri Oct 31, 2006 08:05:01 GMT +02:00 (+-) 1 minute
Selected time zone: GMT+01:00 Reme, San_Marino, Sarajevo
|:| Filter by Platform: SRV_DC_034 (Windows)
|:| Fitter by User: Jim Hofferman

Investigate

Legrecords. ..

visualizzare i dettagli di uno specifico
evento, con la possibilita di andare in
view sul log originale

Help =
Contact us 3
Group In the US:
- coentactzales@consul.com
: Direct Line: +1 703 675 2022
Office Hours (10} 10 T \ cac
oll Free (US only). 800 258 5077
Security Changes 50
Administration 40 EMEA and Asia Pac:
Finance Server 50 contactzales@consul.com
L Direct Line: +31 15 251 3333
Administrators 30
Databaze Admin 30
Finance Admin 20
Workstation 10
Authorization Objects 30
20
Finance Server 50
N [=1|
Fil= Edit Tools Syntax Buffers Window Help
QRS v | ianRREB|ISSA|ITEQ|? 2
CFTRTATETTTETH TR, "ETRTCTRTETETRTETETETETL "R F TRSECURITY L TE2TESE Tz AH TR HTR) "ED+E $ EEESYSTEH -
“HE="EBATCH_ 448 H G/ "@ D R A & H @ W apijijij "H @™ X npijijij
"ETHRTZTHRTR TR’
“@"G"EAPPLES . "@"5"@DSA6:[S¥YS1.SYSCOMHOMN. J[S¥SEXE]LOGINOUT .EXE"F @ E"E" T E "N Rl "E"E"C "B @ @B "E"E"’@
'@ L@ F @SECURITY H @+ @
|i"N 6 "@-"@HQN Y "R "@xyzz.bananajunior _con’L @2 @1N0dz"A%"A"H Q) "En*t $ @8 EMQH
“RUE*"EHMIHTC_F?_BG1647H @/ "B " AR™A™H @™ W apijijii "H @™ X" Apijiil
“EH A" Y H RTR"E"R
"E"GTECYEHUS . "ETSTEDSAB: [SYSA.SYSCOMHOH. J[SYSEXEILOGINOUT .EXE"F R AE T E K R, "B E"C"E R R E"E @
"E"L"E"F ESECURITY L @2 @5c%nz A% @ H @) "Eullt $ @8 ESYSTEH “H @="EBATCH_A4
43TH B/ TETDTRTATETHTR W AP TH R T apiiji
CETHTETYTHTETRTETR
“E"GECYCHUS . "@ S "EDSAB: [SYSH. SYSCOMHOM. [ SYSEXELOGINOUT (EXE"C B A R " T B K B, "B "t "B B "B B "’
"@ L@ F ESECURITY L @2 @R Lanz A% @ H @) "Eult § @8 E@SYSTEM “M*@x*"@BATCH_
M43 H R/ TR DTRTATETH @Y AP T H R KT Ap i
“ETHTE"YTHETR @’
"@"G"@CYGHUS . "@"S"@DSAB: [SYSO.SYSCOMMON ][ SYSEXE]LOGINOUT EXE"Z @A@Y '@ "I AT A"e "t "e e e e e e "’
“E°L E"FTESECURITY "H @0 @l ! 3% "H B8 8" A "B B "B H "B "B "B "B "@"H &% "@F ILE
10,25-11 a1l

_é My Computer
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- 1 { 1 ﬁ /] iltrare le informazioni
Dashboard Summary Reports Puolicies Groups Settings Redulations Log off
L Dashbeard » Summary = All Events
. V) 1
All Events of Finance database &P €1E) A
~ Time period setup
Month Day Year Hour Min.
Starttime | October |1 | (2005 | (0 wl (40 (W
End time Movember | |28 |w| | 2005 w| [ 14 [w] |40 |w
Execute Reset
Time zone | GMT-05:00 Mew_York, Nipigon, Fangnirtung ~
» Summary report
Severity ~ - | When oo | s | WHat e oF |Where . .5 (Who oo (from Where ... 5 on What v |Where to... 57
1 Fri Nov 25, 2005 15:34:18 GMT 1 E G SmEtor Finance Server PROCESS : . / Notepad exe Finance Server
Filter settings
B i rio 25, 2005 15:34:18 GMT] Finance Server | AUDITLOG : . /- Finance Server
1 Fri Mow 25, 2005 15:34:21 GMT)| Column Filter Finance Server PROCESS : . / Notepad.exe Finance Server
1 Fri Nov 25, 2005 15:34:28 GMT| YERHCEE aug htor | Mainframe FIN PROCESS : . / Notepad.exe Mainframe FIN
1 Fri Nov 25, 2005 15:35:02 GMT| here (deta HR Server PROCESS : . / Process2212024758 |HR Server
30 Fri Nov 25, 2005 15:35:02 GMT) Mho =Adm jt| Btor Finance Server FILE : DataSmartinvest / * Finance Server
1 FriNov 25, 2005 15:35:24 GMT| ac fterzon | Mainframe FIN PROCESS : . / Runemacs.exe Mainframs FIN
1 Fri Now 25, 2005 224 GMT] . Rtor Mainframe FIN PROCESS : . / Emacs.exe Mainframe FIN
n What
1 Fri Nov 25, 2005 15:35: kit Rtor Mainframe FIN PROCESS : . / Runemacs.exe Mainframe FIM
i Fri Nov 25, 2005 15:37:34 GMT here To (detail Web Server PROCESS : . / Eventywr.exe Web Server
2 Fri Nov 25, 2005 15:37:35 GMT 13 Web Server QBJECT : . / HandleD Web Server
Use ? and * a= wildcards and * as escape character.
2 Fri Now 25, 2005 15:37:41 GMT| 2 Rtor Web Server QBJECT : . / Handlel Web Server
2z Fri Now 25, 2005 15:37:48 GMT| Apply Clear Cancel hcobs  |Web Server OBJECT : . / HandleD Web Server
2 Fri Nov 25, 2005 15:38:21 GMT ings Web Server QBJECT : . / HandleD Web Server
2 Fri Nov 25, 2005 15:38:28 GMT -5 |1 Grant : Privilege / Success Finance Server | Marcy Hoower Finance Server OBJECT : . / Handlel Finance Server
30 Fri Nov 25, 2005 15:38:28 GMT -5 |1 Read : Access / Success Finance Server | ROOT Finance Server FILE : DataSmartinvest / Default.cfg |Finance Server
30 Fri Nowv 25, 2005 15:38:28 GMT -5 |2 Read : File / Success Finance Server | Administrator Finance Server FILE : DataSmartinwvest / * Finance Server
_ Fri Nowv 25, 2005 15:38:28 GMT -5 |7 Read : Access f Success Finance Server |ROOT Finance Server FILE : DataSmartinwvest inadmin / * Finance Server -

_f My Computer
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