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IBM solutions are built on a core set of software capabilities

Turn Information

Business Analytics

Enable Product

Application Lifecycle

into Insights Data Management and Service Management
Data Warehousing Innovation Business Planning and
Enterprise Content Alignment
Management Complex and Embedded
Information Governance Syst'ems
Information Integration and Design, Development and
Federation Deployment
Enterprise Modernization
Security
Drive Business Application Infrastructure thimize the Asset Management
Integration and I\B/Ilgsrigngn Iz:gcess Impact of B:Jsiréesste.rvice;.Mgnagement
Optimization Commerce Business ,\C/Igﬁagi?ne\é't““a ization
Connectivity and Integration Infrastruc_tu res Network and Service Assurance
Enterprise Marketing and Services Security

Management

Storage Management
Systems Management

Connect and
Collaborate
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Social Business Application
Development

Social Collaboration
Unified Communications
Web Experience

Manage Risk,
Security, and
ompliance

Application and Process

Data and Information

Network, Server, and Endpoint
People and Identity

Physical Infrastructure

Security governance, risk
management and compliance
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The world is becoming more digitized and interconne cted,
opening the door to emerging threats and leaks...

DATA
EXPLOSION

CONSUMERIZATION
OF IT

EVERYTHING
IS EVERYWHERE

ATTACK
SOPHISTICATION

The age of Big Data — the explosion of digital
information — has arrived and is facilitated by
the pervasiveness of applications accessed
from everywhere

With the advent of Enterprise 2.0 and social
business, the line between personal and
professional hours, devices and data has
disappeared

Organizations continue to move to new
platforms including cloud, virtualization,
mobile, social business and more

The speed and dexterity of attacks has
increased coupled with new motivations from
cyber crime to state sponsored to terror
inspired

...making security a top concern, from the boardroom down
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Solving a security issue is a complex, four-dimensi onal puzzle

Applicati
ons

It is no longer enough to protect the perimeter —
siloed point products will not secure the enterprise
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Key drivers affecting the security software busines S

It is no longer enough to protect the perimeter — sophisticated attacks are bypassing traditional defenses, IT resources are
moving outside the firewall, and enterprise applications and data are becoming distributed across multiple devices

1. Advanced Threats 2. Cloud Computing

Sophisticated, targeted attacks, designed to gain Security is one of the top concerns of cloud, as
continuous access to critical information, are customers drastically rethink the way IT resources
increasing in severity and occurrence. are designed, deployed and consumed.
Advanced Persistent Threats f/ — \
Stealth Bots Designer Malware ' IBMSmartCloud \\
Targeted Attacks Zero-days
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3. Mobile Computing

Enterprise 4. Regulations and Compliance
Customers

Managing employee owned devices and securing Regulatory and compliance pressures continue to
connectivity to corporate applications are top of mind mount as companies store sensitive data and
as ClOs broaden their support for mobile devices. become susceptible to audit failures.

' D \ T HIPAA Sarbanes Oxley
Q& Windows Phone L = ; :
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2011 — The Year of the Breach

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type
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Solutions for the Full Compliance and Security Inte lligence
Timeline

Are we configured
to protect against
these threats?

What are the external
and internal threats?

What is happening What was the
right now? impact?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
W > @ >0
Pre-Exploit Post-Exploit
Prediction & Prevention Reaction & Remediation
Risk Management. Vulnerability Management. SIEM. Log Management. Incident Response.

Configuration Monitoring. Patch Management. Network and Host Intrusion Prevention.
X-Force Research and Threat Intelligence. Network Anomaly Detection. Packet Forensics.
Compliance Management. Reporting and Scorecards. Database Activity Monitoring. Data Loss Prevention.

8, fo A Labs & te @

Total Security Intelligence | An IBM Company
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Context and Correlation Drive Deepest Insight

ﬁ Security Devices -- === )

[QJ Network Devices - -------- )
— Event Correlation
O ) e Logs « |P Location
Servers & Hosts ---------- . FI « Geo Locati
& o0 Lol Offense Identification

« Credibility

ﬂ Virtual Machines -----==8= ) Anomaly Detection » Severity
Activity Baselining & Anomaly Detection * Relevance
@ Applications -=--=---==-==== ) « User Activity N 8T
o Application Activity I
]
1
1

) ¢ Network Activity
SUSPECTED INCIDENTS

Exceptionally Accurate

Extensive Data Sources §g Deep Intelligence and Actionable Insight
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PCTY201 2?& World’s Infrastructure



Organizations need an intelligent view into their s

posture

Basic

Organizations

employ perimeter
protection, which
regulates access and
feeds manual reporting

Automated

Manual

Proactive

ecurity

Optimized
Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Proficient

Security is layered
into the IT fabric and
business operations

Optimizing the
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Helping Organizations Progress in Their Security Ma

Role based
analytics

Identity
governance

Optimi
zed

controls

User
provisioning

Access mgmt

Proficient

Strong
authentication

Centralized
directory
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Privileged user

Data flow
analytics

Data
governance

Access
monitoring

Data loss
prevention

Encryption
Access control

Secure app
engineering
processes

Fraud detection

Application
firewall

Source code
scanning

Application
scanning

turity

Security
Intelligence

Advanced
network
monitoring

Forensics / data
mining
Securing
systems

Virtualization

security
Asset mgmt
Endpoint /
network security
management
Perime_ter Log management
2B Compliance
Anti-virus reporting
Optimizing the
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IBM’s Comprehensive, Integrated Security Portfolio

Enterprise Governance, Risk and Compliance Manageme  nt

IBM OpenPages Algorithmics ( recent acquisition) i2 Corporation ( recent acquisition)

it i i

C )
IBM Security Portfolio

IT Security / Compliance Analytics & Reporting

Hosting Services

Encryption and
DLP Deployment

AppScan OnDemand
Software as a
Service

Intrusion Prevention
Services

Testing Services

QRadar QRadar Log QRadar Risk IBM Privacy, Audit and
(_ SIEM Manager Manager Compliance Assessment Services
)
IT Infrastructure — Operational Security Domains Security
- Consulting
People DEIE:] Applications
~
| ldentity & Access Guardium AppScan Network Endpoint )
Management Suite Database Security Source Edition Intrusion Prevention Manager (BigFix)
zSecure, Server and SETEGER
Federated Optim AppScan DataPower Virtualizr;ltion Services
Identity Manager Data Masking Standard Edition Security Gateway Security
- :
. Native Server
Enterprise Key Lifecycle Security QRadar Anomaly : )
. : . . Security (RACF, IBM
Single Sign-On Manager Policy Manager Detection / QFlow
Systems) X-Force
Data Security Application _ and IBM
Identity Assessment Assessment Service Assessment Service Managed Firewall, _ Research
' Unified Threat and Penetration
Deployment and
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Hundreds of 3 party information sources

gecuﬁty Intelligenc@

@

Integrated Intelligence.

Increase security awareness and accuracy

QRadar SIEM consolidates siloed information to more effectively
detect and manage complex threats. Information is normalized
and correlated to quickly deliver intelligence that allows
organizations to detect, notify and respond to threats missed by
other security solutions with isolated visibility

Support for over 400+ information sources, including many
IBM products and technologies

=User and Asset Context - Contextual data from IAM
products and vulnerability scanners

=Application Logs - ERP, workflow, application databases,
management platforms, etc.

sNetwork Events - Switches, routers, servers, hosts, etc.

=Network Activity Context - Layer 7 application context
from network and application traffic

=Security Events - Events from firewalls, VPNSs, IPS, etc.

Automate compliance tasks and assess risks

QRadar Risk Manager leverages and extends the value of a
SIEM deployment to greatly improve the ability to automate risk
management functions in mission critical areas, including
network and security configuration, compliance management,
and vulnerability assessment

Optimizing the
World's Infrastructure



Integrated Research.

Stay ahead of the changing threat landscape

The X-Force team is one of the best-known commercial security

@ research groups in the world. These security experts research

@ vulnerabilities and security issues, collect worldwide threat data
. and develop countermeasure technologies for IBM products

gecurity Inte "igen Co

Examples of integrated X-Force research

»X-Force Database - 63,000+ unique vulnerabilities,
threats and security checks

FEATURING

VIRTUAL
\\ PATCH"

TECHNOLOGY

=Virtual Patch - Eliminates fire drills for
new threats by mitigating vulnerabilities
through network intrusion prevention

»X-Force Hosted threat analysis service - offers threat
information collected from globally networked security
operations centers

Intelligence to assess and harden databases

Guardium contains hundreds of preconfigured vulnerability
tests, encompassing CIS and STIG best practices, updated
regularly through IBM’s Knowledge Base service

Detect the latest web application vulnerabilities
Information on the latest threats, updated automatically when

t ‘ ‘ f you launch a AppScan product — including OWASP and SANS
Global Threat top vulnerabilities
"pETY2012 %%
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Increased situational awareness by leveraging infor
from X-Force Research and IBM Global Threat Intelli

A
VENDOR WHIRO INFORMATION
DISCLOSURES CRAWLER SHARING

How many attacks over the last 24 hours originate f

IP Address
Domain Name Is a botnet using this domain for hosting or comman
URL
What is the country of origin for this incoming con
Content
Checksum Has anyone else made this DNS request? Is there a g

Geolocation

Is this website known to be infected with malware?

mation
gence

QRadar SIEM

///
y

IBM Security Network
Intrusion Prevention System

rom this IP address?

d and control?

nection?

lobal spike?
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Integrated Protection.

Customized protection to block web attacks
gc\lﬁw |nte|]igenc@ AppScan Enterprise Edition software integrates with the IBM

security solution for network and server security to protect
,,.@

specific vulnerabilities using scan results

@ AppScan scans and tests web applications to
identify risks and vulnerabilities

@ SiteProtector consumes AppScan results and builds
recommended policies

@ Customized protection policies are pushed to IPS
appliances and server agents

Automated policy enforcement

IBM'’s suite of Identity and Access Management tools are
leveraged by DataPower SOA gateways to provide central
policy management and user access enforcement across
web services deployments, including credentials for the
gateways themselves.

ldentify users associated with database activity

InfoSphere Guardium leverages identity information for in-depth
database security analysis when monitoring suspicious activity

Optimizing the
World's Infrastructure



QRadar and SiteProtector interoperate directly acro  ss the threat
protection landscape

IBM Security

@ Radar SiteProtector

9 -
I Server Protection
- o

Vulnerability : >
Scanners =

Rational. Appﬁ{:an,l Application Scanning

QFlow Collectors
vFlow Collectors
Network Activity Monitor

Guardium Database Activity Monitor

Optimizing the
World's Infrastructure
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IBM Security: Delivering intelligence, integration and
expertise across a comprehensive framework

IBM Security Systems

= Only vendor in the market with end-to-
end coverage of the security foundation

» 6K+ security engineers and consultants
= Award-winning X-Forcee research

= Largest vulnerability database in the
industry

Intelligence Integration

Expertise

Professional Services

IBM Security Framework

Governance, Risk and Compliance
Security Intelligence
4

and Analytics

Advanced Security
and Threat Research

Software and Appliances

Optimizing the
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Security Operations Centers
. Security Research Centers
E Security Solution Development Centers

m Institute for Advanced Security Branches

\ IBM Research

IBM Institute for

Advanced Securlty

Enabling cybersecurity inn

YL
- ”~

vation and ¢

World Wide Managed
10B analyzed Web pages & images Security Services Coverage

150M intrusion attempts daily
40M spam & phishing attacks

46K documented vulnerabilities
Millions of unique malware samples 1,000+ security patents
133 monitored countries (MSS)

20,000+ devices under contract
3,700+ MSS clients worldwide

9B+ events managed per day

=T

World's Infrastructure




Predict what the attacker will exploit

High | Exploit Effort vs. Potential Reward
33 X-Force alerts and Sophisticated Attack Widespread Exploitation
advisories in 2011 High value vulnerabilities Inexpensive to exploit
Harder to exploit Large opportunity
16 high value, cheap-to-
exploit
B PUb“qu available E - Email attachments
eXp|OItS for most of = - X-Force Discoveries - Drive by download
them E - OS updates help mitigate exploitation | - Client-side remote code execution
12 harder to exploit but % - DoS attacks (increasing in frequency)
high value 9
— This is a higher n?
number that in
previous years
Not Targeted Widely Occasional Exploitation
Hard to exploit Inexpensive to exploit
o Low reward Low potential reward
W
Difficult Exploit Effort to Achieve Easy
Optimizing the 20

World's Infrastructure




Everything is Everywhere

|dentity Web Application Virtualization Network Image & Patch Database
Federation Scanning Security Security Management Monitoring

IBM Security Intelligence

Optimizing the
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Less a technical problem , More a business challenge

= Many of the breaches could have been prevented
= However, significant effort required to inventory, identify and close every vulnerability
» Financial & operational resistance is always encountered, so how much of an investment is enough?

IF IBM X-FORCE® WAS RUNNING IT

Many readers have asked, if IBM X-Force were running the [T department and saw what happened this year,
what would you do? Well, here are ten actions beyond the basics that X-Force would do if we ran the [T department.

705
ef\tf‘m‘lum Regular Third Parly External 10. Have a Solid Incident

and Internal Security Audits J. Response Plan

TIRL ALaRAS
ik

. Examine the Policies of

2, Control Your End Poinls l Business Parlners

3. Segmenl Sensitive Syslems
and lnformation J

8. Integrale Securily inlo
L Every Project Plan

AL
7. Search for Bad Passwords -

&. Train End Users Aboul Phishing
L and Spear Phishing

L

Fpure 5 MM xRaes W Running T 5
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2012 Prediction:

sIncreased Hacktivism (SQLi and DDoS)
*Average increases in # of vulnerabilities and exploits
sIncreases in state sponsored cyber warfare

otimizing the
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Get Engaged with IBM X-Force Research and Development
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Follow us at @ibmsecurity
and @ibmxforce

B

Attend in-person
events

http://www.ibm.com/events/calendar/
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Download X-Force
security trend & risk
reports

http://www-
935.ibm.com/services/us/iss/xforce/

Subscribe to X-Force alerts at
http://iss.net/rss.php or
Frequency X at
http://blogs.iss.net/rss.php

Join the Institute for
Advanced Security

www.instituteforadvancedsecurity.com

Subscribe to the security
channel for latest security

videos
www.youtube.com/ibmsecuritysolutions

Optimizing the
World's Infrastructure
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