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Security: A complex, four- dimensional puzzle     
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Total Visibility: Product Portfolio, Services and R esearch     
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Q1Labs 

� Who they are:     

– Innovative Security Intelligence software company 

– Largest independent SIEM vendor 
– Leader in Gartner 2010 and 2009 Magic 

Quadrants 

    

    

� Award winning solutions:     

– Family of next-generation Risk Management, Log 
Management, SIEM, security intelligence solutions 

    

    

    

� Executing, growing rapidly:     

– +1600 customers worldwide 

– Five-year average revenue growth +70%  
– North America, EMEA and Asia Pacific 
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Consistent Leadership Progress 
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Clear Leadership 2011 SIEM MQ  
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Solving Customer Business Pains that Point 
Products Can’t Address 
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QRadar – SIEM 2st Generation 
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QRadar Security Intelligence Platform : 
helps provide security teams with the intelligence 
they need to act 

Who is attacking? 

What is being attacked? 

What is the business impact? 

Where do I investigate? 
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Offenses are Real-Time 

Target(s)/Dest Magnitude Attacker(s)/Src Description ID 

10.100.50.85 5 217.64.100.162 Remote FTP Scanner detected,  001 

10.100.50.81 5 81.240.89.210 Excessive Login Faliures 002 

Multiple (99) 8 217.64.100.162 Remote FTP Scanner detected, 
Excessive Firewall Denies 

001 

10.100.50.81 9 81.240.89.210 Excessive Login Faliures,  

Login Success  

002 

Rules EngineRules Engine  

OffensesOffenses  

 

 The Key to Data ManagementThe Key to Data Management: :   

  

  

  

  

  

  

  

  

  

  

Reduction and PrioritizationReduction and Prioritization  
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QRadar Offense Management 

Specifies the type of offense. The Offense Type 
of an offense is determined by the rule that 

created the offense. For example, if the offense 
type is log source event, the rule that generated 

this offense correlates events based on the 
device that detected the event. 

Specifies information about the source of the 
offense. The information displayed in the Offense 
Source field depends on the type of offense. For 
example, if the offense type is Source Port, the 
Offense Source field displays the source port of 

the event that created this offense. 

Specifies the relative importance of the offense. 
The magnitude bar provides a visual 

representation of all correlated variables of the 
events and flows for this offense. Variables 
include Relevance, Severity, and Credibility. 

Specifies the IP address or hostname of the device 
that attempted to breach the security of a 

component on your network. If more than one 
source IP address is associated with this offense, 

this field indicates Multiple and the number.  

Specifies the IP address and asset name (if 
available) of the local or remote destinations. If 

more than one destination IP address is associated 
with this offense, this field indicates Multiple and 

the number. 

Specifies the usernames associated with this 
offense. If more than one username is associated 

with the offense, this field indicates Multiple and the 
number. 

Specifies the log sources associated with this 
offense. If more than one log source is associated 

with the offense, this field indicates Multiple and the 
number. 

Specifies the number of flows and events for this 
offense 

Specifies the date and time of the first event or flow 
associated with this offense 

Specifies the elapsed time since the last event or 
flow 
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QRadar  Offense 
Management     

What was the 
attack? 

Who was 
responsible? 

How many 
targets 

involved? 

Was it 
successful? 

Where do I 
find them? 

Are any of 
them 

vulnerable? 

How valuable are 
they to the 
business? 

Where is all 
the evidence? 
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Rule Modification - Editor 
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Prediction & Prevention     Reaction & Remediation     

SIEM. Log Management. Incident Response. 
Network and Host Intrusion Prevention.  

Network Anomaly Detection. Packet Forensics.  
Database Activity Monitoring. Data Loss Prevention.  

Risk Management. Vulnerability Management.  
Configuration Monitoring. Patch Management.  

X-Force Research and Threat Intelligence.  
Compliance Management. Reporting and Scorecards. 

What are the external 
and internal threats?     

Are we configured     

to protect against     

these threats?     

What is happening right 
now?     

What was the impact?     

Attack Sophistication    

IBM is helping clients combat advanced threats with  
pre- and post-exploit intelligence and action 
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The QRadar  Security Intelligence Solutions Deploy , 
Expand at Your Pace  
 

  
• Turnkey log management 
• SME to Enterprise 
• Upgradeable to enterprise SIEM 

  
• Integrated log, cyber threat, risk and compliance 

management 
• Sophisticated event analytics 
• Asset profiling and flow analytics 

  
• Predictive threat modeling & simulation 
• Scalable configuration monitoring and audit 
• Advanced threat visualization and impact 

analysis 

Hihg  Hihg  

• Event Processors 
• Network Activity Processors 
• High Availability 
• Stackable Expansion 
• Embedded, real-time database 

High Availability 

  

VFlow  
Collector 

QFlow  
Collector • Layer 7 application monitoring 

• Content capture 
• Network Analysis 

SIEM/SEM 

Log 
Management 

Risk 
Management 

Scale 

Visibility/ 
Network 
Activity 

One Console Security 
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Reporting 

� All information collected is available for 
reports 

� Thousands out-of-the-box report templates 
for compliance and device reporting 

� Fully customizable reporting engine: 
creating, branding and scheduling delivery of 
reports 

� Compliance reporting packages for PCI, 
SOX, FISMA, GLBA, and HIPAA 

� Reports based on control frameworks: 
NIST, ISO, and CoBIT 
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Manage User Roles Function 

� Best Practice: Create roles before 
users 

� Roles must be created for user 
accounts that will not have full 
administrative access 

� To create a role, use the Manage 
User Roles function in the 
Administration Console 

� Select the check boxes for the 
functionality you want 

� You can have an unlimited number 
of roles 
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QRadar Architecture – “All In One” 



18 

QRadar Architecture – Distributed Architecture 
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QRadar Architecture – High Availability 
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Appliance Specifications Matrix 
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Appliance Specifications Matrix 
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questions ?    


