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Standards for Safety Critical Applications

A Safety Critical System is a system whose failure or malfunction may result in
serious injury or even death to people.

Some Safety Critical Standards:

= |[EC 61508, Functional Safety Standard
= DO-178B/C, Aerospance and Defense
= |SO 26262, Automotive

= EN 50128, Rail

= [EC 60601 & 62304, Medical

© 2012 IBM Corporation



Software and Systems Engineering | Rational

Increase of Software in Aerospace & Defence

= Complexity in modern systems requires more software

F-35 Lightning

= Technology enhancements and project contraints make
aerospace Industries to adopt new processes and
programming languages (F-35 uses C++)

First adopting
“relaxed
static

stability” F-16 Falcon
F-4 Phantom f

F-22 Raptor

F-35 has 24 million
lines of code (C/C++),

vs 1.7 million lines of
code for F-22

e~
B
— — -

- 1980’
1960’ 1970° 80% of

Only 8% of requirements 45% of requirements specification
)r/e L:ired ngtware required software reqwrem?nts
; i (JOVIAL) in the F-16 required software
(assembly)in the F-4 (Ada83) in the F-22
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Example: RTCA DO-178B

= RTCA DO-178B is an objective-based standard applied by FAA (Federal
Aviation Administration) for the certification of software in avionics systems.

= Published in 1992, it covers the 5 main processes concerning Planning,
Development, Verification, Configuration Management and Quality Assurance.

= DO-178B outlines the objectives to be met, the work activities to be performed
for each objective, and the evidence (output documents) to be supplied for each
objective (based on criticality level A-E)

Software Criticality Failure Condition

Level Category Failure Condition Description Objectives
Level A Catastrophic Conditions which would prevent continued safe flight and landing. 66
Level B Haazardous/ Sever-Major | Conditions which would reduce aircraft safety margin/functional 65

capabilities, produce a higher workload to the flight crew or have
serious adverse effencts on occupants

Level C Maijor Conditions which would not significantly reduce aircraft safety, crew 57
ability to work under adveser operation or produce discomfort to
occupants.

Level D Minor Conditions which would not significantly reduce aircraft safety, slight 28
increas in crew workload or produce some inconvenience to
occupants

Level E No Effect Conditions which do not affect the aircraft operations or crew 0
workload.

© 2012 IBM Corporation



Software and Systems Engineering | Rational

The Integrated Software Development Process for DO-178B (ISDP-178) is a
set of practices to help organizations developing products for certification under
DO-178B

Specifies a large number of modern sw engineering best practices, including MDD and MBT

The process may be applied to any appropriate development tooling but is
specifically optimized for the Rational System Accelerator consisting of tools
Rational Team Concert for project planning, enactment, and tracking, incl. CM
Rational DOORS for requirements management
Rational Rhapsody for system engineering, safety analysis, software design & development
Rational Quality Manager for test specification, execution, and analysis
Rational Method Composer for process customization

The ISDP-178 address three primary needs
Process specification

Process enactment

Specific links from the DO-178B standard to process content to aid in ensuring compliance
By Objective
By Certification Level
By Work Product
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ISDP-178 Process Description

Method Composer

=8 2 2 @ Search this Site:
~ DO-178B px]

Welcome to the DO178 Accelerator

: Welcome to the DO178 Accelerator cEBE &
8 Getting Started " ) it
£ Delivery Procasses The DO-178B mapping is a set of pages providing links between the objectives, plans, tasks, and work products specified in the RTCA DO-178B
é DO-1788 Objectives standard (particularly Appendix A) and the work tasks, work products, process roles and guidance provided by the Rational Practices. This mapping is
3 X

meant to aid the development of software intended to be certified under this standard by providing links between the standard and the process assets

DO-1788 SW Certification Levels represented within the Rational Practice library and processes.

9 Guidance
07 Practices

This process content represents Best Practices for Embedded Software development in a variety of safety critical industries. It is our expectation that
/Z3Roles Sets every deployment of this process will require customization in some form. Practices and work products may be inserted, deleted, or replaced as

= Tasks appropriate for your organization and your project. 3
(=8 Work Products y i
% Release Info = Main Description
4+ About this configuration € Navigation Links
Welcome to the DO178 Website! [_’O? £ Work . N &
Roles BIE> Products Tasks b Processes = Practices

This configuration includes the practices,
delivery process and the mapping to the DO-
178 standard. Mote that the DO-178B standard calls for a number of project plans as deliverables. It is anticipated that |
the process content in this configuration forms the base content for most of those plans (see the Arifact

section). This entails customizing this content for each new project with project-specific information. This

It also includes tool configuration assets and

instructions. See Tools Setup and Configuration refers specifically to the Software Configuration Management Plan, Software Quality Assurance Plan,
for more information. Software Development Plan, and Software Verification Plan, supplemented with additional project data in
external documents. The Plan for Software Aspects of Certification is created within the DO-178B
F Certification Practice but results in an external document. f
@ Learning

Getting Started

@ Resources

|IBM Rational Method Composer

s = Practice-based enablement ’,"" /"'-).: Mn_hd Validation ﬂ‘--_‘
Sse = Additional Practice Plug-ins s Vi Testing
ce . 7
P‘IO = General IBM resources il ’,’
Mo‘e b\e « IBM Rational training ‘,’ M“En:;‘;

P\\J a\\ SE « Jazz net

', Architectural
Design

Cbject “ s -
Analysis o 5

Process assets provided within the library include:

[rel
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Model-Driven Development positioning in the V-Process

External
Requirements

v
Requirements System
Analysis Acceptance
4

N\

(Sub-)System
Integration & Test

§

Component Component
Analysis & Integration &
Design Test

o o

Detailed
Component
Design

Rhapsody Design Manager
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Model-Driven Development in Safety Critical Development

= Adopting MDD you can increase productivity and code quality

= Rhapsody provides many MDD technoligies:
» Production Code Generation (80%-90%)
» Model/Code Associativity (aka Roundtripping)
» Model Checking
» Model Helpers and Transformations via Rhapsody APl and Rhapsody RulesComposer

Average Developer time lost to delays in design completion

Traditional approach 55.3 person-months

World Model-driven _— '
29.6 person-months Project savings $257,000

development (MDD) . ’ g

World MD_D with 20.0 person-months Project savings $353,000
IBM Rational

Source:2011 EMF (Embedded Market Forecasters) Study
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Generate new code from the model
Develop MISRA-C, MISRA-C++ and Ada applications

Maintain automated synchronization between model and code
Work simultaneously with architecture, software and target

nnnnnnnnnnnnn

All changes in one area reflected in the others

Visualize legacy C, C++ and Ada code

Generate

1 =¥
< > wvoi| bool A:"“, S S o that . -
) Y - - a
< woid r,
} rot)
new code i
TR T - |- 0P 7 e il i
= & e - e < .
”(uuar(‘ndeDX g - 2 1 R MamContralh 52
vei = ; 3 m : ™
)

Visualize :f-';-" =
existing = O T T T =

ssssss
......

171, S = - | Model Code

= [ [ | = = P Synchronization
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Different Modeling Paradigms: Code-Centric or Model- Centrlc

Using implementation language

Model-is-code _ Code is the master
Generating readable code L .
From the model Everything is done in the
Open framework code and should stay

Code is “black box”

Model-Code Associativty exactly as-is
One-way development flow

Model-Code co-Debugging

© 2012 IBM Corporation
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UMMI — UML Modeling Maturity Index (By Bruce Douglass)

Development

5 100% Agile and Model-based testing,
Optimizing Engineering Best | nanocycle
Practices execution, test
driven development,
continuous
integration
4 70% Model-based Model execution,
Executing verification code generation,
model-based
debugging
3 30% State and State, sequence and
Behavioral Modeling algorithmic activity diagrams
modeling
2 15% Class and block Class and block
Structural Modeling modeling of diagrams
structure
1 5% Visualizing code Reverse engineering
Visualization structures
0 0% Manual, time intensive heroic
Code Based development

Productivity and Quality

v
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Model-Driven Development with IBM Rational Rhapsody

Find errors early in the process with advanced model execution

R 1BM Rational Rhapsody Developer for C++ - Dishwasher.rpy

File Edit Vew Code Layout Tools Window Help

g +sanzei ¢#» 706 % | |[Raa0EcFE ¥ E||@anro%PEs s %]

IER R PG iR | [all=] A

R POl s A R T [2ame [ ranep==caze e

LA SRIER RN ESS | Requirements test through

11 Sequence Diagram: Animated Dishwasher Cycle * |Z||§||X| ‘= Statechart of : AcmeTank - AcmeTank[0] execution

Entire Model View Dishwasher|AcmeTa.| Acmedet |

oration Diagrams

Model execution enables 1 - - - - %
iterative development 2 + ' I

- Hyperlink
Model Diagrams
nes
=fault

b Ackors
! Classes

- abstractFa
E AcmeFacto
% AcmeHeate
% Acmelet
% AcmeTank
B4 Dishwasher
-E% Heater
-E% et

% Tank

: Events

|| Panel Diagrams

- Types

¢ Use Cases

edefinedTypes (RE

edefinedTypesCpp
ce Diagrams

chwasher Cycle

ase Diagrams

4| 11l ] >
Go Idle Tug, 29, May 2012 | 1:50 PM @ .°

[

£ il

"= Statechart of : Dishwasher - Dishwasher[0] *

L

Correct specification
hand-off to software

|
| ==
ey | L]
=

e
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= “High-Level” and “Low-Level” Requirements stereotypes

= Better Treacability from Statechart to Code
» Distinguish between HLR and LLR with new stereotypes
» Improved location in code for Transitions and States’ Requirements
» Improved mapping-back of Statechart code to the specific model element
» Generate Requirements associated with Entry/Exit Action and Internal Transition
» Associate Statechart’s auto-generated code with its justification
» Ability to generate Requirement on Operation to implementation file as well
= Safety-Critical Frameworks for Rational Rhapsody
» C: SMXF (Simplified MicroC eXecution Framework)
» C++: SXF (Simplified C++ eXecution Framework)

= Rhapsody TestConductor Qualification Kit for ISO 26262 and ICE 61508
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Improved location of Requirements for Transitions/States

= If you have Requirements that are met by specific States or Transitions in a
Statechart, they can be included as comments in the generated code.

!

S
£
£

i

b

£

i

b

de

b

break:

=Raquirameant=
Requirements: (REQ_S¥S5W1
K

break:

State On sample shall have an OFF state

case On:

a1lt:

¢ Bealigez requirement 3witchStatementDefaunltClause H#SCR1.36:
¢ The default clause zhall be generated for a switch STatcement)

break:;

d Idle 0
switch (root3tate active] | Ol @ 0. evon on @
Jrate Off R
Fealiges requirement REQ STI3W1: é§MW©Hﬂ; - é%mmomh
SJample shall have an 0ff state ‘\ 1, eff
case Off: '
/f Realizes requirement REQ ST323W2: ;
S Sample shall be turned on e . -
if (IS EVENT TYPE OF (evOn Default id)) N
; - -7 - - e |

= Requiramants
Requirements: (REQ_SYS5W2

sample shall be turned on
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Requirements Justification for Autogenerated Code

= Rhapsody can include Requirements to justify autogenerated code, such as
accessor and mutator operations of an attribute.

Entire Madel Yiew <

= 4 TraceabilitySample
C0 Components
[ Dependencies
[_0 object Madel Diagrams
=1 Parkans

[J «LLR» AutoGeneratedCppBehavioralCodeRequirements (REF) ff Realizes requirement ChiectInitialize #LR1.05
= &I «LLR» AutoGeneratedCppCodeRequirements (REF) Ji## auro generated

o

[1]] Accessorop (RO) Sa.mpleiIIC:IEiju:ti‘i.reE thelictilveicontext = 0] ;

(7] Addkevop (ROY

Eﬂ cleanUpRelations (RO - . "

] Clearop (R0} /¢ PBealizes requirement ChijectCleanup #LE1.04

Eﬂ InitRelationsOpRequirement (RO) fAEE aut |:|=ge nerated
[£1] Mutatarop (RO} ~Sample (] :

EEI ObjectCleanup (RO
[£ 1] ObjectInitialize (ROY

[ 7] RemaveKeyop (RO} 4 Realizes requirement Locessorop #LE1.0A
[L7] Remavedp (RO / /88 anto generated
(1] setieyOp (RO) int getlttribl() const:

g Table Layouts
= [g Table Yiews

FR statechartAutoGenReqiew (RO) A4 Realizes requiremrent Reactive3tartBehavior #3CR1.Z3
=-£7 Default AAHE auto generated
(B Classes - :
S B sample virtual bool startEBehaviori():

B2 Attributes
=
[5 Operations

[%2) statechart
[ZF Events
EI Requirements
[C2 Settings
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Requirements for Entry/Exit Actions

Rhapsody supports Requirements on Entry Action / Exit Action
» You can associate Requirements in the Browser
» Rhapsody generates the Requirements in the Generated Code

% Switch
- E Operations
=- {El Statechart
------ "% StatechartDiagram
EI [g States

/* Realizes reqguirement REQ 5¥YS 0103: */ - IZI switchMain .
/* When the Switch is turned on, process should start =/ e 13 default of switchOff
EIQ States
F*%[ =state switchMain.switchOn. (Entry) */ .. switch OFf

OnStartc():

Fow T i
SRR ] L

E_;. Dependenmes
b, atraces REQ_SYS_0102 )

‘ = {2) switchOn
EI £=) Exit Action
- Hfi

[= Fealizes regquirement EEQ S5¥5 0102: */ I E"E' Entr}rﬁu':l:u:nn

/% When the Switch iz turned off rocess should end */ I
W r B =TS = Dependenmes

| " straces REQ_SYS_0103 |

f#%[ state switchMain.switchOn. (Exit) */
OnEnd () :

Sy = f

FEE]

| L
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Generate code for Requirements of Internal Transition

= Rhapsody supports Requirements on Internal Transition and on its Action (if any)

» Generate Requirements into code, using the transition trigger for mapping back to model

» You can associate Requirements in the Browser

=) switchOn
EmﬂﬂJAHMHs
Emé%lncnwﬂngtmnsﬁnns
@mé% Outgoing transitions
El[g Static Reactions
Elféj self of switchOn

EmCJAd@n -
/* State switchOn */ =4 Dependencies i
/# Description: myDescription */ \\ [_ ey wtraces REQ SYS_ 0101
case Switch switchOmn:
i
switch (id) {
case Timeout id:
i
if (RiCTimeout getTimeoutld (me->ric reactive.current event) == Switch Timeout switchOn id)
i
/* BRealizes requirement REQ S5¥5 0101: =/
[I* Indication of switch on Ehcaid be green light blinking *]
S*%[ transition 0 */
GreenBlink () :
FEE]ES
res = eventConsumed;
break: 7
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= Rhaposdy implements behavioral diagrams by leveraging a framework of base
classes and interfaces.

There are two main parts to this framework:

The Object eXecution Framework (OXF), which is the part of the framework that is

always linked into the final generated code.

The Animation and Tracing Framework, which is only used when animating or tracing.

The OXF is provided for each supported language (C, C++, Java, Ada, C#), with different
flavors (interrupted-driven, static memory only, etc..)

Event-Driven Framework

Operating System Abstraction Layer

Tés 2 Rhapsody Generated Code
® O
E = OXF Framework
RTOS
CPU

7

go9sfa C

bject eXecution Framework

rendnlpC
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SMXF is an execution framework optimized for MISRA compliant real-time C
applications generated from Rhapsody Models

Full static/compile-time architecture

Support only compile-time initialization, Support segmented memory (allocation to memory
banks)

MISRA-C 1996/2004 compliance

Supporting the Extended Execution Model

Periodic Execution

Execution Manager, Runnable Manager

Events (Asynchronous events, Synchronous events, Timeouts)
Adapters

ARINC 653 (APEX API based)

“Mainloop” - self scheduling executive

© 2012 IBM Corporation
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Comparison of C eXecution Frameworks

Standard C Object MicroC eXecution Simplified MicroC :
Interrupt- Driven

Framework (IDF)

Purpose Execution Framework Framework eXecution
(OXF) (MXF) Framework (SMXF)

Supports statecharts Y Y Y Y
Supports asynchronous messaging Y Y Y Y
Supports synchronous messaging Y Y Y Y
Timers (time events) Y Y Y Y
UML ports Y Flow ports N N
Deterministic N Y Y Y
Periodic scheduling N Y Y N
Multi-thread support Y Y Y N
Supports multiple event queues Y Y Y Y
Resource protection Y Y Y N
Requires an OS? Y N N N
Can be used with an OS? Y Y Y Y
Defines own Container Classes Y Configurable N Y
Defines a Memory Manager Y Configurable N N
Error manager / notifier N N N Y
Static memory allocation N (pruospeerttge‘;’fr’] tél(r;)gs or Y Y Y
Animation Y Y N N
Tracing Y Y N N
Simulated time model Y N N N
Size ~15000 LOC ~10000 LOC ~5000 LOC ~2500 LOC
MISRA C compliance N c'(\)/ln(ig;ihalr?cr:]e High compliance High compliance
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Based on IDF with support for Active classes (multi threading)

Static architecture
Static memory manager for events allocation

MISRA C++ 2008 compliance
Safety critical C++ settings

Checks to support MISRA compliant modelling style

Events
Asynchronous events, Synchronous events (triggered operations), Timeouts

Adapters
Workbench Managed 653 (APEX API based)
Microsoft (VS 2008/2010)

Constraints

Flat state charts
No Ports
No Animation/Tracing

© 2012 IBM Corporation
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Comparison of SXF and OXF for C++

SXF C++ OXF C++

Static architecture

Dynamic allocation

No animation/tracing

Animation/Tracing

Only Real Time

Real Time/Simulated Time

No containers (can be added)

Containers

Static memory manager
(only BasedNumberOfinstances)

Static memory manager

Flat state charts

Flat/Reusable state charts

No Multi core in 7.6

Multi core

No Interfaces

Interface based

No Ports

Ports
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Certification Supporting Materials for SMXF and SXF

= Associated High Level (HLR) and Low Level (LLR) Requirements provided

= Trace back from code to requirements

» Fully justified code

= Test Cases provided using Rational Rhapsody TestConductor Add On

» Test Cases trace back to requirements

» Statement coverage
» Branch coverage

m
H
i

re Model Yiew

= 4 Tests
[0 Object Model Diagram:
= [0 Packages
£ oxF_Tests
£ PredefinedTypes (REF)
£ PredefinedTypesCpp (REF)
=57 SXF_Tests
=10 Packages
= 3 cancelSchedTm
22 Acto
(2 Classes
(2 Commen
=0 Comy
-2
=
=

[

bject Model Diagrams

=
a1
a3
o 2
f
L]
4
m
a
I}
5
[

(2 Dey
(5 Lind
-0 o
- Obi
-0 Seq
w-F3 conmi
B nsul
m@-F3 Delac
@[3 DelRe,
-0 Even
-0 Even
=00
@£
@£
[
-3

momomom
FRRITIORROD
]
3
h=
Z
i
g

[

][] SD_CancelschedTm in .. X | &¥ Welcome to Rhapsody = Initializing Event Disg]
td: TestDriver TestClass
td:TestDn TestCl,

doSend(eventstr)

doSend{eventStp)

¥ y__
i

;lr(mlj)
|

Ref |

Cancellation of a scheduled timeout

doSend(eventDn)

1

[
|
|
Tm{200) |
L

i

EEEASERR RS EEA RN RRRA RN RRRL AR SRR SRR SNARRRNRNA R

|
|
1
|
|
|
|
report{"Cancelation of Scheduied tmeout”,
|
|
|
|
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SMXF High Level (HLR) and Low Level (LLR) Requirements

= Both SXF and SMXF Models include coverage to High and Low Level
Requirements

Entire Model View

e

[T] SMXFLowLevelRequirem... X SMXFHighLevelRequirements ]

E,D smxf

£+ Packages
E-E7 Predefin
E Predefin
El smxf

=0 Pack

B «

il

- Compenents

edTypes (REF)
edTypesC (REF)

BT smf_Requirements

ages
HLR= HighLevelRequirements

E@ Requirements
&[] Configurability
BEB Event Driven

E‘@ Requirements
(-0 1] Events
EEI Mull Transitions
Eﬂ PeriodicOperations
B[ )] Reactive
Eﬂ Timeouts
JEﬂ Multithreaded environment
]Eﬂ Software Development Standards
Eﬂ Static Architecture
LLR= LowlLevelRequirements

E@ Requirements
EIEﬂ Generic Framewark Services

E[E; Requirements
EEB Event Class
. E-(= Requirements
Eﬂ Creating Events
[0 1] Destroying Events
Eﬂ Manage Event Data

EEI Manage Event ID

Eﬂ Static Events Pool

Eﬂ Manage Event Destination

»

1

1D | Name | Specification

SMXF_LRA EﬂGenenc Framework Services Provide full set of 05 independent framework services allowir
SMKF_LR.11 [£ )| Event Class Provide a base for user defined everts, as well as for special b
SMXF_LR1.16  [{]]5tatic Events Pool Provide services to allocate Everts from a static memary pool

SMXF_LR.1.162

SMXF_LR.1.165

SMXF_LR.1.164

SMXF_LR.1.16...

SMXF_LR.1.16.3

SMXF_LR.1.161

SMXF_LR.1.1.4
SMXF_LR.1.1.41

SMXF_LR.1.1432

[ )| Get Event Memory

[£ )| Retum Event Memorny

(7] Mutual Exclusion on Everts Poal
[ 3] Intislize Event Pool Mutex

[ lsAllocated Flag

(7] Everts Pool Initialization

[£ 3| Manage Evert Destination
(] Destination Attibute

|21 Get Event Destination

It shall allocate static memory for event.
This funiction shall assian the IsAllocated flag of the allocated
freed.

It shall retum memory into static event pool after event consur
This function shall set the |sAllocated flag to FALSE, indicating

The Events Pool, being a shared resource, needs to be locke:
The mutex is a alobal vanable. tt is intialized by the framework

A boolean flag which indicates whether this Evert is allocated
It is set when the Event is allocated for use and is cleared whe
It iz used by the allocation mechanism to find free events for al

This function shall inttialize free events list in events poal.
The initialization is done using a static local variable, its size is
auto-generated corfiguration file mef_cfah

Mairtain the Evert destination, its target - the Reactive which
This attribute shall contain pointer to reactive class. which an

This function shall retum reactive destination of given event.
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Also the Test Reports generated from the SMXF and SXF frameworks are
provided or can be re-gererated:

Code Coverage Report

Requirements Coverage Report
MISRA/MISRA-C++ Compliancy Statement
MISRA/MISRA-C++ LDRA Testbed Report

Quality Result Unig Violations Ho in Function Breakdown Fun‘:tiﬂn {:‘D‘Uerage S\]\Y\F ge
% in Function of Violations Go\]e‘a

5 (s - 125 145 tota 6] |
covered 136 100%
unknown 1] 0%

CMOEEpecific.cpp Pass 0

O3F cpp Pass 0

MTmeoubortepy  Pan :

OWTimeout cpp Pass 0 \,ORP\ \S total 136

OMThread.cop Pass 0 X (\a\\JS ‘ covered 136 100%

Ol StartBehaviorBvent. cpp  Pass 0 5\3\\0 po\'\. ':CDmpIEtEl}"}

OMEeactive. cpp Pass 0 Re cowverad ] %%

OMProtected. cpp Pazs 0 {partiallﬁ_,f}

ChvamThread. cpp Pass 0 Lncovered ] 0%

OMGuard.cpp FPass 0 Detailed Cowverage Results

O EventQueue.cpp Pazz 0

CfEvent.cpp Pass 0
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Define test cases with sequence diagrams, | sur, |

statecharts, flowcharts or even code i s o Eebiplayo
OMG UML Testing Profile

Automate testing tasks

tci=1;

Create Test Architecture s e < 1001
. toiinval = 3,14 * ko,
Execute and monitor tests Lot il
Interactive for debugging, T

Batch test suites for nightly regression
Include CUnit/CppUnit tests

Traceability across lifecycle — from
requirements to integration

showival = tc.inval)

b4+

Host level and target based execution
White-Box, Black-Box for design validation
“Offline testing” mode:—for testing on target
C++, C, Java, Ada Supported

Definition and management of regression tests
Reporting of results, coverage and traceability
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Overview Doc: describes the contents of the
Rhapsody kit

Rhapsody Reference workflow: provides an
exemplary workflow for modelling, code
generation and verification in safety critical

Rhapsody TestConductor Add On Workflow:
describes testing activities and objectives

Rhapsody TestConductor Safety Manual:
provides additional information for using
TestConductor in safety related applications

TOV SUD Certificate for Rhapsody
TestConductor Add On

TUV SUD Report on Certificate for ISO 26262
and IEC 61508

Rhapsody TestConductor Add On Validation
Suite: separately available test suite for
Rhapsody TestConductor to help in qualification
efforts

Certification kits for the SXF and SMXF
frameworks

% C:\Program FilesMBM\Rational\Rhapsody\8.0\Doc\pdf_docs\S026262_IEC61508_Kit

File Edit View Favorites Tools  Help ;',"
4 ) Back ~ ? / ) Search = Falders El'
Address || C\Program Files\IBMiRational\Rhapsodyid, 0lDocipdf_docsiIS026262_TECE1506_Ki A a Go
Folders X Mame
= [0 Rhapsody V. -'_ IBM Rational Rhapsody Kit for IS0 26262 and IEC 61508 Overview, pdf
#0761 -'_ IBM Rational Rhapsody Reference Workflow Guide, pdf
= )80 -'_ IBM Rational Rhapsody TestConductor Add On Reference Workflow Guide, pdf
# 03 addon -'_ IBM Rational Rhapsody TestConductor Add On Safety Manual, pdf
I==
* | 2) ApplicationServer - IwE4460C-1.0,pdf
) Atg T README . pdf
) o T210-12-07-51578-001.pdf

+ | ) DesigniManager
=l |[2) Doc
+ | ) Help
* |J) java_api
=l |2) pdf_docs
i ) 1=026262_IECA1S08_Kit
+ | 2) PropertyHelp
+ |2) Dojo
+ |2 Eclipse
* | ) Gateway
+ | Z) Harmony Toolkit
Dia
) jre
) ko

) licenses
+ | ) Metrics
+ | ) Properties
# | ) RCPBrowser
+ |2 reporterplus
+ |[Z) RER w
< ¥ < ¥
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The Validation Suite is an integral part of the IBM Rational Rhapsody
TestConductor Add-On certification (ISO 26262 and IEC 61508)

IBM Rational Rhapsody TestConductor
Add-On is a qualified testing tool for IBM CERTIFICATE
Rat|0na| Rhapsody No. Z1012 02 73219 002

Holder of Certificate: BTC Embedded Systems AG

Successful qualification has been

acknowledged by TUV Sud (independent Factoryles):

German certification body) Certification Mark: ﬂ

TUV Sid issued a certificate about W

succeSSfUI quallflcatlon Product: Software Tool for Safety Related
] . Development

Customers can immediately leverage from - NN

the certificate

Parameters:

Certificate will be also issued for IBM
Rational Rhapsody TestConductor Add-On o rpon 084
integrated into IBM Rational Rhapsody can

according to:
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Rhapsody Reference Workflow for the development of safety-related software

provides guidance on how to fulfill functional safety requirements with model-based
development methods and tools;

is based on best practices for safety-related projects;

addresses various workflow activities relevant for the development of safety-related
software with a special focus on verification and validation to develop safe software;

conforms to IEC 61508 and ISO 26262.

Modeling guidelines and Coding guidelines and
guidelines checking guidelines checking
Rational Rhapsody
1 *
\d Code Compile
Modeling generation Link :
Requirements > Model » FOiG > Object
code code
RO
i 1 X
E Requirements = A Back to back testing “\\‘
! — based festing w. ~Tit--o 2
: = "“a_\_ I| iy s v
Requi eae Structural coverage 000 TTTe--._ Structural {::n\'erage
e measurement "7 measurement
measurement
(model) (Code)
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Rational Test RealTime is a cross-platform solution for component testing and
runtime analysis of embedded software for C,C++, Ada and Java.

Software Unit & Integration Testing

Electronic Control Unit (ECU) / Hardware in the Loop (HIL) Validation

Modified Condition/Decision Coverage (MC/DC)

Memory Profiling

Performance Profiling

Runtime Tracing

Static Code Analysis (MISRA-C)

Integrated with Rhapsody TestConductor B

Rational Test RealTime DO-178B Qualification Kit

s el |

© 2012 IBM Corporation
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Testing Ecosystems: Timing-Modeling INCHRON )

THINK REAL-TIME

INCHRON, an IBM Business Patner, offers test tools for model based real-time
simulation, chronSIM, and analysis/validation, chronVAL.

The INCHRON Tool Suite is ingetraged with IBM Rational products, cush as
Rhapsoty, DOORS, Rational Team Concert, Rational Quality Manager.

0

S
Duplication! Data Lost! l

v
m—p CcHRONSIM
AL CHRONVAL

e R EycleSecyek: 59%:\3:"
re ) e vl e e =
B 5 sl o Sl
il Py I Dy
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Testing Ecosystems: LDRA

S

LDRA offers automated analysis and testing tools for safety-critical software to
ensure adherence to compliance to standards (i.e. MISRA-C, MISRA-C++, JSF++).

The LDRA Tools Suite for C/C++ provides a Rhapsody plugin:
= To instrument all the files generated by a Rhapsody

= P
configuration for Static and Dymanic Analysis | E--I;rtéomponents
= To Analyze a single file and perform Unit Testing on it 2o Efg:f‘egfs

L §,1 SubsystemBPkg [REF | :
c3 -] SubsystemCPkg (REF) Roundtrip
#-[7] SubsystemDPkg (REF) _
@£ SubsystemEPkg (REF) Create TestArchitecture
= EJ SubsystemFPkg (REF) Rational Rhapsody Gateway >
=G i
& - ' LDRA ’ Code Review
I - DSYSTEMm: s !
#-E% «Actives Parser (RO) Callgraph
7y i e Kl BN White Box Unit Test (uses Settings.tcf)

i E5% «Actives StackMgr (RO)
4 «Resources Cutter (RO)
#-& Filter (RO)

+-E% AlarmDetector (RO)

- ExtraCommand (RO)

Grey Box Unit Test (uses Settings.tcf)
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Speeds innovation with a unified platform for multi-stage development processes

The need:

* Modernize development processes “Innovation and process flexibility are
= Ensure systems integration with other railways important in allowing us to differentiate
while meeting railway standards our offerings. We're now able

] to ensure that our design can be rapidly
The solution: adapted, not only to customer needs,
* Incorporated system intelligence into its development process D G SRS DTS

at a reasonable cost.”

* Deployed an application development platform to: Erancisco Lozano

— Model system reliability ERTMS Program Manager
— Highlight areas requiring improvement

DIMETRONIC
The benefits:

Soluti ts:
v Reduced time-to-market for signaling systems products by 40% o urion componen’s

* |BM® Rational® Rhapsody

v Facilitated 100% compliance rate with ERTMS standards * IBM Rational DOORS

* |BM Rational Synergy

* |BM Rational Change

v Reduced cost and risks of development and documentation * IBM Rational Publishing Engine
= |BM Software Services

for code traceability and safety
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An Example: Tata Consultancy Services Limited
Improving time-to-market with IBM Rational Rhapsody

The need:
* Achieve high-quality design/code

“We used IBM Rational Rhapsody to

= Speed-up development and variants aid and succeed in the model-driven

development (MDD) methodology for
the key product development of our

= |mproved software development process by incorporating both custorners. Behavioral modeling in

MBDA (SysML) and MDD (UML) for embedded real-time: PSR S VR e I eI 17 e
it extensively to test our design and

generate high-quality code.”

The solution:

— Systems Engineering

— Software Development Rampura Venkatachar Raman
— Software Testing Head — EIS Semiconductor & Consumer
Electronics Vertical, Tata Consultancy
Services
The benefits:
v Extracted 60% of a new design from reverse engineering of 'I'
existing software TATA

v Reduced 50% learning curve for new staff members i
Solution components:

v Eliminated 90% of design errors with model simulation = IBM® Rational® Rhapsody

© 2012 IBM Corporation
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Safety Critical software development is hard and expensive
Model-Driven Development brings better quality and

The IBM Rational Solutions for Systems and Software Engineering enables
you focusing on what really matterns and reduce the certification effort.

of

http://www-01.ibm.com/software/rational/workbench/systems/

¥
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= Lockheed Martin decided to adopt C++ for the Joint Strike Fighter (F-35) Project
= Bjarne Stroustrup has been asked to define a C++ Safe Coding Standard

» “C++ can provide a safer subset of a C superset’
= JSF++ AV (Air Vehicle) Coding Standard has formally released on 2005

= MISRA-C++ has been released on 2008

JSF++

MISRA-C —__
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