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IBM X-Force Research and Development

- Research & evaluate vulnerabilities and security issues
- Develop assessment & protection technology for IBM products / services
- Educate the media and user communities on emerging security issues.

• Support content streams

• In-house reverse engineering and malware 
analysis teams

• Expand current capabilities in research to 
provide industry knowledge to the greater 
IBM

• Support content stream needs 
and capabilities

• Support requirements for 
engine enhancement

• Maintenance and tool development

• Continue third party testing

• Execute to deliver new content 
streams for new and existing engines

• Develop new protocol parsers

Research

Engine Content Delivery

Industry/Customer Deliverables

• Blog, Marketing and Industry 
Speaking Engagements 

• X-Force Database 
Vulnerability Tracking

• Trend Analysis and Security Analytics

The world’s leading security R&D organization

IBM X-Force Mission Statement
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IBM X-Force ® Research and Development
● Research and evaluate threat and protection issues

● Deliver security protection for today’s security problems

● Develop new technology for tomorrow’s security challenges

● Educate the media and user communities

X-Force Research
15B analyzed Web pages & images

40M spam & phishing attacks

60K documented vulnerabilities

9B+ of security events daily

1M+ of unique malware samples

Provides Specific Analysis of: 

● Vulnerabilities & exploits

● Botnet command and control

● Malicious /Unwanted websites

● Spam and phishing

● Malware

● Emerging trends

We have a lot of data…
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Cyber breaches are having a growing impact

“The Year of the Security Breach” – IBM’s X-Force® R&D
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Last 4 Days of August 2012



© 2012 IBM Corporation

Security is one of the top concerns of cloud, as 
customers drastically rethink the way IT resources 
are designed, deployed and consumed.

2.  Cloud Computing

Key drivers affecting the security software busines s

Regulatory and compliance pressures continue to 
mount as companies store sensitive data and  
become susceptible to audit failures.

4.  Regulations and Compliance

Sophisticated, targeted attacks, designed to gain 
continuous access to critical information, are 
increasing in severity and occurrence. 

1.  Advanced Threats

It is no longer enough to protect the perimeter – sophisticated attacks are bypassing traditional defenses, IT resources are 
moving outside the firewall, and enterprise applications and data are becoming distributed across multiple devices

Managing employee owned devices and securing 
connectivity to corporate applications are top of mind 
as CIOs broaden their support for mobile devices.

3.  Mobile Computing

Advanced Persistent Threats

Stealth Bots    Designer Malware

Targeted Attacks    Zero-days

Enterprise
Customers
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Key Messages from the 2011 Trend Report

� New Attack Activity
– Rise in Shell Command Injection attacks
– Spikes in SSH Brute Forcing
– Rise in phishing based malware 

distribution and click fraud

� Progress in Internet Security
– Fewer exploit releases
– Fewer web application vulnerabilities 
– Better patching 

� The Challenge of Mobile and the Cloud 
– Mobile exploit disclosures up
– Cloud requires new thinking
– Social Networking no longer fringe 

pastime

• Our statistics demonstrate 
some improvements in 
Internet software security, 
but attackers adapted 
their techniques in 
response. As a result, we  
saw several new attack 
trends emerge. 

• It has become a sport for 
attackers to steal as many user 
names and passwords from a 
website as they can... and post 
them publicly..  

• The emergence of cloud and the 
proliferation of mobile devices 
creates additional challenges for 
enterprise security. 
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2010 Up, 2011 Down – In 2012 the Trend Will Continue  – probably

● 2010 = highest # of vulnerabilities
● 2011 = down ~17.5% YoY

● Web applications continue to be the 
largest category of disclosure.

● 2011 had less vulnerability disclosures 
than 2010.  
However some categories increased.

● 1H 2012 Update :  = 4,000 

Public Vulnerability Disclosures
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Decline in web application vulnerabilities

� In 2011, 41% of security vulnerabilities affected 
web applications

– Down from 49% in 2010
– Lowest percentage seen since 2005
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Patching Improved in 2011
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Public exploit disclosures up in 2010 down in 2011
• Approximately 14.9% of the vulnerabilities disclosed in 2010 

had public exploits, which is down slightly from the 15.7% 
2009.

• 2011 has seen less public exploits than 1H 2010

• The vast majority of public exploits are released the same 
day or in conjunction with public disclosure of the 
vulnerability.

True Exploits 504 1078 1025 1059 1280 778

Percentage of Total 7.3% 16.5% 13.4% 15.7% 14.9% 11.0%

Exploit Timing 0 Days 1 Month 2 Months 3 Months 4 Months

0 Days 852 308 23 12 6

We Track All Public Exploits…

1H 2012 Update = 439 
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Challenging exploits: more vulnerabilities in wides pread 
category

� 34 X-Force alerts and 
advisories in 2011

– 16 fit the critical category
• easy to exploit, sweet 

spot for malicious 
activity

• most currently being 
exploited in the wild

– 12 harder to exploit but high 
value

• This number higher than 
previous years
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Continued interest in mobile 
vulnerabilities as enterprise users 
bring smartphones and tablets into 
the work place (BYOD)

Attackers finally warming to the 
opportunities these devices represent
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MAC malware

In 2011, we started seeing Mac 
malware with functionalities that 
we’ve only seen before in Windows 
malware. This may indicate that 
cyber criminals are now becoming 
aware of how profitable targeting 
OS X might be.

In April, 2012 security professionals 
identified that a new piece of malware, 
Flashback, had infected more than half 
a million Apple computers in what was 
the largest scale attack on Mac OS X 
computers to date.¹
Mac computers can also carry malware 
that could infect Windows PCs. 

Note¹ - Source: eWeek.com
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Challenges of cloud security  

� We saw a number of high profile 
cloud breaches in 2011 affecting 
well-known organizations and 
large populations of their 
customers 

� Cloud computing offers new 
possibilities and new security
challenges. These challenges 
range from governance, through to 
securing application and 
infrastructure. Fundamentally it is 
important to be able to assure the 
security of these new models in 
order to build trust and confidence
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Social Networking – no longer a fringe pastime

� Attackers finding social networks ripe with valuable information they can mine to build 
intelligence about organizations and its staff:

– Scan corporate websites, Google, Google News
• Who works there? What are their titles?
• Create index cards with names and titles

– Search Linkedin, Facebook, Twitter profiles
• Who are their colleagues?
• Start to build an org chart

– Who works with the information the attacker would
like to target?

• What is their reporting structure?
• Who are their friends?
• What are they interested in?
• What are their work/personal email addresses?
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Are we more secure today than we were yesterday ?
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Partner
Programs
(3rd party)

Partner
Programs
(3rd party)

Security 
Ecosystem

Standards

Comprehensive portfolio across security domains
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Leading solutions  in every segment

SSH Brute Force –
detect weak PWs

SSH Brute Force –
enforce PW policy

Phishing- based malware 
– real-time protection 

MAC malware –
protect and remove

Patching –
continuous compliance

Mobile –
secure and manage

SSH Brute Force
SQL injection & other 

web app vulnerabilities
Anonymous proxies Shell Command 

Injection

SQL Injection & 
other web app 
vulnerabilities

SQL Injection & 
other web app 
vulnerabilities

Shell Command 
Injection

SSH Brute Force –
strengthens PWs

SSH Brute Force –
strengthens PWs

SSH Brute Force
Patching

Anonymous Proxies 
Shell Command 

Injection
SQL Injection & other 

web app vulnerabilities

SSH Brute Force –
analyze multiple logs

SSH Brute Force
Patching

SQL Injection & other 
web app 

vulnerabilities
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IBM X-Force® Threat
Information Center 

Real-time Security Overview
w/ IP Reputation Correlation

Identity and 
User Context

Real-time Network Visualization
and Application Statistics

Inbound
Security Events
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Block attachments on 
all outgoing emails 
and chats

Allow marketing and 
sales teams to access 
social networking sites

Advanced inspection 
of web application traffic 
destined to my web servers

Allow, but don’t inspect, 
traffic to financial and 
medial sites

Block known botnet
servers and phishing 
sites

A more strict security 
policy is applied to 
traffic from countries 
where I do not do business

Client-Side 
Protection

Network 
Awareness

Reputation

Web 
Protection

Botnet
Protection

Web Category 
Protection

Access 
Control

Protocol 
Aware 

Intrusion 
Protection

Web Applications
Non-web Applications

Introducing Advanced Controls

Server

Geography

User or Group

Reputation

Network

172.29.230.15, 192.168.0.0 /16 80, 443,25, 21, 2048-65535

Who What SecurityControls

July
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Complete Control: Overcoming a Simple Block-Only Ap proach

Allow full access to 
social networking sites 
for marketing and HR 
teams`

Limit the use of social 
networking, file sharing, 
and web mail for 
common users

Tailored Security 
Policies for individual 
uses, groups or networks

� Network Control by users, 
groups, systems, protocols, 
applications & application 
actions

� Block evolving, high-risk 
sites such as Phishing and 
Malware with constantly 
updated categories 

� Comprehensive up-to-date 
web site coverage with 
industry-leading 15 Billion+ 
URLs (50-100x the coverage 
comparatively)

� Rich application support 
with 1000+ applications and 
individual actions

“We had a case in Europe where 
workers went on strike for 3 days 
after Facebook was completely 
blocked…so granularity is key.”

– SecureDevice

“We had a case in Europe where 
workers went on strike for 3 days 
after Facebook was completely 
blocked…so granularity is key.”

– SecureDevice

Flexible network 
access policies controls access to 
systems  and applicable security 
policy by IP, Port, Protocol and vlan.

Stop broad misuse of 
the corporate network by 
blocking sites that 
introduce undue risk and 
cost 
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IBM X-Force Global Datacenter  - Content Analysis

Internet

Global Data Center

Online ServicesFilter Database Server

Crawling Cache
Analysis

Databases

Crawling 
• Approx. 500 crawler robots 

search the Web in parallel.
• Crawlers collect image and 

text data from the Internet 24 
hours a day on 365 days, 
which adds up to 200 million 
pages each month

Analysis 
• Approx. 1000 servers 

analyze the data acquired 
by the crawlers.

• World's largest database 
with 15 billion evaluated 
web pages and images
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Security is Everywhere
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The future of security –
The Darwinian challenge: Evolve or lose

The business environment is evolving
� The IT environment is evolving
� The cyber threat environment is evolving

� The challenge every function is facing is how to evolve with them to deliver New Security Solutions 

� If the information security function does not change, the result will be losing influence, control and in this 
environment a real opportunity for impact with the business

2010 Today

“It is not the strongest of the species
that survives, nor the most intelligent
that survives. It is the one that is the

most adaptable to change.”

Charles Darwin
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ibm.com/security
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