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IBM X-Force Mission Statement

- Research & evaluate vulnerabilities and security issues
- Develop assessment & protection technology for IBM products / services

- Educate the media and user communities on emerging security issues.

IBM X-Force Research and Development

Content Delivery

¢ Support content stream needs
and capabilities

¢ Continue third party testing

* Execute to deliver new content

» Support requirements for streams for new and existing engines

engine enhancement « Develop new protocol parsers

¢ Maintenance and tool development

Content

Research Delivery

Industry/Customer Deliverables

e

* Support content streams Deliverables * Blog, Marketing and Industry
Speaking Engagements

¢ In-house reverse engineering and malware

analysis teams ¢ X-Force Database

L Vulnerability Trackin
¢ Expand current capabilities in research to y g

provide industry knowledge to the greater ¢ Trend Analysis and Security Analytics

BV The world’s leading security R&D organization
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We have a lot of data...

IBM X-Force ® Research and Development

Research and evaluate threat and protection issues

Deliver security protection  for today’s security problems

Develop new technology for tomorrow’s security challenges

Educate the media and user communities

© 2012 IBM Corporation

X-Force Research

15B
40M
60K
9B+
1M+

analyzed Web pages & images
spam & phishing attacks
documented vulnerabilities

of security events daily

of uniqgue malware samples

Provides Specific Analysis of:

Vulnerabilities & exploits

Botnet command and control

Malicious /Unwanted websites
Spam and phishing
Malware

Emerging trends
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By Cyber breaches are having a growing impact

“The Year of the Security Breach” — IBM’s X-Force® R&D

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Citigro
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Stock Exchange
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Size of circle estimates relative impact of
breach in terms of cost to business
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== Key drivers affecting the security software busines S

It is no longer enough to protect the perimeter — sophisticated attacks are bypassing traditional defenses, IT resources are
moving outside the firewall, and enterprise applications and data are becoming distributed across multiple devices

1. Advanced Threats 2. Cloud Computing

Sophisticated, targeted attacks, designed to gain
continuous access to critical information, are
increasing in severity and occurrence.

Advanced Persistent Threats
@ Stealth Bots Designer Malware
Targeted Attacks Zero-days

Security is one of the top concerns of cloud, as
customers drastically rethink the way IT resources
are designed, deployed and consumed.

IBMSncatCloud
(G vmware @116_&761'(:6

3. Mobile Computing Enterprise 4. Regulations and Compliance
Customers

Managing employee owned devices and securing Regulatory and compliance pressures continue to
connectivity to corporate applications are top of mind mount as companies store sensitive data and
as ClOs broaden their support for mobile devices. become susceptible to audit failures.

_ “ o — .
“h MInf T HPAA Sirbanes Oxley
& Windows Phone = : '




r- Our statistics demonstrate
= New Attack Activity some improvements in
— Rise in Shell Command Injection attacks Internet software security,
— Spikes in SSH Brute Forcing but attackers adapted
— Rise in phishing based malware their techniques in
distribution and click fraud response. As a result, we
saw several new attack
= Progress in Internet Security trends emerge.
— Fewer exploit releases f
— Fewer web application vulnerabilities « It has become a sport for
— Better patching attackers to steal as many user
names and passwords from a
= The Challenge of Mobile and the Cloud website as they can... and post
— Mobile exploit disclosures up them publicly..
— Cloud requires new thinking « The emergence of cloud and the
— Social Networking no longer fringe proliferation of mobile devices
pastime creates additional challenges for
enterprise security.
r

© 2012 IBM Corporation




Public Vulnerability Disclosures

e 2010 = highest # of vulnerabilities

e 2011 =down ~17.5% YoY

e Web applications continue to be the

largest category of disclosure.

than 2010.

e 1H 2012 Update: = 4,000

“* 2010 Up, 2011 Down — In 2012 the Trend Will Continue  — probably

Total Vulnerabilities
1996 - 2011

e 2011 had less vulnerability disclosures 1
However some categories increased. _' I I I I
e s N A EEEEREEEN)

1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011

Total Cumulative Vulnerabilities
1996-2011
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" Decline in web application vulnerabilities

= In 2011, 41% of security vulnerabilities affected
web app"(;ations o - Web Application Vulnerabilities
“f::;p::: ?,ﬁ%xm:?:;:? as a Percentage of All Disclosures in 2011

—  Down from 49% in 2010
— Lowest percentage seen since 2005

Wob Applications: Others:
5 perpery, 51 peeceni Web Applications: Others:

41 percent 59 percent

Web Application Vulnerabilities by Attack Technique
2004-2011

50%
45% -
40%
35%
30% -
25% -
20% -
15% -
10%
5%

0% - 1 ; ! ! ; ]
2004 2005 2006 2007 2008 2009 2010 2011

Source: IBM X-Force® Research and Development

‘ B Cross-Site Scripting [ SQAL Injection B Other I File Include

Source: IBM X-Force® Research and Development
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2 Patching Improved in 2011

Vendor Patch Timeline
2011

6 percent

Patched Same Day
58 percent

Unpatched
36 percent

Unpatched % 36.0% 43.3% 45.1% 51.9% 44.6% 46.6%
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We Track All Public Exploits...

Public exploit disclosures up in 2010 down in 2011

Approximately 14.9% of the vulnerabilities disclosed in 2010

True Exploits Released 2006-2011

1200
had public exploits, which is down slightly from the 15.7%
2009. 1000
. 2011 has seen less public exploits than 1H 2010 800
- The vast majority of public exploits are released the same 600
day or in conjunction with public disclosure of the 400
vulnerability. 2006 2007 2008 2009 2010 2011
True Exploits 504 1078 1025 1059 1280 778
|Percentage of Total 7.3% 16.5% 13.4% 15.7% 14.9% 11.0%
2011 Exploit Timeframe
900
800
1H 2012 Update = 439
700
600
500 \\
o of roof?
300 .
200
100
0
Same Day 1 Months 2 Months 3 Months 4 Months
Exploit Timing 0 Days 1 Month |2 Months |3 Months {4 Months
0 Days 852 308 23 12 6




Challenging exploits:
category

High
= 34 X-Force alerts and =

advisories in 2011

— 16 fit the critical category
» easy to exploit, sweet

spot for malicious T
activity %
« most currently being ;
exploited in the wild =

— 12 harder to exploit but high

value
» This number higher than
previous years

Low
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more vulnerabilities in wides pread

Exploit Effort vs. Potential Reward
2011

Widespread Exploitation

Sophisticated Attack
Inexpensive to exploit

High value vulnerabilities

Harder to exploit Large opportunity e
A
y . .’ d
.f—} l-j:"‘ | . =%
1 Z WA’y
g -':-"-'l"fl - =
- Email attatchments o
- X-Force Discoveries - Drive by download
- OS updates help mitigate exploitation | . Client-side remote code execution
- DoS attacks (increasing in frequency)
\?::““-5_
13:{‘ 0] |
Not Targeted Widely Occasional Exploitation
Hard to exploit Inexpensive to exploit
Low reward Low potential reward
Difficult Easy

Exploit Effort to Achieve

Source: |IBM X-Force® Research and Development
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Total Mobile Operating System
Vulnerabilities

2006-2011 Continued interest in mobile

vulnerabilities as enterprise users
bring smartphones and tablets into
the work place (BYOD)

200

150

100

50

Mobile Operating System Exploits
2006-2011

2006 2007 2008 2009 2010 2011 40

H Mobile OS5 Vulnerabilitios 35

530

25

20

15

Attackers finally warming to the
opportunities these devices represent 0

2006 2007 2008 2009 2010 2011

M Moble OS Exploits



2 MAC malware

© 2012 IBM Corporation

In 2011, we started seeing Mac
malware with functionalities that
we’ve only seen before in Windows
malware. This may indicate that
cyber criminals are now becoming
aware of how profitable targeting
OS X might be.

=

e

( In April, 2012 security professionals
identified that a new piece of malware,
Flashback, had infected more than half
a million Apple computers in what was
the largest scale attack on Mac OS X
computers to date.?

Mac computers can also carry malware
that could infect Windows PCs.

Note! - Source: eWeek.com
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_’m Challenges of cloud security

Securing access to cloud-based applications and services

= We saw a number of high profile Edilorrios
cloud breaches in 2011 affecting IT organization
well-known organizations and
large populations of their
customers

» Cloud computing offers new

. Trusted partner/
possibilities and new security On-premise Rna s

private cloud
challenges. These challenges * Federated identity
* Security events
range from governance, through to e Data entitlernents
securing application and
infrastructure. Fundamentally it is
important to be able to assure the /

security of these new models in

order to build trust and confidence Dynamic
infrastructure

public cloud
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o social Networking — no longer a fringe pastime

= Attackers finding social networks ripe with valuable information they can mine to build
intelligence about organizations and its staff:

— Scan corporate websites, Google, Google News
» \Who works there? What are their titles?
» Create index cards with names and titles

— Search Linkedin, Facebook, Twitter profiles
e Who are their colleagues?
 Start to build an org chart

— Who works with the information the attacker would
like to target?
* What is their reporting structure?
* Who are their friends?
« What are they interested in?
* What are their work/personal email addresses?




The problem of looming security
threats is real and complex

40% of websites tested
/4, showed vulnerabilities

Hard to prove or

disprove the short

or fong term impact

of current efforts
Today you do The amount of
more work for less information managed
progress resulting by enterprise databases
in more insecurity will grow 50 times ovar

) the next decade’




Security
Ecosystem

Partner
Programs
(3" party)

Standards

QRadar SIEM
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Comprehensive portfolio across security domains

Enterprise Governance, Risk and Compliance Management

GRC Platform (OpenPages) Risk Analytics (Algorithmics) Investigation Management (i2)

3 3 . 2
IBM Security Portfolio

Security Intelligence, Analytics, and Governance, Risk,and Compliance

QRadar Log Manager QRadar Risk Manager

Identity and Access
Management Suite

Federated
Identity Manager

Enterprise
Single Sign-On

Identity Strategy &
Assessment

Identity Solution
Implementation

Products Services

Risk and Awareness Services

3 Party and Regulatory Compliance Managed and Cloud-based SIEM

AppScan Enterprise, | Network Endpoint

InfoSphere Guardium Standard and Source = Intrusion Prevention | Manager (BigFix)

InfoSphere Optim DataPower SiteProtector Virtualization and
Data Masking Security Gateway Management System = Server Security
Key Lifecycle Security QRadar Network Mainframe Security
Manager Policy Manager Anomaly Detection (zSecure, RACF)

Managed Firewall,
Secure Engineering Intrusion Prevention, | Incident Response
UTM Services

Data Strategy &
Architecture

Encryption and DLP Dynamic and Source
Solution Code Application
Implementation Testing

Vulnerability Mgmt, Mobile Security
Web & Email Security | Strategy & Mgmt

Security
Consulting

Managed
and Cloud

Services

X-Force
and IBM
Research

w1212
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Leading solutions Iin every segment

Enterprise Governance, Riskand Compliance Management

GRC Platform (OpenPages) Risk Analytics (Algorithmics)

Investigation Management (i2)

~,

3 e 2

IBM Security Portfolio

Security Intelligence, Analytics and GRC

elational Security Dor
|\ |

People Pata Applications

Network

N ([

Network
Intrusion Prevention

Guardium
Database Security

Identity & Access
Management Suite

-

Enterprise
Single Sign-On

AppScan Enterprise,
Standard & Source

InfoSphere Optim

Assessment Service

rotector
Q?'lent System
QRadar
Anomaly Detection

Identity Assessment,
Deploymentand
Hosting Services

Managed Firewall,
UTM, and Intrusion
Prevention Services

Encryption and
DLP Deployment

AppScan
OnDemand - SaaS

-

L J/J |

Infrastructure

I'r.dpc:—*

/
Endpoint
Manager (BigFi

Virtualization &
—-
Server Security

Mainframe Securi

(zSecurm

Penetration
Testing Services

Mobile Device
Management

w12-03

Products Services
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IBM X-Force® Threat Real-time Security Overview
Information Center w/ IP Reputation Correlation

@Radar_

Show [ & |1m-xm5|ﬂlinumtﬂing [+] | [iMewDashoomd [ Rename Dashbosrs () Delete Dashboard | Add liem.. ¥ Next Retresh: 00.0005 Bl @ |
Int ‘hreat Information Center =
= o Most Severe Offenses. (DE3| | | Firewal Deny by SRC IP (real-time) 208

T
Current Threat Level 3 gng 7\
Leam More a8 )

ALERTCON™

Last updated Wed Apr 25 20:08:39 GMT+00:00 2012
o

Samba could allow a remote attacker to execute arbitrary code on the
system, caused by an error within the Network Data Representation

(NDR) marshalling functionality. An attacker could exploit this y
using a specially-crafted RPC call to execute arbitrary code on the. Top to the Internet
system with root privileges.

yies) (G]8] x ]

2010-0ct-26, 02:52 - 08:52

© Legend

A privately disclosed vulnerability in the widely deployed Microsoft DEss 681512  @EN20178172122 @0 §82.249.58.101
Common Controls ActiveX control (MSCOMCTL OCX) can be exploited

for remote code execution

@ 21824817197 @EN1222007118 (0 64.20.65.162
© Adobe

© Microsoft Windows Remot otocol E
2 i Inbound Events by Country (real-time) oos| =
T y User (Event Count) BEa W WA TS s Py

Zoom: max 2010-0ct-26, 02554 - 0864 0800 o710 9600

135 © Legend
(@ other @ VoP Skype @ F2P BiTorrent @ Web Misc 1 nnerSystem Flowgen () Web.Text HTML
@ Webimage JPEG (I Web mage GF () Web Application XIAVASCRIT () Web.SecureWeb [ Remainder
View in Network Adiity
E
2\, Top Applicr __al Bytes) 0os
LLL Zoom: [ 2010-0ct-26, 02:52 - 08:52
Al ) 'J;L Ju_ll Hove O Legand
04:00 05:00 06:00 07:00 08:00 (0) UnitedStates (] snFederation ([ Germany
China

© Legena 0000( L !

(0 administrator 1@ sregory_durkin oot - 2

8 ohiip_fiynn @ horry_phels () victoria_ennis [ ﬂ — wobecsgly

@ fian_goodnight @ taylor_robinson [iacob_cagle L M L
@ botby_hoist @ Remainder Flow Bias (Total Bytes) (8] ¥

Zoom: max 2010-0ct-26, 02:35 - 08:35
60000000
© Legena
(@ other

Identity and Real-time Network Visualization IMbound
User Context and Application Statistics Security Events
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Constantly updated as

internet and threat evolves Lot Fhemee e E e

: ; e IPS now featuring
Stealth Bots SNORT support

. Worms, Trojans 4 (March 2012)
IBM Security L Targeted Attacks
Intelligence Feeds \ Designer Malware

Threat . . . 1

WebFilter IBM Network NextGen IPS

Intrusion Prevention System Identity & application
based protection and
control
(July 2012)

Reputation  Applintel

ISAM 7
Web Protection

IBM Network
Intrusion Prevention System

IBM Network
Protection

Security Operations Advanced Threat
Protection Platform

IBM Network QRadar Network
— SiteProtector Anomaly Detection
Web Servers Data Center Campus Network Tivoli Endpoint QFlow & VFlow

Manager Activity Collectors

Vulnerability Assessment

LLLE

Converged Accessand
Web Threat Protection
(Future)

B » ; Security Policy, Advanced Analytics
Virtualization Command & Control, Anomaly Detection

and Server Tivoli Endpoint Threat Reporting, Vulnerability Correlation
Protection Manager Fusion Flow Analysis




tﬁg User or Group

N

Who What

Controls

?

Allow marketing and
sales teams to access
social networking sites

Block attachments on
all outgoing emails

and chats

A more strict security
policy is applied to

traffic from countries
where | do not do business

Advanced inspection
of web application traffic
destined to my web servers

Block known botnet
servers and phishing
sites

Allow, but don't inspect,

traffic to financial and
medial sites

Security

L !
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= Network Control by users,
groups, systems, protocols,
applications & application
actions

= Block evolving, high-risk
sites such as Phishing and
Malware with constantly
updated categories

» Comprehensive up-to-date
web site coverage with
industry-leading 15 Billion+
URLs (50-100x the coverage
comparatively)

» Rich application support
with 1000+ applications and
individual actions

“We had a case in Europe where
workers went on strike for 3 days
after Facebook was completely
blocked...so granularity is key.”

— SecureDevice

Complete Control: Overcoming a Simple Block-Only Ap proach

© 2012 IBM Corporation

V| Hetwork Access Policy
tew | @ Edt | ¥ Deese k
Order Enable Source Destination Applcation Achon Alert Inspecton Schedule Comment
1 il =y & Any DHEPL @ Accep Defau IPS Allow DHCP
[ 2 % 8 vnaurentcuedv: 5 (@) Ay & suthentcate (Repc Delauit 1P CaptivePartal ]
3 v & Any = Ay © Accent Defet IPS AILMI access
4 % B xForce Resswren | & Any @ Accept Defau 1P: Full Web Access
5 & B vr - SocialNetworking Defautt IPS Allow HR
& i) &3 Internaiblet = GoodliRLs Delauli IPS White st
i & Intesnainet :.Tf:m— Default IPS Biock bad stes
Limit the use of social Allow full access to Tailored Security
networking, file sharing, social networking sites Policies for individual
and web mail for for marketing and HR uses, groups or networks
common users teams’
Stop broad misuse of
Flexible network the corporate network by
access policies controls access to blocking sites that
systems and applicable security introduce undue risk and
policy by IP, Port, Protocol and vlan. cost
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IBM X-Force Global Datacenter - Content Analysis

Internet

Global Data Center

Databases

Crawling L=

e Approx. 500 crawler robots ‘
search the Web in parallel. :

 Crawlers collect image and
text data from the Internet 24
hours a day on 365 days,
which adds up to 200 million
pages each month

Filter Database Server

Analysis

Approx. 1000 servers
analyze the data acquired
by the crawlers.

World's largest database
with 15 billion evaluated
web pages and images
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Wearable firewal stops pacemaker

s et 3 b | Bl e | S @ = — hacking

B 3 BooKMARK, o S0 87

Healthcare Industry Now
Sharing Attack Intelligence

MNew HITRUST Cybersecurity Incident Response and
Coordination Center lets healthcare organizations, U.S.
Department of Health and Human Services swap
information, forensics from firsthand attack experiences,

other threats

Apr24, 2012 | 04:00 Phd |
By Kelly Jackson Higgins
Drark Reading

Large healthcare aorganizations and the LS. Department of Health and Human
Semwices (HHS) have banded together to share attack and threat intelligence in

TV-based botnets? DoS attacks on your fridge? More plausible
than you think

By Dan Goodin | Fubli=hes

= =

It's still prermature to say you need firewvall or antivirus protection for your television set, but & duo of recently
diagnosed firmware vulnerabilities in widely used T models made by two leading manufacturers suggests the
notion isn't as far-fetched as many may think.

Millions of people use insulin pumps, pacemakers and other personal
medical devices that rely on wireless communication to function. But

v Mobiler

what happens if someone was ta tamper with that vital communication

line between the health care provicer and the patient?

Researchers from Purdue and Princeton universities have developed a TIMETO

solution to what could be catastrophic problem: & signal- S E T THE RE CORn
devices. CTDAI

Rise of "forever day” bugs in industrial systems threatens critical
infrastructure

By Dan Goodin | Fublished 23 days =5

jamming personal firewall for medica

© 2012 IBM Corporation
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9* The future of security —
The Darwinian challenge: Evolve or lose

“It is not the strongest of the species
that survives, nor the most intelligent
The business environment is evolving that survives. Itis the one that S the
= The IT environment is evolving most adaptable to change.
= The cyber threat environment is evolving Charles Darwin

= The challenge every function is facing is how to evolve with them to deliver New Security Solutions

= |If the information security function does not change, the result will be losing influence, control and in this
environment a real opportunity for impact with the business

Are your EYOD mobile
devices secure?

2010 | Today
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