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The Perfect Storm : Number of vulnerabilities increase radically with emergence of
new business models and technologies

Adopting new business models, and Years to reach 50M audience
embracing new technologies

/\
(" N[ )

Bring your Employees, Rad|0 38 yearS
own IT \ / customers,
outsourcers v 13 years
Internet 4 years
\ |:| IPod 3 years
— Facebook 2 years

Social business

Cloud / Virtualization




[ security Operations Centers
‘ Security Research Centers

[™ Security Solution Development Centers

m Institute for Advanced Security Branches

IBM Research 10B analyzed web pages and images
150M intrusion attempts daily

IBM Institute for 40M span and phishing attacks
Advanced Security 46K documented vulnerabilities
and millions of unique malware samples

1IBM Global Technology Services (GTS); 2Managed Security Services (MSS)

Worldwide managed
security services coverage

= 20,000-plus devices under contract
= 3,300 GTS! service delivery experts
3,700-plus MSS? clients worldwide
15B-plus events managed per day
1,000-plus security patents
133 monitored countries (MSS)
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IBM offers a broad managed service portfolio to help address a variety of
business requirements

Managed Security Managed Security

Services (CPE) Services (Cloud)

= Managed security incident » Hosted security event and log

and event management EBEE“E @ management services
= Managed firewall services = Hosted vulnerability

_ management services
= Managed and monitored

IPS and IDS services LY = Hosted application scanning
= Managed UTM services Requirements = Hosted mobile device security
_ management
= Managed protection -

services for networks, = Hosted managed e-mail and
servers and desktops @ @ web security
= Managed identity services = Hosted IBM X-Force threat

analysis service

= &’I Multiple device types and
vendors supported
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IBM Data Enrichment

ﬁ#&r Threat Intel Feeds

@ Geo-IP Location

Customer Data

ﬁiﬁ Firewall
%‘ IDPS

A\ .
@ Vulnerability Scan

@ User Activity
@ Network Activity

¢ Application Activity

* Server & Hosts

W Data Import

Real-time Correlation
& Analysis

Historical Analytics
& Data Mining

Global Analysis
across
thousands

of customers

10
Security Operation
Centers

20,000+
Devices Under
Contract

3,700+
MSS Clients
Worldwide

15B+
Events Managed /
Day

133
Monitored Countries
(MSS)

Global Analysis across
thousands of customers

Cross Portfolio Correlation
of diverse data sets

Statistical Rules & Data
Mining
Real-time identification of

botnets

Automatic Prioritization of
the most severe
circumstances

System Activity &
Privileged User Monitoring

Historical Analysis &
Reporting

Security Visualization

Real-time & Historical
Query

Up to 7 years of
forensically sound storage

T ST N MR |

Enabled by the X-Force Protection System, a multi-tenant environment that collects, aggregates, stores,
. summarizes, and analyzes data to deliver security intelligence




Add Add Operating
Vulnerability System and

' Add FW Logs . Add IDPS Events .Add vScan Results . Add OS & App Logs
|

Add Firewall Add IDPS
Logs Events:

Scan Results App logs:
Real-time Monitor R LR (T IBM
identification Rhow the Know if the suspicious *° 00 s S ;
! attacks levied Attacks are . eee®® o g rity
of connections aGallist You Shcoosent internal AT Intelligence
with known activities LA
[ ]

Attackers

Services recommended to enable these capabilitieS'

(1) Firewall Mgmt } ’(1) Managed IDPS / (1) VMS 2.0 ’(1) Hosted SELM
| (2) Managed UTM |(2) Managed UTM ! ,
: (3) Hosted SELM 1 ' (3) MPS

I

|

I

1 :
.(4) Hosted SELM ]
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IBM MSS Security Analytics
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Suspicious Host Dashboard

ldentifies connections with botnet command and
control, and prioritizes the most active....

Available to all customers who send firewall logs to the Virtual SOC Portal.

Use Case #1 : Identification of reconnaissance (e.g. TCP port 1443 from suspicious host)
Use Case #2 : Gain visibility despite encryption or obfuscation

Home Tickets Alerts (355) Logs VMS Intelligence Devices Analytics Reports Support John Markott~ 3

Analytics = Suspicious Hosts

—| « | Filters
Devices: Direction: Firewall action: Dest Port: Source or Dest IP:
-L.: devices V -VI | Accept, Log, Mor_x | e | V
.ﬁme Sin B L Bl | TR s | = | ]
Last 7 days " | from to 2012 Apply WaE=S

% Change w Source IP Dest P Dest Port  Protocal Device Action Last Event (GMT)  IPS Severity (H/M/L)  30d FW Trend Category
| MNew 73 E5207.231.140 16 218 78.129.132.31 3005 TCP atl-stg-cpfn-01 Atlanta  Accept May 131208:01 0/0/0 iy AN Botnet 2
H | MNew 16 = 92.255.106.211 = p07.231.140 22 80 TCP atl-stg-cpfw-01 Atlanta  Accept May 1212 00:01 3/5/4 - . ~/\__ Botnet
=5 News 51 160.45.48.3 S atf-stg-cpfw-01 80 TCP attstg-cpfw-01  Atlanta  Accept  May 14 1208:01 12/28/17 <A ~/\A Botnet
—IDS 7 IPS Data — IP Intelligence
Event Name Priority  Count  Last Event (GMT) Source IP Dest IP Device Name %.IFCE IP:
"= 160.45.48.3
1305 - SNMP Parse Vulnerahility - XP Medium 3 May 14 12 08:01 160.45.48.3 207.231.140.233 atl-stg-g400-01a A e
137 - XDR_Library - Dynamic Memory ... High 3 May 14 12 08:01 160.45.48.3 207.231.140.233 atl-stg-g400-01a Destination IP:
5 307.231.140.233 ( atl-stg-cpfiv-01 ) =
ApacheModproxyDos Low 3 May 14 12 08:01 160.45.48.3 207.231.140.233 atl-stg-g400-01a
Bad Password List Low 2 May 14 12 08:01 160.45.48.3 207.231.140.233 atl-stg-g400-01a
A . J
Mo TAR RET A Mo E e —_— 4 e 44 47 AEAt 1enas an o AAT e 4 an s R | 2
3| ~ 1 | s | ) What is an IP Intelligence Report
Displaying 1 - 26 of 26 W eagel 1 [RRE TN 2 ‘
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Best Practice usage of Suspicious Host Results available in the vSOC Portal

1. Validate the threat

2. Adjust FW/IPS Policy

3. Quarantine the machine

4. Scan the machine

5. If malware if identified: follow your incident response procedure

6. If no malware if found: consider to reimage the OS and application
and monitor Suspicious Host Dashboard for additional indication

7. Record all mitigation activities
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IP Intelligence Report

* On demand IP Reputation and
Profiling of attacker or victim
addresses.

» Saves customers time and
complexity by consolidating
multiple summary views into a
single pane.

* Available in the Virtual SOC
Portal to all customers who
subscribe to one or more of the

following services:

Managed FW

Managed IDPS

Managed UTM

Managed Protection Services
Hosted Vuln Mgmt Service
Hosted SELM

Sk wnNPE

» Accessible from most places
where an IP address is
displayed

Firewall

IDPS :f ——

vScan
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~ Automated Intelligence (Al) and Type of Correlations provided

Statistical and Comparative Analysis
based on individual alerts or frequency and volume of alerts

Behavioral correlation
based on sequence of alerts

Historical cross-platform correlation
based on the availability of up to 7 years of forensically sound, live data

Vulnerability correlation
based on vulnerable and critical hosts information

Global Intelligence correlation

number of customer targeted
industries affected

attack sequence and tools used
vulnerability exploited

11
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vSOC Portal Overview

12



Home  Tick

Home

Analytics

Reporis Support

Maore -

AlertCon 5-Day Forecast

View Trend ¥ & = B0

S,
AW

ALERTCON®  ALERTCON®  ALERTCON® | M° ALERTCON"

Thursday Friday

Notifications

Saturday  Sunday

ALERTCO
Monday

Notification Archive ¥ B = W

IPSADS Top Destinations

« |BM Content Update XPU 32.080 ( Sep 11 2012 )
» VME Content Release: 2012-09-12 ( Sep 11:2012)
* |BM Content Update XPU 32.082 ( Aug 30 2012 )
s Portal Webcast: Save the Dates ( Aug 30 2012 )
+ |BM Content Update XPU 32.081 ( Aug 26 2012 )

Active Security Incidents (126)

view All BF K & B¢

Ticket I Type ' Priority Status Created

grond7ie & 0OW RF  Aug1112 Sep12i

o7o1144838 & W G Aug 1112 Sep 121
a - @ Sep 1212 Sepi121

oronersat & 20W By Sept 12 Sepll

pronterse & M B Ses 111z Sepni

i | 1 | b

Recent XP5 Alerts

Alert 1D Created (EST) =

Copyrig

Ewvent Names

Privacy

125000 -
100000
75000
SO000
25000
. ] -] a3 i 2
Y Qi? ¢ qﬁ; diL
«i} ¥ N o N
'},Q" 'f‘-‘h ‘]f,}\ ..-.:: ‘]:;\
S & 2 8
w v |

Total Event Trend
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25000
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15000 1,
10000

5000

0
K
n

A

o
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£ o oF

Dizplaying last 24 hours Dizplaying last 12 hours

IPSHDS Top Sources

250000 +
200000
150000
100000

50000

XP5 Alerts Trend

Count 1

EE W

(9/13/12 04:51 EST #01.71

m




Home s (1232) VM5  Inteligence De Analytics Reports Support More -
Analytics = Suspicious Hosts &
— |« | Filters
Devices: Direction: Firewall action: Dest Port: Source or Dest IP:
| &l devices e | Al || | Accept, Log, Mo |2l | 2% |
Time Interval:
%Last?days 2 from | Sep 06 20132 tg | Sep 13:2012 Apply  WEEEE

% Change | Count Source (3 DestPort  Protocol Device Last Event (EST) IPS Severtty (HMIL)
| | 2500 + 25 ™ 160.45.43.3 B atl-stg-cpfw-01 80 TCP atl-stg-cpfiv-01 Atlanta Accept Sep 0% 12 19:02 9/23/14 =
] | 133+ 53 [d141.8.224.25 B 207.231.140.93 80 TCP atl-stg-cpfn-01  Atlanta Accept  Sep 1112 19:04 11/25/16
4 | 63+ 27 [ 61.159.167.11 B atistg-oademo-01 1433 TP ati-stgcpfin-01  Atanta Accept  Sep 1112 19:01 1fif1
@ | a9+ 27 B atistgoademo-01 [ 61.159.167.41 5667 TCP atl-stg-cpfw-01  Atlanta Accept  Sep 1112 19:01 ofojo T
] | 63 + S 64.74.223.46 5667 TCR atl-stgcpfin-01  Aflants Accept  Sep 0912 11:01 njojo

IDS [ IPS Data — IP Intelligence
i Event N: F'r'rurlt;r Last Event (EST) Source IP Device Name Source IP:
1305 ... Medium 3 Sep09 12 11:01 64.74.223.46 207.231.140.70  ati-stgg400-01a | | | EE6a74.22346
137-.. High 2 Sep091211:01 64.74.223.45 207.231.140.70 at-stg-g400-01a E Destination IP:
Apac.. Low 2 Sep03 12 11:01 64.74.223.46 207.231.140.70 atl-stg-gd00-01a 85 207.251.140.70
BadP.. Low 2 Sep091211:01 64.74.223.46 207.231,140.70 atl-stg-g400-01a
DDS .. Llow 1 Sep ng 12 11:01 54?422’345 207, Bl 140,70 _aﬂ-sb:l-ﬂ*iﬂﬂ{l:la it | 4} What is an IP Inteligence Report?
Displaying 1-27 0f 27 A e (1 Jern | e o @2
-
¢ | I |
| Displaying 1 - 30 of 42 (Sep 05 2012 through Sep 13 2012 for Al devices) 4 4 Page 1 ofz b b &

yright & 2012 IBM Corporation

Privacy

Terms of use

090130112 05:01 EST - 0901312 10:01 GMT




Tickets  Alerts { ) VIS t More -

Devices: Issue Types: Statuses: Priorities: Ticket ID:

| Al i |Enterpartor

| all e ' MNew, Assigned, Work InPr |

Event Hames: Source IP: Destination IP:

o |Sep 132012 |l =V]

WManaged By Created (EST) Lstest Worklog Contact Name

Sep 12 12 08:09 Customer contact not required for this issue - confirmed at 6/9/2012 Mister Anderson Resolved,
Sep 12 120435 Portal Notfication send to AUS21034@ip.ibm.c @jp.ibm. com,bj
Source IP(s): Destination IP(s): Description: Latest Worklog:
ati-stg-vsp-01 207.231.140.63 207.231,140.233 | Several attempts to connect to a single FTP server have been made within a short time frame. s Sep 12 12 0435:41 GMT
207.231.140.222 | . ) B ) . I Submitted by atl-prd-asicont-01a-ai_slert_co
| This may indicate the use of a script or other malidous attempts at guessing or brute fordng” a
| login and password. A password guessing attack or a (suthorized) vulnerability scan may be under  _ Portal Motification send to AU99 1034&jp.ibm, com, hinoue @jp. ibm. com, bjmurray @us.ibm. com at
Event Name(s): Source Port(s): Destination Port(s):}] Assigned To:
BackOrifice_Fing AL
DNS_MULL_Query
DNS_Version_Request 3
& | 0701187582  Customer Sep 11 1207:47 Commentad Security Inves... External Activity Sep 11 1207:47 Device atl-stg-win-ul-01had 5 or more occurrences of userMame ‘TempTestUse. . Resalved, P...  Low -
| 0701187581  Customer Sep 11 1207:47 Security Indident Denial of Service Sep 11 12 07;:47 Ticket submitted via M55 Portal by user Christing DiCarlo [dicarloc] Christina DiCarle ~ New Low
H | 0701187580 S0C Sep 11 120746 Security Inddent Unauthorized Access Sep 11 120746 Mr, Anderson New Medium
H | 0701187579  SOC Sep 11 120746 Security Incdent Unauthorized Access Sep 11 1207:46 Mr. Anderson Assigned High
B | 0701187577  50C Sep 11 1207:45 Security Inddent Unauthorized Access Sep 11 1207:45 Mr. Anderson New Medium
Displaying 1-28 of 28 {last updated Sep 06 2012 through Sep 132012) i 4 |Page |

10:04 GMT

15
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This IP Address is a managed device. A portion of the device record is presented below. View the full details for this device.

207.231.140.232

CPUTM-1 270

SPLAT R
Operating system: ATR: ; [
Timezone: {GMT) Greenvath Mean Time: States

Organization:

S ata

| This data below has been fiRered to only include the IP address for this report, where & serves as siher the source or destination IP.
A bold IP address ndicates 8 Suspicious nost, The chart reports data 1hat & robied up peradically 8nd is pianed in GMT,

Coun... Sourcs P Dest P DestPort: | Aclion Last Event Category 6‘)i!
27 MWispdsds3  BE207 234140233 80 ACCEPT  Sep 0812130224687  Botnet &
25 Ezﬂ? 231.180.233 GEET ACCEPT Sep 09 12 19:0224 EST Bonet 1
0
E 1
Y
a1
!
w1t
]|
ot B
DA S P P P g
P @ & & $ ¥ )

Name. CVED CVS Score Severdy Agset Name LastSeen Last Resolved

fs-untrysted-ca B W vedum atstg-cpfw-01.... Sep 1 12071142 EST

s-sess-ranego.  CVE2009.3556 @ B medum AL81g-CRW-01.... S8p 11 12071142 EST Hgh
weak-crypto-tey 3z ¥ Low atbstg-cpfv-01... Sep 1112071142 EST

-
2

The data below has been fitéred to oaly include the P address for this report, where & serves either the source or destinatisn P
The chart reports dats that is rofled up perindically and is plofted in GUT.

Event Hame Priocy Count | Last Event Source P Dest P Device Hame s

Emad_Error Low 24 Sep 0612 123311 EST 207331140272 207.231.140.233 oti-glg-vsp-01 1250

HTTPS_Apache_ClearText . Low 86 Sep06 12153832657 LA AEGMLER.  whenaedl g 1000 . I I

Henaip_OS_Fingerprint Low 108 Sep06 12 164210 EST 7231 1 207231140233 othstgvsp-Ot = 7

Hon Complant SSL High 24 Sep 0612 16:38:47 EST 7 231 14 207231140233 stbslg-cptw-d1 T so0

Hon-MDS Authenticated B.. High 24 Sep 0612 183100 EST 207.231.140.222 207.231.140.233 athstgcptw.0l 8 50

Packet Santy High 45 Sep U612 1B 4119 EST 7 2301 207.230.140.233 Bl-stg-cpfw-01 oS . .

TCP_Null_Scan Low 35 Sep 0512 164208 EST 207238140222 207.231.140.233 atbslg-vap-01 r_}g& qg& 490' ‘ﬂ\'} aﬂo 490’ ‘1‘;& ‘}9“}
TCP_OS_Fingerprint Low 28 Sep 06 12 16:42:09 EST 207231140272 20723140233 athstgvsp-0t # F & F P P N D
TCP_Port_Scan Wedum 745 Sep 06 12 13815 EST 072140223 TZLMOZ atksigvspol =

| B medum [l Low

16




Loas VIS Intelligence e alytics Reports Support  More -

Reports > Report Dashboard &

General Service Related Firewall

Service Level Agreement @ Firewall Summary Beport

Service Overview Traffic Analysis - Denied

Traffic Analysis - Email

B #

Security Manaager Overview

Traffic Analysis - Web Activity by IP

IDS/IPS Sensors Traffic Analysis - Web Activity by Website

Global Attack Metrics Protocol Usage - Allowed

Your Attack Metrice Protocol Usage - Denied

Attacks on Vulnerable Assets Connections Summary - Allowed

L G
P P

Prevented Attacks Report Connections Summary - Denied

ILHL)
PPPPPPFIPP PP
D R G R R EE B B B B BN

L Ch Oh Oh O B B B 0 0 Oy O

Vulnerability Impact Taraeted [P Addresses
Ewent Counts By Rule Utilization Analvsis
Source [Fs O & Suspicious Host Correlation Report
Destination [P's D If Iﬁ
Event Names O ! & Log Management
Sensos D Ij“ IE
SELM Server Device Listing By Site
Sensors, Event Nemes, [P's D If %
Event Counts By
Event Trend D |j| I%
L [ e Od o
Event Name Trend
e —— Agaregator I:‘ If IE‘

Muttiple Events Breakout Trend z
System Activity Events

Vulnerability Management e
System Activity Events By User ] CF % E
Enterprize =
System Activity Events by PCl Reguirement \T)How do PCI system sctivity rsports work?
Repors {Create Mew)
PCl1: Install and maintain a firewall configurstion to protect cardholder dats [ EER

Vulnerabilities

= FCl 2- Do not use vendorsupplied defaults for system pesswords and other security |:| ﬁ
= paremeters
BCl PCL4: Eroyot trensmission of cardholder data soossopen, public networks |ER
Reports (Create New) PCI §: Use and regularly update sntivirus softwares [] | &
Vulnesabilities PCl 8 Develop and maintein secure systems snd applications [ e
Sitas PCI 7. Restrict access to cardholder dats by business nesd-to-know [l e
PLCI 3: Assign 8 unigue IC to each pesson with computer scocess |:| ﬁ
17 PCI 10: Track snd monitor all acoess to network resources and cardholder dats B
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Thank you !
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