Security Day 2010

PIERO FIOZZ0O

Servizi di Sicurezza Gestita

Affrontare le nuove sfide riducendo
contemporaneamente i costi
operativi
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Spesso la necessita delle Aziende e quella di realizzare riduzioni di costo a
breve termine gestendo contemporaneamente i cambi strutturali

Type 1 Rationalization

“Reduce Capacity”
* Riduzione dei costi a breve termine A _—
— Blocco delle assunzioni _— @ X
— Blocco del budget su nuovi progetti o | Reduce gX"' E
— Cessazione di accordi con subcontractor 3 mi';iTnEize ;
— Piani di incentivazione al outplacement m;?\?e !
— Prepensionamenti control ] R
Volume ]

) . ) o Type 2 Structural Change
e Riduzione dei costi di struttura “Transform Fixed into Variable Costs”

— Trasferimento di risorse/applicazioni
— Centralizzazione della governance IT
— Ridefinizione di strategie e priorita

— Sourcing transformation

— Ofttimizzazione dei processi

A X/

Cost

- Change IT :
operating i
model :

[
»
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IBM puo aiutare i propri Clienti ad aumentare I'efficienza operativa e la
capacita di gestione IT che si traduce in risparmio e possibile aumento degli

investimenti in nuove tecnologie

TODAY TARGET

Liberated funding
for direct saving or
transformational
investment

100%

Strategic
Change
Capacity

IT Spending

Operations Maintenance

Operations Maintenance
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Per fornire servizi ai propri Clienti IBM investe in:
- competenze - talenti - ricerca
- tecnologie - infrastrutture

Boulder v YDetroit

v
o

-

V' Sao Paulo

9 Security Operation Center
costituiscono l'infrastruttura del singolo

Global Security Operation Center
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L’esperienza maturata dai nostri specialisti MSS si traduce Iin
valore per:

- la nostra ricerca

- per i nostri Clienti

Browser and PDF Exploitation
Source: IBM Managed Security Services Web Applicaction Attacks by Catagory
2008-2009 IBM Managed Sacurity Service
] 2009

Crss-SieBoiptng [ Ineoion Atacks [ Inbrmaion Dischosurs:
W Pai Thavarsal [ Buffer Coariow [l Waloious Fle Brocoubicn

o
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Virtual-SOC: un’architettura per l'integrazione di servizi

B |

@ Sistemi di sicurezza multi-vendor generano una enorme quantita
di log ed eventi

VULNERABILITY AV/FILTERING

) J

| Virtual-SOC Technology Platform |

NETWORKING DEVICES
APPLICATIONS FIREWALLS &
IDS/IPS
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Virtual-SOC: un’architettura per l'integrazione di servizi

@ In tempo reale, tutti gli eventi vengono importati nella piattaforma
tecnologica dei Security Operation Center (SOC), dove vengono:

autenticati, cifrati verificati e normalizzati.

VULNERABILITY AV/FILTERING

| Virtual-SOC Technology Platform |

|

NETWORKING DEVICES

§ ]

ﬂPPLiEATI[IHS FIREWALLS &
IDS/IPS
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Virtual-SOC: un’architettura per l'integrazione di servizi

B |

@ = Gli eventi di sicurezza vengono conservati nel data warehouse MSS

= Un sistema proprietario di Data Mining ricerca, analizza, correla e assegna
una priorita agli eventi.

VULNERABILITY AV/FILTERING

| Virtual-SOC Technology Platform |

| | - Normalize
- Aggregate
| - Correlate

Il | '-.- ) ". ':
NETWORKING DEVICES -
‘ « Archive
> b - Escalate 28
. ' . 2 nHT
APPLICATIONS FIREWALLS & Remediate

IDS/IPS
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Virtual-SOC: un’architettura per l'integrazione di servizi

B |

@ = | pattern delle minacce sono identificati e riportati come eventi di sicurezza

VULNERABILITY AV/FILTERING

| Virtual-SOC Technology Platform |

| | - Normalize
- Aggregate 4
ay - J -Correlate

NETWORKING DEVICES

- Archive
_ ! F - Escalate

APPLICATIONS  FIREWALLS & - Remediate
1DS/IPS
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Virtual-SOC: un’architettura per l'integrazione di servizi

Gli analisti di sicurezza IBM analizzano gli eventi e quando necessario Si
mettono in contatto con il Cliente che gestiscono per suggerire azioni di
contenimento dell’incidente rilevato.

VULNERABILITY AV/FILTERING

| Virtual-SOC Technology Platform |

| | - Normalize
- Aggregate 4
ay - J -Correlate

Security Operations
Center (SOC)

NETWORKING DEVICES

‘ - Archive
_ ! F - Escalate

APPLICATIONS  FIREWALLS & - Remediate
1DS/IPS
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Virtual-SOC: un’architettura per l'integrazione di servizi

< Tramite il portale MSS il Cliente e in grado di:
= Avere evidenza del livello di sicurezza della propria organizzazione

= Tenere costantemente sotto controllo il profilo delle minacce e lo stato degli
attacchi

VULNERABILITY AV/FILTERING

| Virtual-SOC Technology Platform |

| | - Normalize
- Aggregate 4
ay - J -Correlate

i Security Operations
Center (SOC)

NETWORKING DEVICES

‘ - Archive
_ ! F - Escalate

APPLICATIONS  FIREWALLS & - Remediate
1DS/IPS




MSS Portfolio

ENABLEMENT SERVICES

IBM Security Enablement Services

Managed E-mail Security

Managed Web Security

Security Event and Log
Management Services

Vulnerability
Management Services

IBM X-Force Threat
Analysis Services



MSS Portfolio MANAGED SERVICES

IBM Managed Security Services

Managed and Monitored
Firewall Services

Managed Identity Services

Managed IPS and IDS
Services

Managed Protection Services for
Networks, Servers and Desktops

MSS for UTM

A
r b
4 "

r
b




IBM Internet Security Systems

Virtual SOC Portal
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IBM MSS Total Cost of Ownership Calculator

IBM Internet Security Systems
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United States [ change ]

Home Solutions - Services - Products - Support & downloads - My IBM ~ Welcome Gail Gullotti [Not you?] [ IBM Sign in ]

The IBM ISS Virtual

EXECUTIVE BRIEFING
CENTER

Security Solutions for a smarter planet.

Managed Security Services Professional Security Services We're here to help

U Chat now

; w E-mail us
Cur Managed Security Services help you regain control over IBM offers industry leading, end-to-end security solutions that or call us at
your entire security infrastructure, including managed and protect critical data and keep systermn components ahead of 1-600-1BM-7080
unmanaged devices at any location, regardless of device type emerging threats. We can even implement digital controls to Mention 108AE0EW
orvendor. We offer a broad portfolio of senvices and semvice secure events—on people or things—in physical space. IBM
levels to meet your business needs. Butthe hestpart. . . it understands that your job is to run a business that can
could cost you sianificantly less than trying to do it internally. compete and grow—even in times of tightening budgets. How much can you save?
B viewvideo (14:05) B Viewvideo (14:33)
* Download transcript (FDF, 614KB) ¥ Download transcript (FDF, 474KB)
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