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zSecure 1.13

• Announcement on October 4, 2011
• Availability in November, 2011
• Designed for use with z/OS 1.13

– Also runs on z/OS release 1.9 – 1.12
– Use of 64 bit hardware functions
– No new release of zSecure Manager for RACF z/VM this year

• Extend the scope of zSecure to transaction and data managers
• Access monitor extensions
• User interface improvements
• RACF Offline 
• zSecure Visual 
• zSecure Command Verifier
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Introducing the IBM Tivoli zSecure Suite

Policy enforcement solution 
that enforces compliance to 

company and regulatory 
policies by preventing 
erroneous commands

Real-time mainframe threat 
monitoring allowing you to 

monitor intruders and identify 
mis-configurations that could 

hamper your compliance efforts

Compliance and audit solution that 
enables you to automatically analyze 

and report on security events and 
detect security exposures

Enables more efficient and 
effective RACF administration, 

using significantly less 
resources

Reduces the need for scarce, 
RACF-trained expertise 

through a Microsoft Windows– 
based GUI for RACF 

administration

Allows you to perform 
mainframe administrative 

tasks from a CICS 
environment, freeing up 
native-RACF resources 

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries.
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zAdmin, zAudit, zAlert  architectural view

CKRCARLA
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zSecure Admin

Enables more efficient and effective RACF 
administration, using significantly less resources

Highlights:



 

Automate routine tasks to simplify 
administration



 

Identify and analyze problems to 
minimize threats



 

Merge databases quickly and 
efficiently



 

Display data from the active (live) 
RACF database



 

Integrates smoothly with IBM Tivoli 
zSecure Audit
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RACF Administration is Now User Friendly
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zAdmin: Connected groups, plus other info
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zSecure Visual

Reduces the need for scarce, RACF-trained expertise 
through a Microsoft Windows–based GUI for RACF 
administration

Highlights:



 

Decentralize RACF 
administration to optimize 
resources



 

“Scope Down” Administrative 
Capabilities



 

Avoid need for TSO/ISPF 
rollouts



 

Administer from a live RACF 
database



 

Easy Cloning of user templates
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zSecure CICS Toolkit

Allows you to perform mainframe administrative tasks 
from a CICS environment, freeing up native-RACF 
resources 

Highlights:



 

RACF administration from a 
CICS interface



 

Web-enablement CICS-RACF 
API 



 

Customize screens



 

Perform resource access 
checks



 

Support security of legacy 
applications
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zSecure Audit

Compliance and audit solution that enables you to 
automatically analyze and report on security events 
and detect security exposures

Highlights:



 

Live analysis of critical 
information



 

Beyond just z/OS and RACF 
analysis



 

Customize reports to meet 
specific needs with flexible report 
and alert language



 

Analyze SMF log files to create a 
comprehensive audit trail



 

Analyze RACF profiles and ACF2 
entries to get fast answers



 

Detect system changes and 
integrity breaches to minimize 
security risks



 

Track and monitor baseline 
changes for RACF and ACF2



 

Integrated remediation with Tivoli 
zSecure Admin



 

Seamless links to enterprise audit 
and compliance
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Trusted Userids Report – z/OS Status Audit
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zSecure Command Verifier

Policy enforcement solution that enforces 
compliance to company and regulatory policies by 
preventing erroneous commands

Highlights:



 

Prevent noncompliant 
administrative command 
execution



 

Supports policy definitions to 
provide mandatory and default 
values for which RACF does not 
provide appropriate defaults



 

Command Audit Trail feature 
stores changes to profiles in the 
RACF database



 

Easy independent installation for 
use on all systems for which 
policies must be enforced



 

Grant users granular access to 
specific commands they would 
normally be unable to access
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RACF db mgrRACF db mgr

TSO/ISPF

RACF 
commands 

+ output

zSecurezSecure AdminAdmin

Cmds RACF 
commands

RACF 
profiles

Command VerifierCommand Verifier
EXIT

Policy
SMF

How zSecure Command Verifier Works
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zSecure Alert

Real-time mainframe threat monitoring allowing you to 
monitor intruders and identify mis-configurations that 
could hamper your compliance efforts

Highlights:



 

Threat knowledge base with 
parameters from your active 
configurations



 

Broad range of monitoring 
capabilities, including monitoring 
sensitive data for misuse on:

- z/OS

- IBM RACF

- CA ACF2 and 

- z/OS UNIX subsystems.



 

Easily send critical alerts to 
enterprise audit, compliance and 
monitoring solutions



 

Integrated remediation with Tivoli 
zSecure Admin
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Alerts from zSecure Alert

• Unwanted logons and attempts
– Logon by unknown users 
– Logon with emergency userid
– UNIX superuser logons

• User behavior that violates security 
policy

– Password recycling
– User issued USS command with uid 
0, e.g. su
– Administrator propagates his 
authority

• Suspicious activity on the UNIX sub- 
system

– File access violations
– APF or controlled program attributes 
assigned
– Global write or read specified

• Changes that violate security policy
– Addition or removal of system 
authority
– Revoking of production userids
– Excessive universal access granted
– Disable system security options 
(SETROPTS)
– Audit trail disabled

• Core system resources at risk
– Update on a system dataset
– Dynamic addition of APF dataset
– SMF buffers becoming full, risking 
data loss
– Started task running with 
unspecified authority
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Reporting for CICS, IMS and DB2

• zSecure Collect extended to retrieve information from CICS, IMS and DB2 servers
– Data stored in CKFREEZE file

• Reporting via RE menu - Resource
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CICS region reports

• Go to menu option RE.C.R
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CICS transactions reports

• Go to menu option RE.C.T
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CICS programs reports

• Go to menu option RE.C.P
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DB2 region reports

• Go to menu option RE.D
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Access Monitor

• Introduced in zSecure 1.11 as part of zSecure Admin
• The data collected for each event includes the following types of information:

– Profile name used, Userid, Access intent (READ, UPDATE, ALTER, and so on), 
Reason the access was granted, Some attributes of the userid, Date and time, 
Number of events, Jobname, Port Of Entry (POE) information
– Information stored in sequential data sets

• Consolidated into daily and (optionally) weekly, monthly or yearly files
– Identifies unused profiles, members, GLOBAL entries, access list entries, groups

• The RACF database cleanup function consists of three components:
– The RACF Access Monitor program (C2PACMON) used for data collection.
– The CKRCARLA program that summarizes and saves the collected data so it can 
be analyzed.
– An ISPF menu component that allows you to specify selection criteria for reports, 
generate reports, analyze reports, and perform RACF database cleanup tasks.

• Addressed with extended capabilities in 1.13
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Access Monitor - Collection of more fields

• Optional JOBNAME collection
– Specify (list of) userids in member C2PAMJOB
– Intended for shared userids such as started tasks, workload schedulers

• Optional Port of Entry collection
– Specify Resource class, e.g., OPERCMDS in member C2PAMRCL
– Specify Port class, e.g., CONSOLE, TERMINAL, in member C2PAMPCL
– Useful to see where operator commands are entered, SDSF, main console, etc.

• Collection of user’s privileges
– Access granted via PRIVILEGED or TRUSTED was already shown
– Access granted because of OPERATIONS and SPECIAL is added in 1.13

• Identity users, jobnames that rely on OPERATIONS
• Activating these fields will increase size of your consolidation files
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Access Monitor

• Three new control/configuration files
– C2PAMJOBUserids for which to collect job names
– C2PAMPCLPOE classes for which to collect POE names
– C2PAMRCLResource classes for which to collect POE names
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Access Monitor - Fast I/O

• Consolidation process combines multiple records for similar events into a single 
record

• New ACCESS record format (V1.13 format)
– Created in daily consolidation (C2PAMCVT)
– Enables parallel reading and consolidation

• Consolidation improved
• Reporting unaffected
• Before consolidating, V1.11 format data must be converted to the V1.13 format.
• Installation choices

– Keep the old format daily files from zSecure 1.11 and 1.12
• Consolidate old format and new format files into Monthly consolidation
• Using CARLa in C2PAMCMP

– Convert the old format Daily files to new (zSecure 1.13) format
• Using CARLa in C2PAMCVT
• Next Monthly consolidation job using UNLOAD command will work
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User interface improvements
• Profile search mask is more similar to SEARCH FILTER syntax:

– * at the beginning of a qualifier is supported, SYS1.*LIB finds SYS1.LINKLIB,SYS1.PROCLIB   
–**.*LIB.** finds profiles with  2nd,3rd,4th, etc. qualifier ending in LIB

• Search for users with a 
specific connect authority 
in RA.U
– Use the Attributes 
selection panel

• Display connect owner in 
connects list
– Under control of SETUP 
VIEW
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User interface improvements
• RACF commands can be 

fitted to 72 positions 
– Allocate a CKRCMD 
data set with
RECFM=FB, 
LRECL=80 in 
SETUP RUN (SE.0)

• RECREATE generates 
appropriate 
SETROPTS REFRESH 
commands

• C line command to copy 
class settings in RA.S
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RACF Offline
• Allows testing of RACF commands on a copy of a RACF database

– Use zSecure Admin and Audit to generate reports from the new database
– Use Access Monitor to simulate access checks and find differences

zSecure Admin

Result of 
simulation

Access
Monitor

file

zSecure Admin

RACF commands

Access
Monitor

file

Active
RACF

db
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zSecure Visual

• New in 1.13: Site-specific user data
– External data sets with attributes for RACF USER profiles
– Each record must contain a field with the user identification, and one or more data 
fields

• Employee number, phone number, initial password, etc.
• User id must be in a field in the user profile, e.g., PGMRNAME or PROFILE KEY

– Multiple data sets supported
• Disparate information sources
• Specific files for department administrators
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zSecure 1.12 - Multi System Support

• Reporting and managing multiple systems from a single session
• Use zSecure ISPF application, zSecure Visual and zSecure batch jobs to

– Retrieve data from remote systems using a TCP/IP connection
• RACF profile displays
• Audit reports from RACF and CKFREEZE
• SMF reports from live SMF or dumped SMF

– Generate RACF commands for one or more systems
– Command routing

• Execute on local system
• Send to remote system using RRSF
• Send to remote system using zSecure TCP/IP connection
• Send to remote system using NJE
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zSecure Network Services

CKNSERVE

CKRCARLA

PC
CKNSERVE

CKRCARLA

TCPIP

Remote systemLocal system

Active
RACF

db
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Russia

Danke
Germany

Grazie
Italy

Gracias
Spain

Dank u 
Belgium

Bedankt
Netherlands

End of presentation

Dankschen
Austria

Dekuju
Czech Republic

Takk
Norway

Tak 
Denmark

Jag tackar
Finland

Dziekuje 
Poland

Tack
Sweden

Toda
Israel

Engraziel
Switzerland

Tesekkür ederim
Turkey

Dakujem
Slovakia

Obrigado
Portugal

Thank You
United Kingdom

Merci
France

Thanks
United States
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