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Source: Discussions with more than 13,000 C-suite executives as part of the IBM C-suite Study Series
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@ Security Intelligence
15 and Analytics

Advanced Security
and Threat Research




@
____.___
-
____..__

_|

I

Od

=

IBM

CISO2|

on

ClO
7/

of It/

=
=X T

HFrOf

AL

CISO
=G ==

£

EdE

AN

e

% &l 7|
Al

2

Z AL

2yt

2ctRE

10

)

2t2to] 29 Oll A
33

NESHE A X

Cil Ol €

A&

&l

D
oF

ok

oJ

o
0}

~




IBM2t et
AECZREH &=




Security Intelligence
and Analytics

Advanced Security
and Threat Research

INTERNET

{) DATAPOWER

MS Management

1999

Dascom is
Mainframe acquired for
1976 access
and Serv_er 5 A management
Security esource ACCEss capabilities

Control Facility

(RACF) is created,
eliminating the

need for each application
to imbed security

Network Intrusion

SOA Management
and Security

BN crcenruare] Database

eonsul Monitoring
Compliance
Management

Prevention

2006

Internet
Security
Systems, Inc. is
acquired for

2005
DataPower

2002

is acquired ;
Access360 | for SOA ST o
is acquired for I management protection
identity and security capabilities
management  capabilities
capabilities
MetaMerge
is acquired for
directory
integration
capabilities

2007

Watchfire is
acquired for
security and

Application
Security

2008

Encentuate
is acquired
for enterprise
single-sign-on
capabilities

compliance capabilities

Consul is acquired
risk management
capabilities
Princeton Softech
is acquired for data
management
capabilities

for

Advanced

!raud Protection

Security

Intelligence

2010

Big Fix is
acquired for
2009 en?ipoint
Ounce Labs security
is acquired management
for application capabilities
security NISC is
capabilities acquired for
Guardium information
is acquired and analytics
for enterprise management
database capabilities
monitoring
and protection
capabilities

2013
Intent to acquire
2012 Tru;teer for
mobile and
application
security,
2011 counter-fraud
Q1 Labs is and malware
acquired for detection
security
intelligence

capabilities

12




ms
Americas

| Hortoléandia, BR

1as
AsiaPacific

= 20,000+ &H H L 2
3,300 - 3,700+ MSS & M3 12
A HHIA M2} » 1502+ JHO| 20t O|HIE SLIHY LU 22|

=

B =02 dF e
O 2ot o7 Wi = 1,000+ 2O 24 S5 2R

n — AL D} A
& & 2ot & 3| (Institute for Advanced Security) X| At

13




IBM Security Framework

Security Intelligence

and Analytics

Advanced Fraud
Protection

Advanced Security
and Threat Research
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Security Analyst Report Rankings
Quadrant Wave Share
In?eelﬁ;gr?(’:e Security Information and Event Management (SIEM) Lezggser Leg?fer
m Web Fraud Detection* Lezg%er

Identity and Access Governance
User Provisioning and Administration

Role Management and Access Recertification Cor?gtﬁr}der

Web Access Management (WAM) 20 13L,§f,g:§cope

Database Auditing and Real-Time Protection Lezg?dfer
: Leader
Data Masking 2013

Application Security Testing (dyvnamic and static) L%g?ser

Network Intrusion Prevention Systems (NIPS) Cha;llgenger

EndPaint Protection Platforms (EPP) Vis;gpsary Strongzlg?srformer

Managed Security Services (MSS) L%g?zer L%ggzer

Information Security Consulting Services Legger




IBM Security Systems Portfolio

Security Intelligence and Analytics

QRadar QRadar QRadar QRadar
Log Manager SIEM Risk Manager Vulnerability Manager

Advanced Fraud Protection

Trusteer Trusteer Pinpoint Trusteer Pinpoint Trusteer Mobile
Rapport Malware Detection ATO Detection Risk Engine

P
" people | _aia | Applatons_

|dentity Guardium Data Security and AppScan Network
Management Compliance Source Intrusion Prevention

Trusteer Apex

Access Guardium DB Vulnerability AppScan Next Generation Mobile and Endpoint
Management Management Dynamic Network Protection Management

Privileged Identity Guardium / Optim Data DataPower Web SiteProtector Virtualization and Server
Manager Masking Security Gateway Threat Management Security

Federated Key Lifecycle
Access and SSO Manager

Network Mainframe
Anomaly Detection Security

IBM X-Force Research

Security Policy Manager
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Security Solutions

integrate

22|, 20t QIEg| A,
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Enforcement

Data in Motion
Network Loss
Prevention

Mol - -Em—r

Stored over Network
(Databases, File Servers, Big Data, (SQL, HTTP, SSH, FTP,
Data Warehouses, Application
Servers, Cloud/Virtual ..)

Data at Rest
Protection & Encryption

Cil Ol

= =

Data

Data in Use
Endpoint Loss
Prevention

at Endpoint
(workstations, laptops,
mobile,...)

integrate

IT & Business Process




H=C2lAHOlE 20t

oM

ATEO JHE

ctOIZALOI2

HAN 2AM

(white box)

A
x
=
>

. E-”}\E I-IIH E.”}\E E-IIEEI P, ) I.”O.i

o= X, 5T

o LHAIEE +A1| CIEZE, FUA =Hl2tel

= AL

Govemance and
Collaboration

(black box)

s HE EF PCI GLBA and HIPAA (40+ out- of- the- box compliance reports)

2E/HHE AlAE

DHg oS230l8 /& &

NES HSE 24

e E

23 X




Intelligence
Platform

Threat
Intelligence Future

and Research

Advanced . Content Web Network —
Intrusion C Application
Threat and Data Application Anomaly
- Control IBM Network

Prevention . X .
Securit Protection Detection
Platform y Secully




HS2AHOE HEE H
Scans sites N

| ulnerability data sent
o SiteProtector
Management

Security Analyst
with AppScan

Sends to development
for remediation

Website

Request may or may not be
blocked depending on intrusion
prevention policy

IPS sends
security events to
SiteProtector
Management

\ IBM Security Network IPS

Web Developers

Criminal sends
malicious request

24
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Trusteer Apexilt 2

» IBM QRadar Security
Intelligence Platform

* IBM Network IPS
+ IBM Endpoint Manager
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Trusteer Cyber Intelligence2}
=), |
« |IBM X- Force Research
& Development

+ IBM X- Force Global
Threat Intelligence

SetE Al & X

IAM1} E- commerceZ2
AD| & X & &

Trusteer Pinpoint2} & J
+ IBM Security
Access Manager

+ IBM WebSphere
Application Server
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Trusteer Rapport2t Mobilet

19|
» |IBM Endpoint Manager
for Mobile Devices

+ IBM Worklight Mobile
Application Platform
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Security devices

Servers and mainframes
Network and virtual activity
Data activity

Application activity

Configuration information

Vulnerabilities and threats

Users and identities

HIE & 2 (Anomaly)E Z Xl

s AN UG b3y &&= A

Correlation

* Logs/events

* Flows

* |P reputation

e Geographic location

Security Intelligence and
Analytics

ANsg 22 =4

o O —
Mz UE UO0Ie 2A22H 58 =28 #0td

True
offense

Offense identification

Activity baselining and
anomaly detection

* User activity

* Database activity

* Application activity

* Network activity

* Credibility
* Severity
* Relevance

Suspected
incidents

27
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Wakcome. admin o gaut]

System Time: 16:21 | Prelerences | Help

| Al Offenges = Offense 146 (Summan

Offense 148

Kagnitude

Dascriplion

Source IP{s)
Destination P{s)

Hetwork]s)

Hosl Fort Scan Detected by Hermole Host

08096234 22
10.0.15.20

Zerver NMetwork Developmeani

e
Source P
EH80.96.34.22
Tep 5 Destination IPs
Destination P |
10.0.15.20
Last 10 Flows

Application

= HZE2AH0lE

BMagnitude

Magnitude

Wubnerability

Display T Ewants enmactions v
Relevance

Source IP

Qevents snd 2338 flgws in 27 categories
2010-10-01 02:23:01
2m 363

Unassigned

Location
Vulnerabilities

MAC

Asset Waight
Events Flows

Offenses Destination(s)

Wi Alack Path Adtiong

g | Credibility

Nofes indd Hote

@ Sowves

Last Evert Flow EventsFlows

Status E (=

Offense Type
EventFlow count

Stan

Duration

Relewancea

Saurce [P

Sewerity Credibility

0 events and 2338 Nows in 27 categarnas

201 01 0=-01 02230

Tiny 2RSS
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Whalcome. admin [Isgouf]

System Time: 1621 | Praferences

|nll0|'lensleﬂ.t » Offenge 146 (Summary)

& AlLD Bisplay ¥ Ewents Comnactions F s Winew Aftack Path Actions ¥
91 Offense 146

® Byl Relovance 3 Severity 8 Credibility

® by &P

Magntude Source

45 ewvnls and 2338 ows in 27 categories

® Ev D4

® By M 10-10-01 022301
@ FRule]

m 365

Description /ulnerability Found on Host :

+
Location

SDIIICE “-"{S} I I E:l:l ".|= r:.! :": 4 -"I ;" Wulner abilities

MAC

Destination IP{s) 1001520

Asset Weight

Hitwor k(ﬁl] Su!“-"{rr M I-"*!"F'Il;‘_;:_htlh"t"l-'|I:I_£Irrll-l N Events/Floves

Last 5 Notes

Mates #dd Note

@ Sowices

EventsFlows

Top 5 Source IPs
Source IP Magnitude Locat
ERE095.34.22 B ERemania § | Status Relevance 3 5 : Credibility e

Top 5 Destination IPs

Offense Type Source IP () Bastinations

Destination P Maguitide Locatior Last EventFlow

10.045.20 | Server_Network Deve EventFlow count 45 evenls and 2338 flows in 2 tegorie h 7m 465

Last 10 Flows 3
Start
Apphlication Source IP pcket Time
Misc Syslog Dur ation
Web SecureWeb

Sae 2 Assigned to Unassigne

other
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Advanced Security
and Threat Research







