





Computer networks crash at South Korean
banks, media companies; North Korea attack
suspected

“APT 221 Al

CAPTICON FULLSCREEN

o | Updated: Thursday, March 2

SEQUL, South Korea — A evberattack caused computer networks at major South Korean
©2013 IBM Corporation banks and top TV broadcasters to crash simultaneously Wednesday, paralvzing bank

machines across the country and prompting speculation of North Korean involvement.
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Security Intelligence. Think Integrated.
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= APT &4 A|LE2|2 = APT EtX| H*H (Event + Flow)

“When at least this number of these rules, in|in any order,
2. Spear-Phishing from the same|any source IP to the same|any destination
g3t zd ' IP, over this many seconds”

Apply [APTZ2 &7 on flows which are detected by the | Local »| system

@.and when at least 5 of these BB SocialMledia_ S, Malware: Communication with 2 web site known to be a phishing or
fraud site. Recon: Aggressive Local L2l Scanner Detected. Authentication: Login Successful Ater Scan Attempt. Botnet
Potential Botnet Connection (DNS). Botnet: Potential Connection to a Known Botnet CandC. BB.Encrypted Traffic, in order,
from the same source IP to any destination IP, over 180 days

Please select any groups you would like this rule to be a member of:

ot2H2| ActivityS0| 37420l ZH W E B T ooy .
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Social mediag &% O Agthenticaton

OLYAE LMY AO|EHS) Jfen .
L2RZ SSH, IRC &£ EfX| (non-standard port)

C&C Destination &X| & 9|8 =7} B EHX| EFX| X A:
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. M2 AlE (Brute Force AttackA|E) & Q1= ME = =MLOI2 XA 7747F o=

NE BEEX] B2 IPOA EE X - AM AFO|E F2, HAIALO|E EHX|, L2L Scan, Q1= 33|

7

Of & (Bot CAC &4 O|Af AT} = 4B, IPS/IDS ELX, AnomalyEtx|, 224Z!
3} M=% (Non-standard ZLE 0| &) BOT MH| Rz, Qtsst EAI

o

© © N o U > W N

© 2013 IBM Corporation




QRadar Vulnerability Manager (QVM) - EHOt OlElI2| M A 7|HFO| F| QM

k2| M| Al

ot

H|2Hd: Qflowel 2510, QVME F[<f
7™ FE 240 Cish =,

o X] &t&: IBM Endpoint Manager?t & 23503, QVM2
OffH F[fHOo| mjX[= Z2IX| O|3H

HO{E2[#0]4 0]

r

APEE QUM Of T #[QFH 0] Hish Tt &l QK| & 2= Mof
o|8 xtEHEl ZOIX| O|sh

AMzk: %oE x4 7|8 £ flowet QRM 241}
HEs}0l, QUM HIXLIA $Al Hord g Aug 4
oIC|
AN
2ld: Qflow HER T Ecj= ZfA| A1} €4 X-Force
{1t SIEM E ot At H[O|H & &850, QUM
x|ofsh XpARO| BTHR QI QIO X BHaH YRS Tt
2 Qlct

AA c
27 SIEM A 2441 MRS 2N Hl0|E S
28510, QUM O{fH F 40| 4110 A=XE
HtS| A& OIC|
1= T A c

© 2013 IBM Corporation 17




OH=2|A Ol 7t d5 =tETt AHM|L] HERR SA

_ o P T — | saeceeee
' E'ITT'i BT T T Ry
o-'L__Il:I  TEEE  wwEee

=82 71A8

Ass AL TA BE g
ERISIE BN F =93 Activityol] Csf =718 ojZ2|#|o| M3} Y EYI
H=2E)o AH|, FAS Lo CHst Atgo| MEM g mt

Of 5l

© 2013 IBM Corporation 18



2 ClHIOIAZ 2 H e'é"?ﬂ ClHIOIAZ 2 H 2
AL AbD|

ada
TEESE




1m
®

I CIHIOIAZRH S
AbD|

Criminal

HE EFHATOS WE A
X &dsz 53 %
CIOIEl =&t & X

© 2013 IBM Corporation 20




@

3

100% Accurate MitB
Malware Detection
(Alert, API)

CH' E3Hw A

74 X| =2 oS

B3N

—

Call Center (inbound)
Relationship Manager (outbound)
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