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Hubble Control Center, Goddard Space Flight Center

Image Credit: NASA, 1999
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S8 EX (Infrastructure &
Security)

Optimize capital investments

Optimize equipment - Right size
equipment, install temperature and
humidity sensors and gateway
controllers, evaluate alternative power
generation systems such as solar and
wind

Secure facilities — Automatically
monitor and manage for fuel theft,
short fuel deliveries, copper theft and
more

XI# SHl (Command & Control)

Provide real-time data & control

Instrumentation — Transform traditional “dumb” equipment
and infrastructure into intelligent data sources
Communication — Bi-directional communication and control
to the site from the field, NOC or anywhere

Automation — Transition from manual, technician based
control at a site to mechanized and even automated control
anywhere

E£E£8 2Y (Smarter Operations)
Enable long-term sustainability

= Integrated operations — Bring together site data with
trouble ticket, energy consumption and work force
management systems to provide an enterprise-level view

* Intelligent dispatch — Troubleshoot and isolate service
degradations and/or failures to ensure single site visit
resolution and even remedy many problems remotely

Optimizing the

World's Infrastructure




diH& A ORIl A

-
Integrated
Service Management

Business Dashboards

Analytics and Rule Engines

e o Converged Asset

ork Force Management Management
e — Trouble Management Event Management Performance Management

L =/

Correlation and Root

Cause Analysis

[Managed Equipment

Intelligent site connectivity &

= ‘ = — control devices reside at each
j:-_-.__ e ba—a remote site in the network and

I connect to virtually any site element.
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Challenges of AT&T Network Operation

eMulti technology on the network: TDMA, CDPD, GSM/GPRS,
EDGE, UMTS HSDPA

In this competitive market, AT&T always has to introduce
New Services to keep and attract subscribers

The number of subscribers and services has grown rapidly

Combining all the systems means combining all the alarms.

While the network was evolving and growing, the
complexity of managing it increased:

Reduced headcount
Reduced number of presented network faults

INncreased automation

Optimizing the
World's Infrastructure




90 day rolling Count/Tally
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Architecture Background

eHigh volume of alarms across

eSupport multiple silos per “region”.

eFaults are routed across silos for correlations.
Numerous triggers and policies across silos.

*High volume of alarms across

While the network was evolving and growing, the
complexity of managing it increased:

Reduced headcount
Reduced number of presented network faults

INncreased automation
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Atrchitecture Diaaram

Core Diagram: Collection, Aggregation, Display and ticketing
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messages tothe Corresponding Aggregation Server:
Example:
Mo theast (Flag8 in (900,910,0) and Flag1 = 0)
Southeast (Flagd in (301,302,910,0) and Flag1 = 0)
Central (Flag9% in (903,910.0) and Flag1 = 0)
Véest (Flags in (904,910,0) and Flag1 = 0)
NSD (Flag9 in (905,910,0) and Flag1 = 0)
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Sample Operations Dashboard

Sample real-time service and operational metrics dashboard.

Total Order Counts

Title Carrest Asg {me] Avg ear) Soted
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Service & Application KQIs

Availability Retainability Integrit ?/ Service Availability Retainability Integrity Service I
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Sample NOC Service Dashboard
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Sample Customer Care Service Dashboard

Mobility Customer Care Service Dashboard

Eastern US
Toi N J By L pe
Cell Service Status “I')mt“;‘et‘f"mk L Radio Access ({
7 Ala »ervices ) o : \
@ = Service Down s E-f ;{;31'}1510111113 EE_—:
bt J illing )
= Performance Issues = <
. sk & Sales Portal e
= Service Good Voicemail © 911 ©
Western US
loice N S e y
Cell Service Status ';)”1;9;' e k L Radio Access (-,f
E ata »ervices . T e .
@ = Service Down 0 :i: ;{El\lswnmg E_:
pal illing )
= Performance Issues - .
- ; SMS © Sales Portal [ )
& = Service Good Voicemail © Sl ©

Historical Service Reporting
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Voicemail  Jan Feb Mar Apr May Jun Jul Aug Sep Oct Mov Dec
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Architecture — Path to Success!

Step 3:
SLA
Management

o

Step2:
Service
Quality

Management

Step 1:
Service
Assurance
Foundation
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MT TR Improvements

Sample customer MTTR improvements from real business automation implementations.

Trafflc Management Detalls
Dispatch Management

SLA Management
Escalations & Notifications
LEC Bonding

Port Translations

Call Verification

DSL Management

PUC Bulk Testing Automation &...

T1lto T3 Correlation
Inventory Reconciliation
Verify T1 Status

Unable to Connect
Intermittent Service

Static on Line

No Dial Tone

Verify Account Status
Federated Customer View

Inbound Customer Call Scripting

. 5.00
| aq.00

50 M Est. Time to Resolve Trouble
_"— 2500

12.00 w/Optimization

120.00

500 M Est. Time to Resolve Trouble Manually
— £5.00

B_3.00
Biinm— 50.00

150.00

B 1500
U500
M 52 00

0.00 50.00 100.00 150.00 200.00 250.00 300.00
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System Context of Grid Monitoring Solution

Data Historian

™~

Grid Topology
Grid Measurements
Switch State History

Grid Topology

- Grid Measurements _»
Grid Alarms
Switch State History

Grid SLA Delivery
Grid Alarms
Service Visualisation

GIS
Control Room
4 System
Equipment Status Pl

Grid Alarms

Electrical Connectivity Load at a given
l substation

Equipment Location

Switch State History

Device Health

: Device
G Il d Device Lifecycle
. . - — Asset
MOnItOFIng Device Maintenance Manager
Schedule

Device Manager

N

Device Connectivity

= |nstallation/

upgrade Device Authentication to Network

= Configuration

= Commission/ IT Management

Decommission

Network & IT
Management
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Functional Requirements for Grid Monitoring
« Open and extendable mediation for alarms, metrics and topology data

* Initially XML over HTTP or TCP for integration with initial vendor choice
* Extending to OPC and DNP3 to bring in other major vendors

» Packet decoding and data routing included in mediation layer (essential as alarm, metrics and topology changes
are all sent using the same protocol and transport)

» Use existing mediations where they are appropriate (e.g. for SNMP support)

« All analytics for real time and near real time reporting

» Compatible with IBM industry solutions tiered analytics model
» Alarms created by both simple thresholds and complex analytics
* Real time requirement demands streaming analytics

* Analytics may have a topology component which requires updating in near real time (or immediately in case of
synchrophasor)

« Compatible with industry semantic models
* Ensure metrics are tied to a unique resource name
» Updatable from external model or from data provided in event stream
» Service Model dependencies map to industry standard CIM

. Compatlble with Enterprise architectures (IBM and non-IBM)

Gateway to Enterprise Message Bus regarded as standard interface

» Optional addition of Impact to support point to point links to legacy Historians and SCADA systems, and to
enterprlse GIS

Optimizing the
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External | Sworkorder
notification for impact

Tivoli Architecture for Grid Monitoring SN\

External ISrequests | m— == event analysis
S SE M Lledleupudie
o : ""1 i huthorized CI for
e Meter Data Mgt o Ly ¢ reconciliation or
Application o = correlation
: Map / GIS
— < Integration
A A .
TBSM i Cl positioning
M anage Service MDM alerts and status, Event
integration
KPI and SLA SLA data “ Cl depl | Cl auth

Update Component
after reconciliation CMDB
Jv «Config mgt
*Change mgt
Update ClI, status eIncident mgt
' > *Probleme mgt
- Gateway < gzgi‘;ﬁ Open trouble ticket o ordersg
Netcool | mpact Open Work order
Correlate work order

) notifications with alerts
Netcool Omnibus Calendar check/ SMS

A
Discovery agents

Discover/update
concentratorsor meters

Event history DB

IBM Service Management

Alertdevents
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SCADA Management & Monitoring
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Messaging | RF | TMS | Transport | Voice | VIC | Access Request

ANOSC East

|

RNOSC West

Transport

LEGEMND: ] ning Minar Majar

Password Logout
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What's keeping CIO “Awake at Night”

1. Better visibility — of critical applications and underlying infrastructure --
across all stakeholders; spanning LoB, App Development and Infrastructure/Operations,
relative to managing and delivering business services

2. Become more preventative and predictive — in management and delivery
of the application environment

3. Tear cost out of managing and delivering the application environment...CIO
responses (high growth category) from 2009 IBM Global Survey of ~2,600

customers:
—  61% think business processes will be completely standardized and low cost in five
years
—  74% expect end-customers to continuously explore new channels (e.g. Cloud, SaaS)
for application delivery

—  76% foresee a strongly centralized infrastructure in five years

—  56% use third party business or IT services more often to improve their business agility

— CIOs spend about 14% of their time to take costs out of the ongoing technology
environment
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Business Service Management
Overview.

Core Competence customer

Strategy

Organisation

Business process © ) Business Process Monitoring P
- S rE—— 3 o
Application £ } PRUCATion S IaNsaction o £
% Eﬂ @ |l _monitoring 2 5
N TSystemand Network | 2 | C tor 2 S
>& ystem and Networ = ’ omponent monitoring 3=
v [
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Business Service Monitoring
BSM Views. (2/4)
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BSM Views. (3/4)
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