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IBM Security ©
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IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY ‘
@ DATA AND INFORMATION

@ APPLICATION AND PROCESS
@ NETWORK, SERVER AND END POINT HES2AH0lE L EENA
@ PHYSICAL INFRASTRUCTURE
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Vulnerability description :I‘

Microsoft SGL Server 2000 is vulnerable to a
stack-based buffer overflow inthe SQL Server
Resolution Service, which is used to direct client
requests to the proper part when muttiple
instances of the SQL Server are running on the
same system, By sending a specially-crafted
requast to UDP port 1434 with the first byte set to
0404, a remote attacker could overflow a buffer
and cause the SOL Server service to crash or
evecute arbitrary code on the system with the
same privileges as the SOL Server,

Mote: This vulnerabiliy also affects Cisco
CallManager version 3.3(x), Cisca Unity versions
3. and 4.2, and Cisco Building Broadhand Service
Manager versions 5.0 and 5.1, which incorporate
the use of sither QL Server 2000 or MSDE 2000,

This vulneratility 15 ewplotable using the Slammer
warm, The main function of the Slammer worm iz
propagation, sending 376 bytes of exploit and
propagation code across port 1434/U0P urtil the
S0L Server process is shut down., No Distributed
Denial of Service (DD0S) or backdoor funchionality
is Incorporated into the waorm, Infection can be
remaved with a reboot, however without
protection in place, it is likely that vulnerable
servers will be quickly re-infected,
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MS Ofice Compound documents files — doc, xIs, ppt, etc

MS .NET Intermediate Language DLL files

SOCKS protocol stream

Javascripts, PDF

HTTP POST Form Data, DNS UDP Traffic,
Finger/FTP/IRC/POP3/SMTP/WINS Requests,
Ident Requests and Responses
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Web Application 23

BE2H0I01A QP A D MElete -0 HE 1S
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SQL (Structured Query Language) Injection
XSS (Cross-site scripting)
PHP (Hypertext Preprocessor) file-includes
CSRF (Cross-site request forgery)
Path Traversal
HTTP Response Splitting
Forceful Browsing
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AHedl) Ahead of the Threat — Proven Technology ©
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2006 ”*
Pre-emptive “Behavioral” Decodes "i-’%; E i
Developed by X-Force Jan 21, 2010 A
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Microsoft Issues Patch ‘
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PAM v2.0
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IBM Security Network IPS Models

100Mbps &3& 1~2Gbps &3&

Model GX4004-V2-200 | GX4004-V2 | GX5008-V2 | GX5108-V2

GX5208-V2

GX7800

00000

4~20Gbps &&

GX6116 GX7800

Segments

Inspected
Throughput 200 Mbps 800 Mbps 1.5 Gbps 2.5 Gbps 4 Gbps 8 Gbps 23 Gbps+
Protected 5 5 ; 4 4 8




IBM Security Threat Mitigation Solutions
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