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Agenda ©

Information Governance

Enterprise Information Management Blueprint

IBM Security Framework

Structured Data — Guardium

Unstructured Data — FileNet , Content Collector, eDiscovery
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Governance Program

cl 2JAF 238 JH0l=
II*OICI & OloiJt &= A
’<§+HIO|E19| AEE R A2

Governing the creation, management and usage of

enterprise data is not an option any longer. It is:

Expected by your customers € Demanded by the executives € Enforced by regulators/auditors
© 2011




IBM Information Governance Portfolio

“Rapid Improvements in Business Performance”

»Focus on Trusted Information 2011
I

»Track Record for Investment in Information |

Governance !

Netezza
OpenPage
Total Quality Management of Clarity
Information
PSSy §hhs
Initiate Systems
Advanced Datacap Inc.
Integration with ]
Master/Meta Data Guardium
Language Analysis Systems
2001 iPhrase Systems EXeros
I Basic Data DWL Princeton SoftTech
IMS DB2;Informix ~Management Ascential  Venetica
| .
: Trigo
Tarian Green Pasture & SRD Alphablox
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Reduce both risk and costs Yo}

o= Retention, storage, consistent
s Compliance § execution

—>

Reduced Risk

= Privacy, obfuscation
. = Access and information sharing
—> Benefits '

__________________________________________________

= eDiscovery across content i
. = Retention and destruction E
: consistently enforced :

—> Discovery

= Reduce business resource time
spent on finding and formatting
content

= Reusable resources

Improved
ma Reduced Cost Business and IT
Efficiency

—> Hardware

___________________________________________________

* Reduce storage and retrieval costs
* Reduce data management costs

Storage and

Retrieval

>

[, Implementatio
n Services

Maintenance
Training —_—
© 2011 IBM Corporation 9 égé_??:.



Enterprise Information Management Blueprint

Line of Business Applications
A

Governance

e |nsurance
Industry Data
Models

» Security
 Discovery

» Data Privacy

Application /
Information
Retirement

+ Decommission
Applications and
information

+ Test Data
Management

« Data Growth

/

[4{ Structured Data - 20% }

VETEE

DB2, VSAM, Files,
Adabase

[ { Unstructured Data — 80%

App Retirement Data Growth
Test Data Mgmt Data Privacy

DATA MANAGEMENT SOLUTION

Records Manager

ECM COMPLIANCE SOLUTION

Storage
Tivoli Storage Manager

-

@

q
)

11’?“*

\i-?‘;.- =
e
T
- !m

Active
Information

Collect and
Classify

Records
Management

Data Privacy
Security

eDiscovery
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EIM Blueprint solution components ©

Solution Components

* Guardium — ldentify users and access while
enforcing rules and policies

* InfoSphere Discovery — Automates analysis
of data and data relationships for complete
understanding of data assets

© 2011 IBM Corporation 11
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EIM Blueprint solution components

Line of Business Applications

5
Solution Components ]
T i

Guardium — Identify users and access while enforcing rules and
policies

InfoSphere Discovery — Automates analysis of data and data
relationships for complete understanding of data assets

Optim for Data Growth — Manages data according to its value, moving
low value data to archives which improves application performance,
reduces overall infrastructure costs, and allows for tiered storage

. . strategies.
Guardium Discovery

Optim Application Retirement — Provides the capabilities to
decommission redundant or obsolete applications while retaining
access to historical data.

Optim Data Find — Provides the ability to access and run advanced

App Retirement Data Growth queries against the archived and decommissioned data.

Data Find Redaction Optim Test Data Management — Create realistic and manageable test
environments; speeds application delivery while improving test

Test Data Mgmt Data Privacy coverage and quality.

Optim Data Privacy — Data masking solution to protect sensitive data
in non-production environments. Allows for consistent obfuscation of
sensitive data while maintaining contextually correct data to preserve
integrity of test data.
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EIM Blueprint solution components

Business Applications
Solution Components A

» Content Collector — Collects and
controls documents on network file
shares, SharePoint and email with
support for de-duplication capabilities t
help further reduce IT infrastructure
costs.

Classification Module — Content- IBM Content Collector, Capture and Classification

based classification with a traditional
rule-based classification that analyzes FileNet P8 ECM Platform
the full text of documents and emails

P>
Records Management - Enables -
organizations to securely capture,

declare, classify, store and dispose of
electronic and physical records.

eDiscovery - Enables legal Records Manager

professionals and litigation support
specialists to conduct early case ECM COMPLIANCE SOLUTION
assessments, prepare for Meet and
Confer discussions, and refine the
collection of case-related ESI to help
dramatically reduce eDiscovery review
costs.
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IBM Security Framework

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

PEOPLE AND IDENTITY

NETWORK, SERVER AND END POINT

PHYSICAL INFRASTRUCTURE

0 APPLICATION AND PROCESS

Comman Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software

© 2011 IBM Corporation 14
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IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

T g

Q DATA AND INFORMATION O‘I % EI 9‘” O| ,A_:i
@ APPLICATION AND PROCESS "y o.l % El 7_” o) | IA_:' E OI_I-

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Polcy, Event Handing and Repating

e E7L 2tetet £he

HOL O[HIEQH 27
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Structured Data — Guardium

L2 MOl Database EotE== 3
InfoSphere Guardium 8

16



InfoSphere Guardium 8

- Continuous, real-time monitoring of all database activities to:

1. GIOI& &olf & Al

AOIH XX & LHE YK
DXHHOIHE g I B5
2. Data Governance 2 &t

privileged user 2| SQIEX| 2= BlI&s
2 Al

3. Compliance H| & & &
INE=E=),

= O
Xz EsztE MO S Soh:

DBMS platforms (Oracle, DB2, SQL Server, ...)

Enterprise applications (ERP, CRM, HR, analytics, ...)

Compliance initiatives (SOX, PCI, data privacy)

Business units & distributed data centers
zl 2~ 4= impact

JTLIJC_)LCH

G OlE HI0l A & applications 2] HE 0] &

=
HA O
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Structured Data — Guardium

L2 MOl Database EotE== 3
InfoSphere Guardium 8 Overview
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InfoSphere Guardium 8: NP

| = _ ) h
CHobBH OIE| T 20| X S S 95 Solution ©)
// ~ Guardi
Ea CUfIiI" 'tum Support for Popular
. oliector Databases and
Informix. Application Systems
k%guémltServer Application : )
MHSQL., Data Servers Servers WebSphere.
Minimal r;
ORACLE' —le Cognos.
DATABASE
1 ORACLE"
S SYBASE
ORACLE
—l— D AT A JD EDWARDS ENTERPRISEONE
o sacoate ORACLE' | PeopleSoft.
&, SharePoint
N ORACLE' | SIEBEL.
NETEZZA .
! Qi
(83 PostgresaL [ \6 Linux ‘} Windows soLaris ""‘9‘ UNIX | w

Collector Non-invasive hardened appliance enforces policies and performs
logging
S-TAP Light-weight DBMS-independent software agent monitors database




InfoSphere Guardium 8: \(‘,-,
SotUHERD &H Y 220t 7S Multi-Tier -+ = <)

S-TAP for 2208

Data-Leval Access Control

Amerncas Data T e *__,_,--""' E :
centers r Central Policy Manager
— ~ & Audit Repository
Appiication Servers ..1 '-1 saL \ bas
S_TAP {distributed & mainframe),
informix, Sybase, MySQOL,
Teradata, Netezza, PostgreSQL
-1

SharePoint Servers
A




InfoSphere Guardium 8:

Wy
N == s
2 ZoL0[01A 24 ©
/
7|del HlojH 2E2 7| B, EEAE. 94 =#E0 A=
Information Governance 7} &
- PCI-DSS Payment Card Industry Data Security Standard ( - \
- SOX Sarbanes-Oxley Act . -
- EUDPD European Union Data Protection Directive
REE2] &F
o|Eg

M2 X2|H| 80| 20| 51, HHEE +E process 0f

MATgoR Ha =

A5 222 A

Compliance HIA =22 X}52E O]
Ho|E 2tES flct Y &

gst
S

|8 zL
=)

Al M* o 2 Governance T3}
-
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InfoSphere Guardium 8:
I Ol& 29t Lifecycle= ®I8t & ZH X

[0

-

5Y WS AL
AlO|H{ 24 HiX| *Cross-DBMS audit
Privileged user 2| ZtA|, X}¢H : repository
«Application layer A}7| EtX Monitor APHO| EolEl HAY 3L
-7 Tof 23 & 2| 22
«Firecall ID X| 0] i, o OjO|E{H|o|A HHA U S
SIEM £ ¢t Enforc X| A M5 impact
Sign-off X}z 22|
Critical
Data .
frastructure
*C| O| E{ ] O] 2
A ME T}
Assess a1 x|oFAl T 7}
K SEQI HOPHA N = 3% B
0| ZE3} G[O|E| Z4AH O ==X & y +Best practice
OlM 3 C Ol . standard(STIG,CIS,CVE) &
ML 8 Logic bomb g LR juo= 3 ArHol 14E
HrE




Monitor & Enforce :
SAMN Y HEES ¢

St

5}

—

NI&

fol

1
J2

S jl % \"/P

/

Rule =1 Description

Category 'Se:cur'rty

non-App Source Appllser Connection

Classification |Breach

Mot [ | Server P

‘ﬂndlanGruLp Production Servers

I

Not Client IP

! andior Group [ Authorized Cliert IPs

Severity MED v ||

s ot [ ] Client MAC " Het. Protocol ancior Group | -----------===---=
e’
o= ' ALERT DALY
) Hot [_] DB Hame | ALERT OMCE PER SESSION
| ff-_:—ﬁ PPUSE ALERT PER MATCH
H ';E;E R ALERT PER TME GRANULARITY
HE ot [ ] |DB User |APPUSER ALLOW
;HE".::E ,,,,,,,,,, IGNQRE RESPONSES PER SESSION
ISISIE ] Field Name KENORE SESSION
I—:£=!E KENORE SOL PER SESSION
SR | object  |invENTORY]| LOG FULL DETALS
LOG FULL DETALS PER SESSION
A | Command |DROP TABLE LOG FULL DETALS WITH VALUES
Application Database LOG FULL DETALS WITH VALUES PER SESSION
Server Server Min. Ct. 0 | Reset Interval (minutes) 0 _ ::gg ,._." "Hffu seTALE
RESET
10.10.9.244 10.10.9.56 Continue to next Rule [ | Rec. Vals,
r S-GATE H
Action | ALERT PER MATCH | 5. GATE TE TE
- S-TAP TERMMATE
Hotification SEP LOGGHG
[®] NotHication Type MAL Maill User marc_gamacheiBoguardiuem com |
From: GuardiumaAlert@guardium.com Sent: Wed 4/15/2009 §:00 &AM
Sample Alert Tcoi Marc Gamache
Su.bject: (€1} SQLGUARD ALERT
Subject: (cl1) SQLGUARD ALERT Alert based on rule IDInon—App Source AppUser Connection I
Categorv: securitv Classification: Breach Severityv MED
Rule # 20267 [non-App Source AppUser Connection ]
Request Info: [ Session start: 2009-04-15 06:59:03 Server Tvpe: ORACLE!C]ient IP 192.168.20.160 tervarIP:
172.16.2.152 Client PORT: 11787 Server Port: 1321 Net Protocol: TCP D . ol Version:
3 8 DB User: APPUSER
© Application User Name
2T oTpoTTITroTT 7T B

INT Authorization Code: 1 Request Type: SQL_LANG Last Error:
SQL: select * from EmploveeTable




Monitor & Enforce : x@,{

Application Layer 2| AFJ[AIE DS =
4 DB User Hame Application User Sql
T — APPLSER U aelect * from EmployeeRaleYiew where UserName=?

APPUSER o8 select * from EmplovesTable
APPUSER Mare inzert into EmploveeTahle values (7777777 1)

Walniais issmsciom Walniais imsmciom

i
+ I

Ol #: Application server = GIOIE IOl A0 &20tJ] 2ol
AUBEE Ol MHIA HES AIS

o
=

-

A AH
T BA

0[0

DL SO EBMBAS AR
(connection pooling)

off ZZ : Guardium 2 S& SQL 1t X gf=l application user 2t
=H =X

=X application & custome application = X| &

o

Yl

i
[

Ik

1711}
FOREE

APPUSE

»

'\ =

)
iEEEEE (ngSpherg ,Oracle EBS, PeopleSoft, SAP, Siebel,
;:'ﬂ'.: Business Objects, Cognos...)
E-'HEEE Application 23 HRg S
- UserID o 2&& =X
Applicatio Database Time-based 2| ==0f 2/ E5HX 28
n Server Server

\_ J




Monitor & Enforce : \@\,
SN &E2H HAHUS !

- 1.Ticket ID = 7}%l DBA actions = AlH

% Change CRQD0D0DD0D0DAZ (Modify)
BMC REMEDY IT SERVICE MANAGEMENT - Change Management
Infrastructure Change A o 7:| e - Xl- o
sy | 7 =
2500 HF0 ot 2HEE 4S
Quick Links Change IDX¢  |CRO000000000042 TLKF
i
[l Seach Process FIDM I:ll le— I_I- =
Select Operational Inkiata R & Oy Pue s Schedue | —I—_I |_ | | (o] X=]
Select Product hm-' &) 3. 51/ A LS =
\iew Broadcasts Change Reques : . I:I:l 7:| |:|: -
Viess Calend Change Tyde" o |Sd'm:| o = X O|‘ o
Funclions UM S R:::Im IH TI' R Ol- | L-CI)- :
Advanced e J 2 = TICket ID =
Requester | Classiication | Wodklnko |  Tasks | Pssignment | Relatior =
Creale Dther Requeszls _._
Requested By 7|—I|O|7|— I:I:|7 ol
Support Company®+ [Cakeo Financial Services | — o=
7210 X AHO
oT 171 o= [ |
Start Date: 2009-01-22 15:00:00 End Date: 2009-91-22 16:00:00 E Al
v
v
Timestamp ﬂm“f— risk level priority description  change id  change id entered ﬂ’-’ﬂm ml ClientP  Server IP ! sql
122]:',“"55? ORACLE 0 0 crg000000000232  alen  SYSTEM 1924668129 192,165 8,129 e table sox_sales internationsl add total_rey float
2003-01-22 Alter SOX
150821 0 ORACLE 0 3 revenue table CRGAO00000000042 crg000000000042  allen ALLEN 1921688129 192.168.5.129 Alter table sox_sales_east add total_revenue float
2009-01-22 Alter SOX
15:0829.0 ORACLE 0 3 e CRQO00000000042 crg000000000042  allen ALLEN 192.168.6.129 192.166.5.129 Alter table sox_sales_central add total_revenue float
2003-01-22 ORACLE 0 3 Alter SOX CRQODODOO0D00042 crg00000000042  allen ALLEN 1921668129 192.168.5.129 After table sox_sales_west add total_revenue float
15:08:36.0 revenue table
2009-01-22 ORACLE 0 3 Aller SOX CRQO00000000042 crg000000000042  allen 192.168.6.129 192.165.5.129 Alter table sox_sales_international add total_revenue float
15:.08:44.0 revenue table A\




Find & Classify:
ot AL =2 EXe UI0IEHN &2
4 )

Should my customer service rep view 99 records in an hour

when average is 47
DE User Hame sql RBecords

STEVE zelect * from ar credtcard where =Y and i=7 4
HARREY zelect * from ar credtcard where |=7 4
IS this normal?JCE select * from ar creditcard where =7

select * from
HARRY  ar credicard where 000z, 0003, 0004
j=?
select * from {
. JOE ar.credicard yehere s ] ]
What did he see?| |
. select * from 000z, 0003, 0004, 0005, (006, o007,
JOE ar creditcard where 00os, 0003, no0, 0011, 0012, 003,
=7 0014, 0015, 0016 ]
select * from om7, 0018, 0019, 0020, 1021, om22,
JOE ar creditcard where 0023, 0024, 0025, 0026, 1027, o02s, i
=7 0029, 0030, 003 {
select * from 003z, 0033, 0034, 0035, 036, 0037,
JOE ar creditcard where 0038, 0033, 0040, 0041, 0042, 0043, |
=7 0044, 045, 046 :
select * from 0047, 0048, 0049, 0050, 0051, o052, |
JOE ar creditcard where 0053, 054, 055, 0056, 057, 00ag, |
=7 00s9, 0060, 0061 E
select * from 0062, 0E3, 0G4, 0ES, (0BG, 0067, |
JOE a creditcard where 0088, 00649, 0070, 0071, 0072, 0073,
=7 0074, 0078, N07E {
select * from 077, no7a, 007g, 0080, 0g1, oGz,
JOE ar creditcard where 0083, 024, 085, 00gE, {0&7, 00ss, |
\ 7 003a, 0090, 1031 '
3 |
© 2011 IBM Corporation 27 - :f'gf; d.rtfcr;'r"; where 0052, 0093, 0054, 0035, 0036, w07, |
i<?l 0098, 0033




Find & Classify:

S
HIOIEFHIOIA RABIZ 2HAIDIS ©)
/
() SORACLE_HOME/soap/bin/.* File Pattern 12h v v
(') SORACLE_HOME/sysman/admin/OMSRepositoryConstraints.properties  File Pattern 12h v/ v/
() SORACLE_HOME/sysman/config/."properties File Pattern 12h v v
1)) SORACLE_HOME/xdi/admin/xml.properties File Pattern 12h v v
) ORACLE_BASE Environment Variatle 12h v e
') ORACLE_HOME Environment Variable 12h [V o
) ORACLE_SID Environment Variable 12n ¥ o
) TNS_ADMIN Environment Variable 12h v )
() select * from dba_db_links QL Seript 12h v )
e SO HS= 0|E == U= W, B  HAAEZ &4,

MNELLFAE B

U0
=
Ild

P8,




Find & Classify: g
i ) ©

ZetU0HE =7 & 4 -2 A0t 7

Qlr

e

Jﬁdminisimtiun CnnsuleUAmess HanagementUTnnls U Daily Hnnitnr[z] U SGL Guard Maon iturUTap Monitor Im::'d [ ] E—” O E.I I:I.” O | A EI:II- A_l-ll
SQL Count Datat Di — D 7 e EI‘AH
| Session Count _ u I_I (= ol_l- E-” O | E.'I O
Logged Threshold Alerts
Start Date: 20028-06-26 14:48:45 End Date: 2008-06-25 15:48.49 . -
Luggeqﬁﬂhlerts € n € u X-I X_I- 7| I:Il- Actlon AOH
Exception Count Time Probed Server P ServerHostName | DBType| Port PortType # o — o
Dropped Reguests 2008-06-26 15:31:00 10105253 10108253 Oracle 1521 tcp 1 \/ AI rt A SH
TCP Exceptions 2008-08-26 15:30:58 10108253  10.10.9.253 MSSOL 1433 tep 1 ers =
Admin User Logins 2008-06-26 15:30:15 1010955 ospr Oracke 1521 fc 1 v i : o
Databases by Type 2008-06-26 15:30:15 1I]'.1I]'l9.55 o Syb 4200 i 1 SenSItlve Ob'JeCtS _l
Data Discovered 30 1049 0Sprey vbase cp fou OE le_
Retrospective Report Requests | 2008-06-2615:30:32  10.109.56  10.10.9.56 Oracle 1521 tcp 1 g P = T
Values Changed 2008-06-26 15:30:58 10.10.9.55 10.10.9.56 DB2 S0001  tcp 1
» https:/ /10.10.9.242:8443 /viewClsProcessResult.do?method =view&viewerType=assessmentResults&viewe - Internet Explorer provided - | [
£ | https:/{10.10.9.242:8443fviewClsProcessResult. do?method =view &viewer Type =assessmentResults BviewedTaskId =-1&noButtons =false selectedProcessId=20016 j @ Certificate E
Column Rule Classification Data Source
Catalog Schema Table Hame Name Description Comments Name Category Description

Date: Monday, July 21, 2008 6:30:07 PM EDT
Datazource: ORACLE 10.10.9.55:1521 xe

Object: TABLE BANKAPP CREDITCARD VARCHARZ
(20) CARDNUMBER

Category: 'PCI Classification: "Cardholder Data’
Rule: Search For Data: Send Alert
TABLE_TYPE=TABLE VIEW' DATA_TYPE=TEXT,

r BANKAPP CREDMCARD CARDNUMBER Send Alert I;_E;]?‘gﬁ_VALUE_PATI'ERM[D-H}{4}-[EI-9]{4}-[[I-E]{4}- Cardholder Data PCI] 10-56-sy=stem
Action; Send Alert: Send Alert

Urgent Flag="false’, Receiver="3v SLOG[

Action: Log Policy Violation: Send Policy Violation
Severity="10"

Action: Add To Group Of Objects: add to group
Object Group="PCl Cardholder Sensitive objects’,
Replace Group Content="false" J/




Audit & Report: R
A2 AFE O EE3 P EFALE BE XD S KlS =
4 Production Traffic
A 1]
Application SQL " E”Ol El'H'"Ol— E7o HA
Servers Oracle, - Application 575' 81%
Privileged . . .
Users = Inline application 9|

Connection

Outsourced DBA terminated

.

Check Policy
On Appliance

i o
EdiE ol Bl=

|_§" root@osprey:~

[rootRosprey ~]# sqglplus system

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (e¢) 1982, 2005, Oracle. All rights reserved.

Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

© 2011 IBM Corporation 30

SQL> select * from creditcard;
selec rom cre car
*

ERROR at line 1:
ORA-03113f end-of-file on communication channel l

Session Terminated J

sor> [



Assess & Harden : G
EOoFF O T}

 _J% DBEOH F oA O}

CAHSY0| oFt =R NE 2 EE MA

_HIOIO} B2 AFR X, SOL Error, IS8t B4 AlE, 22 9 A2+ &
DBAIAEIO] {OFE Il & X2H (42

B
oin
Pa
T
JA
o

Owverall Score Hizstory

LI-‘-II'“'--

Overall Score: 9.88

ks s prrwrss ral amane uesrrrdy dalned for el iooes
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InfoSphere Guardium 8 Summary Sl
& 2t8 8t Database 29t £Z & / Reducing Risk,Simplifying Compliance & Lowering Audit \©p

Costs
ORACLE

M2 &= SSUS/0=2lH014/DB A&

- System z

- SharePoint > g poit
- SAP

- PostgreSQL mr: LZi:?f.:."

- Netezza

NMZ2 82 HA Jls
-2 E XIS Firecall-ID managemlgﬁ{l éﬁ'iﬂ?&ntme TERA[WA 3;\ v Nmm'
- Entitlement reporting MHSGL
M2 2 audit & compliance Z Al Jls
- Advanced compliance workflow automation
MZ& F 24 HIt (Vulnerability assessment ) HIAEJ| s 23l
Tivoli (TSIEM) 1t2| S &t

l2d A bété}l-()“ JlBl=S

oSO T oo o

el JHAL & & E s

[N

| L |
I

Il
(1
[T}
- ',I

nw
H)
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TSIEM & Guardium ©
‘M=zt GIOIHBIOIA 2LIEHE & 2=
S QGBI 2 ME 2ot ZA

CIOIEHIOIA RIXIZ =257
°E1IOIE1H1|O|* )t & jz'saP
==

o T —L
_ AZ 22 U TSIEMO Al H0|E
ot
o
Syslog-CEF
Feed
The IBM Tivoli SIEM Solution
o= St Guardium &<l g_c| E—“ Ol E—I Monitor, Audit & Report “
AHE ZT2I0|X E L 2ZHAL e - e\ WS\
p— AT = Custom
o 2l st il R 235@;:5231
& Retrieve 15027
2] B4 INE
IT Y] D — O Ol = R:gor‘tmtm ¢] %“E :l[;:n: =
= ct 0|HA 22| ==&t . ;*g‘;:*l"
|8027OO 1 , G LBA’ /A]I' ﬁ , I—I | PAA Real-Time Security Alerting ] Enterprise ¥

Collection

and Analytics Dashboard
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Best Practices for e-discovery
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Electronic Discovery Reference Model
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Agile and Proactive eDiscovery
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IBM eDiscovery Manager
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Unstructured Data — FileNet
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Thank you.

InfoSphere Guardium 8
Contents Collector
eDiscovery Manager
eDiscovery Analyzer

FileNet P8 Content Manager
Classification Module
Records Management

© 2011 IBM Corporation 49



