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Gartner: Top Risks (2008)

Privileged user access
Regulatory compliance

Data location

Data segregation

Recovery

Investigative support
Long-term viability [Heiser 09]

CSA: Top Threats (2010)

Abuse and nefarious use of cloud
Insecure interfaces and APls
Malicious insiders

Shared technology issues

Data loss or leakage

Account or service hijacking
Unknown risk profile

ENISA: Top Security Risks (2009)

Loss of governance

Lock-in

Isolation failure

Compliance risks

Management interface compromise
Data protection

Insecure or incomplete data deletion
Malicious insider [ENISA 09/a]
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Top Threats and Risks
in Cloud Computing, IBM

Process/VM lIsolation, data segregation, multi-
tenancy

Malicious insiders (co-tenants, cloud provider)

Management (incl. self-service) interface
compromise

Insecure interfaces and APIs
Uncertainty over data location

Data protection and security

Data recovery, resiliency

Insecure or incomplete data deletion
Account or service hijacking

Abuse of cloud services (extrusion)
Compliance risks
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The Cloud
Curtain

SAAS

Software as a Service

Web 2.0 Java

Ap plication Runtime Runtime The Cloud

Curtain

PAAS

. Development
Middleware Database Tooling

Platform as a Service

Data Center

) Curtain
Fabric

Networking

Infrastructure as a Service
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=ciRE ARE 281X %%(ﬁDeployment)

oa0| S BRY HEY Sa9C HE

T — OTT
(Private Cloud (Public Cloud
Computing) Computing) S MHIZ 0ISIt 78, 2et2E ARG ML 28
| S0 12} DAl0M SRISE 2BE X HEY

x|
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Software as a Service (SaaS) Z20I2C MH|IA 8%

= 22IRE MHIAE 2Pt AHIXF S JIQOAE Yo QIHHE
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MHIA(SaaS)9| 3JHK| MH|A Layerz 74
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Infrastructure as a Service (laaS)

ol 0~ W] -]

7F) 22RE AFE F9= Gartner ‘Cloud Computing — Defining and Describing an
Emerging Phenomenon’(2008.06) &%=
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Private Cloud

JIEY L 22RE NAY &

€ ARt 2

R, DAY MEHH 2 04

@ Z0RE NA"” 2E, R

et
A
oS

Shared Private Cloud
IT MHIA HSSHIt

2R0H1 2

"4 (Ch== J1RIS <I0N)

Public Cloud
IT MHIA HE MOt

2R0H1 2

I (public ISXIE M)

Enterprise
Data Center

Private
Cloud

Enterprise
Data Center

Managed
Private Cloud

IT MH[A KISKt 2E

Hosted
Private Cloud

IT MH|A X=Xt

Hosting Center

Enterprise
Enterprise

Enterprise
C

Private Cloud
IT MH|2A HIZEXt
Clou

Cloud Services
delivered privately to
Enterprises / virtual

separation of tenants

Public Cloud

IT MH|A HIZ2Xt
Cloud

Cloud Services
delivered publicly to
end users / secure,

enterprise-class
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PEOPLE AND IDENTITY

Common Policy, Event Handling and Reporting

Professional Managed Hardware

services services and software |f" % E.I ;&l ﬂ E
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IBEM RC2 — Rescarch Compute Cloud V2.0

ELS55

| [Unpublish | | Delete

RC2 AMH|A -
https://rcc.cloud9.ibm.com/ImageMgmtWeb/login.jsp

| Refresh
Image ID

Image Owner

poklimg-3832.0  buildit@us,ibm, com

Visibili Status Creation Date
public | availabli 2011-02-13 22:62:45 EST

* O & A

O3 ZIEF SO

FR Hot Ao

N ki e

(+ Assuran ||CSI04)

Stlolg 22l =

+  Explicit and fiexible %g/

+ Compliance Reporting
«  Tenant-specific log and audi
data

+ Visibility info change &
incident mgmt

+  Effective incident reporting
for tenants

+  Support for forensics

-ITCS104 -’.f—
-Hlo|g Bal =4

- Z}AMD{ Al Z4B| A SEAHKVM, Xen)

[ EL55
B1-17- poklimg-3532.0 apakhare@in.ibm.com public | availabli 2011-01-17 08:51:25 EST
Passwar d
I 7
B2 S ublic
ELSS pokiimg-3734,0  buildit@us, ibm,com P bl 2011-02-02 09:49:04 EST
“““““““ poranan:an the Nede- bok1img-2770.0  gasizhe@en.ibm,com public | availabl 2010-10-17 23:08:44 EDT
s poklimg-3737.0  mspreitz@us.ibm. com public  availabl 2011-02-02 12:18:08 EST
| e poklimg-3636,0  Imelliot@us,ibm, com public | availabl 2011-01-25 15:50:58 EST
a SV opmmon Agent 6.2.1 xLINUX | o) 1img 36350 Imelliot@us.ibm. com public | availabl 2011-01-25 154335 EST
524 —
Image Detail =]
- Select an Image for Detall View
direct
T8 Bt E%
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+  Application
+  Demonstrate secure
development

*  Physical
+  Control of physical access

ETATY G ERL 8 NIV
A N R

@ PROPLE AAD IOONTITY
o OATA 1A W ORMATION
0 XLICATION AND MIOCESS

“’ NETWORE, SETSER AND PND POPTT

e PVRICA, INRASTRUC TURE

Identity

Privileged user monitoring
Coordinating authentication and
authorization with entemprise or third
party systems

Standards-based 350

Data

Data searegation

Tenant control over data location
Suppart for e-discovery
(Cloud-wide data classification)

Isolation

Isolation between tenant domains

Policy-based security zones /trusted
virtual domains

{Strongly isolated sub-clouds)

Infrastructuie sevw ny

Built-in intrusion detection and
prevention

Protect machine images from
cormuption and abuse
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Tenant-specific log and audit | [ TRt Data Privacy
m ‘w ﬁ data ewwmwm + Data seqregation
Bitiie Hardenad Dats Canters e securityand Visibility info change & Tenant control pver data location
e Standardy, Procees, SOD incident mgmt Support for e-discovery
LGk L f (Cloud-wide data classification)
e : = = Effective incident reporting
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Application inti
Demonstrate ¢ a%éﬁh [ﬂ%
development EHot
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Physical

Control of physical access

+  |solation between tenant domains

+  Policy-based security zones / trusted
virtual domains

{Strongly isolated sub-clouds)

Infrastructure security
Builtin intrusion detection and
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Application software licensed for use as
a service provided to customers on

Ul Workplace | | DeviTest
(_)J: 5 Optlmlzed mlddleware application Cloud Cloud
N servers, database servers, portal
m =<
Infrastructure as a service Compute Engineering
Virtualized servers, storage, Cloud Design
networking
Ho S :
A - E
il Business Support Services
- Offering Mgmt, Customer Mgmt, APPLICATIONS
n Ordering Mgmt, Billing VIRTUAL
) nfrastructure Provisioning OPERATING MAGHINE
U I SYSTEM
Instance, Image, Resource / Asset
O Mgmt MANAGEMENT
)

VMM OR HYPERVISOR

L™ Virtualized Resources
ol Virtual Network. Server, Storage
= System Resources

[ Network, Server, Storage
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g, 018 £, 2ot £ E A AHUIAE MSELIC

T Al MH|A Ne
HAE Cloud Strategy Roadmap 22} Hot 2oy &2
Cloud Security Assessment SCSE AAH 4 EAM Sl "It
= A™E Esraie] 1= MH|A Tivoli Identity And Access Assurance

7|de] St A MAY 5

End-point HO 1= Tivoli BigFix 7|9t2] end-point & QF
NAR 7

7t BHoF 1= Virtual Server Security 7|4to| HOl
NAR 75
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3. |BM % a" %D_ E |— jd A E /?‘ = A—I lj | A— Cloud Security Strategy Roadmigp

MNHEIA JHR : Cloud Security Strategy Roadmap AlHI A= 22t & B0 T2L0IHAl DHAIESE

dEoll ScRE EU=HE =golJ| Fst HotES MAIZLICH

oA MO ZetRE AFE SHE M) 010 HE 20 L TI2t0IHAl elA3T AlgE L
otoldlg 2l E&P N 2EWE & efLICH
[
Laying the Assessing Designing Defining the Document >
Groundwork the Need the Strategy Roadmap the Plan
L—
MODULES: [1] [2] [3] [4] [5]
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Required Level Achievement

Low,/Moderate/High Above average/
Average / Below
average

Requirement

Workload protection

Availability Capabilities

Review of Governance, Risk, and Compliance
Elasticity
Review of Application and Process Security

Accountahilitw Review of Identity Management

Review of Confidential Dara and Tnformation

MES2

o 11Ol & HOot S &H0f| CHSt Overview

e WIIZ 2 E&55H = 0lAAE LY R0l

e HOLHdE L AN

o A AME: XEZ= Ol AAFEN CHEE 2HIE QI =X A2 D AHE
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Security Ranking

Above average,/ Average /
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Above average / Average /
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Above average / Average /
Below average
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MUEIA IR : VMWare J|EH2] DpAf

JIMUIERIA EotS 4 3HEHLICH
=888 : Virtual Server Security for VMware £2& 2 J|8to g2 2F§LICH

st &3

Off SHOITHHIOI N ==

Hypervisor

@ Hardware

Firewall

VMsafe Integration

Rootkit Detection

Intrusion Detection & Prevention
Inter-VM Traffic Analysis

VM Sprawl Management
Network Policy Enforcement
Automated Protection for Mobile
VMs (VMotion)
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Auto Discovery

Virtual Infrastructure Auditing
(Privileged User Access)

Virtual Network Segment
Protection

Virtual Network-Level Protection
Virtual Network Access Control
Central Management

Web Application Protection
Virtual Patch
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& . IBM Security tools available for Cloud Computing
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IBM Security Framework
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