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<?xml version="1.0"?>
<IDOCTYPE billion [
<IELEMENT billion (#PCDATA)>
<IENTITY laugh0 "ha! ">
<IENTITY laugh1 "&laugh0;&laugh0;">
<IENTITY laugh2 "&laugh1;&laugh1;">

WIiEEDEIPHEFNTEV TENEEDHETEY SIS T TR -

FZ BIATXT XDoS Gl Al

1 (Bt=, 2 A, BE]

ML 2 A

cl/CPUE itE2AH &
- ottt =& HIAIAl = ottt =& OHES2AHO0IE M Lt

[0

<hillion=

ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha!
ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha!
ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha!
ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha!
ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha! ha!

</billion=

<IENTITY laugh127 "&laugh126; &laugh126;">

1> <billion>&laugh127;</billion>

VIPACT

AN TEV S EEEENHNFTEN SRR EHE TR EIEJII

-
“HTER @».“

FHAOAEECEES TELVATERCCEDS ITH



S HEENEECEENENTELVANERCEX TR AR ERE

L

el IR J=0 b [ o] JURY =] J IS lode TURY P F IS Lode] T Q;
HI2

e Billion Laughs 22 H 2

Internet ExplorerE CtE2 Al 2| Al

VIPACT

FHAEEEEN TELVATERCES TELHNTEER

IllLﬁ.ﬂlIﬁlILHE’.ﬂEIEIILHEFIﬂEImlﬂ




S HEENEECEENENTELVANERCEX TR AR ERE

L

el IR I=] } o] [def JIRY P J 1 ldef] TURY P F IS0 Loded [T Q;

Ct= BIIAI Xl XDoS

. XML B2iE -
— UBINMO R AP BIAIS X0 & O (UM T= A AN K

= HETH0 BMNHIAS Yol —

_ Crel DAl K XDoSSt ZEHSHH EHE S 2013 =

- O ™S 40 [}E MAIXIZ 285t XDoS 222 = & 28 ol
HAIXIZ DoSE QIAIGHE YIEST Al T2 20 et x| Hol=2 o [

2| 23] =

. 2lAA 510X 2
_ 2GR s ETMO UL E

- OhAF ABIS] 21442 B Gl4Ss BIAXE Basts 22 B

~ G2 SO 2IAAQ H5H DORMOR B2 HMOILF JIEF QAEH A
52 ARGHE WA (e 224) -

. SHO0I A, (IRE0 ZAS LY XIAI0] Y= K0l O 5H 248 -
K

VIPACT -
IIILﬂ.ﬂEIEIHLHEFIHEIWIHLHEF.ﬂEIHIIL




S HEENEECEENENTELVANERCEX TR AR ERE

L

0 0 I 5 e 7 4 O O T R €y
o5 JF HAHA 2 A

CI/\:IL—lal _|_D:|
- SAUcC HHE S¢

HSE ==

N

ol

Brute Force 2= AlE0lH &8 AFE2 A - Y

F 2 HIAILK

— =2tXHMan in the Middle) 222 AIZ20t0{ S &8t HAIXNZE & <=5,
0|2 HEotH CIE HAIKE &5 O HH O 2 HAIXI I K=&t
AMNEANZEH £AME AHE |

2l=d0] 2

— SOOI Ol 2 WHO SE&M
(Bor E21 22) HAIAS &

WSDL & H(Enumeration)

- WSDLO| LIE = ABIA
0ls dets &5

— ?wsdlE FItot WSDL 2F

- WSDLZ2 OIOIe |8, Z£E

PAGTII‘I S B

= Uﬂ/\IJ(IE M&ESole 22, I A
S0t M (replay) Jts

HJIHJ
v
HT
I
12
N
n
>
e
10
>
=
>
iy
ahl
I
Qlj
=)

FHAEEEEN TELVATERCES TELHNTEER

ﬂ

Bl EIH.H




- BRI EECEEENTELVANERCEX AL ATERE

Ly

2 A
S M

L TES =L F 15 e TTES 1= P 1 el TTES 1=] F 1 ded 1T
Z= 9l (Injection)

SQL F2

== <g0:employeelookup><employee>jsmith</employee> < fields>mobile_nunm>< /fields></
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g0:employeel.ookup>

ORZS 2| A Ol &
SQLStmt = “SELECT “ + fieldString + “ FROM comp_employees WHERE usemame = "
usemame + ;7

<employee>*</employee><fields>*</fields> — & &2 (| CH&t

<employee>jsmith OR 1=1</employee> — 2 = J|F Bt&H

<employee>jsmith'); DROP TABLE corp_employees;—</employee> — HI0| £

O= o4 d
1 T =2

t
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<employee>jsmith');INSERT INTO db_admins (user_id, passwd, is_admin) VALUES
(badguyO1, mypwd, true);—</employee> — 22| XH H & A A

HI, THIS 15

YOUR 50N SCHOOL.

WE'RE HAVING S0ME
(COMPUTER TROUBLE.

\%W

OH, DEAR - DID HE
BREAK SOMETHING?

N awmf /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; -~ 7

~OH.YES UTNE
BOBBY TABRLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.

¢

AND T HOPE
~~ YOUVE LEARNED
TO SANMIZE YOUR

DATABASE INPUTS,
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<$:Envelope xmins: $='http:/ischemas.xmlisoap.org">

L

%

=18l x|

<8;Body xmins="http:/lexample.com/"> Eile Options View Help
<X Applicatians
xmins:X1="http:/mvww.example.comix1’
xmins:X2="http:/hwww.example.com/x2' Image Mame | PID | P | CPU Time | Mem Usage | Thr +
______ java.exe 1200 99 0:20:32 365,652 K
. , CMD.EXE 2584 [ul] 00000 Q00 K
xmins:X9998="http://www.example.com/x9998 MEWaZ, exe 336 00 0004 9,008 K
xmins:X9999="http:/lwww.example.com/x9999' TSCHelp exe 329z 00 0:00:00 63K
- <X CMODLEXE 2244 [ul] 00000 63 K fo
= i TASKMGR EXE 3196 [ul] 0:01:01 2,840 K
. £ windows Task Manager o [ 3 A
</S:Bodv> Pr— He‘ Snaglt3z2, exe 3084 00 0:00:43 8,292 K
Applications | Processes  Performance I'IDtEDEIEI.EXE 3000 oo 0:00:00 +220K
</$;Envelope> e curl.exe 2948 00 O:16:12 52,652k
= == Metlient, exe 2648 00 0:01:06 1,764 K
QUWLICON EXE 2632 00 0:00:01 1,424 K
QUTRAY.EXE 2612 00 0:00:02 2,176 K
prpcui.exe 2592 [ul] 00003 1,352 K
MEMUssgs | | Memary Lisags History BeraTray exe 2580 uln} 0:00:00 428 K
PROMoMgr.exe 2544 un} 0:00:00 496 k.
pdservice, exe 2536 [ul] 00000 740K
isamtray exe 2500 [ul] 00000 72K
iclient exe 2492 un} 0:01:52 2,040 K
pTatals——————————— Physical Memory (k) AGRSMMSG, exe 2388 00 0:00:03 SO0 K
Handles 15747 Total 2095954
Threads 757 || dwallable 530444 rundll3z, exe 284 0o Quog: 00 G672k vI
Processes 88 System Cache: 712680 STERASRL L LY.L X fat= P e} LWL
— Commit Charge (K} ~Kernel Memory (K} 1 Il 4
Tatal 1909116 Tokal 157856
»L:';"a‘i ?22&322 Ziiiigﬁd 1???:: End Process |
Processes: 88 WCPL Usage: 100% |MEm Usage: 1909118k f 4031592K VA

|Prcu:esses: &)

|CF‘LI Usage: 100% |Mern Usage: 2297233k, | 4031592k
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e TTEY =1 F U el TTEY 151 0 100 [defl TTEY =1 F 150 Ladel T
DataPower &< HIAI Al XDoS

- DE DataPower Mt

A Ol | O-” | [e= Configure XML Firewall

— = =A T [=] 9

d| 2 j | o General Advanced Stylesheest Params Headers Monitors XML Threat Protection
« Ol HIOIAIUHA O & : - -

O O I A Miscellaneous XML Threat Protection Configuration

E EH -‘%I 9 % /é;' Xl gl This page lets vou configure the device for protection against the following XML threats:

j — + Single Messzage XML Denial of Service (XDoS) Protection

6 « Multiple Message XML Denial of Service (MMXDoS) Protection

« Message Tampering Protection
« QL Injection Protection
R « Protocol Threat Protection
: 11 E Al j |. « XML Virus (¥-\irus) Protection

- @ — | + Dictionary Attack Protection

>_|

40_@
9
m

|— L OH = | j—” O | Single Message XML Denial of Service (XDoS) Protection

/S 9' D_” Al Xl D‘” E 2| ﬁ Max. ﬁessageSize 0

Override XML Manager parser limits (&)on(0)off

(8] I' ]‘“ ;: x-i -L_LI o Max. XML Attribute Count 128 *
O-I | =< 14 o =2 1Lv
Max. XML Bytes Scanned 4194304 ¥
° [Hl j |-* I:H X—” XD ljl _U_'” Max. XML Element Depth [512 | =
Max. XML Node Size 33554432 *
0|2E bBI=2 22A Y
’ — M Attachment Byte Count Limit 2000000000 *
2 XML External Reference Handling | Forbid [»]
Recursive Entity Protection on off

= EREERCEVEL AR Y A
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EEEEY TELHOAEEEEY VELHEAER @r_
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« Billion Laughs®t HIJF HIYAHOIA 2HE2 J|2 A&
et SA HE

lon Laughs

EMITIPEwEI| | warn 1 197.168.1.107 | Uxbde xmifirewzll (SimpleLoopbackFW): No match frem processing policy 'SimpleLoopbackFW' for code 'Ox00030003"

16:38:10 | xmifirevall ' error | 132388 (e |192.168.1.107 | 0x00030003 | xmifirevall (SimpleLoopbackFW ) XML parser limits exceeded

16:58:10  =xmlfirevall warm 132388 192.168,1.107 | 0xB0e0007d | xmifirewall (SimpleLoopbackFW): Generated error on URL 'http://192.168.1.120:2048/": <7xm| version="1.0" encoding="UTF-8"7
<enviEnvelope
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/" > <env:Body><env:Fault=<faultcode=env:Client</faultcode > <faultstring =Malforme
content (from clientl</faultstring></enviFault></enviBady></anviEnvelope>

16:58:10 | multistep | error | 132388 192.168.1.107 | 0x00030003 | xmlfirevall (SimpleLoopbackFW): XML parser limits exceeded

16:58:10 | multistep | error | 132388 | > |192.168.1.107  0x80c00008 | xmifirevall (SimpleLoopbackFW): rule (SimpleLoopbackFW_request): implied action Parse input as XML failed: document size limit of 419430.
bytes exceeded, aborting

16:58:10 | xmlparse |error | 132388 > | 192.168.1.107 wmlfirevall (SimpleLoopbackFW )i document size limit of 4154304 bytes excesded, sborting k_
15:58:10 | xmlparse. | debug| 132388 | > |192.1588.1.107 xmlfirewall (SimpleLoopbackFW): Parsing document 'http://152.168.1.130: 2048/

16:58:10 xmifirewall info 132388 > 192.168.1.107 0x80=000b4 xmifirevall (SimpleLoopbackFW]: rule (SimpleLoopbackFW_request); selected via match 'SimpleLoopbackFW' from processing policy
'SimpleLoopbackPW'

16:58:10  =xmifirewall info 132388 | > | 192.168.1.107 | 0x80=00077  xmlfirewall (SimpleLoopbackFW): New transaction{conn use=1): POST http://192.168.1.130: 2048/ from 192.168.1.107

- BRI EREED TELATEREED TR

IEEESTEN|

=n] B3 I5 e | 192.100.L.107 | UnoUe & | wmifirewzll {SimpleLoopbackFW): No match from processing policy 'SimpleloopbackPW' for code '0x00030003'

17:19:13  xmlfirewsll | error | 433713 | e | 192.168.1.107  Ox00030003 xmifirewsll (SimpleLoopbackPW): XML parser limits exceeded

17:19:13 | xmifirewall | varm 433713 192.168.1.107 | Ox80e0007d | xmlfirewall {SimpleLoopbackFW): Generated error on URL 'http://192.168.1.130:2048/"t <?xml version="1.0" encoding="UTF-8"?=
<anv:Envelope
=mlns:env="http://schemas.xmlsoap.org/soap/envelope/
content (from client)</faultstring></env:Fault=</env:Bad

<enviBodyr<enviFault><faultcoderenv: Client</faultcode=<faultstring =Malfarme
-/enviEnvelopes

17:19:13 | multistep | error | 433713 192.168.1.107 | 0000300032 | xmifirewall (SimpleLoopbackPW): XML parser limits exceedead

17:19:13 | multistep |error | 433713 | > | 192.168.1.107 ; 0%B0OcO000E | xmifirawall |S|mp|eLoopba|:|-cF'.ﬂ.'|- rule |SlrnpIeLoopbaEI-cF""_reque;tj: implied action Parse input as XML failed: attribute limit of 128 per

17:19:12 | xmlparse | error | 4233713 | > | 192.168.1.107 t offset 6190 of http://192.168.1.130: 2048/
17:19:13 xmlparse debug | 433713 > 192.168.1.107 wmilfirevall (SimpleLoopbackFW): Parsing document P 6B 1.130v2048/"

17:19:13 xmifirevall | info 433713 | > 192.168.1.107 0x80=000b4 =mlifirewall (SimpleLoopbackFW): rule (SimpleLoopbackFW _request): selected via match 'SimpleLoopbackFW' from processing policy
'SimpleLoopbackFw’
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Multiple Message XML Denial of Service (MMXDoS) Protection

Enabling MMXDoS will create duration and count monitors and attach them to this firewall.

Enable MMXDoS Protection (&) on () off

Max. Duration for a Request 5000
Interval for Measuring Request Rate from Host 1000
Max. Request Rate from Host 10
Interval for Measuring Request Rate for Firewall | 1000
Max. Request Rate for Firewall 1000
Block Interval 500

Log Level error

msec *
msec *
messages/interval *
msec ¥
messages/interval *
msec ¥
[ae]
Web Service Proxy SLM
Open tree to: Proxy | WSDLs | Services | Ports | Operations

Interval
(sec)
... proxy: GSearch

v wsdl: GoogleSearch.wsd|

¥ service:

furn:GoegleSearch}GoogleSearchService

{urn GoogleSearch} GoogleSearchPort

- port-operation:
doGoogleSearch

- port-operation:
doSpellingSugaestion

port-operation:
dDGEtCEIChEdPEICIE
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SLM(Service Level

Request

Limit

Action

notify
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notify
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Advanced
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Input

Configure Filter Action

<

Input| | (auto)

Options

|[(auto) [v]

Processing Control File ar Builder | *

¥ Filter

>} (Upload... ][ Feich... ]

Styleshest Summary: Sean document for SQL injection attacks.

Use WSDL Tool

Asynchronous ‘ Qon@offt

LS

.102

102

.102

102

102

102
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102
102
102
102

.102

0x80=000b6
0x00d30003
0x80=0007d

0x00d30003
0x80c00009

0x80c00010
0x80000001

0x80c00037

NULL

Output

xmifirevall (XMLThreatTestFirewall):

xmifirevall [XMLThreatTestFirewall)
xmlFlrewaII (¥MLThreatTestFirewall):

+//schemas.xmlsoap.org/s
contains restricted content (from client)</faultstring=</env:

=mifirevall (XMLThreatTestFirewall):
=mifirevall (XMLThreatTestFirewall):

contains restricted content

=mifirevall (XMLThreatTestFirewall):

=mifirevall (XMLThreatTestFirewall):
type 'SQL LIKEY: Match'. Offending content:
/schemas.xmlsoap.org

xmlns: SOAP-ENV="http:;

: Rejected by filter;

NULL  [s]

No match from processing policy "¥MLThreatTestFirewall' for code '0x00d320003"

SOAP fault sent

Generated error on URL 'http://192.168.1.108:2048/": <?xml version="1.0" encading="UTF-8"?>

tFault=<faultcode=env:Client</faultcode><faultstring>Message

z</enviEnvelope>

<env:Body><env
ault=</enviBody

sozap/envelope;

Rejected by filter; SOAP fault sent

request XMLThreatTestFirewall_request #1 filker: 'INPUT store:///SQL-Injection-Filter.xsl' failed: Message

Execution of 'store:///SQL-Injection-Filter.xsl' aborted: Message contains restricted content

FEESQL INJECTIOM FILTER***; Message from 132.168.1.102 contains possible SQL Injection Attack of
. Full I\"Iessage It; 75ml version="1.0" encodin UTF-2"7= RBlt;SOAP-ENV:Envelope
Elt; SOAP-ENV:Body> Glt:boo Elt;name>Maoby Dick:SELECT * FROM

BEOOK_AUTHORS WHERE AUTHOR_NAME LIKE "'KEROUnC,n &lt;/name=> &lt;author: =Heman Melvilleklt:/author> &lt:/book=>

Elt:/SOAP-ENV:Body

xmifirevall (XMLThreatTestFirewall):
xmlfirewall (XMLThreatTestFirewall):
xmifirevall (XMLThreatTestFirewall):
xmifirevall (XMLThreatTestFirewall):
xmifirevall (XMLThreatTestFirewall):

= BElt:/SOAP-ENV:Envelopes>'

Reject set: Message contains restricted content

Finished parsing store:///SQL-Injection-Patterns.xml

Parsing document 'store:///SQL-Injection-Patterns.xml’
Stylesheet URL to compile is 'store:///5QL-Injection-Filter.xsl'
Finished parsing http://192.168.1.108:2048/
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Input

Configure Anti-Virus Action

Input‘ [neUT |[1nPUT [v]

Options

' Anti-Virus

Asynchronous | Con @ off

Anti-Virus Scan Type

ICAP Host Type

Remote Host Name
Remote Port

Remote URI

Anti-Virus Policy

Anti-Virus Error Policy

Log Category

%)5ca

[1344

Log

(Llog

Output

n Entire Message

()Scan

Scan

All sttachments
Attachments by Content Type

can Attachments by URI
{)Scan i
*Jsave

(OClam
(")Symantec
(CjTrend Micro
(Webwasher
{yCustom

*[v]Save

[192.168.1.110 | *wIsave

by ¥Path Expreszion

[vIsave

[ /AVSCANTaction=5CAN [VIsave

()Reject

()5trip
[lsave

(+)Reject
({)Strip
[save

wsltmsg 2] [+ ][ Jrsave

Output [ dptempl I dptempil vi

[ pelete | [ Done | [ cancel |
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[=]] Configure an Access Control Policy

AAA Policy Name: DictionaryAttack

Monitors

Rejected Counter QHDHEJ§Y| [ Reject Counter Tool ] i“) DATAPOWER XIS50

[=]| Create a Rejected Access Counter for
use with AAA and XML Threat Protection

Count Monitor | [y o ctrilcesyoureOut %

Mame || iy i~ e |

Interval for

Measuring Rate of | | 10000
Authentication | -

Failures

| msec

Max. Rate of |

Authentication | | 3 | meszages/interva
Failures |
Block Interval | | 60000 _. mesec
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Options

Custom XPath Expression

¥ Filter

Action Type ‘ Filter [ *

(#Repla y Filter

(IRequired Elements Filter

Cstan s d Filter

(OWsS-Security Message Layout Filter
*

Filter Method

| store:/// ] replay-filter.xs!

!."].[ Upload... [ Fetch... | =

[ view...

Processing Control File

Var Builder | *

Stylesheet Summary: Check for replay attacks

./

V ave

Use WSDL Tool
Asynchronous | (Cron @ off

Replay Filter Type

[Wese urity Password Digest No
WSSecmty aaswurdmnastﬂame
WS-Addressing Message 1D
Custom XPath

Replay duratiol o Jsave

¥Path Tool |Tjsave

G tpu !
Dutput‘ [ (autuj‘ |VJ
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