BACKUP & RECOVERY

test procedures and results

A. 1.0 ADMINISTRATION

A-1.1 Requirement Number 001
The product must permit remote backup/restore of all Windows 2000 and Exchange 2000 components (e.g. system state, system files, boot files, mailboxes, etc.) with the same capabilities that are available from the local console.

Weight Factor: 10
Evaluation Steps: 

Results: 
Comments: No remote browser access for TDP for Exchange, only local GUI and command line, otherwise is capable of backing up/restoring Windows system objects.

See page 48 of the Windows client admin guide for more info on backup of system objects…

http://www.tivoli.com/support/public/Prodman/public_manuals/td/TSMC/GC32-0788-01/en_US/PDF/GC32-0788-01.PDF

Capable ___x___ Not Capable ____x__ Not Tested ______

Score ______

A-1.2 Requirement Number 002
The product must permit the management of all data backup and recovery operations from a central console.

Weight Factor: 10

Evaluation Steps:
a. Install the Tivoli Storage Manager (TSM) for Windows on the Manager Server.

b. Click on Start/Programs/TSM Console.

c. Browse the TSM console.

Results: Tivoli Storage Manager allows administrators to manage and control multiple servers from a single interface that runs in a Web browser.  The Tivoli Storage Manager server for Windows also includes the TSM Management Console (TSM Console), which is a Microsoft Management Console (MMC) snap-in. The TSM Console includes wizards for tasks such as configuring devices. The Tivoli Storage Manager administrative interface allows administrators to control and monitor server activities, define management policies for clients, and set up schedules to provide services to clients at regular intervals. Administrative interfaces available include a command-line administrative client and a Web browser interface. 

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-1.3 Requirement Number 003

The product must provide secure web-based remote administrative access capable of supporting Windows 2000/Active Directory authentication, to end users and workgroup managers that allows them to specify files and/or folders to be recovered based on specific dates.

Weight Factor: 10
Evaluation Steps: 
Results: 
Comments: TSM does not use active directory for authentication, but is capable of point in time restores.
Capable ___X___ Not Capable __X____ Not Tested ______

Score ______

A-1.4 Requirement Number 004
The product must be flexible to permit backups, recovery, archiving, and allocation of storage at the forest (?), site, and domain level.

Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 

Capable ___x___ Not Capable ______ Not Tested ______

Score ______

A-1.5 Requirement Number 005

The product must provide a graphical user interface and command line interface, or other scripting mechanism, for management/administration. 

Weight Factor: 5
Evaluation Steps: 
Results: 
Comments: It is possible to access TSM via GUI, command line or web browser.
Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-1.6 Requirement Number 006
The product should provide the ability to perform media management.  The application must provide complete status to include location, content, expiration, and percent used.

Weight Factor: 10

Evaluation Steps: 
Results: TSM is capable of all of the above in conjunction with Disaster Recovery Manager.
Comments: 

Capable ____X__ Not Capable ______ Not Tested ______

Score ______
A-1.7 Requirement Number 007

The product must permit the administrator to specify files and/or folders to be recovered based on specific dates.

Weight Factor: 10
Evaluation Steps: 
Results: 
Comments: 
Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A. 2.0 BACKUP AND RECOVERY

A-2.1 Requirement Number 008 
The product must be compatible with tape drives from both Dell and Compaq.

Weight Factor: 10

Evaluation Steps: 
Results: 

Comments: 

Capable __X___ Not Capable ______ Not Tested ______

Score ______
A list of Known supported devices is located at:

http://www.tivoli.com/support/storage_mgr/devices/all.html

A-2.2 Requirement Number 009 
The product must be capable of supporting a high-speed tape backup solution (e.g. DLT, etc.) with drive technology of at least 11 MB/Sec. (native) and cartridge capacity of over 100 GB each.

Weight Factor: 5

Evaluation Steps: 
Results: 
Comments: 

Capable __X __ Not Capable ______ Not Tested ______

Score ______
See supported devices above

A-2.3 Requirement Number 010
The product must be capable of remotely backing up the System State.

Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 

Capable __X__ Not Capable ______ Not Tested ______

Score ______
This information begins on page 48 of the TSM Windows client manual located at the following URL (and all TSM backups can be remote, including backing up the system state).

http://www.tivoli.com/support/public/Prodman/public_manuals/td/TSMC/GC32-0788-01/en_US/PDF/GC32-0788-01.PDF

Backing Up System Objects

Certain Windows NT, 2000, and XP system objects can be backed up together or

individually. However, Microsoft recommends all system objects be backed up

together to maintain a consistent system state. The following are valid system

objects:

v Active Directory (domain controller only)

v Certificate server database

v Cluster Database (cluster node only)

v COM+ database

v Event logs (system, security and application)

v Registry

v System and boot files

v System volume

v Removable Storage Management Database (RSM)

v Replicated file systems (FRS)

v Windows Management Instrumentation (WMI)

To back up system objects using the GUI, select the system objects tree from the

backup window.

On the command line, use the backup systemobject command to back up all valid

system objects. To back up system objects individually, see corresponding

commands in Chapter 11, “Using Commands” on page 257.

A-2.4 Requirement Number 011
The data backup and recovery application must be able to multi-stream data from one or more servers to a single tape drive (i.e. multiplexing).
Weight Factor: 5

Evaluation Steps: 
Results: 
Comments: 

Capable ______ Not Capable __X___ Not Tested ______

Score ______
TSM allows for multiple data streams (from different clients) to be sent to disk, but not tape.  Here’s why:


Advantage of Caching to Disk: Client files can be directed either to disk pools, tape pools or optical pools.  The disk pool offers an opportunity to temporarily buffer the data from multiple clients for subsequent staging to tape.  This allows the IBM solution to initiate more backup tasks than the number of tape drives configured without interleaving the data of multiple clients in a single stream.    Migration of the buffered data to tape allows TSM to utilize tape more efficiently by minimizing tape gaps which are typically created by stop and start tape maneuvers caused by pauses in data transmission.    Caching the data to a disk pool also allows TSM to reorganize the data in an intelligent manner as it’s written to tape in order to allow for the most efficient restore.
A-2.5 Requirement Number 012
The product must support “Dynamic Parallelism”, which allows the software to dynamically allocate threads of data to backup devices that need them.  If a tape device is not being fully utilized, the product must detect this situation and dynamically re-route streams of data to ensure all tape devices are being fully exploited.

Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 

Capable __X__ Not Capable ______ Not Tested ______

Score ______
TSM can open multiple sessions for any one client during backup as resources allow.  TSM can allow clients to send data to more than one tape device simultaneously.

The setting is now on the server (it's based on the maxnummp (max number mount points) attribute associate with the node and the mountlimit associated with the devclass).


MAXNUMMP

Specifies the maximum number of mount points a node is allowed to use on

the server. A client node uses a mount point when it stores data to a sequential

access storage pool. A sequential access storage pool can be tape, optical, or

FILE on disk. For some operations, a client may run multiple processes and

can therefore use multiple mount points. If the client stores its data to a

storage pool that has copy storage pools defined for simultaneous backup, the

client may need additional mount points. The parameter is optional. The

default value is 1. You can specify an integer from 0–999. A value of 0 specifies

that a node cannot acquire any mount point for a backup or archive operation.

However, the server will still allow the node a mount point for a restore or

retrieve operation.

For nodes that store data on primary storage pools with a list of copy storage

pools defined: you must specify one mount point for each storage pool of

sequential device type. For example, if a primary storage pool has one copy

storage pool defined, and the primary storage pool is a DISK device type, the

MAXNUMMP should be 1. However, if that same primary storage pool has a

next storage pool that is sequential and it has two copy storage pools defined,

then specify a value of 3.

For server-to-server backup: if one server is at a different version than the

other server, set the number of mount points on the target server to a value

higher than 1, or you will receive an error.

Page 691 of Administrator’s Reference at:

http://www.tivoli.com/support/public/Prodman/public_manuals/td/TSMCW/GC32-0783-00/en_US/PDF/GC32-0783-00.pdf

A-2.6 Requirement Number 013
The backup software must provide the following user selectable performance options:

· Concurrency (ability to perform multiple backups simultaneously)
· File/partition splitting (ability of split large files or partitions to multiple drives)

· 
Weight Factor: 5

Evaluation Steps: 
Results: 
Comments: 

Capable __X___ Not Capable ______ Not Tested ______

Score ______
Cannot “multiplex” (as defined above) but can achieve concurrency and can split files across multiple tapes if file is larger than tape (or any other sequential access volume used).

A-2.7 Requirement Number 014
The product must provide redundancy and fail-over capabilities.

Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 

Capable __X___ Not Capable ______ Not Tested ______

Score ______
Microsoft Cluster Server failover support is provided.  See appendix D of the following manual

http://www.tivoli.com/support/public/Prodman/public_manuals/td/TSMCW/GC32-0784-00/en_US/PDF/GC32-0784-00.pdf
TSM also supports AIX HACMP clustering. 

A-2.8 Requirement Number 015
The product must be able to support the following performance optimization methods:

· Network bandwidth throttling

· Client data compression

· Multiple tape block write sizes

Weight Factor: 5

Evaluation Steps: 
Results: 
Comments: 

Capable __X___ Not Capable ______ Not Tested ______

Score ______
TSM does not throttle bandwidth.  TSM allow for client side data compression.  TSM will control the blocksize that it uses to write to tape devices.   

For some of the older tape devices we use 32K but for the newer         

devices we use 256K. Even if the customer sets the device blocksize     

at some other value, TSM will still write a blocksize based on the      

device type. Nothing on the media itself determines the blocksize.

A-2.9 Requirement Number 016
The product must be able to support local/remote disaster recovery capabilities, to include single server restore. 
Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 

Capable ___X__ Not Capable ______ Not Tested ______

Score ______
Local restores can be achieved with a backup set written to media which can be read by the client.  Remote restores are the most common type.  DR procedure with the base TSM product, no add-on software, would be to install the operating system, install the TSM client code, then perform the restore.  See the following redbook for more information.

http://www.redbooks.ibm.com/pubs/pdfs/redbooks/sg246141.pdf

A-2.10 Requirement Number 017
The product must support the ability to backup data to offline storage (i.e. tape, optical, etc.) and/or online storage (i.e. local disk).

Weight Factor: 5

Evaluation Steps: 
Results: 
Comments: 

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-2.11 Requirement Number 018
The product must support serverless backup and/or snapshot capabilities, providing the ability to move backup data directly from disk to tape or to another device. 

Weight Factor: 1

Evaluation Steps: 
Results: 
Comments: 

Capable ___X ___ Not Capable ______ Not Tested ______

Score ______
TSM 5.1 will provide server-less backup(server-free data movement)  with the following requirements:

Server-free will be supported initially on Windows 2000 and WindowsNT® IBM Tivoli Storage Manager servers and Windows 2000 backup-archive clients. An IBM San Data Gateway will be utilized to perform the SCSI 3 copy command that facilitates the movement of the data between client disk and the servers' tape drives. 

Server-Free Data Movement (available October 11, 2002 in a v5.1.n release) requires the following hardware and software: 

 An Intel Pentium or compatible processor, or multi-processor based computer 

 IBM San Data Gateway (IBM 2108-G07) with data mover license (RPQ 8S0567, ECH26509) 

QLogic 2200 HBA 

Tivoli Storage Manager Enterprise Edition V5.1 server on Windows NT (Professional, Server, Advanced Server, and DataCenter) SP6a or Windows 2000 (Professional, Server, Advanced Server, and DataCenter) SP2® 

Tivoli Storage Manager client on Windows 2000 SP2 

A-2.11 Requirement Number 018
The product must be able to perform a serverless restore down to the file level.

Weight Factor: 1

Evaluation Steps: 
Results: 
Comments: Server Free supports logical volume image backup and restore
Capable ______ Not Capable ___ X ___ Not Tested ______

Score ______

A-2.12 Requirement Number 019
The product must provide configurable options for:

· Full backup

· Incremental backup

· Differential backup

· Daily backup

Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 
Capable ___ X ___ Not Capable ______ Not Tested ______

Score ______

A-2.13 Requirement Number 020
The product must permit full backup/recovery of AD domain controller and member server functions to include the operating system, resident applications, and associated data.

Weight Factor: 10

Evaluation Steps: 

Results: 
Comments: 

Capable ______ Not Capable ___ X ___ Not Tested ______

Score ______

Is this the infamous BMR question?

A-2.14 Requirement Number 021
The product must provide system-wide checks to detect and report error conditions during the backup/recovery process.

Weight Factor: 10

Evaluation Steps: 

Results: 
Comments: 
Capable ___ X ___ Not Capable __​____ Not Tested ______

Score ______

A-2.15 Requirement Number 022

The product must be capable of generating an automatic notification of a desired reporting parameter to a designated enterprise, region, and/or site enterprise agent.

Weight Factor: 5
Evaluation Steps: 

Results: 
Comments: 
Capable __ X ___ Not Capable ______ Not Tested ______

Score ______

A-2.16 Requirement Number 023

The exchange of data between sites/regions must be done securely over IP using at least 128-bit encryption.

Weight Factor: 10
Evaluation Steps: 
Results: 
Comments: 
Capable ______ Not Capable ___ X ___ Not Tested ______

Score ______

TSM uses 56 bit-DES encryption

A. 3.0 STORAGE AREa NETWORKS

A-3.1 Requirement Number 024
The product should permit the integrated management of SAN and systematic backup/restoration/storage management.

Weight Factor: 1

Evaluation Steps: 
Results: 

Comments: 
Capable ______ Not Capable ___ X ___ Not Tested ______

Score ______

(Yes, with release of Storage Resource Manager product later this year)

A-3.2 Requirement Number 025
The data backup application must be compatible with any existing SAN solution architectures.

Weight Factor: 10

Evaluation Steps: 
Results: 
Comments: 

Capable ______ Not Capable ___ X ___ Not Tested ______

Score ______
Not Compatible with ‘any’ component, but those that support the ANSI SAN standards and/or are certified to be compatible by the Manufacturer.

A-4.0 VENDOR-SUPPLIED SUPPORT

A-4.1 Requirement Number 026
The installation of the software should be quick and simple when done in accordance with instructions supplied by the vendor.

Weight Factor: 5

Evaluation Steps: 

a. Insert the TSM Windows Server CD-ROM. The TSM Server CD browser appears. 

b. Click Install Products,  Click TSM Server, and accept the default or select a language for the TSM installation dialogs and click OK.

c. Accept the default path or select a location for TSM files and click Next.

d. Select Typical or Custom and click Next.  Click Finish.

e. Install the TSM Server license.

f. Install the TSM Backup-archive Client.

g. Install the TSM Device Driver.
Results: The installation of TSM was installed by following the TSM Wizard provided on the installation CDROM. Installable TSM components included the following: TSM server, TSM licenses, TSM backup-archive client, and the TSM device driver.

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-4.2 Requirement Number 027

The vendor should provide:

· On-call technical support both on-site and by phone.

· An online help capability about the functions of the tool.

Weight Factor: 10
Evaluation Steps: Consulted with Tivoli Systems Engineer and reviewed Tivoli corporate website under the Support link.  

Results: Tivoli provides on-call technical support to customers with a valid support contract.  Tivoli provides all customers with an online knowledge base and access to the Tivoli Support Web site.  For more information on the support Tivoli provides refer to the Customer Support Handbook provided online at www.tivoli.com/support/getting/.

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-4.3 Requirement Number 028

The vendor should provide training courses for the product, if requested.

Weight Factor: 1
Evaluation Steps: Consulted with Tivoli Systems Engineer and reviewed Tivoli corporate website under the Services link.
Results: Tivoli provides training courses for all of its products.  Courses can be provided online through e-Learning, at an authorized education center with an instructor, or on-site at the request of the customer.

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-4.4 Requirement Number 029

There should exist a version controlled upgrade process to allow the product to maintain its technical sufficiency.

Weight Factor: 10
Evaluation Steps: Consulted with Tivoli Systems Engineer and reviewed Tivoli corporate website under the Services link.
Results: Tivoli provides downloadable version upgrades, patches, and fixes for TSM online at www.tivoli.com/support/storage_mgr/index.html.  

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-4.5 Requirement Number 030

Software version upgrades should be available via the Internet.

Weight Factor: 1
Evaluation Steps: Consulted with Tivoli Systems Engineer and reviewed Tivoli corporate website under the Services link.
Results: Tivoli provides downloadable version upgrades, patches, and fixes for TSM online at www.tivoli.com/support/storage_mgr/index.html.  

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-4.6 Requirement Number 031

The product should be Microsoft Windows 2000 certified.

Weight Factor: 10
Evaluation Steps: Consulted with Tivoli Systems Engineer and reviewed Tivoli corporate website under the Support/Documents link.
Results: Tivoli Storage Manager is Microsoft Windows 2000 certified and was tested successfully by VeriTest Lab.  

Comments: None

Capable ___X___ Not Capable ______ Not Tested ______

Score ______
A-4.7 Requirement Number 032

The product must be interoperable with other third party tools, such that its own capability is not altered by the performance of another tool on the Active Directory network operating system or server/host OS.

Weight Factor: 10
Evaluation Steps: 
Results: 
Comments: 
Capable ______ Not Capable ______ Not Tested ______

Score ______
Do not understand what they’re asking here.

A-4.8 Requirement Number 033

The product should offer an Enterprise license.

Weight Factor: 5
Evaluation Steps: Consulted with Tivoli Systems Engineer and Sales Executive.

Results: Tivoli can provide an Enterprise license for the Army.

Comments: According to Tivoli Sales Executive, the price for TSM is negotiable.

Capable ______ Not Capable ______ Not Tested ___X___

Score ______










Final Score   ______
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