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IBM Cryptographic Hardware – z800/z900 and 
earlier
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PCI Cards (General)

� Feature – Packaged as a book

� May consist of a single- or dual-card

� Card may also be referred to as a port

� On 9672, z900/z800 a book is associated with a CHPID

� On a z890/z990 a book is associated with a PCHPID
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PCICA

� It does one thing, and one thing only, but it does it 
very fast
– CSNDPKD – Public Key Decrypt API

• Decrypt of the Pre-Master Secret
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CCF                            

APIs on CCF/PCICC/PCICA

ICSF Only (23.8%)

PCICC Only (17.5%)

CCF Only (25.0%)

CCF/PCICC (33.8%)

PCICA (1 API)

On a CCF Only system, 
66 APIs are available

With a CCF & PCICC, 80 
APIs are available

PCICA supports only 1 API

PCICC

PCICA
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zSeries Cryptographic Hardware – z890/z990

CP Assist for Crypto Functions (CPACF)

PCI X Crypto Coprocessor (PCIXCC)

emk(k)
Crypto Express2

emk(k)

PCI Crypto Accelerator (PCICA)
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Z890/z990 Crypto HW
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PCICA

� It does three things, and only three things, but it 
does them very fast
– CSNDPKD – Public Key Decrypt API

• Decrypt of the Pre-Master Secret

– CSNDPKE – Public Key Encrypt API
• Encrypt of the Pre-Master Secret

– CSNDDSV – Digital Signature Verify API
• Verifies a Digital Signature
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Crypto Express2

� Combines functionality of PCIXCC and PCICA into 
a single feature
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CPACF

APIs on CPACF, PCIXCC, PCICA

CPACF Only (8.5%)

ICSF (23.9%)

PCIXCC (67.6%)

PCICA (3 APIs)

With a PCIXCC, 71 APIs 
are available

PCICA supports 3 APIs

In a CPACF only system, 
there are 14 APIs available (6 

are routed to the CPACF, 
and 8 to ICSF)

PCIXCC
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zSeries Cryptographic Hardware – z9 109

CP Assist for Crypto Functions (CPACF)

emk(k)
Crypto Express2
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Accelerator

Accelerator
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Accelerator

1
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Z9 109 Crypto Express2
Configuration
� Secure Coprocessor (default)

– Provides both Secure key” and “Public key”
functionality and performance equivalent to 
Crypto Express2 features on z990

– “Secure key” improved performance compared 
to PCIXCC on z990 (requires multitasking)

– “Public key” equivalent performance to PCICA 
on z990

– No action required

� Accelerator
– Provides only “Public key” functionality with 

enhanced performance 
– Must be configured using the HMC
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Enablement Diskettes

� CCF
– Shipped Inactive, must be enabled

– Config file unique to each CCF

– Config files are loaded into the CCF

� PCICC
– Single config file loaded into HSA and shared among PCICCs

� CPACF
– Secure Hash Algorithms available without Microcode load

– DES/TDES/AES requires Microcode load
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Z900 SE CCF Config
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SE z/900 PCI Cards

IBM Washington Systems Center

© 2003 IBM Corporation20
© 2005 IBM Corporation8/4/2005

Processor Tab for ROSP6 (Top)
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Processor Tab for ROSP6 (Bottom)
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Crypto Tab for ROSP6
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PCI Crypto Tab for ROSP6
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SE z990 OSYS Details
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SE z990 PCI Cards

IBM Washington Systems Center

© 2003 IBM Corporation26
© 2005 IBM Corporation8/4/2005

OOSP3 Image – PCICrypto Tab
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Crypto Defined to LPAR OOSP3 on z990
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Questions?
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LINUX is a registered trademark of Linux Torvalds
UNIX is a registered trademark of The Open Group in the United States and other countries.
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Intel is a registered trademark of Intel Corporation
* All other products may be trademarks or registered trademarks of their respective companies.

NOTES:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any user will experience will 
vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be 
given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual 
environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. 
Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or 
any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject  to change without notice.  Contact your IBM representative or Business Partner for the most current pricing in your geography.

References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Any proposed use of claims in this presentation outside of the United States must be reviewed by local IBM country counsel prior to such use.

The information could include technical inaccuracies or typographical errors.  Changes are periodically made to the information herein; these changes will be incorporated in new editions of the publication.  IBM may 
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the 
materials for this IBM product and use of those Web sites is at your own risk.
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