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IBM zSeries Crypto Environment

0S/390 or z/OS
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PCI Crypto
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IBM zSeries Crypto Basic Facts to Understand

mBuilt on the IBM Common Cryptographic Architecture (CCA)

e Describes the connection between crypto hardware and the
software interfaces using it

e Describes the crypto key structure and its connection to the
remaining components, software and hardware
mCCA described in IBM Systems Journal
¢ IBM SYSTEMS JOURNAL, VOL 30, NO 2, 1991

mProvides
e Foundation for key structure and key management
e Consist structure for application requests that can be used across
IBM platforms supporting CCA designed hardware

m|nitial CCA defined a base of 18 application programming

interfaces (APIS)
http://www-3.ibm.com/security/cryptocards/pdfs/CCA_Basic_Services_241_Revised_20030918.pdf
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IBM zSeries Crypto Basic Facts to Understand . . .

m Application programming interface used dictates the crypto
hardware feature used to execute it, for instance,

e CSNBENC, will only work on CCF or PCIXCC

e CSNBSYE naming AES as the algorithm will work on CCF and
CPACF, however, when DES is the named algorithm it will only
work on CPACF and fail on CCF.

mTo understand the use and function of IBM Cryptography, one
must understand
e Crypto technology, i.e., do reading and understand concepts
e Any unique industry crypto requirements
¢ |IBM Common Crypto Architecture
e Applications - high level understanding
¢ IBM Crypto features
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IBM zSeries Crypto Basic Facts to Understand . . .

m Status of zSeries Crypto hardware can be found by
¢ 7/OS 1.5 CSFICQ API results
e CCVT, however, this data area is limited as a customer defined
programming interface (i.e., only those fields defined as part of the

programming interface can be depended on for consistency and
should be used)

» CCVTDACC » CCVTDACC CCVTHFLG Flag bytes.

> CCVTCCVE ~ CCVTCCVE Bit Meaning When Set On
> CCVTPRPC » CCVTHFLG 0 Crypto assist available.
» CCVTINST » CCVTPRPC 1 Add'l secure Crypto

» CCVTINS2 » CCVTINST device available.

~ CCVTLNTH ~ CCVTINS2 2 Support for 64-bit

~ CCVT_FMID ~ CCVTLNTH callers.

3-7 Reserved.
» CCVT_USERPARM » CCVT_FMID

» CCVT_USERPARM
e For those ISVs and others who used CCVTSFG1], this is not a

defined programming interface and not reliable
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IBM zSeries Crypto Basic Facts to Understand . . .

mCCA described in IBM Systems Journal
¢ |IBM SYSTEMS JOURNAL, VOL 30, NO 2, 1991

m|CSF => only method to send requests to hardware
e Handles directing requests to appropriate hardware

e Provides the CCA Application Programming Interface (API) to the
hardware

e Supplied base interface for cryptographic key entry

¢ |CSF documentation to read before each install or upgrade

» Latest level of ICSF System Programmer's Guide
v Appendix: z990 and z890 with a PCI X Cryptographic Coprocessor
v Appendix: 2990 and z890 without a PCI X Cryptographic Coprocessor
v Chapter on Migration from Previous Releases of ICSF
v Summary of changes

» Latest level of ICSF Application Programmer's Guide
v Same Appendices
v Summary of changes
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IBM zSeries Crypto Basic Facts to Understand . . .

m CCA deals with primarily with secure  all clear key values reside
within secure hardware

keys

e Exceptions are
» ENCODE and DECODE APIs for
support of older crypto implementations
» AES, which is an algorithm
implementation not included in CCA T A0X

» RSA functions using keys not stored in | sMK | KMMK ||Sym |[NSym |OSym
the CCA Key Data Set will use clear MK | AUx || 2oSym | NAsym | OAsym
key values but those values must be in | SMK | KMMK i;’mm “igmm 8233’”‘"]
acceptable CCA structure . . L 4 4

» RSA private keys stored within secure [mKk | Aux
PClI devices will use the clear key SMK | KMMK JTsim [Nsym |osym
values only within those secure devices Asym | NAsym | OAsym

e Key values entered in the clear are
imported into the CCA structure and
converted to protection under master

Single Card
Crypto
Express2

[\
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IBM zSeries and S/390 Secure Key Crypto Solution

2/OS or 0S/390 clear key values reside within
secure hardware
CCF L #'lpcicc
PCIXCC
Crypto
Express2
daemon SMK Asym | NAsym | OAsym
MK | AUX
SMK | KMMK
P o Rl e e | o ol 5
secure hardware . ' Asym | NAsym | GAsym
MK | AUX
> SMK | KMMK . . .
Trusted : . -
Key Sym | NSym | OSym
Entry Asym | NAsym | OAsym

Smart Card
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pport Element
(ThinkPad)

Setup for Crypto
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zSeries and S/390 Clear Key Crypto Solution

z/0OS or 0S/390 clear key values reside outside

‘ crypto hardware environment
| CPACF on ‘
each PU : -
for TDES/DES _
@ ICSF encryption and
decryption using PCICA for
clear (unencrypted) Acceleration
key values of SSL
Handshake

using clear
RSA key value

clear key values (used 'as is')
reside outside of hardware
and key data sets

!

key data sets
not used at this
time to hold
clear key values

Setup for Crypto

pport Element
G (ThinkPad)
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zSeries and S/390 Crypto Software: Key Entry

clear key values reside
within secure hardware

ICSF @
space

ICSF data
space PCICC
PCIXCC

Crypto

@

Express2

ICSF Admin SN OSym
; - - OAsym

v MK | AUX Sym | NSym | osym

aster Key SMK | KMMK Asym | NAsym | oAsym

plication Keys

Trust d

‘lJser Pre-Defined : : :
: X Sym NSym OSym
Transaction-created asym | Nasym | oasym

—
y RSA Retained Keys
N—"" B
P kept in hardware
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IBM zSeries Crypto Environment: 1st Generation

Crypto Coprocessor Facility (CCF) ) O i
PCI Crypto Enk
Multiprise 2000,
Cpoc';O.?g essor Multiprise 3000,
( en(k) 9672 G3, G4-G6
PCI Crypto : 2900, z800
Accelerator
(PCICA)

Support Element
(ThinkPad)
O J Setup for Crypto

Connectivity via
Token-Ring or

Ethernet
Trusted \
Ke Tt
Entry S E0) £ Smart card

Workstation
V4 (V4.2 for Smart Card)
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Crypto Coprocessor Facility (CCF)

Support Element
(ThinkPad)

mCCF => base crypto hardware ¢, (k) G

o Built into most IBM processors G3 - G6, z900 & z800 ~ Setup for Crypto

» Multiprise 2000/3000 are exceptions where processor could be
ordered without CCFs

» Some G3s also were ordered without CCFs
e Requires configuration data load to become usable
e Requires hardware setup in PR/SM environments

mPresence of at least 1 CCF indicated by feature code 0800

mEnablement diskette contains the configuration data, feature
code 0875

m|CSF => only method to send requests to hardware
e Handles directing requests to appropriate hardware
e Encipher and Decipher requests only get routed to CCFs

mCCFs are only usable in OS/390 or z/OS operating system
environments
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Crypto Coprocessor Facility (CCF) . ..

m\Vithin processor the CCF is physically attached to a CP
e Hence, references to CP on Configuration screen & in D M=CPU

mEach CCF can be shared across multiple LPARs

e Usage Domain definition identifies the area(s) reserved for use for
the partition

¢ ICSF Options data set domain parameter identifies the reserved
area to be used during the active session on the partition

e Usage Domain number(s) must be unique among all defined
usage domains on the CCFs within the processor

= |

[cp]|cp|[crp||cP]....
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Crypto Coprocessor Facility (CCF) . ..

e

g
Support Element

mHardware setup via Support Element access
e Enablement via load of configuration data which requires an outage
of the processor
e Association of the configuration data with each CCF module called
selection for next activation

e LPAR association with the CCF modules
e Definition of the crypto characteristics
m|CSF activation

m TKE Installation, if needed

e Can only be used for key entry
e Does not process DATA key types (See TechDocs for workaround)

e Part of the 9672, Multiprise, or zSeries processor
e Master Key loading

mDefine Master Keys
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CCF Hardware Installation Confirmation

m Configuration Cryptograpc Coprocessos
Status Purrent Configuration | Mext Configuration Cryptograph
PY CheCk Status — Descr iption i crlp\m . Wodule Iden
Initialized DESITDES w/PYL S o DES/IDES wiPKA B TKE
v Status 1 Initiallzed _BESTTOES w/Pka & TKE | DES/TDES WiPKA & TKE | 041000000
.. &
v Configinh _— ——
V4 Ava” at next POR Select one of the cryptographic coprocessors and then click the task push button.
import | [ iew status | [ Select for next activation | Test Pseudo Random Musber Generator |

v PKSC
[ J USe D M :CF)U\~‘ PRSC |_n_|t_\a_tr'z_aiin_n'f| | Zermzel ‘ Cancel ! E

PROCESSOR STATUS =
ID CPU CR SERIAL e —
0o + - 091F1E2066 &
1 + - 191F1E2066

mPAR P

0 e
(e Charge LPAT

iy Contrats

Change LIAR
Security

e Display Change LPAR
Cryptographic Controls
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Crypto Coprocessor Facility (CCF): What it Can Do

mProtecting Data
e Use Secure Hardware
e Use Clear key with ICSF performing AES

mPerforming Financial Processes
mHashing and Message Authentication
mKey management

mDigital Signatures

mEncryption and Decryption of symmetric key values using
Asymmetric key

e SSL Handshake Acceleration via Decrypt of pre-master secret
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PCI Crypto Coprocessor (PCICC)

Support Element
(ThinkPad)

mPCICC => adjunct secure crypto hardware emk(k)G
o Available for IBM processors G5 - G6 and z900 - z800 ~ Setup for Crypto
* Requires CCF to operate in OS/390 or z/OS
e Requires configuration data load to become usable
e Requires hardware setup in PR/SM environments

mPresence of at least 1 PCICC indicated by feature code 0860
on G5/G6 or 0861 on z900/800

mEnablement diskette (FCV) contains the configuration data,
feature code 0865
m|CSF => only method to send requests to hardware
e Handles directing requests to appropriate hardware
e Encipher and Decipher requests only get routed to CCFs

mPCICCs are usable in OS/390 or z/OS operating system
environments and Linux with Linux crypto driver
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PCI Crypto Coprocessor (PCICC) . ..

m\Vithin processor each PCICC card is physically package in a
book that is installed within the I/O cage

e No consoles commands are available for status of PCI Crypto

mPCICC book packages consist of
e Single card on G5 and G6
e Dual (2) cards on z900 and z800

mEach PCICC card can be shared across multiple LPARs
e PCICC cards associated with a LPAR take the
domain settings associated with the CCFs
e Each PCICC card is associated with an AP index
. . . . PCICC| |pasedon
e PCICCs to be immediately available at operating L@‘
system load are defined in the PCI Online list L/_I ]
Ficon

e PCICCs possibly available for use and that can
be brought online are defined in the PCI
Candidate list
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I/O cage

PCI Crypto Coprocessor (PCICC) . ..

Support Element

mHardware setup via Support Element access

e Enablement via load of configuration data which requires an outage
of the LPAR, if Candidate List not pre-defined since last deactivate

¢ LPAR association with the PCICC card(s)

e Bringing cards online
m|CSF activation and CCF enablement required
mDefine Master Keys to PCICCs

e Master Key values must match those entered into CCFs
e Weak and semi-weak values are not allowed
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PCI Crypto Hardware Installation Confirmation

m Configuration

e Check PCI Configuration
Status

e View Console

» PCICA Available
CSFM4111 PCI
CRYPTOGRAPHIC

PCI Cryptographic Information
Status PCI Serial Number

92E01046

Conf igured

Type UDX Status

Mot Active

1 Configured 92E01983 Coprocessor
2 Configured 12345678 Accelerator Not Supported
3 Configured 12345678 Accelerator Not Supported
E5)

Select a PCI Cryptographic Number and then click the task push button.

[Wiew Detaiis | | Test AN Generator |  Zeroize |

’—Furmtlnn Control Vector Information (Cop

DESITDES wiPKA
Not defined

Currently loaded FEV:
Next FCV to load:

only)

| Zerdize All Coprocessors | Test BN Generator

ACCELERATOR A02 IS ACTIVE

|5e|ect Fev | | import Fov

on Al

s

» PCICC
CSFM119E INCORRECT MASTER
KEY (BOTH) ON PCI
CRYPTOGRAPHIC
COPROCESSOR P00, SERIAL
NUMBER 92E01846.

m| PAR

e Display Change LPAR C
Cntls
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PCI Crypto Coprocessor Facility (PCICC): What it Can Do

mPerforms new functions

mPerforms functions that gain added security over operation on
CCF

mPreferred routing of RSA functions
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PCI Crypto Accelerator (PCICA)

mPCICA => adjunct clear key crypto hardware
e Available for IBM processors z900 - z800 and z990 - z890
¢ Requires CCF to operate in OS/390 or z/OS
e Requires hardware setup in PR/SM environments
» Candidate and Online list definition required
mPresence of at least 1 PCICA indicated by feature code 0862

m|CSF => only method to send requests to hardware
e Handles directing requests to appropriate hardware
e PCICA in z900 and z800 environments are only routed 1 API,
decrypt of symmetric key

mPCICAs are usable in OS/390 or z/OS operating system
environments and Linux with Linux crypto driver
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Trusted Key Entry Workstation (TKE)

m Separate crypto system
e Part of processor system not to be treated as a PC
e OS/2 Warp operating system with all necessary applications

e Contains 4758 PCI Crypto Coprocessor making TKE a crypto
system separate from host

mPerforms key entry for host use
mNot to be used for anything else otherwise support negated

mTKE V4 code is available as MCL updates to TKE V3.x
workstations

mTKE is final component for a FIPS 140-1 Level 4 system

mTKE is required for certain Visa and MasterCard financial
centers
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New Changes to 1st Generation Crypto Hardware

mPCICC can be updated to support the use of 2048-bit RSA
keys for key distribution - encrypt and decrypt of symmetric
keys.
e The change is for allowance of private key lengths 2048-bit
e Feature code 0867 must be ordered and installed for function
e Update will require
» Force of new data into PCICC cards
» Loss of master keys caused by installation of new support
mTKE V4.x is supported on CCFs and PCICCs

e However, new function provided by TKE is not
» Key types handled are not expanded beyond TKE V3
» Smart Cards can be used with CCFs or PCICCs on G6 and z900/800

e Smart Card supported for z990/890 with TKE V4.2

» Feature code 0887 represents 2 Smart Card Readers and 10 smart
cards
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IBM zSeries 1st Generation Crypto Console Messages

mCCF - CRYPTO (n) Online
e |[EE504I

mPCICC - (INCORRECT or CORRECT) MASTER KEY (BOTH)
ON PCI CRYPTOGRAPHIC COPROCESSOR PO0Ox, SERIAL
NUMBER nnnnnnnn

e CSFM119I Incorrect
e CSFM116l Correct

mPC| CRYPTOGRAPHIC ACCELERATOR AQO0 IS ACTIVE
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IBM zSeries Crypto Environment: 2nd Generation

0S/390 or z/OS

PCI Crypto Accelerator (PCICA)

CP Assist for Crypto Functionsm
(CPACF)

PCI X Crypto Coprocessorm
(PCIXCC)e,, (k)

Crypto Express2 emk(lﬂ

planned availability
01/28/2005

Connectivity via
Token-Ring or
Ethernet

O ’ AR Trusted : I
Setup for Crypto Key S ((?»
Entry
Workstation Smart Card
V4.2
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IBM zSeries 2nd Generation Facts

sNEW Hardware

e CPACEF, totally new function with some older function offloaded
» 5 Problem State Instructions using clear key values
» Documented in z990 Principles of Operation
» 4 of those instructions can be executed using ICSF APIs
» TDES and DES algorithms using clear key values did not exist in ICSF
previously

e One way hash, SHA-1, enabled without configuration is available
on CPACF

e PCIXCC is new architected card not the same as PCICC

¢ ICSF support of PCIXCC not the same as support of CCF

e CKDS can be brought into z990 environment without changes
e PKDS is required to be initialized

mPCIXCC is described in IBM Journal of Research & Developmt
¢ IBM J. RES. & DEV. VOL. 48 NO. 3/4 MAY/JULY 2004
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CP Assist for Cryptographic Functions (CPACF)

Support Element
(ThinkPad)

mCPACF => base crypto hardware
e Built into 2990 & z890 IBM processors

¢ Requires configuration data load to become usable
» Unlike CCF and PCICC configuration data in part of server code load

e Requires no setup for PR/SM environments
e Each Physical Unit on the processor has CPACF hardware

mEnablement diskette contains the configuration data, feature

code 3863
m|CSF => only method to send requests to hardware

* Handles directing requests to appropriate hardware
o TDES/DES clear key requests only get routed to CPACFs

mCPACFs are only usable in OS/390 or z/OS operating system
environments

© 2004 I1BM Corporation
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CPACF Hardware Installation Confirmation

mFrom Support Element, select the CPC in question
e Double-click on the CPC to get the Details window
e CP Assist for Cryptographic Functions is/is not installed

2} Desktop on-Call - Microsoft Internet Explorer 8 - || =]
Fle Edt View Favoites Took Hep
pack ~ =+ ~ @[ & RASearch [HFavorites Frieda F| > S~ 2
Address [ 82,134, wred =] @so ks
SESHIOn T e |
Aok ) iy 5] =
Channg
Assigl
. PCICrL
= Configu
PEIEr
Managi
Help
T Al T x
i | Lrl
[T [ [ wvemer

&l
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PCI Crypto Accelerator (PCICA)

mPCICA => adjunct clear key crypto hardware
e Only 1st generation feature that can be brought forward

mFeature code 0862 is unchanged

m|CSF => only method to send requests to hardware
e Handles directing requests to appropriate hardware

e PCICA in 2990 and z890 environments are routed 3 APIs,
» Decrypt of symmetric key
» Encrypt of symmetric key
» Digital Signature Verify

mPCICAs are usable in OS/390 or z/OS operating system
environments and Linux with Linux crypto driver
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PCI XCrypto Coprocessor (PCIXCC)

mPCIXCC => adjunct secure crypto hardware e, (k)

¢ Available for IBM processors z990 - z890

¢ Requires CPACEF to operate in OS/390 or z/OS

e Uses CPACF configuration data

e Requires hardware setup in PR/SM environments
mPresence of PCIXCC indicated by feature code 0868
mSingle card package
m|CSF => only method to send requests to hardware

e Handles directing requests to appropriate hardware

e Encipher and Decipher requests only get routed to CCFs

mPCICCs are usable in OS/390 or z/OS operating system
environments and Linux with Linux crypto driver
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PCI XCrypto Coprocessor (PCIXCC) . ..

m\Vithin processor each PCIXCC card is physically package in a
book that is installed within the 1/0 cage

* No consoles commands are available for status of PCI XCrypto

mEach PCIXCC card can be shared across multiple LPARs

e PCIXCC cards associated with a LPAR must be defined with
domain settings

e Each PCIXCC card is associated with an AP index

e PCIXCCs to be immediately available at operating system load are
defined in the PCI Online list

e PCIXCCs possibly available for use and that can be brought online

are defined in the PCI Candidate list PCIXCE
I/O cage ]
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PCI XCrypto Coprocessor (PCIXCC) . ..

Support Element

mHardware setup via Support Element access

e Enablement via load of configuration data which requires an outage
of the LPAR, if Candidate List not pre-defined since last deactivate

¢ LPAR association with the PCIXCC card(s)

e Bringing cards online
m|CSF activation and CPACF enablement required
mDefine Master Keys to PCICCs

e Weak and semi-weak values are not allowed

CEC cage 1/0O cage
@‘ sTis | HCIXCC

MBA PCICATS
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PCIXCC Hardware Installation Confirmation
T fiqure
m Configuration [ T Ty e ey ey Py |
. . - 0 Configured  NIZ0OIVI .mxelel:l:: L &m:lu‘l Mot &q:wl'g :L:
¢ Check PCI Configuratic D [omme e |G e et | il
Status Conﬂigued ME2001V2 Accelerator Mot Supported Mot Suppo Mana
i 5 Configured 33001449 X Coprocessor | IBH Default Peraitted ::‘I‘:
¢ View Console | o [iten
. 1] - | e
> PCICA Available Select a PEI Cryplographic Mabor and then press the task push button. ’
ggs’g#%ﬂgﬁ;ch [View vetaits | Test m | Zeire| TKE Comsands |
ACCELERATOR A02 IS ACTIVE —_— :
Zeroize All X Cop | Test RN on AlL X | UK configuration |
~ PCIXCC — s
CSFM419E INCORRECT MASTER o Ty
KEY (BOTH) ON PCI X : i} imtamantion ~
CRYPTOGRAPHIC : - .
COPROCESSOR X04, SERIAL = e Proiia e
NUMBER 93001166. it
m| PAR o
¢ Display Change LPAR
Crypto Cntls Do
Vg o 7 r— T8 —
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IBM zSeries Crypto Express2

mTargeted for GA end of January 2005

mCrypto Express2 is PCIXCC packaged as a dual card
package with faster speeds to meet PCICA speeds for RSA
processing
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IBM zSeries 2nd Generation Crypto Console Messages

mPCIXCC - (INCORRECT or CORRECT) MASTER KEY (BOTH)
ON PCI X CRYPTOGRAPHIC COPROCESSOR XO0x, SERIAL
NUMBER nnnnnnnn

e CSFM419I Incorrect
e CSFM416! Correct

mCPACF has no hardware related message. Only see

e CSFM400I CRYPTOGRAPHY - SERVICES ARE NOW
AVAILABLE.
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New Changes to 2nd Generation Crypto Hardware

m Cryptographic support for 19-digit Personal Account Numbers
(PANSs) on PCIXCC targeted for December 17, 2004, via the
ICSF Virtual Support for z/OSa and z/OS.e V1.6 Web
deliverable.

m|ess than 512-bit keys for clear key RSA operations on
PCIXCC

mTKE V4.x is supported on CCFs and PCICCs

e However, new function provided by TKE is not
» Key types handled are not expanded beyond TKE V3
» Smart Cards can be used with CCFs or PCICCs on G6 and z900/800

e Smart Card supported for z990/890 with TKE V4.2

» Feature code 0887 represents 2 Smart Card Readers and 10 smart
cards

mTKE on z990/890 must be enabled for TKE Commands via
Support Element and PCI Configuration
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