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Globalization and Globally Available Resources

Access to streams of 
information in the Real 

Time

Billions of mobile 
devices accessing the 

Web

New 
Possibilities ..

Welcome to THE SMARTER PLANET * Web 2.0

• SOA

• CLOUD
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Smarter Planet - Changing Security Landscape of Toda y
“Webification” has changed everything
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Smarter Planet - Changing Security Landscape of Toda y

“Webification” has changed 
everything

� Infrastructure is more abstract and less 
defined

� Everything needs a web interface
� Agents and heavy clients are no longer 

acceptable
� Traditional defenses no longer apply

Web Applications

Many Web Security Drivers
� Increase in vulnerabilities / disclosures

� Application security has become the top threat

� Regulatory Compliance
� Requirements such as PCI, HIPAA, GLBA, etc

� User demand 
� For rich applications is pushing development to 

advanced code techniques – Web 2.0 introducing 
more risks to threats

� Enterprise Modernization 
� Driving traditional applications to online world (SOA), 

increasing corporate risk

� Cost cutting in current economic climate 
� Demands increased efficiencies
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The Security Journey Continues

• New and More …
• Applications
• Services
• Systems
-> Vulnerabilities
-> Hacking methods
-> Viruses, Worms, RATS, Bots …

(Remote Access TROJANS = Spyware)

MALWARE, “BLENDED” THREATS

-> GOVERNANCE & 
COMPLIANCE!

NEW AREAS

OF IT SECURITY

WEAKNESS

ARISE ALL THE 
TIME
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It Gets Worse
• WAP, GPRS, EDGE, 3G
• 802.1x
• Broadband

A hacker no longer needs a big machine
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Regulation & Compliance SARBANES-OXLEY , HIPAA, BASEL II …

� It is part of doing business
� Business Continuity
� An environment of TRUST

– For doing business

– Ensure Orderliness in Internet 
world

– Promote Economic growth

� More than just
Confidentiality, Integrity
and Availability

� Privacy

3rd Party Customer Data
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We Use Network 
Vulnerability Scanners

Neglect the security of the 
software on the network/web 

server

We Use Network 
Vulnerability Scanners

Neglect the security of the 
software on the network/web 

server

The Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing

We Use SSL Encryption

Only protects data between 
site and user not the web 

application itself

We Use SSL Encryption

Only protects data between 
site and user not the web 

application itself
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SOMETHING IS STILL OUT THERE …
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WORST CREDIT CARD IDENTITY THEFT CASE
- DONE BY SQL INJECTION : A WEB APP ATTACK!

STRAITS TIMES SINGAPORE 19AUG09
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2008 Web Threats Take Center Stage

� Web application vulnerabilities
– Represent largest category in vuln disclosures (55% in 2008)
– 74% of Web application vulnerabilities disclosed in 2008 have no

patch to fix them
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These are real examples – hackers

Love these error message pages …
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Why is your debug tool shown to the world?
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More information to entice a would-be hacker?!
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A File List in 
HTML session?!
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Malware on Web Applications

� Malware can be delivered in many 
ways:

– E-mail, IM, network vulnerabilities…

� Today, Malware is primarily 
delivered via Web Applications:

– Aims to infect those browsing the site
– Installed via Client-Side (e.g. Browser) Vulnerabilities & 

Social Engineering

� Malicious content can be 
downloaded:

– From the web application itself
– Through frames & images leading to other websites
– Through links leading to malicious destinations

� Legitimate Sites Hijacked to 
distribute Malware!

– McAfee, Asus, US Govt Staff Travel Site, 
Wordpress.org, SuperBowl, …

http://evil.org

http://host.com

<script src=file.js>

Image (host.com)

IFrame (ads.com)
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Real Example: Online Travel Reservation Portal

Change the reserID to 2001200



© 2008 IBM Corporation

Governance & Risk Management

IBM Security22

Real Example : Parameter Tampering
Reading another user’s transaction – insufficient au thorization

Another customer’s transaction 
slip is revealed, including the 
email address
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Parameter Tampering Reading another user’s invo ice

The same customer invoice 
that reveals the address and 
contact number
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Top Hack Attacks Today Target Web Applications
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Top 10 OWASP Critical Web Application Security Issu es ‘09

1  Unvalidated Input
2  Broken Access Control
3  Broken Authentication and Session Management
4  Cross Site Scripting Flaws
5  Buffer Overflows

6  Injection Flaws
7  Improper Error Handling
8  Insecure Storage
9  Denial of Service
10 Insecure Configuration Management
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WHY DO HACKERS TODAY TARGET APPLICATIONS?

� Because they know you have firewalls
– So its not very convenient to attack the network anymore
– But they still want to attack ‘cos they still want to steal data …

� Because firewalls do not protect against app attacks!
– So the hackers are having a field day!
– Very few people are actively aware of application security issues

� Because web sites have a large footprint
– No need to worry anymore about cumbersome IP addresses

� Because they can!
– It is difficult or impossible to write a comprehens ively robust application

• Developers are yet to have secure coding as second nature
• Developers think differently from hackers
• Cheap, Fast, Good – choose two, you can’t have it al l
• It is a nightmare to manually QA the application
• Many companies today still do not have a software s ecurity QA policy or resource
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Software Application Development Pressures

Today I’m being asked to:

• Deliver product faster (a lot faster!)
• Increase product innovation
• Improve quality
• Reduce cost
• Deliver a secure product (?)

Cheap
Fast
Good
- Choose 2
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WHY DO APPLICATION SECURITY PROBLEMS EXIST?

� IT security solutions and professionals are normally from 
the network /infrastructure /sysadmin side
– They usually have little or no experience in application development

– And developers typically don’t know or don’t care about security or 
networking

� Most companies today still do not have an applicati on 
security QA policy or resource
– IT security staff are focused on other things and are swarmed

• App Sec is their job but they don’t understand it and don’t want to deal with it
• Developers think its not their job or problem to have security in coding
• People who outsource expect the 3rd party to security-QA for them

� It is cultural currently to not associate security wit h coding
– “Buffer Overflow” has been around for 25 years!
– “Input Validation” is still often overlooked.

Back then coding was 
done by engineers …

Then came Y2K …
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DON’T TRY THIS AT HOME!
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The Application Security Challenge

What?
1. Need to mitigate the risk of a Security breach
2. Need to find and remediate these vulnerabilities 
3. Must utilize a cost effective way of doing this 

that makes sense

Who?
� Software security represents the intersection 

between security & development – solution needs 
to be a joint collaboration

� Starts with Security Auditor (can also be 
outsourced)

� Larger organizations require the scaling of 
security testing into the development 
organization
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Web Application Secuirty - Solution Strategy 
� Reduce Cost and Time to Market

�Find the issues earlier in the Software Development  Life Cycle

�Automate the process 

�Use less security-savvy employees by leveraging too ls

� Mitigate Risk and increase quality
�Increase coverage 

�Involve more people in the process: Developers / QA

� Increase Visibility Of The Security Issue
�Distribute reports to different levels

�Dashboards

� Increase Productivity
�Build the knowledge among the team

�Prevent making the same mistakes
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Web Application Security Testing – Black & White Box es

BLACK BOX WHITE BOX

- Application Scanning - Source Code Scanning
(tests for app behavior) (tests for code integrity)

- Dynamic Analysis - Static Analysis

- Used by security folks & - Used by Development
auditors, don’t need folks, who are not into
source code security

- Tests for relationship between
application and environment
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SECURITY TESTING IS PART OF SDLC QUALITY TESTING

TEAM SERVER

Manage
Test Lab

Create
Plan

Build
Tests

Report
Results

Collaborative Application Lifecycle Management

Functional
Testing Performance

Testing
Web Service

Quality
Code

Quality

Security and
Compliance

Test Management and Execution 

SDLC Quality Assurance
Quality Dashboard

Open Lifecycle Service Integrations

Defect
Management

Requirements
Management

Best Practice Processes

homegrown

Open Platform

Java
System z, iSAP

.NET
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You need a professional solution to

Identify Vulnerabilities
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With Rich Report Options
44 Regulatory Compliance Standards, for Executive, Security, Developers .
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And Most Important :

Actionable Fix Recommendations
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AppScan Enterprise – Dashboards and Metrics

Policies

Controls

Compliance
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� www.owasp.org

� www.isc2.org

� www.ibm.com/security

� Wikipedia –> “application security”
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AppScan - CQTM & RQM Integration Protect Your Investment



© 2008 IBM Corporation

Governance & Risk Management

IBM Security40



© 2008 IBM Corporation

Governance & Risk Management

IBM Security41

Building security & compliance into the SDLC – furth er  back

Build

Developers

SDLCSDLC

Developers

Developers

Coding QA Security Production

Enable Security 
to effectively 
drive 
remediation into 
development

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production
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Conclusion: Application QA for Security

� The Application Must Defend Itself
– You cannot depend on firewall or infrastructure security to do so

� Bridging the GAP between Software development and Information 
Security

� QA Testing for Security must now be integrated and strategic

� We need to move security QA testing back to earlier in  the 
SDLC
– at production or pre-production stage is late and expensive to fix
– Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:
• Ensuring Security Quality in the Application up front
• Not having to do a lot of  rework after production
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SDLC QA - YOUR LAST LINE OF DEFENSE
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THE HACKER’S NEW TARGET – APPLICATION QUALITY


